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Abstract: The intellectualization of transport systems is accompanied by the widespread use of web applications. The paper

presents a system of criteria for evaluating the effectiveness of vulnerability scanners for web applications of intelligent transport

systems, the features of the functioning of which impose additional requirements for the secure development of applications

used in critical information infrastructure and systems interacting with it. A study was made of the most famous web application

vulnerability scanners.
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INTRODUCTION

The construction of intelligent transport systems
(hereinafter referred to as ITS) is based on the V2X
concept [1, 2]. This concept provides that each in-
telligent vehicle interacts with other vehicles and
transport infrastructure, as well as with any other
objects, the functioning of which can affect trans-
port security. On the other hand, ITS, as a kind of
transport systems, are objects of critical informa-
tion infrastructure (hereinafter referred to as CII)
[3, 4]. The security of ITS (CII) significantly depends
on the information security of software (hereinafter
referred to as software).

Due to these factors, when developing and oper-
ating applications, ITS (CII) owners are required to
take measures to ensure the information security of
software at all stages of its life cycle, including fol-
lowing the rules for secure development, distribu-
tion, operation, technical support and decommis-
sioning of software, and to utilize trusted software
development tools, as well as trusted security con-
trols for software used at ITS facilities (CII) [5, 6].

The intellectualization of transport systems is

accompanied by the widespread use of web appli-
cations. This is due, in particular, to the possibility
of their development for cross-platform use and the
relatively weak requirements for the computing
power of devices and their memory. Web applica-
tions are also characterized by comparative sim-
plicity and high speed of development, which, along
with advantages, entails the risk of deficiencies in
architecture, code, support, and others.

Let us clarify that a web application is a program
executed by a web server that responds to dynamic
web page requests via the HTTP protocol [7].

For ITS web applications, a wide range of threats
are relevant, which can manifest themselves in the
physical, network and wireless areas of informa-
tion security and create diverse vectors of computer
attacks on ITS (Fig. 1 [8]). In the physical domain,
threats to ITS web applications arise due to the
possibility of direct access to devices embedded in
vehicles and transport infrastructure facilities. Vio-
lations of the information security of web applica-
tions can be caused by the possibility of carrying out
attacks on vehicles, transport infrastructure objects
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and devices of other objects located in close prox-
imity to the attacked ITS, via wireless accessed net-
work. ITS web application vulnerabilities can also
be exploited remotely via networks.

Successful attacks on web applications can vio-
late the security of information of ITS owners, vehi-
cles and other ITS objects, lead to violations of con-
fidentiality, integrity, accessed onness, authenticity,
non-traceability, accountability and other important
properties of information.

Software vulnerability scanners are an impor-
tant information security tool. The effectiveness of
vulnerability scanners (their performance, accuracy
of vulnerability detection, and other properties)
significantly depends on the completeness of the
databases used, the volumes of which can be quite
significant. Under these conditions, it is advisable
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Figure 1. Information security areas of ITS
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Figure 2. ITS information security threat landscape

to adapt the algorithms of the scanners for specific
types of software or use specialized scanners. A web
application vulnerability scanner is an automated
security program that looks for software vulner-
abilities in web applications [7]. These scanners are
widely available both in the form of free software
and in proprietary (commercial, paid) versions.

Given the peculiarities of the architecture of
web applications, as well as the intensive growth of
threats in this particular area of information tech-
nology, this paper considers web application vulner-
ability scanners (WAVS, web application vulnerabil-
ity scanners).

WEB APPLICATION ARCHITECTURE

A web application consists of a set of scripts that
reside on a web server and interact with databases
or other dynamic content sources. Using the infra-
structure of the Internet, web applications allow
service providers and customers to share and ma-
nipulate information regardless of platform.

The web application has a distributed n-tier ar-
chitecture. Typically, there is a client (web browser),
a web server, an application server (or multiple ap-
plication servers), and a database server (data stor-
age system). Figure 1 shows a simplified view of the
web application. A firewall may operate between
the web client and the web server.
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Figure 3. Layered web application architecture

CLASSIFICATION OF WEB APPLICATION
VULNERABILITIES

The growing number of web site vulnerabilities
has prompted many organizations to take a critical
look at the security quality of their web applications
and has led to the formation, among other things,
of large international communities seeking to im-
prove the security of web applications. These com-
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munities have proposed several classifications for
threats, vulnerabilities, and attacks on web appli-
cations. These communities include OWASP (Open
Web Application Security Project) and WASC (Web
Application Security Consortium).

Classification of vulnerabilities according

to WASC

The Web Application Security Consortium
(WASC) identifies 49 types of threats classified ac-
cording to two basic criteria: weaknesses (the cause
of the vulnerability) and attacks (types of attacks)
[9]. This classification is presented in Table 1.

Table 1. Classification of threats according to WASC

Threat

Attack Weakness

Abuse of functionality Incorrect application configuration

Brute force Catalog indexing

Buffer overflow

Incorrect file system permissions
Substitution of information

Session/credential prediction Incorrect input handling

Cross Site Scripting (XSS)

Incorrect output handling

Cross-site request forgery

Information leak

Denial of Service

Insecure Indexing

Fingerprinting

String format error

Insufficient protection against
automation

Smuggling HTTP responses

Insufficient authentication

Splitting HTTP responses

Insufficient authorization

Smuggling HTTP Requests

Insufficient password recovery

Splitting HTTP Requests

Incomplete process check

Integer overflows

Insufficient session expiration

LDAP injection

Implementing mail commands

Insufficient transport layer
protection

SSlinjections

SQL injection

URL redirect abuse

XPath Injection

XML Attribute Extension

External XML Objects

Extending XML Objects

XML injection

XQuery injection

In addition, the WASP classification indicates
where in the development life cycle (design, imple-
mentation, and deployment) of an application, a
particular type of threat is most likely to be applied.

Classification of vulnerabilities according

to OWASP

Unlike WASC, which describes all possible at-
tacks, the Open Web Application Security Project
(OWASP) only considers the top 10 security threats
every 3 years. It publishes a ranking of the 10 most
dangerous security vulnerabilities in the “OWASP
Top 10” document and allows the project team to fo-
cus on protecting the web application from the most
important threats [10].

The ranking (in descending order of number) of
the top ten web application vulnerabilities accord-
ing to the OWASP 2021 report is shown in Table 2
[11].

Table 2. Top 10 web application vulnerabilities according to
OWASP 2021 report

Location Type of vulnerability

Zero bit injection

Incorrect server configuration

0S management

Detour path

Resource location prediction

Remote File Inclusion (RFI)

Route detour

Session fixation

SOAP array abuse

Al Broken access control

A2 Cryptographic failures

A3 Injections

A4 Insecure design

A5 Incorrect security setting

A6 Vulnerable and outdated components

A7 Failures inildentification and authentication
A8 Failures in software and data integrity

A9 Security logging and crash monitoring

A10 Server side request forgery
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WEB APPLICATION VULNERABILITY SCANNERS

The following main tasks are assigned to web ap-
plication vulnerability scanners [12, 13]:

- search for all types of vulnerabilities de-
scribed in OWASP top 10 [11];

- reporting an attack that demonstrates a vul-
nerability;

- definition of an attack with indication of the
location of the script, input data and context;

- definition of a vulnerability with a name se-
mantically equivalent to the names from the
OWASP top 10;

- providing the ability to authenticate in the ap-
plication and maintain a connected state;

- providing a sufficiently low level of false posi-
tive results.

Architecture of web application

vulnerability scanners

The basic architecture of web application scan-
ners (WAVS) is shown in Figure 3.

WAVS
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Figure 4. Basic architecture of web application vulnerability
scanners

A. Bypass module

The traversal is performed by a component called
a crawler. The crawler examines a web application
to recover and identify web pages related input vec-
tors such as HTML form input fields, GET and POST
request parameters, and cookies. In addition, the

scanner creates an indexed list of all pages viewed.
Detection of web vulnerabilities significantly de-
pends on the quality of the crawler. If the crawler is
mediocre, then the scanner will most likely miss the
vulnerability [14, 15].

B. Attack module (fuzzing)

Fuzzing is performed by a component called a
fuzzer. The fuzzer parses the page URLs and input
vectors viewed by the crawler and then sends poten-
tial attack patterns to the entry points defined in the
previous step. This component generates incorrect,
random, or unexpected values to run a threat check
for each entry and vulnerability type that the Web
Application Scanner checks. For example, to check
for the possibility of cross-site scripting (Cross-Site
Scripting, hereinafter XSS vulnerability), the attack-
ing module (fuzzer) will try to inject malicious Ja-
vascript code [14, 15].

C. Analysis module

This module analyzes the results of the fuzzing
step to detect the presence of vulnerabilities and pro-
vide data to other modules. If the pages returned in
response to the input tests for SQL injection contain
a database error message, the analysis module will
conclude that there is a SQL vulnerability [14, 15].

Preliminary analysis of security scanners

When examining scanners, two approaches are
used. In one case, scanners are checked to identify
one specific vulnerability, as, for example, in [14,
15]. In another case, researchers use a large number
of types of vulnerabilities in their test applications
[16-21].

In [16], an analysis of the effectiveness of 8 com-
mercial vulnerability scanners on well-known ap-
plications was carried out. Most scanners found the
SQL injection vulnerability and reflected the XSS
vulnerability. Other vulnerabilities were not detect-
ed at all or were detected at a very low frequency.

In [17] several scanners were tested that failed to
detect reflected XSS and SQL injection, but were able
to detect stored XSS and cross site request.

In [18], an analysis of open source scanners was
carried out in accordance with the OWASP Top 10
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Figure 5. General methodology for finding vulnerabilities and undeclared software features

according to the criterion of detectability, using an
average indicator.

In [19], 3 scanners were tested for 3 different
web applications in terms of code vulnerabilities
detection.

In [20], the main attention was paid to the detec-
tion of stored XSS, based on the results of the anal-
ysis [21], the previously obtained estimates of the
weaknesses and limitations of scanners were con-
firmed.

Reference [21] presents some evaluation reports
on the results of running QualysGuard WAS and Acu-
netix WVS against the selected test bed.
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However, in these and other well-known works,
a comprehensive study of the effectiveness of scan-
ners, including their performance, was not car-
ried out. This paper evaluates eleven web applica-
tion scanners (both commercial and open source)
against comprehensive performance metrics.

METHODOLOGY FOR SEARCHING FOR WEB
APPLICATION VULNERABILITIES

The general methodology for searching for vul-
nerabilities and undeclared software features is de-
scribed in [22] and shown in Fig. 2. 4.
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Figure 6. Methodological process
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For web applications, the procedure for
searching for vulnerabilities that should be per-
formed by the scanner is shown in Fig. 5.

A. Choice of reference

Vulnerable test applications are required to eval-
uate and test scanners. These applications must be
described in detail, contain a list of all the weakness-
es introduced into the application, so that it is pos-
sible to fully determine all true positive, false posi-
tive and false negative scanner responses and their
aggregate values based on the scan results (herein-
after referred to as IP, LP, LO results, respectively).

True positive results reflect the number of vul-
nerabilities found that actually exist. In a web appli-
cation, this indicator should tend to zero.

False positive results indicate the number of vul-
nerabilities found that are not actually present in
the application.

False negatives show the number of vulnerabili-
ties introduced into the application but not detected
by the scanner.

The study used a vulnerable web application
from the WAVSEP (Web Application Vulnerability
Scanner Evaluation Project) [23]. This evaluation
platform contains a collection of unique vulnerable
web pages that can be used to test various proper-
ties of web application scanners.

The used vulnerable web application WAVSEP
BENCHMARK is written in java JSP and is designed
to evaluate the capabilities, quality and accuracy of
web application vulnerability scanners [24].

The WAVSEP benchmark includes the test cases
shown in Table 3.

Table 3. Total number of vulnerabilities for each type in WAVSEP

Number of true  Number of false

Vulnerability type L. i
yiyp positive cases positive cases

SQL Injection 136 10
Reflected XSS 66 7
RFI - Remote File Inclusion 108 6
Path traversal /LFl - Local File 816 8

Inclusion

B. Selection of scanners to study

The study was conducted on commercial and
open source scanners, details of which are present-
ed in Table 4 (commercial scanners in italics).

C. Selecting scanner performance metrics

The study was conducted using the following
performance indicators of scanners [25, 26].

A) Accuracy, as the ratio of correctly detected
vulnerabilities to the total number of test vulner-
abilities:

IP

Accuracy = ————
- IP+ LP

The higher the Accuracy, the lower the number of
false positives, hence the scanner is more accurate
in detecting vulnerabilities.

Table 4. General characteristics of the studied scanners

Scanner Company / developer Version License Technology
BurpSuite PortSwiger 1.6.12 Commercial / Free (Limited Capability) Java
Acunetix Acunetix 10 Commercial / Free (Limited Capability) Perl
Wapiti InformaticaGesfor 2.3.0 Open Source Python
SkipFish Google 2.10 Open Source C
Netsparker Mavituna Security 2.3 Commercial .Net
W3AF W3af devel 1.2 Open Source Python
AppSpider Rapid 7 6.0 Commercial Java
IronWASP L. Kuppan 0.9.7.1 Open Source .Net
Arachni Tasos Laskos 2.2.1 Commercial Ruby
ZAP OWASP 23.1 Open Source .Net
Vega Subgraph 1.0 (beta) Open Source Java
132 Journal of Information Technology and Applications  www.jita-au.com
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B) Sensitivity, as the ratio of correctly detected
vulnerabilities to the total number of detected vul-
nerabilities:

IP

Sensitivity = ———
- IP + LO

The more Sensitivity, the less false negative re-
sults. Hence, the tool is better at detecting vulner-
abilities.

C) F-measure, which represents the har-
monic mean of accuracy and sensitivity, given
by:

2 ¥ Accuracy X Sensitivity

F—measure = ——
Accuracy + Sensitivity

These three metrics can be used to rank
scanners according to the goals of the bench-
mark user.

RESULTS OF EVALUATION OF WEB APPLICATION

SCANNERS

Scanners were examined using the WAVSEP test
suite.

Tables 5, 6 show the test results. Values high-
lighted in bold indicate the total number of vulner-
abilities in WAVSEP mentioned in Table 5. Values
highlighted in yellow indicate the level of detection,
while the rest indicate the number of IP, LP, LO found.

Tables 7-10 present the results of the study of
scanners according to the criteria of accuracy, sen-
sitivity and F-measure.

D) Generalization of test results

Summary graphs of accuracy, sensitivity, and F-
measure for the studied scanners and vulnerabili-
ties are shown in Fig. 6-9.

Table 5. Results of WAVSEP tests for SQLI and XSS vulnerabilities by IP, LP, LO values

Test results

satLl XSS
Scanners
IP LO LP P LO LP
136 10 66 7
136 3 62 0
BurpSuite —_— 0 4
100% 30% 93.93% 0%
136 2 44 3
Wapiti —_— 0 22
100% 20% 66.66% 42.85%
136 0 66 0
Acunetix —_— 0 0
100% 0% 100% 0%
102 0 65 0
SkipFish 34 1
75% 0% 98.48% 0%
136 3 64 0
Netsparker I — 0 2
100% 30% 96.96% 0%
81 3 19 3
W3AF 55 47
59.55% 30% 28.78% 42.85%
132 0 66 0
AppSpider — 4 0
97.05% 0% 100% 0%
136 5 52 0
IronWASP —_— 0 14
100% 50% 78.78% 0%
136 5 63 0
Arachni —_— 0 3
100% 50% 95.45% 0%
136 0 63 0
ZAP —_— 0 3
100% 0% 95.45% 0%
136 2 66 0
Vega - 0 0
100% 20% 100% 0%
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Table 6. WAVSEP test results for RFI and LFI vulnerabilities by IP, LP, LO values

Test results

RFI LFI
Scanners
IP Lo LP IP Lo LP
108 6 816 8
80 0 496 1
BurpSuite U — 28 320
74.07% 0% 60.78% 12.5%
64 0 414 1
Wapiti U — 44 402 S —
59.25% 0% 50.73% 12.5%
) 87 0 292 0
Acunetix 80.55% 2 0% 35.78% > 0%
. (] 0 . 0 0
o 39 1 312 2
SkipFish —_— 69 504
36.11% 16.66% 38.23% 25%
57 0 467 0
Netsparker S — 51 349
52.77% 0% 57.23% 0%
13 1 461 1
W3AF U — 95 355
12.03% 16.66% 56.49% 12.5%
) 80 0 660 1
AppSpider N — 28 156 U —
74.07% 0% 80.88% 12.5%
IronWASP 106 2 0 288 528 !
ron U —
98.14% 0% 35.29% 12.5%
) 46 0 162 0
Arachni U — 62 654
42.59% 0% 19.85% 0%
136 1 590 0
ZAP U — 0 226
100% 16.66% 72.30% 0%
108 0 519 5
Vega U — 0 297
100% 0% 63.60% 62.5%

Table 7. Results of WAVSEP tests by values of accuracy, sensitivity and F-measures for SQLI vulnerability

Test results

Scanners sqtl
Accuracy, % Sensitivity, % F-measure, %

BurpSuite 97.84 100 98.90
Wapiti 98.55 100 99.26

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 97.84 100 98.90
W3AF 96.42 59.55 73.62
AppSpider 100 97.05 98.50
IronWASP 96.45 100 98.19
Arachni 96.45 100 98.19

ZAP 100 100 100
Vega 98.55 100 99.26
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Table 8. WAVSEP test results for accuracy, sensitivity and F-measures for XSS vulnerability

Test results

Scanners XSS
Accuracy, % Sensitivity, % F-measure, %
BurpSuite 100 93.93 96.87
Wapiti 93.61 66.66 77.86
Acunetix 100 100 100
SkipFish 100 100 100
Netsparker 100 96.96 98.45
W3AF 86.36 28.78 43.17
AppSpider 100 100 100
IronWASP 100 78.78 88.13
Arachni 100 95.45 97.67
ZAP 100 95.45 97.67
Vega 100 100 100
Table 9. WAVSEP test results for accuracy, sensitivity and F-measures for RFI vulnerability
Test results
Scanners RFI
Accuracy, % Sensitivity, % F-measure, %
BurpSuite 100 74.07 85.10
Wapiti 100 59.25 74.41
Acunetix 100 80.55 89.22
SkipFish 100 80.55 89.22
Netsparker 100 52.77 69.08
W3AF 92.85 12.03 21.30
AppSpider 100 74.07 85.10
IronWASP 100 98.14 99.06
Arachni 100 42.59 59.73
ZAP 99.08 100 99.53
Vega 100 100 100
Table 10. WAVSEP test results for accuracy, sensitivity and F-measures for LFI vulnerability
Test results
Scanners LFI
Accuracy, % Sensitivity, % F-measure, %
BurpSuite 99.79 60.78 75.54
Wapiti 99.75 50.73 67.25
Acunetix 100 35.78 52.70
SkipFish 100 35.78 52.70
Netsparker 100 57.23 72.79
W3AF 99.78 56.49 72.13
AppSpider 99.84 80.88 89.36
IronWASP 99.65 35.29 52.12
Arachni 100 19.85 33.12
ZAP 100 72.30 83.92
Vega 99.04 63.60 77.45
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Figure 7. Accuracy, sensitivity, and F-measures of SQLI vulnerability in WAVSEP

As can be seen, regarding the vulnerability of SQLI scanners Acunetix, SkipFish, ZAP Acunetix, SkipFish,
ZAP have the highest F-measure values (100%). Scanners BurpSuite, Netsparker, AppSpider, [ronWASP, and
Arachni showed F-measures of 98%, while the W3AF scanner had an F-measure of 73.62%.

So besides W3AF scanners, open source and commercial options work well for the SQLI vulnerability.
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Figure 8. XSS precision, sensitivity, and F-measures of vulnerability in WAVSEP

With respect to the XSS vulnerability, the F-measure value of the Acunetix, Skipfish, Appspider, and Vega
scanners was 100%. Similar values show scanners Netsparker, Arachni, Zap, Burp suite and [ronWASP. But
the efficiency of Wapiti and W3AF scanners is much lower in all respects.
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Figure 9. Accuracy, sensitivity and F-measures of LFI vulnerability in WAVSEP

Regarding the LFI vulnerability, the best results were obtained by the AppSpider and ZAP scanners. At
the same time, no scanner showed 100% efficiency in terms of sensitivity and F-measure.
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Figure 10. Accuracy, sensitivity and F-measures to RFI vulnerability in WAVSEP

For the RFI vulnerability, 100% results are from [ronWASP, Zap, and Vega open source scanners.
Not a single commercial scanner has shown 100% efficiency. The lowest results were obtained with the
W3AF scanner.
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CONCLUSION

The effectiveness of the studied web application
vulnerability scanners depends on the types of vul-
nerabilities. At the same time, the effectiveness of all
scanners in relation to SQLI and XSS vulnerabilities is
higher than in relation to LFI and RFI vulnerabilities.

In terms of LFI and RFI vulnerabilities, Vega
and ZAP scanners, both open source scanners, per-
formed the best, outperforming all commercial
scanners.

The availability of open source scanners that show
high efficiency (100% for some types of vulnerabili-
ties) allows us to conclude that it is possible to cre-
ate a good web application vulnerability scanner that
covers the types of vulnerabilities specific to ITS.
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Opnrnﬂam,ﬂaﬂ Hay4YHada CTaTbsA

AHHOTauMﬂ: I/[HTeJ'IIIeKTyaI[I/IBaLU/IH TPAHCIOOPTHLIX CHUCTEM CONPOBOXK/JAAE€TCA MHUPOKHM NPHUMEHEHUEM Be6-np1/m0>l<e1—1m71.

B paGore mpejcTaBieHa CHCTeMa KpUTepHeB OLEHKH 3(PeKTUBHOCTH CKAaHEPOB YsI3BUMOCTEeH BeG-NPUJIOKEHUH

HWHTEJIJIEKTYAaJIbHbIX TPAHCIOPTHBIX CHUCTEM, 0COGEHHOCTH (l)yHKLU/IOHI/IpOBaHI/IH KOTOPbIX HAKJIaAbIBAKT AOIMOJHUTEJIbHbIE

TpeGoBaHHs MO 6e30MacHON pa3paboTKe MPUJIOKEHHH, HUCIOIb3yeMbIX B KPUTUYECKOH MHPOPMaLMOHHOH MHPPACTPYKType

U CHUCTEeMaAX, B3aHMOﬂeﬁCTBnyU.lHX C HeW. npOBe,E[eHO uccjiegoBaHue HauboJiee H3BECTHBIX CKaHepoB yH3BHMOCTeﬁ BeO-

MPUJIOKEHUH.

KioueBble coBa: Ataka, BeG-NpuioKeHHe, HHGOpPMALMOHHAs 6e30MaCHOCTb, UHTEJIEKTya/IbHasi TPAHCIOPTHAs CUCTEMA,

KOMIIBIOTEpPHAs aTaka, KpUTUYeckas WHbOpMaLHOHHAss MUHQPPACTPYKTypa, CKaHep YsSA3BUMOCTEH, yrpo3a MHPOpPMAILMOHHOU

6e30HaCHOCTI/I, YA3BUMOCTb.

BBEAEHME

[locTpoeHne UHTENIEKTYaJbHbBIX TPAHCIOPT-
HbIX cucTeM (fgasee - UTC) ocHOBaHO HAa KOHIIEMIUU
V2X [1, 2]. JlaHHas1 KOHIENIUs IpeaycMaTpPUBaeT,
YTO KaXK/l0e HWHTeJJIEKTyaJlbHOe TPaHCIOPTHOE
CpeJCTBO B3aUMO/IECTBYET C APYTMMHU TPAHCIIOPT-
HbIMHU CpPe/ICTBAMU U TPAHCIOPTHOW UHPPACTPYK-
TYpO#, a TaKXKe C JObIMU JPYTUMU 0GBbEKTAMH,
GYHKIMOHUPOBAHUE KOTOPBIX CIIOCOGHO OKa3aTh
BJIMSIHME Ha TPAHCIOPTHYI0 6e3omacHocTb. C Apy-
ro¥ croponbl UTC, Kak pa3HOBUJHOCTU TPAHCIIOPT-
HbIX CUCTEM, SIBJSIOTCA 06bEKTAMU KPUTHYECKOUN
MHOpPMALMOHHON HHPPACTPYKTyphbl (Zanee -
KWH) [3, 4]. besonacuoctb UTC (KUH) cyiecTBeH-
HO 3aBHUCHUT OT MHPOPMALMOHHOW 6e30MacHOCTH
nporpaMMHoOro obecnedenus (gasee — I10).

BenieacTBre ykaszaHHbIX GaKTOpPOB MPHU paspa-
60TKe W 3KCIJIyaTallud MPUJIOKEHUW BJaJleblbl
UTC (KHUH) 06s13aHbI IpUHUMATb Mephl Mo obec-
neyeHuto MHPopMalMOHHOU 6e3omacHocTH [10 Ha
BCeX 3Tanax ero >KM3HEHHOTO LIUKJIa, B TOM YHCJIe

co6JTI0IaTh MpaBUJIa 6e30IacHON pa3paboTKH, pac-
NPOCTPAHEHUS, IKCIJIyaTaAllUK, TEXHUYECKOU MOJI-
JIEP’KKU U BbIBOJIa U3 3KcITyaTanuu [10, ucnosb3o-
BaThb /IOBEpPEHHbIE cpe/icTBa pa3dpaboTku [10, a Tak-
Ke JlOBepeHHbIE Cpe/ICTBA KOHTPOJISI 6€30MacCHOCTH
[10, ucnosnb3dyemoro Ha o6bekTax UTC (KHUHN) [5, 6].

WHTennekTyanu3anuss TPAHCHOPTHBIX  CHC-
TEM CONPOBOXK/AETCS NIMPOKUM NPUMeHEeHUEM
BeO-IIPUJIOKEHUH. ITO 0OYCIOBJIEHO, B YaCTHOCTH,
BO3MOXXHOCTbIO UX Pa3paboTKH JiJisl KpoccrmaaTdop-
MEHHOTO NMPUMEHEHUSI U CPAaBHUTEJBHO CJa6bIMHU
Tpe6OBaHUAMHU K BBIYHUCIUTENBHONU MOIIHOCTH yC-
TPOUCTB U 06'beMaM UX NaMsATH. Beb-npuioxeHus
XapaKTepU3YITCA TaKXKe CPAaBHUTEJbHOW MpPOC-
TOTOHM Y BBICOKOW CKOPOCTBIO Pa3pabOTKH, YTO, Ha-
pAAY C JOCTOMHCTBAMH, BJieYeT PUCKHU MOSIBJIEHUS
He/IOCTaTKOB B apXUTEKTYpe, KoJie, MOJIePKKe U
JIpyTHe.

YTO4HUM, YTO O/ BE6-MPUTOKEHUEM TOHHUMA-
eTcs TPorpaMma, BhIToJIHsIeMasi Be6-cepBepoM, OT-
Beyallasg Ha AMHAMHUYECKHe 3amnpochkl Beb-cTpa-
HUIbI 0 poTokoay HTTP [7].
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Jns Be6-npunokenuit UTC akTyaseH wiupo-
KUH CHEeKTpP Yrpo3, KOTOpble MOTYT NPOSIBJISATHCS
B $U3UYECKOH, ceTeBOM U GecnpoBOAHON o6Jsac-
TAX NHPOPMALLMOHHOM 6€30M1aCHOCTH U CO3/laBaTh
MHOr006pa3Hble BEKTOPbI KOMIIbIOTEPHBIX aTaK Ha
UTC (puc. 1 [8]). B ¢usuveckoii o06acTu yrposbl
BeO-npuiokeHusiM WUTC BO3HUKAIOT BCJEACTBUE
BO3MOXXHOCTHU HPSIMOTO JOCTyIla K YCTPOWCTBaM,
BCTPOEHHBIM B TPaHCHOPTHBIE CpPeJCTBA U 00Bb-
eKTbl TPaHCMOPTHOW HHpacTpyKTyphl. Hapyure-
HUsl MHPOPMALMOHHON 6e30MacHOCTH Beb-IpHU-
JIO)KeHUH MOTYT OBbITb BBbI3BaHbl BO3MO>KHOCTbIO
OCyIecTBJIEHUS aTaK Ha TPaHCIOPTHbIE CPeJCTBa,
06bEKThl TPAHCHOPTHOW HMHPPACTPYKTYpPhl U yC-
TPOMCTBA MHBIX 06'bEKTOB, HAXOAALMXCS B HeIo-
CpeACTBEHHOW 6siM30cTH K aTakyeMbiM WUTC, mo-
CpefCcTBOM 6ecnpoBOAHOrO A0CTyMNa. YA3BUMOCTH

Pimymisal Ak

PucyHok 1. O6aacmu uHgopmayuoHHoll 6ezonacHocmu UTC

@ L. B at
L S e ¥
%

PucyHok 2. J/landwagm y2po3 uHgpopmayuoHHoU
6ezonachocmu UTC

BeG-npuiokeHU! UTC MOTyT 3KCIIyaTUPOBAThCS
TaK:Ke yJjaJIeHHO Yyepes CeTH.

YcnemHble aTakd Ha BeG-TIPHUJIOKEHHUS] MOTYT
HapyIUTh 6€30MacHOCTh WHGOPMAIUU BJIA/IE/b-
ueB UTC, TpaHCIOPTHBIX CPEACTB U APYTUX 00'bEK-
ToB UTC, moBsieyb HapylleHHUs KOHOHUEHIUAJb-
HOCTH, 1[eJIOCTHOCTH, JJOCTYIHOCTH, TOJIJINHHOCTH,
HEOTCJIEXKUBAEMOCTH, MOJAOTYETHOCTH M JAPYyrUX
BaXKHBIX CBOMCTB MHQOPMAIUH.

Ba)KHbIM MHCTPYMEHTOM oGecneyeHust UHPOP-
MallMOHHOW 6e30MaCHOCTU SBJISIIOTCA CKaHEpPHI
ysa3BuMocTel [10. 3dPeKTHBHOCTb CKaHEpPOB ysI3-
BUMOCTeH (MX MPOU3BOJUTENBHOCTh, TOYHOCTH
BbISIBJIEHUS YSI3BUMOCTEHN U Jpyryue CBOWCTBA) Cy-
[IECTBEHHO 3aBUCHUT OT MOJIHOThI MCHOJIb3yeMbIX
6a3, 06’beMbl KOTOPBIX MOTYT ObITh BeCbMa 3HA4YH-
TeJIbHBIMU. B 3TUX yC0BUSAX 1e/ieco06pa3Ho ajan-
THUPOBATh AJTOPUTMbI PYHKIIMOHUPOBAHUS CKaHe-
POB o/l KOHKpeTHbIe BU/IbI [10 UK KCTI0JIb30BATh
crielMajM3upoBaHHble cKaHepbl. [lof ckaHepom
ySI3BUMOCTEHN BeO-NPUI0KEHUH TOHUMAEeTCs aBTO-
MaTHU3UpOBaHHasl IporpaMMa 6e301acHOCTH, KOTO-
pasi UILeT MporpaMMHbIe ySI3BUMOCTH B BEO-TIPH-
JokeHUsx [7]. /laHHbIe cCKaHephI LIUPOKO MpeCcTa-
BJIeHbI KaK B popMe cBobogHoro [10, Tak U B npo-
MpUEeTAPHBIX (KOMMePUYECKUX, JIATHBIX) BEPCUSIX.

Y4uThiBasi 0CO6EHHOCTH ApXUTEKTYPhI BE6G-TIPU-
JIOXKEHUH, a TaKKe MHTEHCUBHBIN POCT YIpo3 UMeH-
HO B JJaHHOU 06J1acTU MHGOPMALIMOHHBIX TEXHOJIO-
I, B HacToslel paboTe pacCMOTPEHbI CKaHePhI
ys3BUMOCTEN Beb-npuiokeHU (pasee - WAVS,
web application vulnerability scanners).

APXUTEKTYPA BEB-MPUNOXEHUN

Be6-npusioxeHre COCTOUT U3 HAa6opa CKPUIITOB,
KOTOpblE HAaxoAATCS Ha Beb-cepBepe W B3aWMO-
JIeCTBYIOT ¢ 6a3aMM JAaHHBbIX WM JPYTUMH MC-
TOYHUKAMHU JJMHAMUYeCKOro KOHTeHTa. Ucnosb3ys
HHOpacTpyKkTypy HWHTepHeTa, Be6G-IPHUJIOKEHHUS
NI03BOJIAIOT MOCTaBIIMKAM YCIYyT U KJWEeHTaM 06-
MEeHUBAThCS HHOPMaLMel 1 MaHUITYJIMPOBATh €10
HE3aBUCUMO OT MJIAaTPOPMBI.

Be6-npusioxkeHre UMeeT  pacnpefiesleHHYI0
n-ypoBHEBYIO apxuTeKTypy. Kak mpaBuJo, cy-
1IeCTBYyeT KJUEeHT (Beb-O6pay3ep), Beb-cepBep,
cepBep NpUJIOKEeHUN (UM HECKOJIbKO cepBe-
pPOB NPUJIOKEHUI) U cepBep 6a3 AaHHbIX (CHC-
TeMa XpaHeHMs JaHHbIX). Ha pucyHke 1 npepcra-
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BJIEH YNPOILeHHbIN BUJ, Be6-IpUI0XKEHU. Mex Ly
BeO-KJIMEHTOM U Beb-cepBepoM MOXKeT QYHKIHO-
HUPOBATb GpaHMay3p.

| "
1I

5 .I.* . ’ i . i . E
‘ i Badeownp s

Pl iy L
PucyHok 3. MHoz20yposHesas apxumekmypa 8e6-npuioxceHutl

KnAccuouKALMA YA3BUMOCTE BEB-
NPUNOXEHUM

Pactymiee uwuciao ys3BUMOCTEH Ha Beb-caii-
TaXx MNOOYAMJIO MHOTHe OpraHu3aluU KpUTHYe-
CKM B3IVITHYTb Ha KauecTBO 6e30MacHOCTH CBOUX
BeO-NIPUJIOKEHU U NPUBEJIO K 06pa30BaHUI0, B TOM
4yycle, KPYNHBIX MeXAYHApOJHBIX COOOILECTB,
CTpPeMSALIMXCS K [OBBIILIEHHIO YPOBHS 6€301acHOC-
TH BeO6-NpUI0KeHUH. JaHHBIMM COO6IIecTBaMu
npeJJIOKEHO HECKOJIbKO KJacCUPUKALUHA JJis yT-
P03, yI3BUMOCTEH U aTaK Ha Be6-npusioxkeHust. Cpe-
[ 3THUX COOGLIECTB MOKHO BBIZIEJIUTh TaKHe, KaK
OWASP (Open Web Application Security Project) u
WASC (Web Application Security Consortium).

Knaccudpukanus ya3sBuMmocTen no

Bepcur WASC

KoHcopuuyMm mo 6e30macHOCTH BeG-IPHJIOKE-
Huii (WASC) BeiaensieT 49 BUAOB yrpos, KJacCH-
GUUMPOBAaHHBIX MO JABYM 06a30BbIM IpPU3HAKaM:
cabocty (MpUYMHA BO3HUKHOBEHHS YSI3BUMOCTH )
Y ataku (BU/bI aTak) [9]. [laHHas knaccupuka-
1s npejcTaBjeHa B Tabaue 1.

Ta6.auya 1. Kaaccugurayus yzpos no eepcuu WASC

Yrposbl
ATaku Cnaboctu
3noynotpebnexne
HenpaswibHasa KoHdUrypaums
bYHKUMOHANbHBIMM
NPUNOXKEHUs
BO3MOKHOCTAMM

BpyTdopc MHAaekcaumua Katanoros

NepenonHeHue bydepa

HenpasuibHble paspeweHus
dbaiinoBoi cucTembl

NoameHa nHdopmaumm

MporHo3npoBaHue ceaHcos/

VHETHBIX ABHHBIX HenpasunbHasa o6paboTka BBOAa

HenpasunbHas obpaboTka

MeKcalToBbI CKPUATUHT (XSS)
BbIBOZA

MozAenKa MeKCalToBbIX 3aNpocoB | YTeuka MHGopmaLLmm

OTKa3 B 06CAyKMBaHMM Heb6e3onacHas uHaeKcaums

CHATMe 0TNeYaTKoB NasbLes HepoctaTouyHas 3awmTa ot

Owwubka popmaTUpOBaHNA CTPOKK | aBTOMATU3aLMK

KoHTpabaHaa HTTP-oTBeTOB HepocTtaTouHas ayTeHTUdUKaALMA

PasgeneHne HTTP-oTBeTOB HepoctaToyHas aBTopmusauma

HepoctaTouHOe BOCCTaHOBAEHME

K 6 HTTP-
oHTpabaHaa 3anpocos napons

PaspeneHve HTTP-3anpocos HenonHas nposepka npouecca

HeaocTaTouHbIN CPOK AencTBUA

LlenouncneHHble nepenoaHeHns
CeaHca

LDAP-uHbBeKLMM HegocTatouHas 3awuTa

BHeapeHMe NoYTOBbIX KOMaHA, TPAHCMOPTHOTO YPOBHA

HenpasunbHas KoHdUrypauums

BHeapeHue Hynesoro buta
cepBepa

Ynpasnenune OC

06xog nyTu

npeACKaSbIBaHME
MeCTONONI0XKEHNA pecypcos

YpaneHHoe BKoueHne daiinos
(RFI)

MapLupyTHbIA 06x04,

(DVIKCBLI,MH CeaHca

3n0ynoTpebneHme maccMsom
SOAP

SSI-uHbeKLMK

SQL-MHbeKL MK

3noynotpebneHve
nepeagpecaumeit URL

XPath-uHbekuum

PacwmpeHnne XML-atpunbyTa

BHelwHmne o6bekTbl XML

PaclwmpeHnne obbektos XML

XML-nHbEKumA

XQuery-nHbeKkuua

[TomuMo sToro, B kjaaccupukauuu WASP ykasbl-
BAeTCs, I/le B )KU3HEHHOM IMKJie pa3paboTKu (Ipu
IPOEKTUPOBAHUH, peasU3aliuy U pa3BepThIBaHUH)
NpUJIOKEHNUS] BepOsITHEE BCEro MOXET OBbITh MpHU-
MeHEeH KOHKPETHbIHU THUII yI'PO3BbI.

Knaccupukanus yasBumocren no

Bepcuu OWASP

B otninure ot WASC, KOTOPbIA OMUCHIBAET BCe
BO3MOXHble aTaky, npoekT Open Web Application
Security Project (OWASP) paccmaTpuBaeT TOJIBKO
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10 OCHOBHBIX YTpo3 6€30MacHOCTH Kak/ble 3 roza.
OH ny6JsnkyeT pedTHUHT 10 HauboJiee ONacCHbIX ysi3-
BHUMOCTel 6e3omacHOCTH B jgokyMeHTe «OWASP
Top 10» 1 mO3BOJISIET KOMaH/le TPOEKTA COCPEOTO-
YUTBHCS Ha 3all[UTe Be6-NMPUIOKEHUST OT HauboJiee
BakHbIX yrpo3 [10].

PedTHHT (B mopsiike yObIBaHHSI HOMepa) AeCATH
OCHOBHBIX YSI3BUMOCTEN Be6-IPUJIOKEHUH 110 OTYe-
Ty OWASP 2021 roga npuBe/ieH B Tabsue 2 [11].

Ta6auya 2. Ton 10 ysa3zsumocmetl 8e6-npuioxceHuli no omyemy
OWASP 2021 200a

Mecto | Tun yassumoctu
Al HapyLueHHbI KOHTPOAb AOCTYyNa
A2 Kpuntorpaduyeckune cbom

A3 NHBEKLMM

Ad Hebe3onacHbii AM3aiH

A5 HenpasunbHaa HacTpoika 6esonacHocTK

A6 YA3BUMbIE U yCTapeBLUME KOMMOHEHTbI

A7 Cbou B MAeHTUdMKALMM M ayTEHTUDMKALK

A8 C60ou B LLENOCTHOCTM NPOTPaMMHOTO obecneyeHna 1 AaHHbIX
A9 BesieHMe xypHana 6e30nacHOCTV U MOHUTOPUHT cboeB

A10 Moppenka 3anpoca Ha CTOPOHe cepsepa

CKAHEPbI YA3BUMOCTEW BEB-NPUNOKEHNN

Ha ckaHepbl ysI3BUMOCTEH BeO-NPUJIOKEHUN
BO3JIaraeTcsl BbINOJHEHHE CIEAYIOUUX OCHOBHBIX
3azgay [12, 13]:

- TIOMCK BCEX THUIIOB YSI3BUMOCTEH, ONMCAaHHBIX
B OWASP top 10 [11];

- coobuieHHe 06 aTake, KOTopasi JeMOHCTPH-
pyeT yA3BUMOCTb;

- ompeJeJieHHe aTaKu C YKa3aHUEM MeCTOIO-
JIO)KeHUS CKPUIITA, BXOJHBIX JAHHbIX U KOH-
TEKCTa;

- omnpejeJsieHHe YA3BUMOCTH C UMEHEM, CEMaH-
TUYEeCKH 3KBHUBAJEHTHbIM Ha3BaHUAM U3
OWASP Tomn-10;

- TpeAoCTaBJeHHE BO3MOXXHOCTH TPOXOAUTH
ayTeHTUPUKALMIO B IPUJIOKEHUU U TIOAJep-
»KUBATb MOJIKJII0OYEHHOE COCTOSIHUE;

- obecne4yuBaTh JOCTATOYHO HU3KHUH YPOBEHb
JIO’)KHOII0JIOKUTE/IbHBIX Pe3yJIbTaTOB.

ApXUTeKTypa CKaHepOB yA3BUMOCTel

BeO-NPUI0KEHUN

ba3oBasi apxUTeKTypa CKaHEpPOB Beb-MpPUJIONKe-
uuit (WAVS) npescrasiena Ha puc. 3.

WAVS
Mody Nk ofxoga MOy A | MOGTe SMEnH3a
| | 1
e | >
— J—
+
BeG-npenoweHae

PucyHok 4. basosas apxumekmypa ckaHepos ysisgumocmeti
8e6-npui0xceHull

A. Modyab o6xoda

0O6xoA BBINOJIHAETC KOMIIOHEHTOM, Ha3bIBa-
eMbIM kpaysiep (Crawler). Kpaynep wucciaeayet
BeO-NPUJIOKEHUE /1JIs1 BOCCTAHOBJIEHUSI U UJI€HTHU-
dukanuu Be6-cTpaHUL, CBI3aHHBIX BEKTOPOB BBO-
J1a, TaKUX Kak noJist BBojia HTML-dopwM, napameTpsbl
3ampoca GET u POST u ¢aiinbl cookie. Kpome Toro,
CKaHep C03JjaeT UHJEeKCHPOBAaHHBIN CIIHMCOK BCeX
MPOCMOTPEHHBIX cTpaHull. O6GHapyeHHEe Beb-ys3-
BUMOCTEMU CyI[eCTBEHHO 3aBUCUT OT KauecTBa Kpa-
ysepa. Eciu kpaysiep nocpefCTBeHHBIH, TO CKaHeP
HaBepHSKa MPONYCTUT YsI3BUMOCTH [14, 15].

b. Amakyrowuii modyab (pazsuHz)

@a3z3UHT BBINOJTHSETCS KOMIOHEHTOM IO/, Ha3-
BaHueM ¢a33ep (fuzzer). d®a33ep aHanu3upyeT
URL-azppeca cTpaHun v BXOA4HbIE BEKTOPHI, IpOCMa-
TpUBaeMble KpayJepoM, a 3aTeEM OTHpPaBJSET MO-
TeHIMaJIbHble 11a0J0HbI aTaK B TOYKH BX0/Ja, OIl-
penesieHHbIE HAa MPeAbIAYIEM Iare. ITOT KOMIIO-
HEHT reHepupyeT HelpaBUJbHbBIE, CIy4YallHble WU
HeOXXUJaHHble 3HAUYeHUs [IJI 3alycKa MPOBEePKU
Ha/IU4usl yTpo3 AJs1 KaXJoH 3alMCy U TUIIOB ysI3-
BUMOCTEH, KOTOpble MpPOBEPsieT CKaHep Beb-Mpu-
JokeHus. HanpuMep, AJi1s1 IpoBepKU HaJIM4Hs BO3-
MOXXHOCTH MexcauToBoro ckpuntuHra (Cross-Site
Scripting, nanee ys3BuMocTb XSS) aTakyoUMi MO-
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AyJb (fuzzer) nonbiTaeTcss BHEPUTD BPeJOHOCHBIH
KoJ Javascript [14, 15].

B. Modyns anaausa

ITOT MOAY/b AaHAJU3UPYET Pe3yJbTaThl, MOJY-
YyeHHble Ha 3Tamne $a33uHra, YTobbl 06GHAPYKUTh
HaJIMuMe YS3BUMOCTENW W NPEeJOCTABUTb JAAHHbIE
JpyruM MojysisiM. Eciiu cTpaHuIibl, BO3BpalleHHble
B OTBET Ha BXOJHble TecThl AJs SQL-BHeapeHUs,
cosiepKaT cooblieHre 00 OIMOKe 6asbl JAaHHBIX,
MOJY/Ib aHAJIM3a C/IeJ1aeT BbIBOJ O HAJIMYUH YSA3BU-
moctu SQL [14, 15].

I[IpeaBapuTe/bHBINA AHAJN3 CKAHEPOB

0e30macHOCTH

[Ipu uccnes0BaHMY CKAaHEPOB IPHUMEHSIETCS /IBa
noaxoJia. B olHOM ciy4ae ckaHepbl MPOBEPSIOT-
Cs Ha OpeAMeT BbISIBJIEHUS OJHOW KOHKPETHOM
ySI3BUMOCTH, KaK, Hanpumep, B [14, 15]. B apyrom
cJly4ae UCCJIe/IOBAaTe/Id B CBOMX TECTOBBIX MPUJIO-
KEHHUAX UCIOJB3YIOT OOJIbIIOE KOJIMYECTBO BU/IOB
ysi3BUMocTel [16-21].

B [16] npoBejeH aHaau3 3pdeKTUBHOCTU 8
KOMMepYeCKHUX CKaHepOB YSI3BUMOCTEH Ha XOpo-
10 MU3BECTHBIX NMPUIOKEHUSIX. BOJBIIMHCTBO CKa-
HEPOB OOHAPYXWJIO YsI3BUMOCTb SQL-UHBEKIUU
U OTpasuJM ya3BUMOCTb XSS. /lpyrue ysi3BUMOCTH
BOOOIIle HE ObLIM 0OHAPYKEHbI UK OOHAPYKUBA-

JIUCh C 04Y€Hb HU3KOH YaCTOTOM.

B [17] npoBepeHO HECKOJbKO CKaHEpOB, KO-
TOpbIe HE CMOTJIN OGHAPYKUTh OTPAXKeHHBIN XSS 1
SQL-uHBEKILUI0, HO CMOIJIM 0OHAPYKUTb COXPaHEH-
HbIM XSS 1 MexKcalTOBBIX 3aNpoC.

B [18] npoBe/ieH aHa/IU3 CKAHEPOB C OTKPBITHIM
HUCXOAHBIM Koz0M B cooTBeTcTBUU ¢ OWASP Top 10
[0 KPUTEPHUI0 BO3MOXXHOCTU OOHApYXKEeHUs, UCTIO-
JIb3ys CpeIHUU NOKa3aTeJlb.

B [19] npoTecTtupoBaHbl 3 ckaHepa Ajs 3 pas-
JIMYHBIX BeO-NPUJIOKEHUHN 10 KPUTEPHUI0 0OHApY-
»KeHHUS Y3BUMOCTeH Ko/a.

B [20] ocHOBHOE BHHMMaHUe y/eJleHO 0OHapyxe-
HUIO COXpaHeHHbIX XSS, 0CHOBBIBAsICh HA pe3yJbTa-
Tax aHayiu3a [21] ObLIM MOATBEPK/IEHbI MOJIyYeH-
Hble paHee OLIEHKHU cJlabocTell U OrpaHUYeHHbIX
BO3MOXHOCTEH CKaHePOB.

B [21] npexacTaBieHbl HEKOTOPBIE OLlEHOYHbIE
OTYeThl 10 pe3ysnbTaTaM 3amnycka QualysGuard WAS
u Acunetix WVS B npoTHBOBecC BbIGpaHHOMY HCIIbI-
TaTeJbHOMY CTEHJY.

OpHako, B 3THX U JIPYTUX U3BECTHBIX paboTax He
MPOBOJIMJIOCHh KOMILIEKCHOE HccienoBaHue 3¢dek-
TUBHOCTU CKaHEPOB, B TOM 4YMUCJIE WX HMPOU3BOJU-
TeJBbHOCTH. B faHHON paboTe mpejcTaB/ieHa OleH-
Ka OJMHHAJLIATH CKaHEPOB BeO-TPUIOKEHUH (Kak
KOMMepPUYeCKHX, TaK U C OTKPbITBIM UCXOIHbIM KOZIOM )
10 KOMIIJIEKCHBIM I0Ka3aTessiM 3G PeKTUBHOCTH.

—er—

i

[

R [ oo e |

‘

g el i TEWRCL. Wi P o s PHEHEH ol i :
W NOToMC AT A =i F=TE Dl NN Ay AN :

I e wlrria s Aisdiiy LT T v .

T
e ——

PR CHER S Bt R

D - BENBMOFATENBHLIA METTL

PucyHok 5. 06was memodo.io2usi noucka ysizeumocmetl U Hedeka1apupo8aHHbIX 803MoxcHocmetl [10

December 2022

Journal of Information Technology and Applications

143



JITA 12(2022) 2:127-151

Muxanesmy .., ET AL

Bwibop
sTanoHa

BoiBop

BuiGop

HHCTPYMEHTOE

noEasarenei

PucyHok 6. Memodoaozuueckull npoyecc

Metogonorua noucka yassBumoctei Beb-
NPUNOKEHNH

O61as MeTOZOJIOrHSl MOMCKA YSI3BUMOCTEH U
HeJleKJIJapMpOBaHHbIX Bo3MoxkHocTel [10 u3soxe-
Ha B [22] u npe/icTaB/ieHa Ha puc. 4.

[IpruMeHUTENBHO K BEG-TIPUJIOKEHUSAM MOPSAL0K
NOKCKa YSA3BUMOCTEH, KOTOPbIN JJOJKEH BbINOJIHSA-
ThCsl CKAHEPOM, IIPe/iCTaBJ/IeH Ha PUC. 5.

A. Bblbop amasaoHa

i1 OlleHKHU U TeCTUPOBaHUs CKaHEpPOB He0O6-
XOJUMbI YSI3BUMbI€ TeCTOBbIE MPUJIOKEHUS. ITH
NPUJIOXKEHUS [IO/DKHBI OBITh MOJAPOOHO OMUCAHBI,
co/lepKaTh MepeuyeHb BCeEX BHECEHHbBIX B IPUJIOXKeE-
HUe cjabocTel, YTO6bI 6blia BO3MOXKHOCTb MOJIHO
onpeseNUTh BCe UCTHUHHO MOJIOXKUTEJbHBIE, JIOXK-
HOTIOJIOXKUTEJIbHbIE U JIOXKHOOTPUIATE/IbHbIE Cpa-
GaTbhIBaHHUs CKaHepa W UX COBOKYIHble 3HAYEHHUSI
10 pe3ysbTaTaM CKaHWpoBaHuUA (masnee - WUII, JIII,
JIO pe3ysibTaThl COOTBETCTBEHHO).

WCTUHHO MOJIOKUTE/IbHbIE pe3y/abTaTbl OTpa-
»KalOT KOJIMYECTBO OOHapy>KEHHBIX YSI3BHMOCTEH,
KOTOpble JeHCTBUTENbHO CYLeCTBYIOT. B Be6-npu-
JIOXKEHUU JJaHHBIN NMOKa3aTeJb J0JKeH CTPEMUTh-
€Sl K HYJIIO

JIoXKHO TOJIOKUTeJIbHble Pe3y/IbTaThl TOBOPSAT
0 KOJIMYeCTBe OOHAPYKEHHBIX YSI3BUMOCTEH, KO-
TOPBIX B IPUJI0KEHUU HA CAMOM [iesie HeT.

JloxkHO oTpuLaTe/bHble pe3y/abTaTbl MOKa3bl-
BaIOT YMCJIO YI3BUMOCTEH, BHECEHHBIX B IIPUJIOXKE-
HUeE, HO He 0OHAPYKEHHbIX CKAHEPOM.

B ucciaejoBaHUM 6bLIO MCHOJIb30BAaHO YSI3BU-
Moe BebG-npusiokeHre U3 npoekta WAVSEP (Web

Application Vulnerability ~Scanner Evaluation
Project) [23]. 3Ta onieHO4YHas 1aTGopMa COIEPKUT
KOJIJIEKIIUIO YHUKAJIbHBIX YSI3BUMbIX BEO-CTPaHMUII,
KOTOpbIe MOTYT ObITh UCIOJb30BaHbI JIJIS1 TECTUPO-
BaHUS PA3JIMYHBIX CBOWCTB CKAaHEPOB BeO-MPHUJIO-
YKeHHUM.

Wcnosib30BaHHOE YSA3BHMOE BeO-NPUJIONKEHUE
WAVSEP BENCHMARK Hanucano Ha java JSP v npea-
Ha3HA4YeHO JJisl OIleHKHU BO3MOXKHOCTEHN, KauecTBa U
TOYHOCTH CKaHEPOB YSI3BUMOCTEH Be6-TIpHUJIOKe-
HUH [24].

WAVSEP benchmark BkJito4aeT B ce6s1 TeCTOBbIE
NpUMeEPHI, TPe/ICTaBJIeHHbIe B TabJuIle 3.

Ta6auya 3. O6wee kouvecmao yszgumocmetl 0151 Kaxcdozo
muna 6 WAVSEP

Konunuectso Konunuectso
MCTUHHO NO- | NIOXKHOMONO-
Tun yassumoctu
NOXKUTENbHBIX | JKUTENbHbIX
KelicoB KelicoB
SQL-nHbeKkuma (SQL Injection) 136 10
OtpaxeHHble XSS (Reflected XSS) 66 7
YaaneHHoe BKkAtoyeHue daiinos (RFI
; . 108 6
- Remote File Inclusion)
06xo0a Nyt / BKAtOYEHNME
nokanbHoro daina (Path traversal / 816 8
LFI - Local File Inclusion)
b. Bvi6op uccsaedyembix CKAHEPO8
I/ICCJIE,ELOBaHI/Ie npoBeJeHO B OTHOILIIeHUH

KOMMepPYEeCKUX CKAHEPOB U CKAaHEPOB C OTKPBITHIM
UCXOJHBIM KOJIOM, CBeJIeHUsI O KOTOPBIX IpejcTa-
BJIEHBI B Tabunie 4 (KoMMepyeckue CKaHepbl BbI-
JleJIeHbl KyPCUBOM).
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Ta6auya 4. O6wue xapakmepucmuke uccaedyembvlX CKaHepo8

CkaHep KomnaHus / pa3pabotumk Bepcusa JlnueHsuna TexHonorua
BurpSuite PortSwiger 1.6.12 Commercial / Free (Limited Capability) Java
Acunetix Acunetix 10 Commercial / Free (Limited Capability) Perl

Wapiti InformaticaGesfor 2.3.0 Open Source Python
SkipFish Google 2.10 Open Source C

Netsparker Mavituna Security 2.3 Commercial .Net
W3AF W3af devel 1.2 Open Source Python
AppSpider Rapid 7 6.0 Commercial Java
IronWASP L. Kuppan 0.9.7.1 Open Source .Net
Arachni Tasos Laskos 221 Commercial Ruby
ZAP OWASP 23.1 Open Source .Net
Vega Subgraph 1.0(beta) Open Source Java

B. Bvibop nokazameseli agpgpekmusHoCmMu cKaHe-
pos

UccnenoBanre mpoBOJUIOCH C UCMOJb30BaHU-
eM cJeJlyloluX nokasaTtesnend 3G PeKTUBHOCTH CKa-
HepoB [25, 26].

A) To4yHOCTBb, KaK OTHOIIEHHE MPABUJIBHO 06-
Hapy»XeHHbIX ySI3BUMOCTEH K OOILEMY YHCJIYy Tec-

TOBBIX YSI3BUMOCTEMH:
HIT

H + Aan

YeM BbIllle TOYHOCTb, TEM MEHbIIIE KOJIUYECTBO
JIOKHOTIOJIOXKUTEJIbHBIX Pe3y/IbTaTOB, CJlejoBaTe-
JIbHO CKaHep 6oJiee TOUYeH B 0OHAPY>KEHUU YsI3BU-
MOCTeM.

B) YyBCTBUTEJILHOCTb, KaK OTHOIIEHUE Mpa-
BUJIbHO OOHApY>XEeHHBIX YSA3BUMOCTENW K 06 eMYy
YHCJIy KOJIMYeCTBY OOHAapYKEHHbBIX ySI3BHUMOCTEH:

HIl
HIl + 10

YeM 6oJsibllle YyBCTBUTEJNBHOCTb, TEM MEHbIlIEe
JIOXKHOOTpPHULATeNbHbIX pe3y/bTaToB. CiefoBaTe-
JIbHO, UHCTPYMEHT Jy4llle 0OHApYyKHUBaeT Ys3BH-
MOCTH.

TounocTs =

1"].'1! CITBHTE/IBHULE =

B) F-mepa, koTopas npe/cTaBiseT CpeJiHee rap-
MOHHYEeCKOe 3Ha4eHHe TOYHOCTHU U YyBCTBUTEJb-
HOCTH, onpejessieMast OpMyJIOu:

2 ¥ Tounocte ® YyBCTBHTEALHOCTE
ToHHoETE + HYBETBH TEALHOCT L

F-mepa =

3TH TPpHU IIOKas3aTeJd MOTryT OBbITh MCIIOJIb30-
BaHbI Jid YCTAHOBJIEHUA pefITHHFa CKaHEepOB B CO-
OTBETCTBHH C LlEJIAMHU I10JIb30BaATEJIA 6quMapKa.

PE3YNbTATbI OLIEHKU CKAHEPOB BEB-
NMPUNOXKEHUM

CkaHepbl HCCIEe0BAIMCh C HCIOJb30BaHUEM
Ha6opa TectoB WAVSEP.

B Tabannax 5, 6 nprBe/ieHbl pe3yabTaThl TECTH-
poBaHui. BeifiesieHHbIE KUPHBIM IPUPTOM 3HAYE-
HUS YKa3bIBAKOT HA 001ee KOJHUYECTBO YSI3BUMOC-
Teit B WAVSEP, ynoMsiHyThIX B TabJiule 5. Boige-
JIEHHbIE KeJITbIM 1IBETOM 3HAaYeHHs YKa3bIBAIOT Ha
yPOBEHb OGHAPYKEHUS, B TO BpeMsI KaK OCTa/IbHbIEe
- KosimdecTBO HangeHHbix UII, JIII, JIO.
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Ta6auya 5. Pesyabmamust mecmog WAVSEP 0as SQLI u XSSyﬂseumocmeﬁ no 3Haveunusim UII, JIIT, /10

Pe3ynbTaTbl TECTUPOBAHMUA
sQLl XSS
CKaHepbl
mn no nn un no nn
136 10 66 7
136 3 62 0
BurpSuite 0 4
100% 30% 93,93% 0%
136 2 44 3
Wapiti 0 22
100% 20% 66,66% 42,85%
136 0 66 0
Acunetix 0 0
100% 0% 100% 0%
102 0 65 0
SkipFish 34 1
75% 0% 98,48% 0%
136 3 64 0
Netsparker 0 2
100% 30% 96,96% 0%
81 3 19 3
W3AF 55 47
59,55% 30% 28,78% 42,85%
132 0 66 0
AppSpider 4 0
97,05% 0% 100% 0%
136 5 52 0
IronWASP 0 14
100% 50% 78,78% 0%
136 5 63 0
Arachni 0 3
100% 50% 95,45% 0%
136 0 63 0
ZAP 0 3
100% 0% 95,45% 0%
136 2 66 0
Vega 0 0
100% 20% 100% 0%
Ta6auya 6. Peayssmamst mecmos WAVSEP das RFI u LFI yazeumocmeti no suauenusim M1, JIIT, J10
PesynbTaTbl TECTUPOBAHUA
RFI LFI
CKaHepbl
umn no an un no nn
108 6 816 8
) 80 0 496 1
BurpSuite 28 320
74,07% 0% 60,78% 12,5%
64 0 414 1
Wapiti 44 402
59,25% 0% 50,73% 12,5%
87 0 292 0
Acunetix 21 524
80,55% 0% 35,78% 0%
39 1 312 2
SkipFish 69 504
36,11% 16,66% 38,23% 25%
57 0 467 0
Netsparker 51 349
52,77% 0% 57,23% 0%
13 1 461 1
W3AF 95 355
12,03% 16,66% 56,49% 12,5%
80 0 660 1
AppSpider 28 156
74,07% 0% 80,88% 12,5%

146

Journal of Information Technology and Applications

www.jita-au.com



VICCNENOBAHWE CKAHEPOB YA3BMOCTEN BEB-NPYNOXEHUA MHTENNEKTYANbHBIX TPAHCMOPTHbIX CUCTEM

JITA 12(2022) 2:127-151

106 0 288 1
IronWASP 2 528
98,14% 0% 35,29% 12,5%
46 0 162 0
Arachni 62 654
42,59% 0% 19,85% 0%
136 1 590 0
ZAP 0 226
100% 16,66% 72,30% 0%
108 0 519 5
Vega 0 297
100% 0% 63,60% 62,5%

B Ta6111/1uax 7-10 npeacTtaBJeHbl pe3yJbTAaTbl UCCIE€AOBAHUA CKAaHEPOB IIO KPpUTEPHUAM TOYHOCTH,
YYBCTBHUTEJIbHOCTH U F-Mepbl.

Ta6auya 7. Pezynsmamut mecmog WAVSEP no 3Ha4eHusim mo4Hocmu, 4ygcmeumeavHocmu u F-mepbl 0415 ysizgumocmu SQLI

Pesynbratbl TeCTMpOBaHUA
CkaHepb! sQLl
TouyHoCTb, % YyBCcTBUTENIBHOCTD, % F-mepa, %

BurpSuite 97,84 100 98,90
Wapiti 98,55 100 99,26

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 97,84 100 98,90
W3AF 96,42 59,55 73,62
AppSpider 100 97,05 98,50
IronWASP 96,45 100 98,19
Arachni 96,45 100 98,19

ZAP 100 100 100
Vega 98,55 100 99,26

Ta6auya 8. Pesyremamut mecmog WAVSEP no 3HaueHusiM movyHocmu, yyecmaumeabHocmu u F-mepbl 0415 ysizgumocmu XSS

PesynbraTbl TECTUPOBAHUA
CkaHepbl XSS
ToyHoOCTb, % YyBcTBUTENBHOCTD, % F-mepa, %

BurpSuite 100 93,93 96,87
Wapiti 93,61 66,66 77,86

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 100 96,96 98,45
W3AF 86,36 28,78 43,17

AppSpider 100 100 100
IronWASP 100 78,78 88,13
Arachni 100 95,45 97,67
ZAP 100 95,45 97,67

Vega 100 100 100
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Ta6auya 9. Pesyasmamut mecmos WAVSEP no 3nauenusam mouHocmu, yygscmeumensHocmu u F-mepot das yaseumocmu RET

PesynbTatbl TECTMPOBAHMA

CKaHepbl RFI
TouyHoCTb, % YyBcTBUTENBHOCTD, % F-mepa, %

BurpSuite 100 74,07 85,10
Wapiti 100 59,25 74,41
Acunetix 100 80,55 89,22
SkipFish 100 80,55 89,22
Netsparker 100 52,77 69,08
W3AF 92,85 12,03 21,30
AppSpider 100 74,07 85,10
IronWASP 100 98,14 99,06
Arachni 100 42,59 59,73
ZAP 99,08 100 99,53

Vega 100 100 100

Ta6auya 10. Pesyasmamst mecmoe WAVSEP no snauenusim mouHocmu, yyecmeumeasHocmu u F-meput a5 yaseumocmu LFI

Pe3ynbTaTbl TECTUPOBAHMUA

CKaHepbl LFI
TouHocTb, % YyBcTBUTENIBHOCTD, % F-mepa, %

BurpSuite 99,79 60,78 75,54
Wapiti 99,75 50,73 67,25
Acunetix 100 35,78 52,70
SkipFish 100 35,78 52,70
Netsparker 100 57,23 72,79
W3AF 99,78 56,49 72,13
AppSpider 99,84 80,88 89,36
IronWASP 99,65 35,29 52,12
Arachni 100 19,85 33,12
ZAP 100 72,30 83,92
Vega 99,04 63,60 77,45

I’ O6o6weHue pezy1bMamMo8 mecmupo8aHus
CBoaHbIe rpadvKy 3HAYEHUH TOYHOCTH, YYBCTBUTENbHOCTH U F-Mepbl /1711 KccieJOBAaHHBIX CKAHEPOB
M ys1I3BUMOCTeH NpUBeJieHbl Ha pUc. 6-9.

SQLl

100

28

cEEEEEER3

&

& E L & P o & & F

e T 0T W iy Do TR R EnewOls W === F-amopa %

PucyHok 7. [lokazamesau mo4Hocmu, yyecmaumeabHocmu u F-meput ysizsumocmu SQLI 6 WAVSEP
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Kak BuiHO, B oTHOIeHUHM ysa3BUMocTH SQLI ckaHeps! Acunetix, SkipFish, ZAP Acunetix, SkipFish, ZAP
HMMeIOT caMble BbicoKHe 3HayeHus F-Mepnl (100%). CkaHeps! BurpSuite, Netsparker, AppSpider, [ronWASP
u Arachni nokasanu 3HaueHus F-mepsl, paBHble 98%, B To BpeMs Kak y ckaHepa W3AF 3HaueHue F-mepnbl
coctaBui073, 62%.

TakuM o6paszom, noMmuMo ckaHepa W3AF ckaHepbl ¢ OTKPBITBIM UCXOJHBIM KOJOM U KOMMepyecKue
BapUaHThI XOPOIIO PaboOTAIT B OTHOIIEHUH yA3BUMOCTH SQLIL

XS5

EE8S2ERE

Pl
10

i
o ,;" s 4 2

e TouHOTE H =etyRcTETE Ao N == Faap N

PucyHok 8. [lokasameau moyHocmu, yyecmeumeasHocmu u F-mepot yassumocmu XSS e WAVSEP

B oTHoueHuu ysisBUMOCTH XSS 3HayeHue F-Mephl y ckaHepoB Acunetix, Skipfish, Appspider u Vega coc-
TaBuJ0 100%. Baiv3kue 3HaueHUs noka3bliBalOT ckaHepbl Netsparker, Arachni, Zap, Burp suite u [ronWASP.
A BoT 3dpdekTHBHOCTD ckaHepoB Wapiti u W3AF 1o BceM nokasaTeJsisiM 3HAYUTEJNbHO HUXKE.

LF

——— & & - . & =

EBEEEEEJdEBEE

0
ﬂjﬁﬁl hﬁ-af ?f sﬁfp‘ # qf& ﬂgf" dﬁb“‘ ,ﬁﬂg &ﬁ F
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PucyHok 9. [lokazamesau moyHocmu, yyecmaumeabHocmu u F-mepuwl ysizgumocmu LFI ¢ WAVSEP

B oTtHomeHnuu ysi3sBuMocTtu LFI Hausy4dIiime pe3ybTaThl NoJiydeHbl ckaHepamu AppSpider u ZAP. [Ipu
3TOM HHU OJMH cKaHep He nokasas 100% sdpdeKTHBHOCTH MO MOKA3aTeJIsSIM YYBCTBUTENbHOCTU U F-Mephl.
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PucyHnok 10. [Tokazameau moyHocmu, yygecmeumeavHocmu u F-meput k RFI ysazeumocmu 6 WAVSEP

B otHomennu yassumocty RFI 100% pesynbraThl
noJsiyyeHsl ckaHepaMmu IronWASP, Zap u Vega c ot-
KPBITBIM UCXOJHBIM KOJOM. HU 0/lUH KOMMepYecKUi
ckaHep 100% addekTrBHOCTH He mokasas. CaMblie
HU3KHeE pe3y/IbTaThl noyyyeHbl ckaHepom W3AE

3AKNIOYEHUE

JbPeKTUBHOCTD HCCAE0BAHHBIX CKaHEPOB
ySI3BUMOCTEN Be6-MPUJIOKEHUN 3aBUCUT OT BHU-
JloB ysi3BUMocTel. [Ipu 3ToM adpdeKTUBHOCTL BCex
CKaHepoB B OTHolleHUU ysa3BuMocTel SQLI u XSS
BbIlle, 4YeM B oTHolleHuHU ysa3sumocTten LFI u RFIL.

B otHowmenuu yassumoctel LFI n RFI ckanepsi
Vega u ZAP, aBidwonjyecs CKaHepaMy € OTKPbITbIM
HCXO/JIHBIM KO/IOM, TIOKAa3a/ii HaWJIy4dllue pe3ysb-
TaThl, ONIEpEeJUB BCe KOMMepPUECKHUE CKAaHEPBI.

Hanuyne oTKpbITOro UCXOJHOTO KOJja CKaHEPOB,
MOKAa3bIBAIOL[UX BbICOKYIO 3$PEeKTUBHOCTD (B OT-
HOILIIEHUW HEeKOTOPBIX BUJOB ysi3BuMocTed 100%)
N03BOJISIET C/le/1aTh BbIBO/ O UMEIOLeics BO3MOXK-
HOCTU CO03JaTb XOpPOIUMKA CKaHep YSI3BUMOCTEH
Be6-IIPUJIOKEHUH, TMOKPBIBAKOIIUN BUbI YSI3BU-
MoOCTel, XapakTepHble UMeHHO 151 U'TC.
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