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Contribution on the State of the Art

https://doi.org/10.7251/JIT2202069R UDC: 539.184.27:656.2/.4

Abstract: The article presents an overview of common trends in the evolution of rail operations control as well as the factors
stipulating the existing approaches to the design of Rail Operations Control Centres (ROCCs) around the world. Based on the
comparative analysis of various ROCCs and traffic parameters, the authors propose some classification of global traffic control
models. The article outlines further steps towards a more detailed analysis of ROCCs in terms of their effectiveness by introducing

a number of additional criteria and performance indicators to be taken into account.

Keywords: Railway transport, Rail Operations Control Centres (ROCC), rail traffic control models, effectiveness, UIC.

INTRODUCTION

In 2021, NIIAS completed a research “Role, De-
sign Methods and the Future of Rail Operations Con-
trol Centres in Asia” commissioned by the Interna-
tional Union of Railways (UIC) [1]. Presumably, this
was the first global international research that cov-
ers a variety of aspects related to the design, con-
struction and operation of Rail Operations Control
Centres (ROCCs). The research presents the evolu-
tion of Rail Operations Control Centres in terms of
traffic control and dispatching functionality, while
taking into account such factors as the role of ROCC
in traffic control, key life cycle stages, ergonomic de-
sign principles and technical requirements for ROCC
hardware and software.

The research gives an overview of general prin-
ciples pertaining to the design and construction of
ROCCs in different countries (ROCC models), ap-
proaches to comparative analysis of ROCCs and pos-
tulates mid-term and long-term trends as regards
the further evolution of ROCCs. This article pres-
ents some results of the research primarily related

to the analysis of traffic control models in different
countries as well as the approaches to ROCC perfor-
mance evaluation.

RAIL TRAFFIC CONTROL MODELS

There are different traffic control models, and
they are defined by the specifics of a particular rail-
way network and may depend on a wide range of
variables, including the geographical location, the
railway network size, the railway infrastructure
manager status (public, private or both), the prevail-
ing type of traffic (freight, passenger or mixed), the
transportation management process structure (cen-
tralized, decentralized), the controlled facilities, the
level of the network’s technical capabilities, etc.

For example, in the United States, a significant
part of the railway network is owned by large pri-
vate freight companies, within whose boundaries
the main control centres operate. The tasks of the
BNSF ROCC are determined by freight traffic in the
first place, and by the operation of Amtrak passen-
ger trains on the BNSF network in the second place.
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Unlike the USA, in Europe the railways are owned by
the state. In Europe, the tasks of ROCCs are deter-
mined primarily by passenger traffic, and as regards
freight traffic, they can be limited by train graph is-
sues.

In a number of countries, including such the
Asia-Pacific states as China, Russia, South Korea, the
network operator and traffic controller are the same
company, while in other countries the railway mar-
ket is in part or completely regulated by individual
agencies responsible for the infrastructure and traf-
fic management, while privatized or competing op-
erators (primarily those of freight rolling stock) use
the railway network competing for train paths. The
three-tiered centralized traffic control structure ap-
pears to be the most conventional, and includes the
network, regional and local levels that are typical for
many countries. The traffic management system of
JSC RZD is usually divided into four levels: network,
regional, local levels and areas combining several
railways. At each level, traffic control has its own
features, which are taken into account when creat-
ing management information systems for ROCC at
different levels [2].

As a result of the comparative analysis, the fol-
lowing traffic control models were identified:

¢ “American model”: ROCCs belong to big pri-
vate rail freight companies; operating staff
is situated in a large operations control cen-
tre, which is supported by auxiliary centres;
typically, the “American model” ROCC controls
bigger areas comparing to the other models;

e “European model”: the traffic control is cen-
tralized within the entire railway network and
has two levels (network and regional OCCs);
the regional OCCs are characterized by rela-
tively small control areas and volumes of traf-
fic comparing to the other models;

e “Chinese model”: the traffic control is central-
ized within the entire railway network and
has two levels (network and regional OCCs);
the regional OCCs are characterized by in-
creased volumes of traffic comparing to the
other models;

e “Russian model”: can be characterized as a
hybrid model combining the features of the
“American and Chinese models” and currently
tending towards the “Chinese model”.

Today’s ROCC is typically a spacious and well-lit
master control room with rows of automated work-
stations of operating personnel arranged in an am-
phitheater or horizontally and oriented towards the
“videowall”, an Operational Visual Display System
(OVDS), that visualizes a large amount of operation-
al and analytical information on the transportation
process overlaid on the layout of a railway or net-
work. Each workstation is ergonomically designed
and equipped with a modern personal computer
with a number of monitors, telephones or a multi-
purpose touch-screen control panel. Normally, a
ROCC is situated in a building of its own, and its
master control room hosts a single dispatching shift
that manages train traffic 24 hours a day, 7 days a
week, and 365 days a year.

For the purpose of the illustration, below are giv-
en photographs of the ROCC master control rooms
from around the world: the ROCC of BNSF, the larg-
est US railway company, in Fort Worth, Texas (in
terms of its size, the Centre is comparable to a foot-
ball field), the Sydney Trains ROCC in the southern
Sydney (Australia), the RZD ROCC (South Ural Rail-
way) in Chelyabinsk [3].

N\l

Photo 2: ROCC of Sydney Trains (Australia)
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Photo 3: ROCC of Russian Railways in Chelyabinsk

COMPARATIVE ANALYSIS OF ROCCS IN THE WORLD

In the research, a comparative analysis of public
railways was made in terms of ROCC efficiency eval-
uated on the basis of key performance indicators of
the railway complex.

For the analysis we selected the countries with
the most developed railway network: USA (BNSE
Union Pacific), Germany (DB), Austria (OBB), Swit-
zerland (SBB), France (SNCF), Spain (ADIF), South
Africa (Transnet Freight Rail, PRASA), South Korea
(KORAIL), Russia (Russian Railways), China (CR).

It should be noted that in the examined coun-
tries not the entire railway network is “covered” by
ROCCs. For example, in France, 1500 signal boxes
combined into 16 ROCCs that control traffic over 14
ths km (out of 30 ths km) of the national railway net-

work, which accounts for 90% of all railway traffic
in the country. However, this factor was not taken
into account in the analysis.

Network-level ROCCs were not taken into ac-
count as they generally perform coordination and
monitoring functions. In cases there are no regional
ROCCs, the only network-level ROCC that controls
traffic is considered as a regional ROCC. At the first
stage, the correlation between such parameters
as the network traffic density and the number of
ROCCs was analyzed.

The network performance (or network traffic
density) in terms of transported freight-passengers
per 1 km of track per year was calculated using for-
mula:

D, = (T, +CT,)/L,

where D is the network traffic density, t per km of
track;
T , is the annual freight turnover of the railway net-
work, t-km;
T , is the annual passenger turnover of the railway
network, pass-km;
L _is the length of the railway network, km;
C is the passenger to freight turnover equivalence
factor, C=2.

For the assessment, the initial data for 2019 were
taken (as the most complete), which are given in Ta-
ble 1, where N is the number of ROCCs.

Table 1. Initial data for assessing the correlation between the average network density and the number of ROCCs

Tn2,
Country Company ton-krr":;, min passe:ﬂt_:f:r-km, thls-hl;m N
BNSF 970882 - 52,30 5
Union Pacific 618 170 - 57,94 4
Germany DB 85005 85785 33,40 7
. S.NC.F . 3.2(..)39.. - ..107. 92..0 . . 2'3,0'0 R "15'
- AD|F(RENFE) 5201 27253 N 1539 B 22..
e o OBB B 24235 11507 N . 433 5
switzerland | 588 16377 19607 3.26 4
Transnet 140000 - 20,95 4
PRASA . - 14 269 2,23 1
Korail 7878 23002 4,08 5
—— RZD R . 2'501“90"0 "135460 . 3'5,5'[.) R ...16..
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Table 2. Results of the calculation of average network density

Company Company
BNSF
USA
Union Pacific
DB
SNCF

OBB

SBB
Transnet
South Africa R
PRASA
South Korea Korail
CR
RZD

Table 2 shows the results of the calculation in
terms of transported cargo passengers per 1 km of
the network.

The diagram (Fig. 1) shows railway networks
according to the average traffic density and the
number of ROCCs. In order to see whether there is
a possible correlation between these parameters,
a correlation analysis was made. The resulting cor-
relation coefficient (r = 0.3) indicates the absence
of any noticeable relationship between the average
traffic density and the number of ROCCs. However, it
can be seen that the railway networks are arranged

ADIF (RENFE)

Average network density (Dn),

mln tons per km per year

18,6

10,7

7,70

3,90

17,10

6,70
1280

1.3,20

35,40

33,50

in several groups located in different corners of the
diagram.

The first group (marked in blue) includes low-
density networks with a large number of ROCCs.

The second group (marked in green) includes high-
density networks with a large number of ROCCs. The
third group (marked in grey) includes low-density
networks with a small number of ROCCs. Further re-
search might focus on identifying the characteristics
pertaining to each group of railway networks with the
additional parameters of transportation management
models involving ROCCs taken into account.

25
i (.
ECR
RZDm
Azl
10
DB
n
5 Korai BNSF
] L B
Transet MWUP u
SBB
] i
0 5 10 15 20 25 30 35 40

Fig. 1. Relations between ROCCs numbers (N) and average network density
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Table 3. Initial data for assessing the relationship between the length of ROCC controlled area and its passenger-freight turnover

Country

Company

BNSF

Union Pacific

DB
France SNCF
Spain ADIF (RENFE)
Austria OBB
Switzerland SBB
'.I'ransn.et .
South Africa N
PRASA
. ....K‘;rai.i..
RZD

The initial data for the analysis is given in Table 3.

The resulting diagram (Fig. 2) presents the rail-
way networks according to the average length of a
single ROCC’s control area and the average freight-
passenger turnover per ROCC. In order to see
whether there is a possible correlation between
these parameters, a correlation analysis was made.
The resulting correlation coefficient (r = 0.75) might

Average freight and passenger
turnover (per OCC) min ton-km

Average length of OCC control
area, ths km

194,2 10,46
154,5 14,49
35,.}' . “ 4,}? .
15,5 1,75
28 0,70
9,5 0,98
13.9 0,82
28,6 . 4,‘i9
.2.87;3 " } ?,éG .
1793 5,34

potentially suggest a relationship between the aver-
age length of a ROCC’s control area and the average
freight-passenger turnover per a ROCC.

The graph allows us to assume that BNSE, Union
Pacific, CR and RZD have achieved a higher level of
traffic control centralization, as one regional ROCC
supervises a longer railway network with a higher
freight-passenger turnover. The American model

16
up
14 | |
12
10
8
|
6 CR
Transet®
4 mDB RZD
2
BBy MSNCF
L} |
0| ADIF Korail
0 50 000 100 000 150 000 200000 250000 300 000

Fig. 2. Relations between the length of a ROCC controlled area and the average passenger-freight turnover per one ROCC
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of centralized traffic control is characterized by an
increased ROCC controlled area as compared to the
other models, while the Chinese model involves a
higher traffic managed by a single ROCC. The Rus-
sian traffic control model may probably be charac-
terized as hybrid as it combines the features and
trends of both models, yet currently tends towards
the Chinese model.

The European railways as well as the railways of
South Korea and South Africa can be characterized
as less centralized, as one regional ROCC operates
a smaller network with a lower freight-passenger
turnover (Germany being evidently an exception).

This classification is rather indicative and cer-
tainly requires the consideration of additional fac-
tors affecting the transportation process manage-
ment. For instance, the following factors should
probably be taken into consideration: the ROCC’s
geographical coverage, the length of controlled ar-
eas, the number and roles of the ROCC’s personnel,
the number of controlled facilities, the functional-
ity of track-side assets and the HW/SW system de-
ployed in the ROCC, additional (besides traffic con-
trol) functions performed by the ROCC, etc.

EVALUATION OF ROCC EFFICIENCY

If one looks at a ROCC from the point of view of its
performance indicators, one might probably com-
pare the ROCCs currently existing around the world

by evaluating their effect on the transportation pro-
cess in terms of Key Performance Indicators (KPI).
In the conventional sense, KPIs are a metric system
for measuring a company’s performance that takes
into account the overall performance according to a
certain scale. In this case, the KPI is calculated using
the formula, in which all the indicators are averaged,
while the passenger turnover is reduced to freight

turnover:
_Ll Dl Tl

I
L, D T

Where I is a ROCC’s operations key performance in-
dicator (KPI);

L, is the length of a ROCC’s controlled area (ths. km);
L, is the length of a ROCC’s controlled area in the
sample (ths. km);

D, is the traffic density of the infrastructure con-
trolled by a ROCC (t per 1 km);

D, is the traffic density of the infrastructure con-
trolled by a ROCC in the sample (t per 1 km);

T, is the freight turnover attributed to a ROCC (mln
t-km);

T, is the freight turnover attributed to a ROCC in the
sample (mln t-km).

It should be noted that L, D, and T, indicators

are calculated using the following formulas:
L 1 T . -

Li== D= -2 Ti== whileL,D,, T, indicators are
N L N 2 2 2

calculated as arithmetic mean primes.

Table 4. Summarized data on ROCC KPI calculation

Average length

Average annual

Country Company N  of OCC control
area, ths km
BNSF 5 10,46
Unioﬁ Pécific . 4 14,.49
DB o 7 .4,77.
France SNCF 16 1,75
ADIF (RENFE) 22 0,70
OBB 5 0,98
Switzerland SBB 4 0,82
Transnet 4 4,19
South Africa :

PRASA 1 2,23
South Korea } Koraii. . .5 .0,82.
China CR 19 7.86
Russia .R..ZD . 16 . 5,34

L, :;t:lzrtoi‘::sei-r D, :\CEEE:?:EEC_, T,  OCCKPI
1km
2,31 18,6 125 19417640 2,45 A
320 107 072 15454250 1,95 R
1,05 77 052 3665357 046 203
0,39 8,9 060 1549244 020 118
0,15 3,9 026 276032 003 045
0,22 9,7 065 950000 012 099
0,18 17.1 115 1389775 018 151
0,92 6.7 045  35000,00 044 1,82
0,49 128 08 2853800 036 171
018 132 089 1077640 014 121
174 354 238 27221189 343
1,18 335 22 17929375 2,26 m
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Table 5. Ranking KPIs

Harrington values

Modified scale values

Evaluation of KPIs

1,00 — 0,80 More than 6.04 Very high

080 — 0,64 - eotam ) . High
0,64 —0,37 ______4535 ______ .Me.diu.m.

0,37 —-0,20 2,78-1,51 Low
0.20 and less Less than 1.51 Very low

A summarized data on ROCC KPI calculation in
different countries is given in Table 4.

The calculation shows that the maximum KPI is
7.55. Harrington’s scale can be used for constructing
a metric system for estimating (ranking) KPIs taking
into account the obtained maximum KPI value.

The final modified scale with estimated indica-
tors is shown in Table 5.

As it can be seen from the Table 4, four railway
networks significantly differ from the rest of the
sample. Given the obtained maximum KPI and the
proposed ranking system, the obtained results of
a ROCC’s “performance ranking” for the selected
countries are shown in Table 6.

CONCLUSION

As part of possible further research of the role
and efficiency of ROCCs in different traffic control
models, it might be suggested that one should ex-
tend the ROCC evaluation criteria. It is also obvious
that further research should take into account at
least the following aspects:

e number and length of dispatcher-controlled

areas as well as their density;

¢ minimum and maximum traffic management-

related workload of a traffic controller;

e spatial allocation of Operations Control Cen-

tres;

Table 6. Assessment of ROCC efficiency level

Country Company oh}uRné%Z
BNSF 5
USA
Union Pacific 4
Germany DB 7
France SNCF 16
ADIF (RENFE) 22
Austria OBB 5
Switzerland SBB 4
Transnet 4
South Africa
PRASA 1
South Korea Korail 5
China CR 19

The above data do not enable a rigorous math-
ematical analysis due to the insufficiency of open-
source information, yet they might indicate the av-
enues of future research. In fact, the comparative
analysis of ROCCs of various countries is a multi-cri-
teria task that requires not only a more complete set
of reliable data, but the use of factor analysis as well.

1.18

L, D, T, ROCCKPI  Ranking
2,31 1.25 2,45 6,01 2
3,20 072 1,95 5.87 3
1,05 0,52 0.46 2,03 5

039 0,60 0.20 198 10
015 0.26 0,03 045 2
0,22 0,65 0,12 0,99 1
s e e e o
092 045 044 182 6
0,49 0,86 0.36 1,71 7
0,18 0,89 0.14 1,21 9

174 2,38 343 7.55

e structure of the short-term transportation
planning and assignment of adequate num-
bers of traffic control personnel;

¢ systems for automation traffic control and su-
pervision, including automatic train supervi-
sion.
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Despite the differences in traffic control models,
it should be noted that there is a general trend in all
developed countries towards a greater centraliza-
tion of operational management in control centres
and the strengthening of the role of ROCCs in ensur-
ing the sustainability of the transportation process.
In this sense, such ROCCs’ functions as situational
awareness and forecasting implemented on the ba-
sis of predictive analytics methods are becoming in-
creasingly important. In addition, the development
of ROCC is linked with improving workforce produc-
tivity in railways and optimizing CAPEX and OPEX
associated with the transportation process [4].

In general, it can be said that modern ROCCs are
developing in the direction of the target state of
ROCC 4.0. This trend should also be taken into ac-
count when assessing the efficiency of ROCCs and
updating the requirements for ROCCs as part of the
development and improvement of the existing traf-
fic control system.
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Abstract: the article examines the underground passenger trains planned schedule automated construction system development
stages. The technical means, basic methods and information technologies applied at system development stages aimed at its
intellectualization, the ways of its integration into the Unified vehicles control automated traffic intelligent system on urban rail

transport systems are described.
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INTRODUCTION

This article discusses the stages of development
of an automated system for constructing planned
schedules for the movement of metro passenger
trains, based on the work performed at the Russian
University of Transport (RUT).
The first work on planning the transportation
process on the subway dates back to 1975 [1, 2]. In
the future, with the development of technical means
of automation, computer technology and modern
information technologies (IT), the conducted re-
search in the field of automation of the planning of
the transportation process on the subway made it
possible to combine in one control system the areas
associated with the construction of:
- planned schedules for the movement of pas-
senger trains of the subway (PGD PPM) [3],

- graphs of the turnover of electric rolling stock
(GO EPS) on metro lines [4, 5],

- work schedules of locomotive crews (GRB)
[6,7].

When solving the problems of automating the
preparation of these regulatory documents, the
need to integrate algorithms into the Unified Sys-

tem for coordinating various parameters used in
planning the movement of trains along metro lines
is taken into account. Such an automated building
system (ASP) was introduced into commercial op-
eration at the Moscow Metro in 2004 [3].

The experience of implementing and maintaining
the ASP PGD RPM made it possible to enrich its con-
tent with the knowledge available to the employees
of the interacting Services: traffic and rolling stock
of the subway.

Taking into account the multivariance of each
of the problems being solved, various optimiza-
tion methods were used: the Hungarian algorithm
(Mankres-Kuhn algorithm) [5], the recursive Bell-
man dynamic programming algorithm [5], the gradi-
ent method [8], the Euclid integer division algorithm
[9], the algorithm for finding uniform arrangements
[9], genetic algorithms (GA) [10], artificial immune
system algorithm (IIS) and others, allowing to obtain
a set of solutions that satisfy the formulated technical
conditions of the real operation of the subway line.

To improve the GA, a rich statistical material
available at the Moscow Metro was used - the expe-
rience of graphic engineers.
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Taking into account the complexity of the task of
controlling the movement of urban rail vehicles, the
problem of “fitting” the ASP PGD PPM into the Uni-
fied Intelligent System for Automated Traffic Control
of Vehicles on Urban Rail Transport Systems (GRTS)
was simultaneously solved.

Next, the stages of solving the tasks of automat-
ing the planning of the transportation process on
the subway, the results of the implementation of the
ASP PGD PPM on the subway will be considered, and
the prospects for its development are outlined.

Stage of development of automation
technology for the construction of PGD
PPM

In the first works, the problem of constructing
“threads” is formalized using recursive equations,
the methodology for constructing “threads” of PGD
RPM is carried out, the features of the ring model
of the metro line are described: the movement of
trains along the reverse dead ends during the sta-
tion turn is considered as movement along an ad-
ditional stage [1, 2]. The ring model allows you to
work with radial lines based on the principles for-
mulated for ring lines. In [2], the model was imple-
mented on the ES-1033 computer for the Koltsevaya
and Zhdanovsko-Krasnopresnenskaya (now: Tagan-
sko-Krasnopresnenskaya) lines.

The model for the Zhdanovsko-Krasnopresnens-
kaya line was implemented on an ES-1030 comput-
er and supplemented with a driver for printing out
the PGD PPM on a BENSON graph plotter [11].

At this time, a heuristic matching of PGD PPM
with GO EPS was performed without taking into ac-
count the actual breakdown of shifts of GRLB [12].
The work was done on the example of the Kalinin
line. The experience of using the “BENSON” graph
plotter to print out the results of constructing the
PGD PPM is described in [11, 12].

Stage of trial use of ASP PGD PPM

The provision of the Moscow Metro with more
powerful computer facilities made it possible to con-
tinue experimentally research in the field of automa-
tion of the planning of the transportation process with
the participation of technologists - graphic engineers.

At the stage under consideration, in parallel with
the PGD PPM, algorithmic and software are devel-

oped for constructing a schedule of the executed
movement (GTS) according to the data coming
through the dispatcher control channels.

This experience has shown the need to develop
serious tools for manual adjustment of PGD PPM,
their coordination with the GO EPS and the need to
take into account the GRLB. In addition, the avail-
ability of software tools for building PGD PPM on a
personal computer (PC) made it possible to use the
rich knowledge base available to graph engineers
to take into account the features of specific metro
lines and the capabilities of the electric depot serv-
ing these lines [13].

Already at this stage, as restrictions imposed on
the adoption of managerial decisions during plan-
ning, when changing the pairing of train traffic, the
fact that the drivers can correctly implement no
more than 2-3 control modes with the times of the
non-parallel schedule [14] is taken into account,
which makes it necessary to achieve more accurate
alignment intervals of train movement, additionally
introduce super-mode exposures (SRV) [14].

When constructing a PGD PPM under conditions
of limited control resources [7, 15], qualitative re-
sults were achieved using a technique related to the
use of a scenario approach to solving the problem of
automated construction of a PGD PPM [16].

The limitation of control resources is determined
by train movement intervals close to the minimum
possible, restrictions on electric depots and inspec-
tion points for electric rolling stock.

Scenarios are understood as a set of phase states
of an object and the environment, called expertly
significant events (ESEs) and the expected condi-
tions for the functioning of the system, contained
in the quasi-informational hypotheses of the deci-
sion maker (KIG DMP). To develop control actions,
logic-transformational rules (LTP) are used, which
include imperatives, united by logic, to describe the
movement of metro trains.

LTPs contain cause-and-effect relationships be-
tween events that are convenient for describing
technological processes of PGD RPM based on the
apparatus of Petri nets. With their help, imperatives
and inverse imperatives are described, which are
necessary for recursive enumeration of options in
the automated construction of a PGD PPM on a PC
[13].
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The recursive enumeration of options for con-
structing a PGD PPM [13] required a thorough study
of the issues of organizing an ergonomic graphical
user interface of the software for visualizing a PGD
PPM [17]. The experience of using the mathemati-
cal apparatus of Petri nets became the basis for its
use in describing the man-machine procedure for
constructing a PGD RPM. This made it possible to in-
crease the speed of the calculations performed when
using single-core microprocessor architectures.

In [8], a multi-level semantic model for con-
structing a PGD PPM is formalized, a method for
finding the optimal distribution of train intervals is
presented, which works on the principle of gradient
descent. The ideas presented in [8] are implement-
ed in the implemented ASP PGD MRP (compiled in
Visual Basic 6.0).

Stage of organization of information

interaction of Metro Services

At the stage under consideration, the achieve-

ments of the second stage were used. The tasks of us-
ing the communication channels of the metro line for
the correct operation of telecontrol and telesignal-
ing devices during the construction of the GID were
solved, and the quality of the construction of the GID
was analyzed [17]. Separately, work began on the
scheduling of locomotive crews. At the same stage, it
became clear that the calculated values obtained as
a result of the work of the ASP PGD RPM can be used
as input data by other systems, which required the
development of software add-ons for fragmentary
uploading of information agreed by other Metro Ser-
vices, as well as with other organizations, monitoring
the quality of the work of the subway.

In different years of industrial operation of ASP

PGD RPM, the following was implemented:

- transfer of data on the compiler of the PGD
PPM, the date of commencement of work ac-
cording to the PGD PPM, the type of arrange-
ment, days of work, “threads”, GO EPS, electric
depot, routes, types of repairs / inspections
and metro line stations in XML format for
scheduling locomotive crews;

- transmission of data on the departure times
of passenger trains from stations according
to the “threads” for estimating the occupancy
of cars, with the current values of passenger

flows (the task of the Information and Com-
puting Center (ICC) of the Moscow Metro and
the Department of Transport of the City of
Moscow);

- transfer of the PGD PPM in text format for its
restoration by the staff of the metro’s infor-
mation and computing center in the AutoCAD
computer-aided design system and the subse-
quent formation of a text adapted for place-
ment on forms of timetable cards issued to
machinists;

- transmission of data on the “threads” for pre-
dicting the arrival times of trains at the station
in order to inform passengers about this by
displaying it on the boards placed at the ends
of the platforms from the side of the “tails” of
arriving trains;

- transfer of data about the “threads” for their
restoration in one of the systems created by
the Macomnet company, for the implementa-
tion of a set of hardware and software tools
necessary to launch the Unified Dispatch Cen-
ter of the Moscow Metro into operation [18].

The stage of replication of methods

for automating the planning of the

transportation process for various lines

of the Moscow Metro

During this period, ASP PGD PPM was put into
commercial operation at the Moscow Metro.

Manual construction of a PGD PPM, correspond-
ing to the given dimensions of movement and GO
EPS, takes from 1.5 to 3 months, depending on the
complexity of the line and the qualifications of the
graphic engineer. In this regard, the availability of an
automated system that simplifies the performance
of these works by replicating control actions, lead-
ing to a quick result of constructing a PDM PPM, is
an economically justified step.

At this stage, the features of the subway lines
that affect the type of PGD PPM were revealed [13].
These features are listed below.

The ring line (ring) of the Moscow Metro belongs
to a special type of lines. It consists of two indepen-
dent paths, each of which is a closed loop [13].

Radial lines are lines on which the main paths are
not closed contours. Trains serving the line during
the working day make transitions between the main
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tracks, turning around at the end or intermediate
stations with track development.

Among the many radial lines, a special place is
occupied by lines with “fork” movement. “Forklift”
movement is such an organization of the work of the
line, in which the movement of trains is carried out
in various sections after passing through the branch-
ing station. A junction station is a station, the path to
which is the same for all line trains, and after it is dif-
ferent for some of the line trains. This organization
of movement affects the type of PGD PPM [19].

A special case of the “fork” movement is the PGD
zone-type PPM (GZT). In [19], the automation of
compiling a fragment of the PGD PPM with a “fork”
movement is considered on the example of the Fily-
ovskaya line, and the GZT is considered on the ex-
ample of the Lyublinsko-Dmitrovskaya line [15].

At this stage, the issue of ASP PGD PPM mainte-
nance was especially acute, which included such ac-
tivities as: personnel training, adjustment of the set
of service functions with the ever-increasing require-
ments of graphic engineers [17], as well as setting up
peripheral devices associated with the system.

This period includes the formalization of the
tasks of machine construction of the GRLB, “layouts”
(template tables) for issuing train schedules, as well
as printing train schedule cards issued to train driv-
ers on flights [20].

The stage is associated with the use of energy-
saving technologies [21, 22], with the transfer of sev-
eral lines to the service of the new (at that time) Ru-
sich electric rolling stock (81-740/741; production:
2003-2013) with asynchronous motors that provide
opportunities performing regenerative braking [22].

The same period includes the implementation
of automated calculation of performance indica-
tors using ASP PGD PPM [17]. When calculating
performance indicators manually in the Traffic
Service, it is customary to use section travel times,
in the ASP PGD RPM, the calculation problem was
solved when considering each stage for each con-
structed “thread”. A different scheme was required
for outputting the results of the calculation with the
grouping of hauls into sections along which trains
move along the “threads” according to the PGD PPM.
Changes in the calculation scheme have significantly
affected the graphical user interface of the ASP PGD
PPM. From the point of view of the development of

service functions, the ability to export calculated
data to Microsoft Office Excel spreadsheets was add-
ed, which made it possible to print on a printer or
plotter, bypassing programming direct interaction
with the printer driver through ASP PGD PPM.

The completion of this stage was the develop-
ment of principles for the inclusion of ASP PGD PPM
in the general digital space of the metro line, as well
as the applicability of the automated system to the
construction of PGD PPM for other types of GRTS.

The stage of applying new IT,
digitalization and intellectualization of
passenger traffic planning processes,
operational and shunting work

At this stage, mainly, the issues of automating the
compilation of GO EPS were solved. The main object
of management of the HE EPS is repair (inspection).
Let’s introduce the definition of the term “repair”
in the context of considering GO EPS and PGD PPM.
Repair is a tuple whose components determine the
type, time and place of technical inspection (TO) or
current repair (TR) assigned to the route.

In [5], a flow diagram for constructing a PGD
PPM, coupled with the EPS GO using the Event-driv-
en Process Chain (EPC) concept, was drawn up; an
algorithm for the automated appointment of tech-
nical inspections of the first scope of work (TO-1)
was compiled, taking into account the limitations
and factors affecting the type of PPM PGD [13]. To
solve the problem of automated compilation of GO
EPS, the “Hungarian algorithm” (Mankres-Kun algo-
rithm) is proposed, which works well only “in stat-
ics”. To obtain a solution to the problem “in dynam-
ics”, a recursive method of dynamic programming
(planning) by Bellman is proposed.

The problem of efficient use of parking space is
solved on the example of the subway using graph
theory. Visualization of the resulting trees and den-
sified graphs is performed by the Graphviz utility
package [4].

Greater efficiency in solving the problem of au-
tomated compilation of GO EPS made it possible to
achieve GA [10]. Later, the automated subsystem for
compiling GO EPS, developed on the basis of GA, was
contextually considered as IIS.

An analysis was made of the applicability of arti-
ficial intelligence and, in particular, machine learn-
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ing [6] to the tasks of automating the planning of the
transportation process on the subway [7, 10].

Along with the search for a solution to the prob-
lem of automating the compilation of GO EPS, the
idea expressed in [13] about the possibility of ap-
plying the apparatus of parallel computing to the
recursive procedure for the automated construction
of PGD PPM processes has been developed and put
into practice. A multi-threaded model (Threading)
based on design patterns is implemented in the Mi-
crosoft Visual Studio environment in the Visual C#
language in the new generation ASP PGD PPM (“Gra-
phist’s Workstation 2.0”) [23].

In the process of digitalization, the intensive de-
velopment of intelligent transport control systems
of the GRTS has been outlined [24].

The stage of taking into account the
peculiarities of compiling PGD PPM in
the presence of automatic train guidance
systems on metro lines

The stage is characterized by the possibility of
performing a given number of travel times along the
haul, implemented by the automatic control system,
which made it possible to abandon the RTS when
aligning the inter-train intervals during the plan-
ning of transients of the DGD PPM. When imple-
menting travel times along the subway line without
RTS, a reduction in the energy consumption spent
on traction is achieved.

The existing knowledge base is sufficient for to-
day to predict the quality of the work of the Moscow
Metro in the conditions of train traffic without drivers
according to the fourth degree of automation of the
railway infrastructure according to the IEC 62290-1:
Grades of Automation 4 (GoA 4) standard. The work
is carried out taking into account the possibility of
implementing energy-efficient PGD PPM [14].

A significant amount of work is associated with
the satisfaction of requests from graphic engineers
for the elimination of RTS. Algorithms have been cre-
ated for redistributing the RTS for travel times along
the hauls. It is shown in [14] that this provides an op-
portunity to save energy at the planning stage of the
transportation process, but only if it works according
to the automatic guidance system compiled by the
PGD PPM, since no experienced driver is able to fulfill
that many different travel times of the non-parallel
schedule obtained in as a result of the redistribution
of the RTS by the travel times along the hauls.

CONCLUSION

1. The analysis of the development of an auto-
mated system for constructing planned schedules
for the movement of metro passenger trains proves
the relevance of introducing this system to work in
metro conditions.

2. The development of an automated system for
constructing planned schedules for the movement of
metro passenger trains is aimed at “fitting” it into the
Unified Intelligent System for Automated Control of
Vehicle Traffic on Urban Rail Transport Systems.

3. The use of intelligent algorithms in an auto-
mated system for constructing planned schedules
for the movement of metro passenger trains makes
it possible to effectively solve the problems of plan-
ning the transportation process.
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ABTOMATU3UPOBAHHOIO COCTAB/NIEHUA NNAHOBbIX TPAGUKOB
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OpI/Il"I/IHaJILHaH Hay4YHada CTaTbsA

AHHOTauMﬂ: B CTAaTb€ PACCMOTPEHbI 3TAIllbl PA3BHUTHA aBTOMaTHSHpOBaHHOﬁ CHUCTEMbI NOCTPOEHHA IJIAaHOBBIX Fpa(l)l/IKOB
ABUXXEHHUA MACCAKHUPCKUX NMTOE3A0B METPOIIOJIMTEHA. OnucaHbl TeEXHUYECKHE CpeacTtBa, OCHOBHbIE METOJbI U I/IH(l)OpMaI.H/IOHHbIe
TEXHOJIOT'UH, HpHMeHéHHbIe Ha 3Talax pa3sBUTHUA CUCTEMbI, HAIIPpABJIEHHbIE HA eé HWHTEeJIJIEKTYaJIu3alulo, NyTHu eé HWHTEerpanuu B
E,E[I/IHy}O HUHTEJIJIEKTYAaJIbHYI0 CUCTEMY aBTOMATH3HPOBAHHOTO YIIpaBJI€eHUA ABUXEHUEM TPAHCIOPTHBIX CPEeACTB Ha 'OPOACKHUX
PeJbCOBBIX TPAHCIIOPTHBIX CUCTEMAX.

KiodyeBble c/10Ba: njaHUpOBaHUeE NIePeBO30YHOT0 Npollecca, aBTOMaTH3allusl, aBTOBe/leHHe, pacllo3HaBaHHe peyr, MallluHHOe
00yuyeHUs], UCKYCCTBEHHBIN UHTEJJIeKT, pPABHOMEPHOCTb, UHPOPMALlMOHHbIE TEXHOJIOTUH, UHTEJJIEKTYalbHble TPAHCIIOPTHbIE

CHUCTEeMBbI, eJUHAA UHTEeJIJIEKTYaJIbHAA CUCTEeMa aBTOMATU3UPOBAHHOI'O YIIpaBJIEeHUA ABUXXEHHUEM TPAHCIIOPTHBIX CPEJCTB.

BBEAEHME

B faHHOU cTaThe pacCMOTpPEHbI 3TANbl pPa3BU-
THsI aBTOMaTHU3UPOBAHHOW CHUCTEMBI MOCTPOEHMUS
IJIAHOBBIX TpPapUKOB [JIBMKEHHUS MACCAKUPCKUX
10e3/I0B MeTPOIOJINTEHa, OCHOBAHHBIX Ha pabo-
TaX, BbIMOJHEHHbIX B POCCUMCKOM YHUBEPCUTETE
TpaHcnopTta (PYT).

[lepBble paGOTHI MO MJIAHUPOBAHUIO TEPEBO3-
OYHOTI0 MPOIecca Ha METPOTIOJUTEHE OTHOCATCSH K
1975 roay [1, 2]. B nanpHelIeM ¢ pa3BUTHEM TeX-
HUYECKHX CPeJICTB aBTOMATU3AI[UH, BBIYUCTUTEb-
HOU TEXHUKH U COBPEMEHHBIX MH(OpMaIMOHHBIX
TexHosioruid (UT) mpoBenéHHble HCCIeJOBAHUS B
06J1aCTH aBTOMAaTHU3AIUU MJIAHUPOBAHHUS TEPEBO-
304YHOTO MpoIecca Ha METPOIOJUTEHE O3BOJIHUIIH
00beIMHUTh B OJHOH CUCTEMeE YINpaBJeHHs Ha-
IpaBJIeHMUS], CBSI3aHHbIE C TOCTPOEHUEM:

- TJIAHOBBIX TPpapUKOB JBMIKEHHS MaCCaXKUP-

CKMX moe310B MeTponosuTeHa (I1I71 M) [3],

- rpaduKoB 060pOTA JIEKTPONOBHUKHOTO COCTA-

Ba ('O 3I1C) Ha MMHUAX MeTpomnosnTeHa [4, 5],

- rpapuKOB pabOTbl JIOKOMOTHUBHBIX OpHUTras
(C'PJIB) [6, 7].

[Ipu pemenun 3a71a4 aBTOMaTU3aL UK COCTaBIIe-
HUS 3TUX HOPMATUBHBIX [OKYMEHTOB YYHWTBIBa-
eTcsl He06X0MMOCTh UHTEerpanuu ajJropuTMoB B
EfuHy0 cucTteMy [/ COIJIAaCOBAaHUA Pa3JIMYHbBIX
napaMeTpoOB, HCNOJIb3yeMbIX NMPHU IJIAHUPOBaHUU
JBIKEHUS] M0Ee3/I0B [0 JIMHUSM METPONOJHMTEHA.
Takad aBTOMaTU3MpOBaHHAA CUCTeMA MOCTPOEHUS
(ACIT) BHeapeHa B IPOMBIIIJIEHHYIO 3KCIIJIyaTal U0
Ha MockoBckoM MeTponosiuteHe B 2004 roay [3].

OneIT BHeZipeHus U conpoBoxaeHus ACII I/
[I1IM mo3BoJIM/I OGOTAaTHUTb €€ COAEPKHMOE 3Ha-
HUSIMU, UMEILUMHUCS Y COTPYJHHUKOB B3auUMO-
JercTByoinx Ciay»6: ABUKEHHUS U MOJABHMXKHOIO
COCTaBa MEeTPOMNOJIUTEHA.

Y4uTbiBasi MHOIOBAapUAHTHOCTb KaX/l0W U3 pe-
1IaeMbIX 33Ja4 HCIOJb30BaJUCh Pa3JM4YHble Me-
TO/bl ONITUMU3ALMU: BeHrepcKui aaroputm (aaro-
putM Mankpeca-KyHa) [5], peKypCUBHBIN aaropu-
TM JAWHAMHYeCKOro NmporpaMMupoBaHus besnma-
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Ha [5], MeTox rpasueHTOB [8], a/ITOPUTM LieJI0YHC-
JieHHoTO JesneHust EBkiaua [9], aroputM noucka
pPaBHOMEPHBIX pacrnoJsokeHU [9], reHeTuyeckue
asiroputmbl (['A) [10], anropuT™M HCKYCCTBEHHOH
uMMyHHOU cuctembl (MUC) u gpyrue, mo3BoJsiio-
IMe MoJy4aTh MHOMeCTBA pelleHUH, Y[ 0BJIETBO-
psAIUX cGOPMYJIUPOBAHHBIM TEXHUYECKUM YCJI0-
BUSIM peasibHOM paboThl IMHUM METPOMOJIUTEHA.

Jus coBepuieHcTBoBaHusl ['A mMcnosib30BaH 60-
raThli CTaTUCTUYECKUN MaTepHraJ, UMeIoLHics Ha
MOCKOBCKOM METPONOJIUTEHE — ONbIT PA6OThI UH-
»KeHepoB-IpadUCTOB.

YunuThIBasg KOMILJIEKCHOCTb 33/iayd yIpaBJIeHUS
JIBUDKEHHEM TOPOJCKHX PebCOBBIX TPAHCIOPTHBIX
CpeJiCTB NapaJlyieJIbHO pellajiack NpobJieMa «BIHChI-
Banusa» ACII I TIIIM B EguHyr HHTeJJIEKTya-
JIbHYIO CUCTEMY aBTOMATU3UPOBAHHOI0 YIIPaBJIEHHUS
JIBIDKEHHEM TPaHCHOPTHBIX CPEJCTB Ha TOPOJCKHX
PeJIbCOBBIX TpaHCIOPTHBIX cicTeMax (['PTC).

[anee O6yayT pacCMOTpeHbl 3Talbl peLIeHUs
3a/Jlay aBTOMaTHU3aLWU [IJIAHUPOBAHHUS N1epeB0O30Y-
HOr0 Mpoliecca Ha MeTPOIOJUTEHE, Pe3y/bTaThl
BHeZpeHus ACII IIT/[ [1IIM Ha MeTpono/iMTeHe, Ha-
MeyeHbl [TepCleKTHUBbI €€ pa3BUTHUS.

JdTan pa3pabOTKH TEXHOJIOTUH

asroMaTusauuu nocrpoenus IITI'J] IIIM

B nepBbIX paboTax NpoBoAUTCA popMaIu3anus
3aJlayd MOCTPOEHUs] «HUTOK» C HCIO0Jb30BaHUEM
peKypPpPeHTHBIX ypaBHEHUH, METO/L0JIOTUSI IOCTPO-
eHus: «HUTOK» IIIJ1 TIIIM, omMchIBarOTCA 0COGEH-
HOCTH KOJIbLIeBOW MO/eJIU INHUU MeTPOIOJIUTEHa:
JIBMPKEHHE T0e3/10B M0 0OGOpPOTHBIM TyHHKaM BO
BpeMs CTAaHIIMOHHOTO 060poTa paccMaTpuBaeTcs
KaK JBW)XeHHe 110 J[OIOJHUTEJbHOMY IleperoHy
[1, 2]. KosbueBass Mofesib M03BOJISIET PpaboTaTh C
paJMaJbHBIMUA JIMHUSMHA Ha OCHOBe INPUHIMIIOB,
cbOpMyMpPOBAHHBIX JJis1 KOJIbIEBbIX JUHUN. B [2]
MoJesib peasnr3soBaHa Ha IBM EC-1033 gua Kouib-
neBoi U XKpaHoBcko-KpacHonpecHeHCKOH (HbIHE:
Tarancko-KpacHonpecHeHCKOM) JIMHUU.

Mopens pas XpaHoBcko-KpacHonpecHeHCKO#R
JIMHUU peasn3oBaHa Ha IBM EC-1030 u gonoJsiHe-
Ha JipaiiBepoM aJs pacneyatku [IT/] [11IM nHa rpa-
¢donocrpoutene «kBEHCOH» [11].

B 3T0O BpeMs1 BBINOJIHEHO 3BPUCTHUYECKOE COIJIa-
coBanue [I[/] TI[IM c I'O 3IIC 6e3 y4éTa peasibHOU
pa36uBku cMeH ['PJIB [12]. PaboTa cfesiaHa Ha pU-

Mepe KannHUHCKON JTMHUHM. ONBIT UCNOJIb30BaHUSA
rpadonoctpoutenss «bBEHCOH» pns pacnedyaTku
MOJIy4eHHBIX pe3ysbTaToB nocrpoenud I/ IIIM
onucan B [11, 12].

JdTan onbITHOro Mcnoib3osanusa ACII

IrA M

O6ecneyeHre MOCKOBCKOT0 MeTpONOJIMTEHA 60-
Jiee MOLHBIMU CPeJICTBAaMU BbIYUCIUTENBHOMN TeX-
HHUKH [03BOJIWJIO B ONBITHOM NOPsIZiKe MPOAOJIKHU-
Tb UCCJIeJOBaHUs B 06J1aCTH aBTOMATH3aLUU IJIa-
HUPOBaHUSA IepeBO30YHOT0 IpoLecca Npyu y4acTUHU
TEXHOJIOTOB — UHXXeHepOB-ITPadHUCTOB.

Ha paccmaTtpuBaemMom aTane napasuiesnbHo c [II/]
[II[IM pa3pabaThIBalOTCs aJrOPUTMUYECKOE U IMPO-
rpaMMHOe obecneyeHue /i1 NOCTpOoeHUs rpaduka
vcrnosiHeHHoro ABwxkeHus (['M/1) no faHHBIM, TOCTY-
NAKILKUM 10 KaHaJIaM JUCIIeTYEPCKOT0 KOHTPOJIA.

JTOT ONBIT MNOKasaJ HeO06XOAUMOCTb paspa-
OGOTKM CepbE3HOr0 UHCTPyMEeHTapus [Jis Py4HOH
koppektupoBku [T/l IIIIM, ux corsmacoBanus c I'0
3IC u HeobxoauMoOCThIO yuéTa ['PJ/IB. Kpome Toro,
Ha/JMyue IMPOrpaMMHOI0 HHCTPYMeHTapus [JJid
nocrpoenuda IITJ[ IIIIM Ha nepcoHalbHOM KOM-
nbioTepe ([1K) mo3Bosnsio ucnosib3oBaTh 60raTyro
6a3y 3HaHUW, UMEWIIYIOCS Y HUHXXeHepoB-rpadu-
CTOB /IJ1s1 y4€Ta 0CO6EHHOCTEeN KOHKPETHBIX TMHUHI
MEeTpPOIOJIUTEHA M BO3MOXHOCTEH 3JIEKTPOZEINo,
006CTYKUBAIOLIUX 3TH JUHUHU [13].

Y>ke Ha 3TOM 3Talle B KayeCTBe OFPaHUYEHUH,
HaKJa/lbIBaeMbIX Ha IPHHATHE YINpaBJeHYeCKUX
pelleHUM INpU IJIAaHUPOBAHUH, NPU H3MeHEeHUH
NAapHOCTH JBUKEHHUS M0e3/0B yUUTbiBaeTcs pakT
BO3MOXXHOCTH 6€301MO04YHON peasn3aly Mallu-
HUCTaMU He 6oJiee 2-3 peXUMOB YIIpaBJIeHUs CO
BpeMeHaMU X0/ja HellapaJljiejibHOTo rpaduka [14],
YTO 3acTaBJjseT AJ JAOCTHXEHUS 6oJiee TOYHOTO
BbIpaBHMBAHUSl UHTEPBAJIOB [BWXXEHUS I0€3/0B
JIOMOJIHUTENIbHO BBOJUTH CBEPXPEXHUMHbIE BbI-
nepxxku (CPB) [14].

[Ipu noctpoenunu III'/] TIIIM B yciioBUsIX orpaHu-
YeHHBIX PecypcoB ynpaBJeHus [7, 15] kauecTBeH-
HBIX Pe3y/IbTaTOB M03BOJIMJIA JOOUTHCA METOAMKA,
CBI3aHHAasl C IpMMeHeHHeM CLieHapHOro noAxojAa K
pelleHNI0 3a/lay¥ aBTOMAaTU3UPOBAHHOTO MOCTPO-
enus I1I/] TIIM [16].

OrpaHuyeHHe pecypcoB YIpaBJieHUs oOllpeje-
JIsieTCsl UHTepBaJlaMU JIBMXKEeHUSsI 0e3/10B, 6/JIM3KU-
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MU K MHHUMaJBHO BO3MO>KHBIM, OTPaHU4YEHUSIMHU
10 3JIEKTPOZENO0 U MYHKTAM OCMOTpPA 3J1eKTPOIOJ-
BUXKHOT'O COCTaBa.

[lox cueHapusaMHU NOHMMAaeTCs COBOKYNHOCTb
$a30BbIX COCTOSTHUNM 00'bEKTA U BHEIIHEW Cpejibl,
Ha3bIBaeMbIX 3KCIEPTHO 3HAYUMBIMU COOBITUSIMH
(33C) u mpepamoJsiaraeMbIX YCJOBUU GYHKIIMOHH-
pOBaHHUSA CUCTEMBI, 3aKJIOYEHHBIX B KBa3UMHPOP-
MalMOHHBIX TUNOTe3ax JIMLA, IPUHUMAIOLIEro pe-
menwust (KWUT JITIP). [list BbIpabOTKH YIIpaBJISIONIAX
BO3/IEUCTBUNA UCHOJIb3YIOTCS JIOTUKO-TpaHchop-
ManuoHHble npasuia (JITII), Bkatovarouiye B cebst
UMIlepaTuBbl, 06'beIUHEHHDBIE JIOTUKOH, JIJIs1 ONHU-
CaHMUA JBUKEHHU 110e3/10B METPOIOJIMTEHA.

JITII copepkaT NPUYUHHO-CJIe,CTBEHHbIE CBA3U
MeX/ly COOBITUSAMM, yA00HBIE /151 ONMCaHUs TEXHO-
Jorunyeckux npoueccos [17/] [1IIM Ha 6a3e annapata
cetel [leTpu. C MX NOMOILBIO ONTMCAaHbI UMIIEPATHBBI
M oOpaTHble MUMIlepaTUBbI, HEOOXOAUMBIE [l pe-
KypPCUBHOI'0 Ilepebopa BapUaHTOB IPU aBTOMATHU3U-
poBanHoM noctpoenuu [T/ ITIIM na I1K [13].

PexypcHUBHBIN Iepe60p BApUAHTOB OCTPOEHUS
[T/ TIIIM [13] noTpeboBas TLaTeJabHOU Mmpopa-
60TKM BOIIPOCOB OPraHMU3aLMU 3PTOHOMUYHOTO
rpaduyeckoro MnoJib30BaTeJbCKOr0 HHTepdelica
IpOrpaMMHOro obecneyeHusi NMPU BU3yaJIU3aLUHU
[ICZ] TIIIM [17]. OnbIT nmpUMeHeHUs] MaTeMaTHye-
CKOro anmnapara cetei IleTpu cTas ocHOBOU [Jid
MCI0JIb30BaHUSA €ro NPU ONMCAHUM 4YesIOBEKO-Ma-
HMHHOW nponenypbl noctpoenusa I/ IIIM. 3Tto
MO3BOJIUJIO MOBLICUTb OBICTPOJEHCTBUE NPOU3BO-
JUMBIX BbIYHUCJIEHHUU NPU UCHOJIb30BAaHWU OJHO-
sI/lepHbIX MUKPOIIPOLIECCOPBIX aPXUTEKTYP.

B [8] dopmasn3oBaHa MHOTOYpPOBHEBAsI CeMaH-
TH4Yeckasd Mozesb nocrpoenus [T/ IIIIM, npen-
CTaBJIeH MeTO/ IOUCKa ONTHMAaJIbHOTO paclpeje-
JIeHUs1 MHTEePBaJIOB JIBMXKEHHUS 110e3/10B, paboTato-
MK [0 NPUHLUNY IpaJMeHTHOro cnycka. Uzewu,
H3JI0’KeHHbIe B [8], peasn30BaHbl BO BHEJIPEHHON
ACIT IITC[, TIIM (coctaBiieHHOUW Ha s3blke Visual
Basic 6.0).

JdTan opraHM3any UHPOPMALLMOHHOI'O

B3aumMogencTBus Ci1y»K6 MeTpONOJIMTEHA

Ha paccMaTpuBaeMoM 3Tare UCNOIb30BaHbI J0-
CTHXKeHHS BTOPOTro 3Tana. Peranuce 3afauu 3ajei-
CTBOBaHHUSA KaHAJIOB CBSI3U JINHUU METPONOJIUTEHA
JIJIs1 KOpPEKTHOM paboThl yCTPOMCTB TeJieynpaBJie-

HUA U TeJleCUTHasrM3aluy npu nocrpoenuu 'M/,
BBINOJIHAJICA aHa/IU3 KadecTBa noctpoenus ['HU/]
[17]. OTnenbHO Ha4YaIMCh PAGOTHI 110 COCTABJIEHHUIO
pacnucaHus JIOKOMOTHUBHBIX 6puraji. Ha atom ke
3Talle CTaJio MOHSATHO, UTO pacyéTHble 3HAUYEHUS],
noJiyyaeMble B pe3ysbTaTe paboTsr ACI T/ [T1IM,
MOTYT ObITh MCI0Jb30BAaHbI B KAYeCTBE MCXOAHBIX
JIaHHBIX JIPYyTMMH CHCTeMaMH, YTO MOTpeboBasio
pa3paboOTKU MPOrpaMMHBIX HaACTPOeK AJs ¢par-
MEeHTapHOUN BBITPY3KU CBEJI€HUM, COTJIaCOBaHHBIX
ApyruMu Ciyxx6aMu MeTPONOJIMTEHa, a TaKXKe C
JAPYTUMH OpPTaHU3aLUsMHU, BbIOJHSKIIMMA MOHU-
TOPUHT Ka4yeCcTBa paboThl METPOIOJIUTEHA.

B pa3Hble ro/ibl MIPOMBILLJIEHHON 3KCIyaTalluu
ACII IITA TITIM peannsoBaHo:

- 1nepezaya JlaHHbIX 0 coctaBuTese [T/ IIIM,
JlaTe Hayasia pa6otel corsacHo [T/ IIIIM,
THUITy PAacCTAaHOBKH, JHSIM PabOThl, KHUTKAX»,
'O 2IIC, anekTpojeno, MapupyTax, TUIlaX pe-
MOHTOB/OCMOTPOB U CTAHIUAX IUHUU METPO-
nosMTeHa B ¢opmaTte XML /i1 cOCTaBIEHUS
pacnycaHui IOKOMOTHUBHBIX OpUTaf;

- TIepejaya JaHHbIX O BpeMeHax OTIpaBJIeHUs
MaCCaXUPCKUX [10E€3/[0B CO CTAHUI COTJIACHO
HUTKaM» JJIs OLleHUBaHUSA 3al0JHAEMOCTU
BaroHOB, MPU JeNCTBYIOUIMX 3HAYEeHHUIX Tac-
CaXKHUPOTIOTOKOB  (337a4ya MHpopmaiuoH-
HO-BhIUHCAUTebHOTO LeHTpa (MBI) Moc-
KOBCKOT'0 MeTpomnoJiuTeHa U JlenmapTaMeHTa
TpaHcropTa ropoza MockBbl);

- mnepepaua III/] TIIIM B TekcToBOoM ¢dopmaTe
JUII BOCCTAHOBJIEHUSI €Tr0 COTPYAHUKAMU
MBI, merpomosiuTeHa B CUCTeMe aBTOMa-
TU3WUPOBAHHOIO NpoeKTupoBaHusa AutoCAD
U mnocieaywouiero GopMUpPOBaHUS TEKCTa,
aJIaTUPOBAHHOIO K pa3MelleHuI0 Ha GJiaH-
Kax KapTOYeK pacnucaHus, BblJaBaeMbIX Ma-
IIMHUCTaM;

- TIepejaya JJAaHHBIX O «HUTKAX» JJIs MPOTHO-
3UpPOBaHUSl BpeMEH NMPUOBITHUS MOE3/I0B Ha
CTaHLIUU C Les1bI0 ”HYOPMHUPOBAHUS 06 3TOM
MacCaXKUpPOB IMOCPEJCTBOM €€ BbIBOJA Ha
TabJ10, pasMellaeMble B TopLax MmaaTGpopm
CO CTOPOHBI «XBOCTOB» MPUOBIBAIUX TOE-
3/10B;

- TIepejayda JAaHHBIX O «HUTKax» JJisl BOCCTa-
HOBJIEHHUS UX B OJJHOU U3 CUCTEM, CO3JaHHBIX
KOMNaHueh «MakoMHeT», [Ji1 BHeJpeHUs
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KOMILJIEKCA TEeXHUYECKHX U TMPOrpaMMHBIX
CPeZCTB, HEO6XOJUMbIX JAJs 3amycka Eau-
HOTO JMCIETYEPCKOTO IeHTpa MOCKOBCKOTO
MeTpOIoJINTeHa B padoTy [18].

JdTan TUpAXKMPOBAHMSA CIOCOGOB
dBTOMATHU3AI MU IJIAHUPOBAHUA
NnepeBo30YHOro nmpouecca ajada
Pa3/IMYHbIX TUHUA MOCKOBCKOTO
METPOIIOJIUTEHA

B aToT nepuos Ha MOCKOBCKOM MeTpPOIOJIUTEHE
NpUHATA B MPOMBILLIEHHYI0 3Kcmayatapuio ACII
[ TIITM.

[loctpoenune Bpyunyr I/ IV,
CTBYIOLIEro 3aJlaHHbIM pa3MepaM JABuxeHud u ['0
3IIC, 3anumaert ot 1.5 10 3 MecsALeB B 3aBUCUMOCTH
OT CJIO)KHOCTH JIMHUM U KBaTUPUKAIIUU HHXKEHe-
pa-rpaducTta. B cBA3M € 3TUM Ha/M4YHMe aBTOMATHU-
3UPOBaHHOU CUCTEMBI, YIPOIaoLell BbINOJTHEHNE
3TUX pabOT MOCPEJCTBOM THPAKHUPOBAHHUS ympa-
BJISIIOLLMX BO3JENUCTBUH, NPUBOASLIUX K ObICTPOMY
noJiydeHuto pesysnbraTta nocrpoenud [/ IITIM, aB-
JisieTCs 9KOHOMHUYECKU ONPaBJaHHbIM LIArOM.

Ha sToMm 3Tarne BbIsIBJIEHbl 0COGEHHOCTH JIMHUN
MEeTpOIOJIUTEHA, OKa3bIBaKOIUe BJAMAHUE HAa BUJ,
[/ TIIIM [13]. Janee nepeducieHbl 3TU 0COGEH-
HOCTH.

KosbieBasgs JsiHUS  (K0JibIlo) MOCKOBCKOTO
MEeTpPOIOJIUTEHA OTHOCUTCS K 0COOGOMY THUIY JIH-
HUU. B eé cocTaB BXOJAT [Ba HE3aBUCUMBIX MY TH,
KaX/Ibll U3 KOTOPBIX ABJSAETCA 3aMKHYTBHIM KOH-
Typom [13].

K pasuanbHBIM JIMHUAM OTHOCAT JIMHUH, HAa KO-
TOPBIX TJIaBHblEe NYTHU He SBJSAITCA 3aMKHYTBIMH
KoHTypamu. [loe3na, obcayxuBawllue JUHUIO, B
TeyeHUe paboyero JHs COBEPLIAIOT ePEXObl MeX-
Jly TJIAaBHBIMH My TAMHU, 060pavMBasiCbh HA KOHEYHbIX
WJIU TPOMEXKYTOUYHBIX CTAHIIUSAX C MyTeBbIM pa3BH-
THEM.

Cpeiu MHOXKeCTBa paZiMalbHBIX JUHUK 0coboe
MeCTO 3aHHUMAIOT JJUHUHU C «BUJIOUHBIM» JBHUXKEHHU-
eM. «BUJIOYHBIM» ABUKEHUEM Ha3bIBAeTCs TaKas
opraHu3anusi paboThbl JUHUH, TPU KOTOPOU ABU-
»KeHHe COCTAaBOB OCYIIECTBJSETCS MO Pa3IUYHBbIM
y4acTKaM IocJie Mpocae0BaHNUA CTAHLUU pa3BeT-
BieHUs. CTaHLUSA pa3BeTBJIEHUA — 3TO CTaHIUS,
Ny Thb [0 KOTOPOM /1151 BCEX COCTABOB JINHUU He pas-
JIM4aeTcs, a Hocje — JIJI1 4aCTU COCTAaBOB pa3/INYeH.

COOTBeEeT-

Takas opraHusanua JBWXKeHHS OKa3blBaeT BJIMA-
Hue Ha Buj [II/] T1IIM [19].

YacTHBIM clly4aeM «BUJIOYHOTO» IBHXKEHHUS SB-
asietcs [IT] IIIIM 3onHoro tumna (I'3T). B [19] aB-
ToMaTH3auus coctaBieHuss ¢parmenTa [T/ TIIM
C «BHUJIOYHBIM» JBMKEHHUEM pacCcMaTpuBaeTCs Ha
npuMmepe ®unésckoit muHuy, a I'3T - Ha npuMepe
JIto6nHCKO-/IMUTPOBCKOM iMHUU [15].

HaaTom aTamne oco6eHHO 0CTpO BCTaJl BOIIPOC CO-
npoBoxaenus ACITIIT/ IIIIM, 3ak/itounBIIKE B cebe
Takhe MeponpusTHs KaK: oO0ydyeHHe IMepcoHasa,
KOPPEKTHPOBKY Habopa CEPBUCHBIX GYHKLUN NPHU
BCEBO3pACTAKIINX TPebGOBaHUAX WHKEHEPOB-rpa-
¢ductoB [17], a Tak:Ke HACTPOUKY CONMPSHKEHHBIX C
cucteMoil nepudpepuiHbIX yCTPOUCTB.

K aTomy nepuojty oTHOCUTCS $popMaiu3anus 3a-
Jad MamuHHoro nocrpoenus I'PJIB, «packiagok»
(11ab/I0HHBIX TaA6JUI]) [AJS BBIMUCKU MOE3AHBIX
pacnucaHui, a TakXkKe ne4aTyd KapTo4yeK Moe3HbIX
pacnucaHvi, BblJJaBaeMbIX MalIMHUCTAM, 3acCTy-
nawIuM B peiicel [20].

JTan compsk€H C HCIOJb30BaHUEM 3HEproc-
beperariux TexHosoru [21, 22], ¢ nepeBogom
HECKOJIbKUX JIMHUHA Ha O0O6C/AyKUBaHHe HOBBIM
(Ha TOT MOMEHT) 3JIEKTPOMOABMKHBIM COCTABOM
«Pycuu» (81-740/741; Bbinyck: 2003-2013 rr.) ¢
ACUHXPOHHBIMHU [ BUTraTeJAMH, IPeOCTaBIALIM-
MU BO3MOXXHOCTH BBINOJIHEHUS PEKyINlepaTUBHOTO
TOpMOXKeHus [22].

K aTomy ke neprosy OTHOCUTCSA peaju3alnus aB-
TOMaTHU3UPOBAHHOT'O PacyéTa 3KCIJIyaTallMOHHBIX
nokasareseid c ucnosib3oBanueM ACII TIT[ TIIIM
[17]. llpu ob6cuyéTe aKCIJIyaTallMOHHBIX NOKa3aTe-
Jiell BpyuHy1o B Ciy»k6e BMKEHUSI MPUHSTO HUCIO-
JIb30BaTh y4aCTKOBble BpeMeHa xona, B ACII II[/
[I1IM 3amava pacuéTta 6blIa pelleHa MPA PaccMo-
TPEeHUHU KaXK/I0T0 NeperoHa /s KaXK101 MOCTPOeH-
HOU «HUTKU». [loTpeboBasack MHas cXeMa BbIBOJla
pe3yJIbTaTOB pacyéTa C IPyNInUpPOBKOM NEPETOHOB
B YYaCTKH, 1O KOTOPbIM NPOUCXOJUT JBHXKEHUE
1oes3/IoB Mo «HUTKam» coryacHo IIT/] ITIIIM. U3ame-
HeHHUA B PAaCYETHON CXeMe CYLeCTBEHHO CKa3aIuCh
Ha rpadrUyecKkoM MOJIb30BATENbCKOM HHTepelice
ACII TITZL TITIM. C ToYKHU 3peHHs pa3BUTUS CEPBU-
CHbIX QYHKIUH J06aBUIach BO3MOKHOCTb 3KCIOP-
Ta PAacyéTHBIX JJAHHBIX B 3JIEKTPOHHbIE TAGIHLbI
Microsoft Office Excel, yTo obecneyunsio BO3MOX-
HOCTb IleYaTH Ha PUHTEepe WM IJIOTTepe, MUHYS
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IIpOrpaMMHPOBaHHUe NPSAMOIro B3aUMOJAENHCTBHUA C
JlpaliBepoM MeuaTaroliero ycrpoicrsa yepe3 ACII
[IC/1 TITIM.

3aBeplieHreM 3TOrO 3Tana sIBUJIach pa3paboT-
Ka npuHuUnoB BkJatodyeHuss ACII [T/ [TT1IM B ob1iee
nrMdpoBoe NPOCTPAHCTBO JIMHUU METPOINOJUTEHA,
a TakXe IPUMEHHMOCTH aBTOMAaTH3UPOBAHHOH
cucrteMbl K noctpoenuto [1I/] [TIIM pasa gpyrux Bu-
noB I'PTC.

JTan npuMeHeHUA HOBBIX UT,
nudpoBU3an MM U MHTE/UIEKTYaIN3al U1
nponeccoB INJIAaHUPOBAHUA
NacCa’KUupPCKUX nnepeBo30K,
3KCIUIyaTallMOHHOM U MaHEBPOBOM
pa6oThI

Ha aToM 3Tamne, npenMylieCTBEHHO, pellaauch
BOIIPOChl aBTOMaTu3auuu coctaBieHuss ['0 IIIC.
OcHOBHBIM 06'beKTOM yrpaBsieHus 'O II1C aBasieT-
cs1 peMoHT (ocMoOTp). BBe1éM onpesiesieHne TEpMU-
Ha «peMOHT» B KOHTeKcTe paccMoTpenusa ['0 3IIC
u [II/] TIIIM. PeMOHT - 3TO KOpPTe»X, KOMIIOHEHThI
KOTOPOI'0 ONpeJlesIII0T TUIl, BpeMs U MeCTO IIpoBe-
JeHus TexHudeckoro ocMmoTpa (TO) uau Tekyuiero
pemoHTa (TP), npunucaHHoOro K MapuipyTy.

B [5] cocTaBsieHa cxeMa TEXHOJIOTUYECKOTO PO-
yecca nocrpoenus I/ IIIM, conpsixénHoro ¢ 'O
3IIC mpu Mcnosib30BaHUU KoHUenuuu Event-driven
Process Chain (EPC); cocTaBJieH aJropuTM aBTOMa-
THU3WPOBAHHOIO Ha3HAuYeHHs] TEXHUYECKUX OCMOT-
poB nepBoro o6béma padot (TO-1) c yuéTom orpa-
HUYeHUH U paKTopoB, Baustouux Ha By 1171 [TTIM
[13]. K peweHuto 3a/jadyd aBTOMATU3UPOBAHHOIO
coctaBsieHus ['0 II1C npennoxeH «BeHrepckui a-
roputm» (ajaroputm MaHkpeca - KyHa), KoTopblii
XOpOILO paboTaeT TOJbKO «B cTaTUKe». [jis noJy-
YeHUs pellleHusI 33/]a4H «B JHHAMUKe» MPe/IJI0KeH
peKypCUBHBIN MeTO/|, JUHAMUY€eCKOT0 IPOrpaMMHU-
poBaHUs (m1aHupoBaHusi) besiMaHa.

PemaeTca 3ajaya 3¢QPeKTUBHOr0 HCHOJIb30-
BaHMA NAapKOBOYHOI'O NPOCTPAHCTBA Ha IpUMepe
MeTpPOIOJIMTEHA C IpUMEHeHHeM Teopuu rpados.
Busyannsanus IOJIydeHHBIX JepeBbeB U YIJIOT-
HEHHBIX TpadoB BBINOJHAETCS NAKETOM YTHJINT
Graphviz [4].

Bosbiieit apPeKTUBHOCTU NPU pellleHUH 3a/a-
4Yyu aBTOMaTu3upoBaHHOro cocrasyeHus ['0 3IIC
no3BoJina Agobutbes A [10]. Ilosxke pa3paboTaH-

Has Ha 6a3e ['A aBTOMaTH3MpOBaHHAsA NOJCUCTEMA
coctaBjsieHus1 'O IIIC kKOHTeKCTHO cTasla paccMa-
TpuBaetcd kak MUC.

[IpoBeiéH aHa/IM3 NPUMEHHUMOCTH UCKYCCTBEH-
HOI'0 MHTeJIJIEKTA U, B YaCTHOCTH, MAalUMHHOT'0 00Yy-
yeHUs [6] K 3ajlayaM aBTOMaTHU3al MU NIJIAHUPOBa-
HHA NIepeBO304YHOr0 Npolecca Ha MeTPOIOJUTeHe
[7,10].

Hapszy c movckoMm pelieHus 3aJjlayyd aBTOMATH-
3auuu coctabyienusa ['0 3TIC pa3BuTHe U paKTHUYe-
CKYI0 peajiM3allvio MoJy4yu/a ujes, BblCKa3aHHas
B [13], 0 BO3MOXKHOCTH NPUMEHEHU annapara na-
paJlylesIbHBIX BBIYMCIEHUN K PeKypCUBHOM Npolie-
Jlype aBTOMaTU3HMpPOBAHHOIO [IOCTPOEHUS IIpoLec-
cos [I[/1 IIIIM. MHoronoTo4Hast Mozesb (Threading)
Ha 6a3e NaTTepPHOB IPOEKTHPOBAHUSA peaslM30BaHa
B cpefie Microsoft Visual Studio Ha si3bike Visual C# B
ACII I, TIIIM HoBoro nokoJsienus («APM I'padmuc-
Ta 2.0») [23].

B npouecce nudpoBusanuy 0603Ha4MJI0Ch UH-
TEHCHBHOE pa3BUTHE HHTEJJIEKTyaJbHbIX TPaHC-
MOPTHBIX cucTeM ynpaBseHus: 'PTC [24].

Jdtan y4éTa 0CO6GEHHOCTEN COCTAB/IE€HUS
I’ IIIIM npv HaJIMYUU CUCTEM
aBTOBeJeHHus [10e3/10B Ha INHUAX
MeTpomnoJINTEeHa

JTan XapaKTepeH BO3MOXKHOCTbIO BBINOJIHE-
HUS 33JIaHHOTO 4YMCJIa BpeMEH X0/ia M0 MeperoHy,
peasi3yeMbIX CUCTEMOW aBTOMAaTHU4YeCKOro ympa-
BJIEHHUS, YTO MO3BOJIMJIO OTKa3aTbcs oT CPB npu
BbIpaBHUBAHUU MEXII0€3IHbIX UHTEPBAJIOB B X0/i€
IJIaHUPOBaHUA nepexoHbix npoyeccos [T/ ITIIM.
[Ipu peannsanuy BpeMéH Xo/ia [0 JTUHUU MEeTPOIIO-
auteHa 6e3 CPB fjocturaeTrcs ymeHbllleHHE pacxo-
Jla SDHepruy, 3aTpayruBaeMou Ha TATY.

Wmeromielica 6a3bl 3HAHUW Ha CErofHsI J0CTa-
TOYHO /JJisl MPOTHO3UMPOBAHHUS KauyecTBa pabOThI
MOCKOBCKOTO MeTpOINOJIMTEHA B YCJOBUAX [ BU-
>KeHHUsI Moe3/i0B 6e3 MAUIMHHUCTOB COIJIACHO YeT-
BEPTOU CTeneHW aBTOMATU3ALMU KeJIE3HOL0POXK-
HOM MHPPACTPYKTyphl 1o cTaHgapty [EC 62290-1:
Grades of Automation 4 (GoA 4). Pa6oTbl mpoBo-
JSTCSL C Y4ETOM BO3MOXKHOCTH peajiu3aliui 3Hep-
roapdextuBHbIx [T/ [TIIM [14].

3HayuTeNbHBIA 0O0BEM pabOT CBS3aH C YJ0-
BJIETBOPEHUEM 3aMPOCOB, MOCTYNAIIIUX OT UHXKe-
HepoB-rpaductoB Ha ycrpaHeHue CPB. Co3gaHbl
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aJITOPUTMBI ZiJ1d nepepacnpegenenusa CPB Ha Bpe-
MeHa xoJla o neperoHaM. B [14] mokasaHo, 4To
3TO NpeAOoCTaBJgeT BO3MOXXHOCTb JJI1 9KOHOMUH
3JIEKTPO3SHEPruHU Ha 3Tane IJIaHWPOBAHUs Iepe-
BO30YHOTO IPOLLECCca, HO TOJILKO IIPH YCJI0BHUU pa-
60Thl corsiacHo coctaBaeHHomy III/] IIIIM cucre-
MOH aBTOBeJeHHs, IOCKOJbKY HU OJUH OIBITHBIN
MalIMHUCT He B COCTOSIHUU BBIIOJHUTH TOTO MHO-
»KeCTBa pa3/IMYHbIX BPEMEH X0/ja HelapaJlleJbHO-
ro rpaduka, nojy4yaemMoro B pesysbTaTe nepepac-
npefenenus CPB Ha BpeMeHa Xo/ia 110 neperoHam.

3AKNIOYEHUE

1. llpoBeIEHHBIM aHAJNU3 PAa3BUTHUSA aBTOMATH-
SI/IpOBaHHOﬁ CHUCTEMbI IIOCTPOEHHUA IIJIAaHOBBIX I'pa-
bUKOB JBIKEHHS MACCAXKUPCKUX M0E3/10B METPO-
MOJIUTEHA JI0OKAa3bIBAET aKTYaJbHOCTb BHEJPEHUS
3TOM CUCTEMBI AJis PabOThl B YCJIOBUAX METPOIIO-
JINTEHOB.

2.Pa3BuTHE aBTOMaTHU3UPOBAHHOM CUCTEMBI 110~
CTPOEHUS IJIAHOBBIX IpadHKOB JBUKEHHUS Macca-
’KUPCKUX M0E3/10B METPOIOJIMTEHA HallpaBJeHo Ha
«BIHUCbIBaHHE» €€ B EJUHYI0 MHTEJJIEKTyaJbHYIO
CUCTEMY aBTOMATHU3WPOBAHHOI'O YIIpaBJIEHUA ABU-
»KEHHWEeM TPaHCIOPTHBIX CPEJCTB HAa TOPOJCKUX pe-
JIbCOBBIX TPAHCIOPTHBIX CHCTEMaX.

3. Hcnosb3oBaHMe WHTEJJIEKTYa/bHBIX aJro-
PUTMOB B aBTOMAaTU3UPOBAaHHOH CHCTeMe MOCTPO-
€HHUs TUIAaHOBBIX T'PAaQUKOB JABHKEHHUS MaCCAKHUP-
CKHUX M0€e3/10B MeTPOIOJUTEHA MO3B0oJIsseT 3ddek-
THUBHO pellaTh 3a/ja4¥ MJIAaHUPOBAaHUsI EePEB0O30Y-
HOTO IMpoIiecca.
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https://doi.org/10.7251/JIT2202089M UDC: 623.746.2-519:629.7.014.9

Abstract: Transport infrastructure facilities are critically important. To ensure their functioning, it is necessary to apply tracking
methods that provide a high degree of protection. The article deals with the issues of unauthorized intrusion of foreign objects
controlling, in order to prevent a dangerous impact on the infrastructure of high-speed transport. In this regard, it is proposed to
conduct round-the-clock surveillance using unmanned aerial vehicles.

Due to the fact that the range of UAV’s action distance is limited, therefore, it is proposed to use a remote method of detecting the
intrusion of objects on the infrastructure with the use of an optical cable OK. The joint use of UAVs and OK allows to create a reliable
system that provides control over the intrusion on the infrastructure. Special video cameras (thermal imagers, Lidar) are installed
on unmanned aerial vehicles, providing inspection of the invasion area during day and night time. Since video recording devices
have different resolution, the taskis to apply methods for integrating data with different resolution and processing them by a neural
network. The implementation of infrastructure tracking systems requires increasing demands on the network structure. One of the
tasks set in this article is the development of the structure of the intrusion detection network on the high-speed ground transport
infrastructure.

Keywords: optical cable, local area computer network, structure of an unmanned vehicle network, video cameras, intrusion on

infrastructure.

Relevance. High-speed traffic (HST) requires the
expansion of the functionality of security systems
aimed at the application of new methods, namely,
theoretically and technically sound solutions in con-
nection with possible acts of vandalism and terror-
ism. The HST requires a revision of technical solu-
tions in the development of critical systems (protec-
tion of objects and information protection) and link-
age with existing management systems (DC, MPC
and others). At high speeds, minor changes in the
parameters of the track, for example, due to changes
in the structure of the superstructure of the track
caused by undercutting, can lead to an accident. The
collapse of rocks, the penetration of foreign objects
into the infrastructure, are also potentially danger-
ous for the movement of a high-speed train.

In this regard, it is necessary to develop new
solutions not only to control the infrastructure of

the rolling stock path, but it is also extremely im-
portant to determine the moment of occurrence of
an obstacle caused by the unauthorized appearance
of foreign objects that pose a danger to movement
and further transfer of information to control sys-
tems in order to adopt rational management. The
existing control systems for high-speed trains of
DC, MPC and auto-blocking provide safe control of
objects, arrows, signals and other devices, but are
not designed to control and generate information
about the appearance of foreign objects on the in-
frastructure, landslides, landslides and other exter-
nal dangerous impacts. This function is assigned to
independent systems that, by aggregating informa-
tion, determine the causes of a dangerous situation
and transmit this information to control and traffic
safety systems that correct the movement of trains
in the face of a threat.
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One of these approaches is that it is necessary to
use a combined monitoring method using an optical
cable (OC) and unmanned aerial vehicles equipped
with video recording devices for the emerging threat
at different times of the day and in any weather con-
ditions.

Primary information about the occurrence of an
incident is provided by an optical cable acting as a
sensor, which is laid in several ways: underground
or on barrier shields. The principle of operation of
the OK - sensor is that the conditions for the pas-
sage of radiation (due to mechanical action) change
in it, as a result of which the pattern (the so-called
speckle) at the output end changes.

[t is difficult to determine the nature of penetra-
tion using OK due to short-term exposure. In this
regard, it is rational to use a UAV with a set of fix-
ing cameras, which approaches the place of occur-
rence of the incident and captures the object of pen-
etration at a short distance, transmits this informa-

tion to the center, which determines the degree of
danger. Video cameras, LiDAR and a thermal imager
are installed on the UAV. This allows you to have an
integrated picture of penetration at different times
of the day and under all weather conditions.

The joint use of the UAV and the OK sensor allows
you to create a reliable system for monitoring the
intrusion on the infrastructure. The implementation
of this approach imposes increased requirements
on the network structure. How is this shown?

Firstly, for processing images from LIDAR cam-
eras with thermal imagers mounted on UAVs, high-
speed transmission of a large amount of information
is required.

Secondly, for processing (on servers) it is necessary
to use the technology of parallel processing of threads.

Thirdly, the organization of the structure should
be based on the use of optical local networks and
database equipment, which allows working at a data
transfer rate of more than 20 GB/s.
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Figure 1 - The structure of the drone network (a) and the
processing center (b)

The goal is to develop the structure of a local area
network (LAN) for detecting an intrusion on the TSA
transport infrastructure and image processing us-
ing a model based on a neural network.

Information delivery channels are built on the
use of 4G (LTE) or 5G. This uses a ring structure
that provides transmission in one of the two trans-
mission directions. If a failure occurs in one of the
sections of the LTE information transmission, the
system transmits information on the second (not
failed) ring. The local area network contains data-
bases and servers for LTE, UAV video cameras and
thermal imagers, as well as servers and databases
for optical cable [2].

UAV quadrocopter video surveillance equipment
consists of:

- HD camera;

- Lidar;

- Thermal imager.

The image is synchronized, according to the
growth of the image. This means that a certain pixel
with a HD camera is assigned a Lidar pixel and a
thermal imager. It must be borne in mind that the
resolution and ability of these devices is different.
Therefore, when building a model, it is necessary to
respect this feature. Let us consider the structure

of the network equipment on the UAV. Figure 1la
shows the structure of the UAV network equipment.
The central device is switch K, which combines 4G
(LTE) signal reception and transmission control-
lers, a flight control system controller connected to
the GLONASS controller. On a separate port of the
switch K, the controller for controlling cameras is
turned on: HD, Lidar and thermal imager (Thermal
imager). It is important to note that the operation
of the cameras on board the UAV is synchronized.
This means synchronous adjustment of the focal
length and rotation angles. The flight control system
controls the drone’s ED engines, providing a given
movement trajectory received from the UAV’s cen-
tral server (Figure 16).

Consider the interaction of specialists and ap-
plications located in the LAN with the UAV. AKOK
equipment is aimed at the task of detecting an intru-
sion on the infrastructure. In the absence of viola-
tions of the “speckle” images I(t) is sent to the data
processing server:

It=1,_, - noviolations. (D)

In the event of an invasion, there is a change in
the “speckle”

It#1,,, - aviolation has occurred. (2)

The reliability of the process is at the level of 0.96,
which provides a ten-bit ADC of the parallel type.

When a signal is received, the unmanned vehicle
is given a route of movement: approximately end
points and characteristic points of the route (x*, y*,
z*), which ensure avoidance of obstacles on the path
of movement. Communication is carried out via a
channel (LTE). This information is sent to the flight
control system, where the engine control signal is
generated. The flight control system compares the
current coordinates coming from the GLONASS con-
troller (x'y",z") with the given ones (x*y*z*). Based
on the difference between the current and given co-
ordinates, the drone movement is corrected [3, 4].

The LAN structure of the intrusion detection sys-
tem consists of MK (4G) controllers providing 4G
(LTE) communication between the center (Figure
1b) and the UAV (Figure 1a). The purpose of MK
(4G) is the transmission and reception of informa-
tion. The flight control system controller controls
the movement of the UAV to the intrusion site.

The camera control MC configures the cameras
to transmit the aggregated video control image us-
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ing HD cameras, cameras with LIDAR and a thermal
imager camera to the center. The control of pointing
cameras at the place of penetration is carried out by
a specialist. Upon reaching the approximate loca-
tion of the intrusion, the HD and Lidar cameras are
turned on during the daytime, and at night, an addi-
tional camera with a thermal imager is activated to
detect the presence of a person or animals, the pres-
ence of a person or animals, as well as the possible
location of cars or other equipment. Based on the re-
ceived image, an analysis of the causes and possible
consequences of the intrusion is carried out. This is
done by a specialist, carefully examining the site of
the invasion. Lidar is used to determine the distance
to objects located in the area of invasion [5].

The platform for the UAV is guarded. Motion sen-
sors are used as security sensors. Power is provided
- during the day from solar collectors, at night from
the network. In the event of an attack on the UAV
site, the UAV site immediately leaves in order to
prevent damage to them and to identify the circum-
stances of the attack situation.

The task of recognition should provide identifi-
cation of the penetration of various objects into the
infrastructure. This should be done on the basis of
recognition methods. Currently, one of the most com-
mon approaches is the use of neural networks [6, 7,
8]. An optical cable, as mentioned above, allows you
to fix the place and moment of penetration into a dis-
tributed infrastructure. In this regard, the training
of the recognition model should take place continu-
ously, since the parameters of the optical cable, as a
rule, are not restored after the physical impact of the
intruder. This imposes the condition of fast retrain-
ing of the violation fixation model. In order to deter-
mine the penetration point, special notches are cre-
ated in the optical cable, reflecting part of the light
flux. Under the mechanical action of the intruder, an
additional reflection signal appears, which does not
coincide with the reflected signal of the notches. The
difference between these signals determines the dis-
tance to the point of penetration. The task of recogni-
tion, which is solved using unmanned aerial vehicles,
differs from the task of recognition of OK. In this
case, the problem of belonging of the intruder-object
to one of the preset reference images is solved. The
most common approach to solving these problems is
the use of neural networks [9].

Let us consider the implementation of a recog-
nition model based on a neural network. To train
neural networks, the back propagation algorithm
is used [10]. Training by the error backpropagation
algorithm involves two passes through all layers
of the network: forward and backward. The back-
propagation algorithm involves the use of gradient
descent and is one of the effective learning algo-
rithms. Assume that there are R;j =1, m source
images of intrusion objects:

Xy =>v, (3)
where X i" - is the input feature vector of the original
imagesR, R =>Y,j=1,m, k=1,m, Y,

Y, - hldden layer vector of network outputs corre-
sponding to the input vector: X, 5,

The output of hidden neurons Y, represented as
the scalar product of features X, By and the weight
vector wk given initially randomly

Y; —Zkzlwkj xXk =11
Y; = Fa(Yj),
where Y7 - neural network softmax output function

[10],
F - activation function, non-linear function.

(4)
(5)

The activation function can be: sigmoid, hyper-
bolic tangent, logarithmic function and other non-
linear functions. The introduction of a non-linear
function is necessary so that the separating func-
tions are non-linear and allow one to build a non-
linear separation of the points of the original images.

The learning task is to calculate the value W};j of
the weights, which are determined using the back
propagation algorithm.

Let’s introduce the notation LFi (chj) - the loss
function of non-linear regression. We start training

with the choice of initial weights Wk , then we make
i+1

updates on all weights wy;~, we get
, L J(wk )
+1_ o 6
Wi = Wiy =X —or (6)

j
where 1 - learning rate coefficient 0<n <1.
The functional L (wfcj) is subject to minimization
and is determined by the following formula:

f(wk,)f }2 (Y-* x i (F(17)) +(1-%) x

(1 —In (1 - fly )))) >min,, (LRf(w,i,-)),
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where f(¥;) = F, ((sz o xij)) : (7)

The gradient optimization method consists in it-
erative refinement of ch'j'-'l according to formula (5).
The initial value of the parameter 1 is chosen small
enough to ensure convergence.

Thus, we can draw the following conclusion: the
rate of convergence of the learning process is deter-
mined by the gradient method of finding the mini-
mum LR (wfcj) (6). However, it is essential that the
introduction of nonlinearity and the use of differen-
tiable functions at all stages of the implementation
of the neural network allows you to implement feed-
back (error backpropagation algorithm), thereby
automatically searching for a solution, for a given
activation function and the number of layers of the
neural network [11, 12].

Findings. The paper proposes the structure of a
network of unmanned aerial vehicles, which imple-
ments modern approaches to building an informa-
tion system for a model for analyzing penetration
into a distributed structure of transport.

The penetration analysis model for a distributed
transport infrastructure must be built using two
technical solutions: determining the location of pen-
etration using optical cable technology, and identi-
fying penetration objects based on the analysis of
images from HD cameras, LiDAR thermal imagers
installed on unmanned aerial vehicles.

[t is proposed to use recognition methods based
on neural networks to process images and deter-
mine the degree of danger of penetration.
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OpI/Il"I/IHaJILHaH Hay4YHada CTaTbsAd

AHHoTanuA: O6'beKThl TPAHCIOPTHOW HHQPACTPYKTYPHI ABAAIOTCA KPUTHYECKH BOXXHBIMHU. []151 o6ecrniedeHUs X GYHKIIMOHU-
pOBaHUsA HEO6X0AUMO IPUMEHATb METO/IbI CJIeXKeHN 06ecreyrBalolye BLICOKYIO CTeNeHb 3allUThL. B cTaThe paccMaTpUBaroTCA
BOIPOCHI KOHTPOJIA HECAHKLIHOHUPOBAHHOTO BTOPXKEHH NOCTOPOHHUX 00bEKTOB, C 1le/1bI0 IPeJ0TBPAllleHHUs ONaCHOTI0 BO3/1eH-
CTBUA Ha UHPPACTPYKTYPY BBICOKOCKOPOCTHOI'O TPAHCIOPTA. B 3TOM cBA3M, NpesiaraeTcs BECTH KPYIJIOCYTOUHOE HAGI0ZeHre
C UCII0JIb30BaHHEM GEeCIUJIOTHBIX JIETATE/IbHbIX allllapaToB.

B cBfI3U C TeM, UTO AMaNa30H paccTossHUA AelcTBUH BIIJIA orpaHudYeH, N03ToMy NpejJaraeTcs IpUMeHeHHe JUCTAaHLMOHHOTO Me-
TO/la 0GHAPYKeHHs BTOPXeHHUs 00beKTOB Ha UHQPACTPYKTYpPY € UCNOJIb30BaHHEM onTHYeckoro kabessa OK. CoBMecTHOe HCIOJb-
3oBaHue BIIJIA u OK no3BosiAI0T CO3/jaTh HAJIEXKHYIO CUCTEMY, 00eCIIeYrBalOLLyI0 KOHTPOJIb 3a BTOPXKEHHEM Ha HHPPACTPYKTYPY.
Ha 6ecnu/ioTHBIX JleTaTeJIbHBIX alllapaTax YCTAHABJIMBAETCA ClellMaJbHble BUleOKaMephl (TemnoBu30pos, Lidar), o6ecnevnBaro-
1€ OCMOTP MeCTa BTOP>KEHH: KaK B JIHEBHOE, TaK U B HOYHOe BpeMs. [10cKo/IbKY ycTpoiicTBa BUieopHUKCcAllMY UMEIOT PA3/IMYHYIO
paspelamlyo Cloco6GHOCTb B Pab0Te CTaBUTCA 3aZa4a NPUMeHEeHU MeTO/J0B HHTEerpalluy AAHHBIX C Pa3/IMYHON pa3perliarolei
CMOCOGHOCTBIO M 06pabOTKY MX HEHPOHHOM ceThI0. Peasn3anus cucTeM cleXeHUs 32 HHQPACTPYKTYPOH NpeAbABJIAET NOBBILIEH-
Hble TPe6OBaHUA K CTPYKTYpe ceTu. OAHOM U3 3aa4, KOTOPast CTABUTCSA B JAHHOM CTAaTbe ABJIAETCA — pa3paboTKa CTPYKTYPbI CETH
o6Hapy»KeHHUs BTOPXKEHHSA Ha TPAHCIOPTHYI0 UHPPACTPYKTYPY BBICOKOCKOPOCTHOIO HA3€MHOI'0 TPAaHCIOPTa.

KirloueBble c/10Ba: ONTHYECKUH Kabeslb, T0KaJbHast BBIYUCIUTEbHASA CETh, CTPYKTYpPa CETH 6eCIUIOTHOTO annapara, BU/ieoKa-
Mepbl, BTOpKEHHEe Ha HHPPACTPYKTYPY.

AKTya/nbHOCTB. BBICOKOCKOPOCTHOE [BHXKEHUE
(BCA) TpebyeT pacuivpeHusi pyHKIIMOHANbHBIX BO3-
MOXKHOCTEW cHCTeM 06e30MacHOCTH HalpaBJeHHOe
Ha NpUMEeHEHHEe HOBbIX METO/0B, @ UMEHHO TEOpe-
THUYECKHU U TeXHUYEeCKH 0O0O0CHOBAHHBIX pelleHUud B
CBSI3U C BO3MOXXHbIMH aKTaMU BaHJjajJiu3Ma U Tep-
popusma. BC/] TpeGyeT mepecMoTpa TEXHUYECKUX
pelleHH B pa3paboTKe KPUTHYECKUX CUCTEM (0X-
paHbl 06'BEKTOB U 3alUThl UHPOPMALUU) U YBA3KH
C CyIIeCTBYWOUMMH cucTeMaMu ynpasienus (/[LI,
MIIL v gpyrue). [Ipu 60JbIINX CKOPOCTSIX HE3HAYH-
TeJibHble U3MEHEHHWs TapaMeTPOB NyTH, HAIPUMED,
M3-32 U3MEHEHUs] CTPYKTYPbl BEPXHETO CTPOEHHUS
IyTH, BbI3BAHHOTO MOJMBIBOM, MOXET MPUBECTU K
aBapuu. O6pylieHHe CKaJbHbIX MOPOJ, MPOHUKHO-
BeHHe Ha UHPPACTPYKTYPY NOCTOPOHHUX OOBEKTOB,

TaKXKe SfBJISIIOTCS MOTEHLMaJbHO OMACHBIMHU JAJIs
JIBW)KEHHS BbICOKOCKOPOCTHOTO COCTaBa.

B aTo#i cBs3M, TpebyeTcs pa3paboTkKa HOBbIX pe-
IIeHUH He TOJIbKO K KOHTPOJIIO HHPPACTPYKTYpPhI
IyTH JIBIKEHUS MOJBIKHOIO COCTaBa, HO U KpaiiHe
Ba)XXHO, K OIpe/ieJIEHUI0 MOMEHTa BO3HUKHOBEHHS
OpensiTCTBUS, BbI3BAHHOI'O HECAHKLMOHUPOBAH-
HBIM OSIBJIEHUAM [IOCTOPOHHUX 0O'bEKTOB, HECYIIINX
OIACHOCTD JIBIKEHUIO U Jla/IbHeIIel epeiayl UH-
dbopMaLMU B CUCTEMBI YIIpaBJIeHUs C LeJIbI0 IPUHS-
THUS palMOHAJIbHOrO ymnpasseHus. CyllecTByolLive
CHUCTEMBI yIpaBJieHUs] BbICOKOCKOPOCTHBIMU COCTa-
Bamu /i1, MIIl| ¥ aBTOGJIOKMPOBKU 0OOECIEUYUBAIOT
Ge3omacHoe ymnpaB/eHHe OO0beKTaMU CTpeJsKaMy,
CUTHAJIaMM JIPyTUMH yCTPOWCTBAMH, HO He Ipe/iHa-
3Ha4veHbl /1151 KOHTPOJIs1 U popMUpOBaHUs HHPopMa-
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I[UH O NOSIBJIEHUH HAa MHPPACTPYKTYpPE MOCTOPOHHUX
00'BEKTOB, OMNOJI3HEH, 06BAJIOB U JIPYTUX BHELIHUX
OMAaCHbIX BO3AeUCTBUH. JTa QYHKIUSA BO3JIAraeTcs
Ha He3aBUCUMbIe CUCTEMBI, KOTOpble arperupys MH-
dbopManMio onpesensioT TPUIUHBI BO3HUKHOBEHHS
OMACHOM CUTYalMU U NepeJaloT 3Ty UHOPMaLUIO B
CUCTeMbI YIIpaBJeHUs U obecriedeHus1 6e30MacCHOCTH
JIBMXKEHUs], KOTOpPble KOPPEKTUPYIOT ABIKEHUE MO-
€3/10B B YCJIOBHSIX BO3HUKIIEH YIPO3BI.

OavH U3 TaKuX MOAXO/JO0B 3aKJIOUYAeTCsd B TOM,
YTO HEOOXO/JUMO MpHUMeHEeHHEe KOMOUHUPOBAHHOTO
MeTO/a KOHTPOJISI, UCIIOJIb3YIOIIEr0 ONTHYECKUN Ka-
6esb (OK) 1 6ecriuyIoTHBIE JIeTaTe/IbHbIE allllapaThl,
060py/ZI0BaHHbIE YCTPOUCTBAaMHU BU/I€OpErUCTPALUU
BO3HHUKIIIEN YyIPo3bl B pa3jMdHOE BpeMsS CyTOK U B
JIIOOBIX MOT'O/[HBIX YCIO0BUSIX.

[lepBuuHyto HHPOpPMAIMIO O BOSHUKHOBEHUU UH-
I[MJIeHTa AAET ONTHYECKUM KabeJb, BBICTYIAIUH
JlaTYMKOM, KOTOPbIM IPOKJIa/IbIBA€TCS HECKOJIBKUMH
croco6aMu: oJi 3eMJIel U1K Ha 3arpaInTeIbHbIX L[H-
Tax. [[punuun aericrBus OK - faTynKa 3aKk/1I04aeTCs B

TOM, YTO B HEM U3MEHSIOTCSA YCJIOBUS MPOXOKAEHUS
W3JIy4YeHUH (13-32 MeXaHU4eCcKOro BO3/IeUCTBUs), B
pe3y/ibTaTe Yyero M3MeHsleTCsl KapTUHA (Tak Hasbl-
BaeMbIH CIEeKJ) Ha BBIXOAHOM KoHIle. OnpezieseHue
XapaKTepa MpOHUKHOBeHUs1 ¢ nomoubio OK BBUAY
KPaTKOBPEMEHHOTO BO3/eMCTBUSl 3aTPYAHUTEJIBHO.
B aToil cBsI3H, paliMoHa/IbHO HcoJb30BaTh BIIJIA ¢
HabopoM QUKCHUPYIOLIMX KaMep, KOTOPbIM MpubJin-
»KaeTcsl K MeCTy BOSHUKHOBEHHUS MHLH/IEHTa U Ha He-
OOJIBIIIOM PACCTOSTHUU (QUKCUPYET OOBEKT MPOHUK-
HOBeHUs], epeJjaéT 3Ty uHdopMalUi0 B LIEHTp, KO-
TOPbIN ONpeJeisieT CTelleHb BOSHUKIIEN OMAaCHOCTHU.
Ha BIIJIA ycTaHaBiuBawT BuZieokamepsl, LIDAR u Te-
MJIOBU30DP. ITO MO3BOJISIET UMETh UHTETPUPOBAHHYIO
KapTHHY MPOHUKHOBEHHS B Pa3/IMUHOE BPeMS CYTOK
Y [IPH JIFOOBIX OTOHBIX YCIOBHUSIX.

CoBMecTHOe ucnoJib3oBanue bBIIJIA u OK-gaTynka
MO3BOJIAIOT CO3JaTh HAJEXKHYI0 CUCTEMY KOHTPOJIS
3a BTOp)KEHHEM Ha HUHPpACTPyKTypy. Peanusanus
JIAaHHOTO MO/X0/ia MPebsSBJISET MOBBIIIEHHbIE Tpe-
60BaHUs K CTPYKTYpe ceTH. B ueM aTo nposBisieTcs?
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PucyHok 1 - Cmpykmypa cemu 6ecnusnomuuka (a) u yeHmpa
obpabomku (6)

Bo-nepBbIX, A/ 06pab0oTKH M3006paKEHUH C Ka-
Mep ¢ LIDAR ¢ TensioBU30pamy, yCTaHOBJIEHHBIMH
Ha BI1JIA Heo6x01Ma BbICOKOCKOPOCTHasI Iepejiadya
60J1b1I0T0 00'beMa UHPOpMaIUHU.

Bo-BTOpBIX, /Jis1 06paboTKu (Ha cepBepax) He-
06X0MMO MPHUMEHSITh TEXHOJIOTHUIO MapajiebHON
06pabOTKU NMOTOKOB.

B-TpeTbux, opraHusanus CTPyKTyphl JOJDKHA 6a-
3MpOBaTbCl Ha NMPUMEHEHUHU ONTHYECKHX JIOKAJIb-
HbIX CeTell U 060pyJ0BaHHWU 0a3 JaHHBIX, MO3BO-
Jisio1as paboTaTh Ha CKOPOCTH Iepesiadd JAaHHbIX
cBbie 20 I'G/c.

Llesibto sIBJIsSIETCS — pa3paboTKa CTPYKTYPbI Jio-
KaJIbHOU BhruvcauTesbHOU cetu (JIBC) o6Hapy»xe-
HUS BTOP)KEHHE Ha TPAHCIOPTHYI UHPPACTPYKTY-
py BCT u 06paboTka nu3obpakeHus C IOMOIIbI0 MO-
JleJIM Ha OCHOBE HEMPOHHOMU CeTH.

KaHasibl JocTaBKM MHPOPMALIMH CTPOSATCS HA UC-
nosb3oBaHuu 4G (LTE) wau 5G. [Ipu aToM ucnosb-
3yeTcsl KOJIbLeBasi CTPYKTypa, obGecnevyuBarolast
nepeziady B OJHOM U3 /IByX HallpaBJeHU Nlepeiayl.
[Ipy BOSBHMKHOBEHUH OTKa3a Ha OJIHOM U3 YYaCTKOB
nepenauyu uHpopmauuu LTE cucrema nepenaét uH-
dbopmalyo 1o BTopoMy (He OTKasaBLIEMY) KOJIbILY.
JlokasibHasl BbIYUC/IUTENbHASL CETh COAEPKUT Oa3bl
JaHHBIX U cepBepa a4 LTE, BuZieokamep U TelioBU-

30poB BIIJIA, a Takke cepBepa U 6a3bl JAHHBIX JIJIsI
ONITUYECKOTro KabeJs [2].

O6opyioBaHUe BU/IEOHAOJIIO/IEHHS] KBaJ[POKOI-
Tepa BIIJIA cocTouT u3:

- kamepa HD;

- Lidar;

- TemJIOBU30pP.

H306pakeHue CHUHXPOHWU3UPOBAHO, MO PacCTpy
M300pakeHUs. ITO O3HAYAET, YTO OIpesieJIEeHHOMY
nukcesao ¢ kamepbl HD cooTBeTcTByeT mukcesb
Lidar u TensioBusopa. Hajo uMeTh BBUAY, UTO pas-
peliampasi CnocO6HOCTb ITUX YCTPOUCTB pasiny-
Ha. B 3TO¥ cBSI3M, IPU NOCTPOEHUU MOAes el HE0B-
XOJJUMO YYUTBIBATb 3TY 0CO6EHHOCTb. PaccMoTpuM
CTPYKTYPY ceTeBoro o6opynoBanus Ha BI1JIA.

Ha pucynke la nokasaHa CTpPyKTypa CeTeBOIO
o6opyznoBaHus BIUJIA. lleHTpasbHbIM YCTPOUCTBOM
sIBJIsieTCs1 KOMMyTaTop K, KoTopbIi 06 beJUHSAET KOH-
TpoJuIepbl TpHeMa-nepefadyn curHasoB 4G (LTE),
KOHTpOJIJIEp CHUCTEeMbl yIpaBJieHUs I0JIETOM, CBSI-
3aHHbIN ¢ KoHTposiepoM [JIOHACC. Ha otnenbHOM
nopty kKoMmMmyTtaTopa K Bk/IOYaeTc KOHTPOJIIED
ynpasJyieHusi kamepamu: HD, Lidar u TemsoBusopa
(TenioBU30Dp). Ba’kHO OTMETHUTB, YTO paboTa KaMep
Ha 6opty BIIJIA cuHXpoHH3MpOBaHa. JTO O3HA4YaeT
CUHXPOHHYIO PEryJUpPoBKY (GOKYCHOTO PACCTOSTHHUS
Y yribl noBopoTa. CucTeMa ynpaBJieHUS NMOJETOM
ynpaBJsieT ABUraTeasaMu I/ 6eCIUI0THHKA, obecrie-
4YuBas 33/JaHHY0 TPAEKTOPUIO ABWKEHUS, MOJyYeH-
HYI0 U3 LleHTpasibHOro cepBepa BIIJIA (pucyHok 16).

PaccMoTpyM B3aMMOJEeNCTBHE CIELUAIUCTOB U
npuioxkeHul, Haxoaauuxcsa B JIBC ¢ BIIJIA. O6opy-
noBanre AKOK HaresieHo Ha 3a/1a4y GUKcaIuy BTOP-
»keHUs1 Ha UHOpacTpyKTypy [Ipunoxxenne AKOK pa-
60TaeT 110 MO/IeJIN OCYLIECTBISIOLMN HEMPEPBIBHBIN
KOHTpoJIb cocTosAHUM OK. [Ipy oTcyTcTBUM Hapylle-
HUM «CIeK/I» U300pakeHuH I(t) mocTymnaeT Ha cepBep
00pabOTKU JIAaHHBIX:

It=1,,, - HapylIeHN! HeT. (D)

B ciydae BTOp:KeHUS IPOUCXOAUT U3MEHEHU e

«CITeKJIa»

It#1,,, - TPOU30LIO HAPYIIEHHE . (2)

JlocTtoBepHOCTH npouecca Ha ypoBHe 0,96, 4To
obecneunBaeT AecaTupaspsaubiid ALIl napa-
JIeJIbHOTO THUIIA.

[Ipy mocTymjieHUu curHasja 6eclUI0OTHOMY afl-
napaTy 3a/laeTcsl MapuIpyT JABUKEHUS: MPUOJIU3U-
TeJIbHO KOHEYHble TOYKU U XapaKTepHble TOYKH
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MapipyTa (x*y*z*), o6ecneynBaminye oru6aHue
NpensTCTBUH Ha NMyTHU ABHKeHHUs. CBsA3b OCYLLEeCT-
BJsieTcsl yepe3 kaHaJs (LTE). OTta unpopmanus no-
CTynaeT Ha CHUCTeMy yNpaBJeHHS IO0JIETOM, TAe
dopMupyeTcst CUTHaAJ yIOpaBJeHWs JBUraTeJisi-
MU. B cucTeMe ynpaB/ieHUsI 10JIETOM MPOUCXOLUT
CpaBHEHME TeKYIUX KOOpJMHAT, NOCTYNAMIIUX
c koHTposuiepa [JIOHACC (xtyt,zt), c 3alaHHBIMU
(x*,y*z*). Ha ocHOBaHUM pa3HOCTH MEXAY TEKYLIH-
MU U 3aJlaHHBIMU KOOpPJMHATaMH OCYLeCTBJISIeTCS
KOPPEKTUPOBKA ABUKEHUsI 6eCIUIOTHUKA [3, 4].

Ctpyktypa JIBC cucteMbl o6Hapy:KeHHUsI BTOP-
»KeHHS COCTOUT U3 KoHTpoJiepoB MK (4G) o6ecre-
YUBAIOUIUX CBSA3b MO TexHosoruu 4G (LTE) mexay
neHTpoM (pucyHok 16) u BIIJIA (pucyHok 1a). Ha-
3HaueHre MK(4G) - nepenava u npueM uHpopma-
nuu. KoHTposiiep cucTeMsl ynpaB/ieHUsl 110J1€TOM
OCYILLEeCTBJISIETCSA yIpaBJyeHue ABmxxeHueM BIIJIA k
MeCTY BTOPXKEHUS.

MK ynpaBsieHHs KaMepaMH OCYLieCTBJIsIeT Ha-
CTPOMKY KaMep [Jisl INlepefilaud arperupoBaHHOTO
n306paxkeHUsl BUJEOKOHTPOJIA C IMOMOILbI0 Ka-
Mep HD, kamep c LIDAR u kamepsl TemioBru3opa B
LeHTp. YIpaB/ieHUe HaBeJeHUEM KaMep Ha MecTe
IIPOHMKHOBEHUSA OCYLIeCTBJIAET CHelUalnucT. [lo-
CTUTHYB NPUOGJIM3UTEJbHOIO MeCTa BTOPXKEHMUS,
BKJItOYaeTcs kaMmepa HD u Lidar B fHeBHOe BpeMms,
a B HOYHOe BpeMs JO0NOJHUTEJbHO KaMepa TeIlIo-
BU30pPOM C L1eJIbI0 BbISIBJIEHHS IPUCYTCTBUS YeJsIo-
BeKa WJIM >KMBOTHBIX NMPUCYTCTBUE YesJOBeKa WU
’KMBOTHBIX, a TaK)Ke BO3MOXXHOTI'0 HAaX0X/,eHUsl Ma-
IIWH WM UHOW TexHUKU. Ha ocHOBaHMHU NOJy4YeH-
HOT'0 U306pakeHusl IPOBOAUTCS aHAIM3 NPUYUH U
BO3MOXXHBIX I10CJEACTBUIM NPOU30LIeJUIero BTOP-
»KeHUsl. JTUM 3aHUMMaeTCs ClIeLiUaIMCT, TIATeJbHO
obcieiysl yyacTok BTopkeHUs1. Lidar caykut puis
onpejieJieHUs] PacCTOSAHUA [0 OOBEKTOB HaxoAd-
IIMXCS HA YYacTKe BTOPKeHUs [5].

[lnomanka ansa BIUJIA oxpansiemas. B kadectBe
JATYMKOB OXPaHbl HCIOJIb3YIOTCA JATYUMKU JIBIKe-
Hus1. [IuTaHKe ocylecTB/IsSeTCA - JHEM OT COJIHEYHBIX
KOJIJIEKTOPOB, HOYbIO OT CeTH. B ciiydyae HamaJeHUst
Ha momaaky BIIJIA, nmpoucxoguT He3aMelJIuTe b-
HOe NTOKH/IaHHe IJIOIAKU 6eCUI0THUKOB C LeJIbI0
IpejoTBpalLleHUs] UX MOBPEXJEHUs W BbIIBJIEHUIN
00CTOATEIbCTB CUTYALMH C HaNaJJeHUEeM.

3ajjaya pacnosHaBaHUs [JOJDKHA 00ecneydThb
uJleHTUPUKALMI0 TNPOHWKHOBEHUSI Ha HHOpa-

CTPYKTYpPY Pa3JIMYHBIX O6GBEKTOB. JTO /OJKHO
OCYLIECTBJISATHCSA HAa OCHOBE METOJI0B paclo3HaBa-
Hus. B HacTos1ee BpeMsi, OJHUM U3 HauboJiee pac-
NpPOCTPaHEHHBIX NOAXO/0B SABJIAETCSA NIPUMEHEHNE
HeUpOHHBIX ceTell [6, 7, 8]. OnTUYecKU KabeJb,
KaK ObLJI0 YKa3aHo Bblllle, 103B0JIsieT GUKCUPOBATh
MeCTO U MOMEHT NPOHHUKHOBEHUS Ha paclpeje-
JIEHHYI0 UHYPACTPYKTYpy. B 3TOM CBsA3H, 00yUeHUs
MOJle/IM pacrno3HaBaHUsl JOJDKHO NPOXOAUTb He-
NpepbIBHO, TaK KaK MapaMeTpbl ONTHYECKOTO Ka-
6eJisl, KaK MPaBUJIO, HE BOCCTAHABJIMBAIOTCS MOC/E
du3ryecKoro BO3/[eHCTBUS HAPYLIIUTEA. ITO Ha-
KJIa/IbIBA€T yCJIOBHE OBICTPOTrO NepeobydeHnst Mo-
Aend ¢ukcanuu HapyuieHus. C 1esbl0 omnpejeie-
HUS MeCTa NPOHMKHOBEHUS B ONTHYECKOM KabeJsie
CO3/AI0TCS ClelalbHble HAaceYKH, OTpaKarolle
4acTb CBETOBOTO NOTOKA. [I[py MexaHH4YeCKOM BO3-
JleiCTBHUU HapyIUUTeIs 10SIBJISIeTCS AONOJHUTEb-
HbIM CUTHaJl OTpPaKeHHUs, KOTOpPbI He COBIAJaeT
C OTpPaXXeHHbIM CHTHaJioM Haceuek. [lo pasHocTu
3TUX CUTHAJIOB ONpeJeisieTcsl pacCTOsIHUE 0 Me-
CTa NMPOHUWKHOBEHMUA. 3aZjlaya paclo3HaBaHUs, KO-
TOpasi pelIaeTcs C UCN0Jb30BaHUEM OeCIUI0THBIX
JleTaTeJIbHbIX CPe/ICTB OTJIMYAETCs OT 3a/la4M pac-
no3HaBaHuda OK. B aToM ciy4dae, pelaetca 3aza4da
NPUHAAJIEXXHOCTU HAPYLIUTENSA-00bEKTA K OJHOMY
M3 3apaHee 33/JaHHbIX 3TaJOHHBIX M3006paKeHUM.
Haubosiee pacnpocTpaHéHHBIM MOJAX0J0M B pelle-
HUU 3TUX 33/]a4 SBJISIETCS UCII0JIb30BaHUE HENPOH-
HbIX ceTel [9].

PaccMoTpuM peanusanuio Mofead paclo3Ha-
BaHUs Ha OCHOBe HeWpOHHOU ceTH. Jlyisg obGyuye-
HUS HEUPOHHBIX CeTel NPUMEHAeTCHd aJITOPUTM
obpaTHOro pacnpoctpaHeHus omu6kd (back
propagation) [10]. O6y4yeHune aaropuTMoM obpaTt-
HOrO paclpoCTpaHeHUs] OUIMOKU IHpejloJiaraeT
JIBa MpPOX0/ia M0 BCEM CJIOSIM CETH: MPSIMOTO U 06-
paTHOro. AJIrOPUTM 0GPATHOTO pacnpoCcTpaHeHUs
OIIMOKU HpejloJiaraeT NpUMeHeHHe TIpaJhueHT-
HOTO CIyCKa Y SIBJSIETCS OAHUM U3 3P PEeKTUBHBIX
006yyarUMx aJropuTMoB. [IpeanonoxKum, 4To ume-
ercsd R;j = 1 MCXONHBIX M3006pakeHU 06'bEKTOB
BTOPXKEHUS:

. Uxif =>Y,, (3)
rae X,’ - BXOAHOM BEKTOP MPU3HAKOB UCXOAHBIX
HU3006parkeHUH R]., Rj => Yj,j =1, mk=1m, Y].,

Y- BEKTOp CKPBITOTO C/1051 BEIXOZ|0B CETH, COOTBET-
CTBYIOLLUHI BXOJIHOMY BEKTODY: Xif' .
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BbIx0ogl CKpBITBIX HEHPOHOB Y, Hpe,ZLCTaBJ]HETCH
KaK CKaJIsipHOe Hp01/13Be,aeH1/1e HpI/ISHaKOB e % Ha
BEKTOD BECOB ij 3a/laHHbIM HayaJIbHO CJIy4YailHo:

Yy =Spawi x X550 = 1,1 (4)
Y] = Fo(Y)), (5)
rae Y; - BbIXoJHast GyHKIUS softmax HeHpoHHOH
cetu [10],
F - yHKuMs aKTUBALMH, HeJIMHeHHasa QYHKIMS.

B kadecTBe QyHKIMH aKTUBALlMKU MOTYT BBICTY-
naTh: CUTMOM/IA, TUNEP6OTUYECKUH TaHTeHC, JIo-
rapudmuyeckass QyHKLUSA U Jpyrue HeJUHeHHble
dyHKMK. BBeieHre HeTMHEHHON QYHKIIMN HE00-
XOJIUMO JIJIsl TOTO, YTOOBI paszesswue GyHKIUU
ObLIM HEJIMHEHHBIMHU U TIO3BOJISIIM CTPOUTDH HeJIU-
HelHOe pasjie/leHHe TOYeK MCXOJHBIX H300paxe-
HUH.

3azjaya 06y4yeHUsI COCTOUT B pacyéTe 3HAUYEeHUs
w,‘,'{j BECOB, KOTOpPble ONpee/ATCA C MOMOILbIO
aJropUTMa 06PATHOI'O PACIpPOCTPaHEHUS OLIMOKU
back propagation.

Beesém o603HaueHuUs LRf(wfq-) - dyHkuua no-
Tepb HeJIMHEeHHON perpeccun. OGy4yeHne HaYMHa-
eM C BbI60opa HauyaIbHbIX BECOB Wk , Jajiee fejiaeM

06HOBJIEHHS 110 BCEM BecaM ijrl oJIy4aeM:
R; .
NI
1 0 ki
Wij = Wiy =11 X 5 (6)

rjie 1 - KoapdUIUeHT cKOpocTU obydeHus 0<n <1.
dynkuuonan 1% (chj) MOAJIEXKUT MUHUMH3ALUU
v onpeJiesisieTcs ciaeayrole GopMyson:

LRI (wi;)- —jgl (1;-* x In (?(Yj*)) +(1-¥) %

(1 —in (1 = 7(",:*)))) >min,, (LRf(w;ij)),
rie f(Y ) =Fa ((Wk, 2 xkj))

['pajineHTHBIA METO/| ONTUMHU3ALMU COCTOUT B
UTEePallMOHHOM yTOYHEHUHU ij 1 cornacuo bopmy-
Jie (5). HauasnbHOe 3HaYeHUe apaMeTpa 1) BbIoupa-
eTcsl JOCTaTOYHO MaJIbIM JJisi o6ecredyeHus CX0/1-
MOCTH.

TakuM 06pa3oM, MOXKHO CZesaTb CAeAYLIUN
BBIBOJ: CKOPOCTb CXOAMMOCTHU Ipolecca 06ydeHust
onpejiesnsieTcsl TpaJUeHTHbIM MeTOJOM IOUCKa
MuHnMyMa L% (chj) (6). OpHako, Cy1LeCTBEHHO TO,
YTO BBeJEHHE HEJUHEHMHOCTH U HCIO0JIb30BaHHE

(7

auddpepeHnMpyeMbix GYHKIMN Ha BCeX 3Tamax pe-
aJM3alUu HEeHPOHHOU ceTH, MMO03BOJIsIET pean3o-
BaTb 06paTHYIO CBsI3b (QJIrOPUTM 06paTHOrO pac-
IIPOCTPaHEeHHUs OIIHUOKH ), TeM CAaMbIM OCYLIeCTBUTD
aBTOMATHYECKUH MOWCK pelleHus], NPy 3aJaHHOU
GYHKIMY aKTUBALMU U KOJINYECTBE C10€B HEUPOH-
HoW cetu [11, 12].

BeiBoAbl. B paboTe mnpejsiokeHa CTPYKTypa
ceTU GeCHuJIOTHBIX JIeTaTeJbHbIX CPEeJCTB, B KO-
TOPOH peasM30BaHbl COBPeMeEHHbIE TOAXO0/bI K I10-
CTpPOeHHUI0 UHGOPMALMOHHON CUCTEMBI JIJIs1 MOJie-
JIU aHa/IM3a NPOHUKHOBEHUsI HAa paclpeseséHHYI0
CTPYKTYpY TPaHCIOPTa.

Mopenp aHaniM3a NPOHUMKHOBEHMS Ha paclpe-
JleJIEHHYI0 MHPPACTPYyKTypy TpaHCIopTa Heobxo-
JIUMO CTPOUTb C UCIOJIb30BaHHWEM JIBYX TeXHHUe-
CKHUX peLIeHUH: olpejieieHUe MeCTONOJIOKEeHUs
INPOHUKHOBEHHUS C IPUMEHEHHUEM TEXHOJIOTHH OIl-
THUYECKOro Kabess, a UAeHTUPUKALHIO OOBEKTOB
INPOHUKHOBEHHUS Ha OCHOBE aHaJ/IM3a U306paXkeHUH
¢ kamep HD, LiDAR TemnsoBr3opa, yCTaHOBJIEHHBIX
Ha 6eCNUJIOTHBIX JIeTaTeJbHbIX CPe/ICTBaX.

[IpepsioxeHo AJisi 06pabOTKU HM300paKEHUH U
onpejejieHUs] CTelleHW ONAaCHOCTH IPOHUKHOBeE-
HUSA NPUMEHATb MeTO/ibl paclioO3HaBaHUsA Ha OCHO-
Be HEPOHHBIX CETEN.

BNATOAAPHOCTH.

UccnenoBaHre BbINOJHEHO NpU (QUHAHCOBOU
noagepxxkke PODU, HTY «Cupuyc», OAO «PXK/» u
O6pazoBaTesnbHOro PoHAa «TasmaHT U ycrex» B paM-
Kax Hay4yHoro npoekrta Ne 20-37-51001 (3asBka
2020 roza): «PazpaboTka Mmozeseld 1 METOLOB OII-
TUMH3aLMH NPOU3BOJACTBEHHBIX PECYypPCOB IOpPOJ-
CKUX peJibCOBbIX TpaHcnopTHbIX cucteM ([PTC) Ha
OCHOBE TEXHOJIOTUM 60JIbIINX JaHHbIX (bigdata)».
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TRANSPORT
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Abstract: The principles of constructing intelligent unmanned traffic control systems for off-street urban rail transport are
considered, while a block diagram and connections between subsystems are proposed. The features of the construction of upper-
level control algorithms are shown. Functional features of subsystems are defined, and links between subsystems are considered.

Keywords: Urban Rail Transport System, Traffic Control, Control Algorithm, Unmanned Control, Intelligent Systems.

INTRODUCTION

In the conditions of the current level of develop-
ment of computer technology, expansion and inte-
gration of various subsystems that ensure the oper-
ation of the transport complex, with the control sys-
tem (in the conditions of digitalization of off-street
transport), a synergistic effect is achieved from the
use of new automatic control systems [1].

From the point of view of operation, the Interna-
tional Union of Public Transport considers five levels
of automation of train traffic control (from GOAO to
GOA4), while the GOA4 level implements automatic
control of train traffic in the absence of operational
personnel on the rolling stock. This level is more
consistent with the term “unmanned control” [2].

The architecture of modern intelligent cyber-
physical systems for controlling the movement of
off-street transport is determined by the purpose of
their construction - the practical implementation of
methods and tools for optimizing the use and opera-
tion of production resources of off-street transport
(urban rail transport systems (GRTS)) [1].

GRTS is based on technologies with a wide range
of participants and technical solutions. Effective in-

tegrated management of GRTS is currently impos-
sible without the use of intelligent systems. At the
present level, it is possible to integrate various con-
trol tasks within a single intelligent system.

The basis for the development of intelligent cy-
ber-physical control systems for off-street transport
is the experience gained by scientists of the Russian
University of Transport - RUT (MIIT) when creating
the following automation tools that have found ap-
plication in the Moscow Metro [3]:

- automatic control system for the movement of

underground trains;

- the world’s first subway train dispatcher sim-
ulator, put into operation in 1999;

- automated system of energy-optimal traction
calculations, used since 1998;

- an automated system for constructing
planned schedules for the movement of pas-
senger trains, which has been in operation
since 2003;

- an automated system for evaluating the ef-
ficiency of using regenerative braking on the
electric rolling stock of the subway.
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The accumulated experience in creating separate
subsystems for train traffic control, automated sys-
tems for planning the transportation process, sys-
tems for training and advanced training of opera-
tional personnel involved in traffic control, makes
it possible to seamlessly combine these systems
within a single intelligent train traffic control sys-
tem (UIMS).

The block diagram and connections between the
elements of the EISUD are shown in Figure 1.

The structure of EISUD includes the subsystem
ASUDP - an automatic train traffic control system. In
conditions of heavy traffic, which is typical of urban
off-street transport of megacities, the construction
of autonomous unmanned vehicle control systems
in which automatic control of each train according
to a predetermined schedule (traffic schedule) is
implemented is not effective, since in this case the
position of other trains moving is not taken into ac-
count. along the line. Mutual “harmful” interaction
of trains takes place in the case when they begin to
influence the automatically selected modes of move-
ment of the safety system [4].

The system for ensuring the safety of train
traffic does not allow dangerous convergence of
trains on the line, while the automatic control
system deals directly with the control of train traf-
fic. In centralized train traffic control systems, the
upper functional level receives information about
the moments of arrival and departure of all trains
at all stations, compares this information with
a given planned schedule of movement and de-
velops control commands for each train - the re-
quired duration of parking and the travel time for
the ahead haul. These controls are implemented
by unmanned vehicles. This mode of operation of
centralized systems is called control under com-
pensated disturbances, when the deviation from
the planned traffic schedule can be parried by the
available resources of travel times and parking du-
rations. The compensated perturbations are called
“small glitches”.

In this case, when the resources of travel times
and parking times are not enough to parry distur-
bances, unscheduled turns of trains are made at
stations with track development, and, if necessary,
unscheduled removal of trains from the line to the
depot, which leads to a change in the pairing and or-

der of trains. Such situations are usually called “big
failures” [4,5,6].

The automatic train traffic planning subsys-
tem has been reassigned to create a traffic sched-
ule consistent with the passenger traffic parameters
and create an operational traffic schedule in the
conditions of “big” disruptions [6]. In this case, an
operational schedule is developed for the period of
failure and after the elimination of the causes of the
failure, an operational schedule is created, in accor-
dance with which the trains running on the line take
their threads of the planned schedule. The imple-
mentation of this function is dictated by the require-
ments of the night arrangement of trains.

The subsystem for constructing a schedule for
the turnover of trains plans the periods and places
of various types of technical inspection of the train,
their scheduled repairs. The turnover schedule
must necessarily be coordinated with the planned
traffic schedule. Various algorithms were used in
constructing the turnover schedule. The results of
the conducted studies showed the effectiveness of
the genetic algorithm [7,8].

An essential step in traffic planning is the cre-
ation of a work schedule for locomotive crews, con-
sistent with the planned traffic schedule. This func-
tion is implemented by the subsystem for plotting
the turnover schedule of locomotive crews.

The subsystem of the upper functional level
receives information from the automatic train traf-
fic planning subsystem (data of planned or opera-
tional schedules). From the lower functional level to
the upper one comes information about the time of
arrival and departure for all stations of the line of
all trains. After calculating the discrepancy between
the given traffic schedule and the data received from
the lower level, which determine the executed traffic
schedule, the control is developed for each train of
the line - the required travel times along the ahead
stage and the duration of stops at the station [9,10].

Features of the construction of upper-level con-
trol algorithms is the requirement to minimize the
“harmful” interaction between sequentially moving
trains through the safety system in the absence of
reliable information about the existing disturbanc-
es. In particular, the travel times and the moment
of departure of the train behind are related to the
allowable departure interval, which depends lin-
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early on the delay time of the train in front under
the influence of disturbances at the next station.
The development of control for heavy traffic is car-
ried out when the train in front has not yet arrived
at the station, so the algorithm uses an extrapolator
to calculate the duration of these disturbances from
the available data on the delays of previous trains.
The extrapolator works in real time. In addition, the
development of controls is determined not only by
the mismatch for a given train, but also by the imple-
mented controls in the previous cycle and depends
for a particular train on the given travel time and the
moment of departure of the ahead train [11].

The developed algorithms belong to the class
of graph-interval algorithms, in which the control
depends on the system states and predicted distur-
bances. Additionally, from the possible solutions,
a solution is selected that provides the minimum
power consumption for traction.

In the context of digitalization of the functioning
and management of urban off-street rail transport,
the work of the subsystem for collecting opera-
tional characteristics is essential, which receive
parameters from the upper functional level that
determine the quality of the line, as well as allow
recording the number of passengers transported,
ton-kilometer work, etc. Analysis of the received
data, formalization of reporting and its convenient
display is implemented in the operational infor-
mation analysis subsystem. The results obtained
are transmitted to the operational services by ap-
propriate means of transmission.

[t is critically important to manage transport sys-
tems to ensure the safety of vehicles and passengers.
To improve the quality of GRTS vehicle control, it is
necessary to test the skills of operational personnel
to make the right decisions in emergency situations,
as well as constantly check the qualifications of
GRTS employees, which is determined by the actions
taken both during normal operation of the line and
in the event of failure situations [12]. The procedure
under normal conditions is repeated, therefore, ba-
sically it does not cause difficulties. If an emergency
occurs, the controller must take steps to bring the
situation back to normal. It is also important to train
new employees to ensure a reserve of personnel.
Operational personnel performing the functions of
dispatch control must be highly qualified to meet the

requirements for the safety and convenience of pas-
sengers [13]. The qualifications of the operational
workers of the GRTS are determined by the work of
dispatchers in case of failure situations on the lines.
An operational employee must possess such quali-
ties as high qualification, professional competence,
desire for development and, of course, compliance
with the challenges of the time. The subsystem for
training and advanced training of operational
personnel is designed to provide the above func-
tionality. The training subsystem includes a train
dispatcher simulator, in which models of real met-
ro lines are used to improve the skills of operational
workers, while simulating all the technical means
and objects involved in the traffic control process
[12]. The composition of the training subsystem has
been expanded with a training subsystem for new
operational workers, aimed at studying the basics
of vehicle traffic control without being tied direct-
ly to an object, for example, a specific subway line.
Training and advanced training in such a subsystem
is possible in the form of scenarios with a certain
specified sequence of events. With the help of the
knowledge testing subsystem, an assessment of
the qualifications of operational personnel can be
obtained by evaluating the severity of the execution
of the sequence of commands of the developed sce-
nario when simulating a specific situation or after
passing the appropriate test [12].

The proposed block diagram of the UISUD covers
all the control loops of the GRTS vehicles, and the
considered principles for constructing the function-
ing of a single intelligent train control system have
shown their effectiveness, determined by the fol-
lowing:

- increasing the use of throughput and increas-
ing the carrying capacity of off-street urban
transport due to the exact implementation of
the planned train schedule;

- increasing the energy efficiency of planning
and managing train traffic by choosing energy-
efficient train control modes that are optimal
in terms of the minimum energy consump-
tion for traction, distributing train travel time
along the line by travel times over hauls, re-
placing the planned train schedule with “over-
mode” stops with a schedule with a change
planned times of train travel on hauls during
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the period of change of traffic pairing, im-
provement of centralized control algorithms,
taking into account the dependence of control
restrictions on the state of the system and the
forecast of possible disturbances, increasing
the travel time of trains along the haul to im-
plement the allowable inter-train interval of
movement according to traffic safety systems.

ACKNOWLEDGMENTS

The reported study was funded by RFBR, Sirius
University of Science and Technology, JSC Russian
Railways and Educational Fund “Talent and Suc-
cess”, project number 20-37-51001.

INFORMATION ABOUT AUTHORS:

Baranov Leonid Avramovich - Head of the Department
“Management and Information Protection” of the Russian
University of Transport (MIIT)

academic degree: doctor of technical sciences

academic title: professor

e-mail: baranov.miit@gmail.com

Sidorenko Valentina Gennadievna - Professor of the
Department of Information Management and Security, Russian
University of Transport (MIIT)

academic degree: doctor of technical sciences

academic title: professor

Balakina Ekaterina Petrovna - Associate Professor of the
Department of Information Management and Security, Russian
University of Transport (MIIT)

academic degree: candidate of technical sciences

Loginova Lyudmila Nikolaevna - Associate Professor,
Department of Information Management and Security, Russian
University of Transport (MIIT)

academic degree: candidate of technical sciences

academic title: associate professor

104 Journal of Information Technology and Applications www.jita-au.com



METOmb! ¥ NPUHLMMBI NOCTPOEHYS MHTENNEKTYANBHbBIX BECTIMNOTHBIX CUCTEM YIPABMNEHWS IBUXEHVEM

NOE30B rOPOACKOro BHEYNIMYHOrO TPAHCIMOPTA

JITA 12(2022) 2:100-110

METOAbI U NPUHLMUMbI NOCTPOEHUA UHTENNEKTYA/IbHbIX
BECMUNOTHbLIX CUCTEM YNPABNEHUA ABUXEHUEM NOE3A0B
roOPOACKOIro BHEYAUYHOIO TPAHCIMOPTA

bapaHoB Jleouu ABpamoBud4, CuaopeHko BasieHTuHa leHHagbeBHa, bajlakuHa
ExarepuHa IlerpoBHa, /lornuHoBa Jlrogmuiia Hukos1aeBHa

Poccutickutl yHueepcumem mpaHcnopma (MHHT), Mocksa, baranov.miit@gmail.com

OpI/II‘I/IHaJILHaH Hay4YHada CTaTbA

AHHOTauMﬂ: PaCCMOTpeHbI NPUHOUWIIBI IIOCTPOEHUA HHTEJJIEKTYaJIbHBIX GECIUJIOTHBIX CUCTEM ynpaBJieHHUd [OBUXEHUEM

BHEYJIMYHOT'O TOPOACKOI'0O peJIbCOBOTO TPAHCIIOPTA, NPEAJIOKEHA CTPYKTYPHAA CXeMa U CBA3U MeX Ay NoACUCTeMaMHU. [TokazaHbl

0CO6EHHOCTH MOCTPOEHUA aJITOPUTMOB YIIPpaBJIEHUA BEPXHETI'0 YPOBHA. Ol'[pe,[[e.)'[eHbI (l)yHKLU/IOHaIlebIe 0COGEHHOCTH noACUcCTeM,

pacCMOTpEHbI CBA3U MEXAy NNOACUCTEMaMHU.

Kiao4yeBsie cyoBa:
6ecruI0THOE ynpaBJieHHe, UHTeJJIEKTYaJIbHble CUCTEMBbI.

ropojickast pesjibcoBasi TpPaHCIOPTHas CHUCTeMa, yNpaBjeHUe [BIKEHHEM, aJITOPUTM YIpaBJeHHs,

B yc/i0BUSIX COBpEMEHHOTO YpPOBHSI pPa3BUTHUSA
CPeJCTB BbIYHUCJAUTENbHON TEXHUKH, paclidpeHUst
M UHTerpanuy pasjIMYHbIX MOJCUCTEM, obecre-
YMBAWIMUX PaboTy TPAHCIOPTHOrO KOMILJIEKCA, C
CUCTEMOU ympaBsieHUs (B ycaoBUsX LudpoBH3a-
MM paboThl BHEYJIMYHOTO TPAHCIIOPTA) JOCTHUra-
eTcsl CMUHepreTHieckui 3G PeKT OT UCI0JIb30BaHUS
HOBBIX CHCTEM aBTOMATUYECKOI0 yrnpasJseHus [1].

Mexx/lyHapoJHbIH CO103 061eCTBEHHOTO TPaHC-
[IOpTa C TOYKHU 3PEHUs IKCIJIyaTalMu paccMaTpHU-
BaeT MNsATh YPOBHEN aBTOMAaTH3allM{ YNpaBJeHUs
JBWXKeHUeM noe3noB (oT GOAO no GOA4), npu aToM
ypoBeHb GOA4 peasnsyeT aBTOMaTH4YeCKoe yIpa-
BJIEHUE JBU>KEHHEM I0€e3/l0B NPHU OTCYyTCTBUHM Ha
NOJABMXXHOM COCTaBe 3KCIIyaTallMOHHOTO Iepco-
HaJla. JTOMY YPOBHIO B 60JIbllIel CTelleHH COOTBET-
CTBYeT TEPMUH «BeCUI0THOE yIipaBieHue» [2].

ApxuTeKTypa COBpPeMEeHHBbIX HHTeJJIeKTya-
JIbHbIX KHOeppH3UUeCcKUX CHUCTeM yIpaBJeHUs
JBMPKEHUEM BHEYJMYHOT0 TpaHCIOpPTa Olpeje-
JIIeTCA 1eJIbI0 UX NOCTPOEHUs - TPAaKTUYEeCKOH pe-
ajusalyel MeToJ0B U CPeJACTB ONTUMU3ALUU UC-
[10/Ib30BaHUS U IKCIJIyaTallMd TPOU3BO/CTBEHHBIX

pecypcoB BHEYJUYHOTO TpaHcrnopTa (FOpPOACKUX
pesibcoBbIX TpaHcnopTHbIX cucteM ([PTC)) [1].

B ocHoBe I'PTC nexxaT T€XHOJIOTUU C LIMPOKUM
KpPYyroM Y4YacTHUKOB U TEXHUYECKHUX pelIeHUM.
JddexkTuBHOE KOMILIeKCHOe ynpayieHue PTC B
HacTosliee BpeMs HEBO3MOXXHO 6e3 HCI0Jib30Ba-
HUSI UHTeEJJIEKTyaJlbHbIX KOMILJIeKcoB. Ha coBpe-
MEeHHOM ypOBHe BO3MOXXHa HWHTerpanuda pasJ/ind-
HBIX 33Jlay ynpaBJieHUsl B KaMKax eJUHOW UHTeJ-
JIEKTYaJIbHOU CUCTEMBI.

OcHOBOU /i1 Pa3pabOTKHA HUHTEJJIEKTYabHbBIX
KubepPU3nIeCKUX CUCTEM yNpaBJeHUs BHEYJINU-
HbIM TPAHCHOPTOM SIBJISIETCS OMBIT, HAKOIJIEHHbIN
y4eHbIMU Poccruiickoro yHuBepcuTeTa TpaHCIopTa
- PYT (MUHT) npu co3iaHuM CJIeAYIOINX CPEeCTB
aBTOMAaTH3alMK, Hallle[IIMX TpUMeHeHue Ha Moc-
KOBCKOM MeTpornoauTeHe [3]:

- aBTOMAaTHuecKas CUCTeMa yIpaBJeHUs JBU-

»KeHHEM 10e3/10B MeTPOIOJIUTEHA;

- IepBbIM B MHUpe TpPeHakep NMOe3JHOro JucC-
neTyepa JJMHUU MeTPOINOJUTEHA, CAHHBIN B
3KcIIyaTayuio B 1999 r;

- aBTOMATHU3UPOBAHHOM CUCTEMe 3HEPrOONTH-
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MaJIbHBIX TATOBBIX Pac4eTOB, MPHUMEHSAEMON
c1998r;

- AaBTOMAaTHU3UPOBAaHHOM CHUCTeMe MOCTPOEHUS
IJIAHOBBIX I'PpadUKOB JIBUKEHUS MACCAKUP-
CKUX I10€3/10B, HaX0/ISILeMCsl B IKCIJIyaTaluu
c 2003 r;

- aBTOMaTHU3UPOBAHHOW CHUCTEMEe  OLIEHKH
3pdeKTUBHOCTU UCIOJIb30BaHUA peKyIlepa-
TUBHOTO TOPMOKEHHUsI Ha 3JIEKTPOINOJBHXK-
HOM COCTaBe MeTPOINOJIUTEHA.

HakomnieHHbIH ONBIT CO3/JaHUS OT/I€bHBIX MO/ -
CUCTEM yIpaBJeHUs ABUKEHHUEM [10e3/J0B, aBTOMa-
TH3UPOBAHHBIX CUCTEM IJITAaHUPOBaHUs N1ePeB030Y-
HOI0 MPOIecca, CUCTEM MOATOTOBKU U MOBBIIIEHUS
KBaIMQUKALMU 3KCIJIyaTaLlMOHHOIO IepCcoHasa,
3a/IeiCTBOBAHHOTO B YNpaBJIeHUU [ABHKEHUEM,
M03BOJISIET OPTAaHUYHO 0O0'bEJUHUTb 3TU CHUCTEMBI
B paMKax eJUHOU HWHTeJNJEeKTyaJbHOU CHUCTEMBI
ynpaBJieHUs JBkeHneM noe3noB (EMCY/).

CTpyKTypHasi cxeMa U CBSI3U MEX/y 3JieMeHTa-
mu EMCY/l npuBeseHbl Ha pucyHKe 1.

B coctaB EUCY/l Bxogut moacuctema ACYAII
- aBTOMaTHU4YeCKas CUCTEMa YIpPaBJEHUs [BUXKe-
HUEM I10e3/10B. B yc/joBUSAX WHTEHCUBHOIO [BHU-
»KeHHf, YTO CBOMCTBEHHO TOPOJCKOMY BHEYJIHNY-
HOMY TpPaHCIOPTY MeramoJiucoB, IIOCTPOeHUE
aBTOHOMHBIX 6eCNUJIOTHBIX CUCTEM YIpaBJeHHUs
TPaHCHOPTHBIMU CPeICTBAMH, B KOTOPBIX peaiu3y-
eTCcsl aBTOMaTHU4YeCKOe yIpaBJieHHe KaX/abIM Moe3-
JIOM I10 3apaHee 3a/JaHHOMY pacnucaHuIo (rpapuky
JIBIKeHUs) He 3O PEKTUBHO, TaK KaK B 3TOM CJiydae
He YYUTBIBAETCs MOJIO)KEHHE OCTaJIbHbIX M0E3/0B,
JBWKYLIMXCS 110 IMHUM. B3auMHoe «BpeJjHOe» B3a-
MMOJIeHiICTBUE T0€3/J0B UMeeT MeCTO B TOM CJy-
Yyae, KOrZla HAYUHAIOT BJIUATH Ha aBTOMaTHUYECKH
BblOpaHHbIe PEXXUMBI JIBUYKEHUSI CUCTEMbI 0becIie-
YyeHHs 6€30MacHOCTH [4].

Cucrema o6ecrnedyeHus 6€30MaCHOCTH JABHKe-
HUA N0e30B He I0NyCKaeT OMacHOr0 COMUKEeHUSs
noe3/l0B Ha JIMHUM, B TO BpeMs KakK CHUCTeMa aB-
TOMAaTU4YeCKOro ynpaBJeHUA 3aHUMaeTCs Hero-
CpeJiCTBEHHO yIIpaBJieHMeM JBUXKeHUs N0e3/0B. B
[eHTPaJIM30BaHHbIX CUCTEMAax yIpaBJeHue JBUXKe-
HHUEM M0e3/10B BepxXHUH QPYHKIUOHAJbHBIN ypoBe-
Hb [oJIyyaeT UHPOpMaLHMI0 0 MOMeHTaX NPUOBITHS
Y OTNpPaBJIEHUS BCEX M0€e3/10B 110 BCEM CTAHIUAM,
CpaBHUBaeT 3Ty UHPOpMaIMI0 C 3aJlaHHBIM IJa-
HOBbIM TIpa®UKOM [BMKEHHUS U BblpabaTbiBaeT

KOMaH/Ibl yIpaBJeHHUsI KaXJ0My moesay — Tpeby-
eMasl JINTEeJbHOCTh CTOSIHKM W BpeMs X0Jla I0
BIEpeUUAYILEMY TMEPETOHY. JTU YIpaBJIeHUS pe-
aJIN3YI0TCS 6eCIUI0OTHBIMHM TPAHCIIOPTHBIMU Cpef-
ctBaMu. Takol pe>xXUM paboThI IIEHTPATU30BAHHBIX
CHUCTEM HA3bIBAETCH yINpaBJEHUEM INPU KOMIIEH-
CUpYeMbIX BO3MYIIEHHUSX, KOI/la OTKJIOHEHHE OT
MJIAHOBOTO TpaduKa JBUKEHUS MOXKET ObITh apHU-
pOBaHO MMEILIMMUCS pecypcaMHl BpeMeH Xoja U
JJIUTEJbHOCTEN CTOSIHOK. KoMmIleHcupyeMblie BO3-
MYIIleHHs] Ha3bIBAIOTCS «MaJIbIMU COOSIMU.

B aToM ciyyae, Korza pecypcoB BpeMeH XoJa U
JJIUTEJbHOCTER CTOSIHOK HEAOCTAaTOYHO [JJd Na-
pUpPOBaHUSI BO3MYIIEHUH, TPOU3BOJSTCS BHeIJIA-
HOBbIE€ 060POTHI COCTABOB HA CTAHI[USX C MyTEBbIM
pa3BUTHEM, U, ECJIU 3TO HEOOXOIUMO, BHENJIAHOBOE
yJlaJieHe COCTABOB C JIMHUH B JIEIO0, UTO MPUBOJUT
K M3MEHEHUI0 NMAapHOCTH W MOpsifiKa CJaeJ0BaHUS
noe3/0B. Takue cUTyal M IPUHSATO HAa3bIBAThb «H0-
JIbIIUMHU c6osiMU» [4,5,6 .

IloacucreMa aBTOMATH4YeCKOTro MNMJIAHHUPOBA-
HUA JBW)KEHUEM MOoe3J0B IepeHa3HaueHa [Jsd
CO3/laHWs PaCHUCaHUsl JIBWXKEHUSs, COIVIACOBAHHO-
ro c napaMeTpaMiy NaccaKUpPOINOTOKA, U CO3AaHUS
OMEPAaTUBHOTrO rpaduKa [ABMIKEHUS B YCIOBHUSAX
«6osbiIux» cboeB [6]. B aToM ciydyae paspabaTbl-
BaeTCsl ONEPATUBHBIN IrpaduK JBIXKEHUS HA NepHU-
o c60s1 ¥ mocJie JUKBUAALUHU PUUUH CO0S — CO3-
JlaeTcsl ONepaTUBHBINA I'padUK, B COOTBETCTBUU C
KOTOPbIM 10€3/1a, KypCUPYIoLMe Ha JIMHUY, 3aHHU-
MarT CBOM HUTKH IJIaHOBOro rpaduka. Peanusa-
U 9TOU QYHKIUU TUKTYeTCsA TpeOOBaHUSIMU HOY-
HOM pacCTaHOBKHU COCTABOB.

Iloacucrema nocrpoeHus rpaduka o6opora
COCTaBOB IJIAHUPYET MepHo/Jibl U MecTa pasJivd-
HbIX BHUJIOB TE€XHUYECKOI0 OCMOTpa COCTaBa, MX
IJIaHOBbIe peMOHTHI. ['paduk o6opoTa B 06Gs3aTe-
JILHOM TOpsiJIKe JOJDKeH ObITh COTJIACOBaH C IjIa-
HOBbIM rpadukoM ABMKeHHUs. [Ipy mocTpoeHUU
rpa¢rka 060pOTa KCMNOJb30BAJIUCh PA3JUYHBIE
JIrOpUTMbl. Pe3ynbTaTbl NpPOBeJIEHHBIX HCCIE/0-
BaHUH nokasaiu 3¢PeKTUBHOCTb I'eHETHUYECKOTO
asroputma [7,8].

CyuriecTBEHHBIM 3TANOM MJIAHUPOBAHUS JIBHKe-
HUS SBJISIETCs co3jaHue rpaduka paboThbl JIOKO-
MOTHBHBIX OPHUTra, COTJIACOBAHHOI'O C TJIAHOBBIM
rpaduKoM JBIKEeHUs. JTYy QYHKIHUIO peanu3yeT
NoJcucTeMa NoCcTpoeHus rpadpuka o6opora Jio-
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KOMOTHBHBIX GpUraa,

IlogcucreMm BepxHero (QYHKLIHMOHAJIBHOIO
YPOBHS MoJiydyaeT UHPOpPMALUI0 OT MOACUCTEMBI
aBTOMATHUYECKOr0 IJIAHUPOBAHUSA [ABHWXKEHUS IO-
e3/10B (ZjlaHHble IJIAHOBOTO JIMGO OINEepaTHUBHOTO
rpa¢ukoB). C HI>KHEro GyHKIMOHAJIbHOI'O YPOBHS
Ha BepXHUM NPUXOAUT HUHPOpMAlUs O BpeMeHHU
NPUOBITHS U OTIPABJIEHHUs IO BCEM CTAHLUAM JIU-
HUM Bcex nmoe3/oB. [locie BbIUMCIEHUS paccora-
COBaHHA MeX/Jy 3aJJaHHBIM rpadUKOM JBUKEHUs
Y JJAaHHBIMHU, TI0JIyYeHHBIMU C HU>KHET'0 YPOBHS, OI-
pelle/IIIIUMHU UCIIOJIHEHHBIN rpaduK JBUKEeHH ],
BblpabaTbiBaeTCs yNpaBJeHUs KaXJoMy I0e3y
JINHUM - TpebyeMble BpeMeHa X0/l [0 BIepeauu-
JylleMy TeperoHy U AJIMTEeJbHOCTH CTOSIHOK Ha
crannuu [9,10].

OCco6eHHOCTH MNOCTPOEHUsl aJrOPUTMOB yIpa-
BJIEHUSI BEPXHET'0 YPOBHS SIBJISIETCS TPe6OBaHUS MU-
HHUMM3AIUHN «BPEJHOTO» B3aUMOJIEUCTBUS MEXKAY
NOC/IeI0BATENbHO JBWXKYLIMMUCS [0€3/jaMU yepes
cucTeMy obecrieyeHus] 6e30MacCHOCTU B YCJIOBHSX
OTCYTCTBHUSI JJOCTOBEpPHON MHpOpManuu 06 HMelo-
I{MXCSl BO3MYILIEHUsX. B yacTHOCTH, BpeMeHa Xo/a U
MOMEHT OTIIpaBJIeHUs C3aJy UAYLIEro noesja CBsi-
3aHbl C JIONMYCTHMBIM WHTEPBAaJOM OTMpaBJEHUS,
KOTOPBIM JINHEHHO 3aBUCUT OT BPEMEHHU 3a/lePKKU
BIlepeAUUAYLIEro 0e3/a Mo/ AeHCTBUEM BO3MYILle-
HUH Ha c/lefyolel cTaHuu. Beipa6oTka ynpasJie-
HUS IPY HHTEHCUBHOM /JIBU>KEHUH OCYI1leCTBIISETCH,
KorJia BIepeJUUAYIIUHI Moe3/, elle He NPUObLI Ha
CTaHILHIO, TO3TOMY B @JITOPUTME UCIO0JIb3yeTCsl IKC-
TPanoJisiTop, NO3BOJISIOUMNA BBIUUCIUTD AJUTEJb-
HOCTH 3TUX BO3MYLIEHUH 10 UMEIIIUMCS JaHHBIM O
3a/lepKKax NpeAblAyLUX M0e3/0B. JKCTPANoIATOP
paboTaeT B peaJbHOM MacliTabe BpeMeHU. Kpome
TOr0, BbIpaboTKa yIpaBJ/eHUH ollpe/ieisieTcsl He TOo-
JIBKO paccoryiacoBaHHWeM IO JJaHHOMY T0e3/y, HO U
OT peasIN3yeMbIX yIpaBJeHUH Ha IpeJbIAyIeM TaK-
Te U 3aBUCUT [1JIs1 KOHKPETHOTO 10€e3/ja OT 33/JlaHHO-
ro BpeMeHH XO0/la U MOMeHTa OTIpaBJIeHUs Bllepe-
auujyilero noesza [11].

PazpaboTaHHble aJITOPUTMbI OTHOCSTCS K KJac-
cy rpadHMKOBO-UHTEPBAJbHBIX aJIFTOPUTMOB, B KO-
TOpBIX yIpaBJieHHWe 3aBUCUT OT COCTOSIHUM CHC-
TEMBbI U IPOrHO3UpPYeMbIX BO3MYyILeHUH. [lonoHu-
TeJIbHO U3 BO3MOXHBIX pellleHUH BbIOMpaeTcs pe-
lIeHHe, obecrneyrBawliee MUHUMAIbHBIA Pacxos
3JIEKTPO3HEPTrHUU Ha TATY.

B yciaoBusix uyudpoBusanuu  GyHKIHOHUPO-
BaHUs W yNpaBJieHHUsl TFOPOACKUMU BHEYJIUYHbIM
pPesbCOBBIM TPAHCIOPTOM CyleCTBEHHA paboTa
MOJACUCTEMbI C60pa IKCIIyaTallMOHHBIX XapakK-
TEePUCTHUK, KOTOPbIE MOJY4Yal0T C BepxHero QpyHkK-
[[MOHAJILHOTO YPOBHS MMapaMeTphl, ONpeAes e
KauecTBO paboOThl JJUHHUH, a TAKXKe MO3BOJISAIOIINE
dUKCcUpoOBaTh KOJUYECTBO IepeBe3eHHbIX Macca-
>KUPOB, TOHHO-KUJIOMETPOBYIO paboTy U T.J. AHa-
JIU3 MOJYYEeHHBIX JaHHbIX, GopManu3alus OTYeT-
HOCTH U ee yJlo6HOe oToOpaXkeHue peasnu3yeTcsl B
MOACHCTEME aHa/iu3a 3KCIUVIyaTallUOHHOU HH-
dopmanum. [osyyeHHbIe pe3yabTaThl MepesaloT-
€Sl 3KCIJIyaTallMOHHBIM CJIY»K6aM COOTBETCTBYIO-
IMMU CPEeACTBAMM Nepeaadm.

KpuTHndecku Ba>KHO OCyIECTBJIATH yYIIPaBJIeHUE
TPaHCMOPTHBIMU CUCTEMAMU C obecrieyeHueM 6e3-
OTIACHOCTH [IBMXKEHUSI TPAHCHOPTHBIX CPEACTB U
naccakxupos. /I noBbllIeHUsA KayecTBa ymnpaBJe-
HUs TpaHCIOPTHBIMU cpefcTBaMu 'PTC Heobxoau-
MO MPOBOJAUTL MPOBEPKY YMEHHUU OMepaTHUBHOTO
nepcoHajla NPUHUMATbh NpaBUJbHbIE pelleHUs B
YCIOBUSIX Ype3BbIUAaWHBIX CUTYallMH, a TakxXe Io-
CTOSIHHO NPOBePsITh KBaJMPUKALHUI pabOTHUKOB
I'PTC, kxoTopas onpejensieTcss AeHCTBUSAMU, NIpeJ-
NpUHUMaeMbIMH KaK MNpPU HOPMasJbHOU paboTe
JIMHUHW, TaK U NPHU BO3HUKHOBEHUU COOMHBIX CU-
Tyanui [12]. [lopsiioK JedCcTBUH B HOPMaJIbHBIX
YCIOBUSIX MOBTOPSIETCS], IO3TOMY B OCHOBHOM He
BbI3bIBaeT 3aTpyAHeHU. Ecium ke mpoucxomaut
ype3BblYaliHasA CUTyalysd, TO JUCHETYEpP AOJKEH
NpeANpUHATb Mepbl, YTOObl MPUBECTU CHUTYyalUI0
B HOPMaJIbHOE COCTOsiHHMe. BakHO Takke o6yd4a-
Th HOBBIX COTPYJHHUKOB [Jis1 06eclieueHHUs] pe3ep-
Ba KaJpoBoro cocraBa. OnepaTUBHBIN NepcoHal,
BBIMOJIHAKIIUN QYHKIUU JUCIETYEPCKOro ympa-
BJIEHUS, J0/DKEH UMETh BBICOKYIO KBaJUPUKALIUIO
JIJ151 yA,0BJIETBOPEHUS TpeOOBaHWM 6€30MacHOCTH U
yro6cTBa naccaxkupos [13]. KBanudukanuu onepa-
TUBHBIX pa60THUKOB ['PTC onpenensieTcsa paboToi
JUCNeTYEepOB NPpU COOMHBIX CUTYyalUsIX HA JIMHUSX.
OmnepaTUBHBIN PabOTHUK JOJKEH 006J1alaTh TaKHU-
MU Ka4eCTBaMHM KaK BbICOKasi KBaJMPUKAILMS, TTPO-
deccuoHasibHAasi KOMIIETEHTHOCTb, CTpPeEMJIEHUE
K Pa3BUTHUIO M, KOHEYHO, COOTBETCTBHE BbI30BAM
BpeMeHH. [loacucTeMa MOArOTOBKU M MOBBILIE-
HUA KBa/iMpUKaLMM ONepaTHBHOrO mepcoHasa
npeaHa3HayeHa i1 obecriedyeHUsl BBIIIEOMUCAH-
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Horo ¢yHKLUHOHa/Ma. B cocTaB mojgcucTeMbl NMOA-
FOTOBKHU BXOJUT TPeHa)Kkep MOe3JHOro AUCIET-
4epa, B KOTOPOM /JJisl NOBbILIEHUsI KBaIUPUKALLMU
ONepaTHBHBIX PAGOTHUKOB UCIOJB3YIOTCA MOJIeN
peasibHbIX JIMHUK MeTpPOIOJUTEHa, IPU 3TOM IPO-
BOAWTCS UMUTALUS BCEX TEXHUYECKUX CPEJACTB U
06'bEKTOB, Y4aCTBYIOIIUX B Mpolecce ynpaBjeHUs
JABxeHuneM [12]. CocTaB noAcuCTEMbI MOATOTOBKHU
pacuiMpeH NOACHUCTEMOW 0Gy4YeHHUsA HOBBIX OIe-
PaTHUBHBIX PaGOTHMKOB, HallpaBJIeHHON Ha H3y-
YyeHHe OCHOB yIpaBJieHNs JBW)KEHUEM TPaHCIOPT-
HbIX CpeJACTB 6e3 NPHBSI3KU HENOCPEeACTBEHHO K
06'bEKTY, HallpUMep, KOHKPeTHOM JIMHUU MeTpOoIIOo-
suTeHa. ObydyeHre U OBBIIIEeHHe KBaTUPUKALUU B
TaKOU MoJCUCTEME BO3MOXKHO B BH/IE CLIEHAPUEB C
onpejieJIeHHOM 3aJlaHHOM I0C/1e[0BaTeJlbHOCTbIO
cobbiTui. C MOMOLIbI0 MOACUCTEMbI MPOBEPKU
3HAHMI MOXeT ObITh M0JIyYeHa OleHKa KBaaudu-
KallMY ONlepaTUBHOIO NepcoHaja NyTeM OLleHUBa-
HUS CTPOTOCTH BbINOJHEHU N10CJIeL0BaTe/IbHOCTH
KOMaH/| pa3paboTaHHOIO CLieHapusl NMPU MOJeJU-
pPOBaHMM KOHKPETHOM CUTyalMHU WUJU IOCJIe IpPo-
XO0X/,eHUs COOTBeTCTBYOLero Tecta [12].

[IpensioxkeHHaa cTpyktypHasa cxema EMCY/ ox-
BaTbIBaeT BCe KOHTYPbl yIpaBJeHUs TPAHCIOPT-
HbIMU cpegcrBamMu ['PTC, a paccMoTpeHHbIe IPUH-
UMbl MOCTPOeHUs] QYHKLIUOHHUPOBAHUS €IUHOMN
VHTeJJIEKTYaJIbHOW CUCTEeMBbI yIIPaBJIEHUS JBUXe-
HHEM [10e3/]0B I0KasaJu CBOI 3PpPeKTHUBHOCTb,
onpezeasaeMylo CAeAyIOIUM:

- TOBBbILIEHHE HCNOJIb30BaHUA NPONYCKHOU U
yBeJIM4eHUs1 NPOBO3HOW CIHOCOOHOCTU BHe-
YJIMYHOTO TOPOJCKOTO TpPAHCIOpTa 3a CYeT
TOYHOTO BbINOJIHEHUS IJIaHOBOTO rpaduka
JBM>KEHUs 10e3/]0B;

- ToBbllIeHHe 3HeproapPeKTUBHOCTU IJIAHU-
pOBaHHUA U YIIpaBJIeHUs JBU)KEHNEM [10e3/]0B
3a cyeT BbIOOpa 3HEPro3PpPeKTUBHBIX PEXKU-
MOB yIIpaBJieHUs 10€e3/laMH, ONTUMaJbHOTO
II0 KPUTEPUI0 MUHMMYyMa 3HeprosaTrpar Ha
TATY, pacnpe/ie/leHUs] BpeMeHU X0/ia [10e3/10B
[0 JIMHUW Ha BpeMeHa XoJa MO0 IMeperoHam,
3aMeHbl IIJIAHOBOTO rpaduKa JBU>KeHUs T0-
e3/J0B CO «CBepXPEeKMMHBbIMU» CTOSIHKaMH
Ha rpadUK C U3MeHeHHEeM IJIaHOBbIX BpeMeH
XO/Zia I0e3/10B 110 lIeperoHaM B IepHo/| CMEHBI
NApHOCTU JBWXXEHUs], COBEpLIEHCTBOBAHHUSA
aJITOPUTMOB 1LIeHTPaJM30BaHHOrO yIpaBJie-

HHUA, YIUTbIBAOIEro 3aBUCMMOCTb OI'pAHH-
YeHHUU Ha yhnpaBJjieHHhe OT COCTOAHHA CHUC-
TE€Mbl U IIPOTrHO3 BO3MOXXHbIX BOSMymeHHﬁ,
yBe€JIMYE€HHUA BpEMEHH X0/1a IToe30B I10 ITepe-
rFOHY AJid peaJin3allkui AOIMYCTHUMOT'O MEXKIIO-
€3IHOT0 MHTepBaJia ABU¥KEHHA 110 CUCTEMaM
oGecneyeHHsI 6€30MaCHOCTHU ABHUXKEHHU.
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Abstract: The article discusses the methodology for calculating the probabilistic characteristics of the objectivity of test results in
distance learning. Calculation expressions are obtained and simulation modeling of the process of forming test tasks for students

is carried out. The results of calculations and simulation modeling are given, estimates of a random discrete value are obtained,
defined as the number of tests at which information about the content of all questions in test tasks becomes known to all students.

Keywords: Moodle distance learning system, simulation modeling, calculation expressions and simulation results for assessing the
probabilistic characteristics of the objectivity of student testing results.

To implement distance learning, there are a large
number of software products that are well covered
in print and on the Internet [1, 2, 3]

The Institute of Transport Engineering and Con-
trol Systems of the Russian University of Transport
operates a distance learning server, on which the
Moodle distance learning system, which is widely
used in Russian universities, is installed.

At the Department of Information Management
and Protection, the above system is used to test stu-
dents in a number of disciplines.

The Moodle system has ample opportunities for
testing, there are only 12 types of questions. The Moo-
dle system is quite fully described on the Internet, so
we will not describe all the testing possibilities in the
Moodle system, but touch on the main parameters.

For testing, the teacher must create a database
of questions in the bank of questions, a system re-
lated to the entire course. The bank of questions can
be structured by creating categories of questions
related to a specific topic of the discipline. This al-
lows you to organize both intermediate testing on a
specific topic, and the final exam, which includes all
topics of the discipline.

When developing a testing scenario, the teacher
must determine the number of questions in the bank
of questions of the system, the number of categories
and questions in them, the number of questions in
the test task for each student, the time required to
pass the test, the grading system, the number of al-
lowed attempts to pass the test.

When analyzing the results of the test control
of students from several groups who were tested
non-simultaneously, it was noticed that the grades
increased, and the time to answer questions de-
creased. This is explained by the fact that the stu-
dents of the first group, using information technolo-
gies (for example, social networks), transmit infor-
mation about the questions to the second group, etc.
This leads to the fact that the objectivity of the test
results is reduced. To increase the objectivity of the
test results, it is necessary to increase the number of
questions in the bank of questions of the system and
change them frequently for the following groups of
students. This greatly complicates the work of the
teacher. Therefore, the problem arose of assessing
the probabilistic characteristics of the objectivity of
the test results.

December 2022

Journal of Information Technology and Applications

111



JITA 12(2022) 2:111-126

LyzLov S.S., ETAL

Consider the algorithm for generating test items
for each student when dividing the bank of ques-
tions into categories related to specific topics of the
discipline. Figure 1 shows a graph illustrating the
process of generating test items.
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Fig. 1. Illustration of the process of forming test items

The bank of questions of the system is divided
into m (m=1, 2, 3...) categories, in each category i
(i=1, 2, 3...) questions.

For each student, the system generates a test task
containing one question from each category, so the
test task will contain m questions. The system se-
lects a question from a category randomly according
to a uniform distribution law.

[fwe have 5 categories (m=5) and there are 5 ques-
tions (i=5) in each category, the number of questions
in the system’s question bank should be m-i = 25.
Using five questions from a category, i = 5° = 3°125
combinations of questions in the test item, composed
of one category.

Categories can contain the same or different
number of questions. Therefore, to determine the
probabilistic characteristics of the objectivity of the
test results, it is necessary to conduct an analysis for
the category containing the maximum number of
questions.

Consider the simplest example of testing (exam),
if there are only two questions in a particular cat-
egory (k = 2). The first question will be denoted
by the number 1, and the second by the number 2.
Naturally, the questions differ from each other. For
the first student, the system will generate a test task
from one question, in which there will be question
1 or 2 with a probability of 0.5. This is true for the
second student and for all subsequent students.

Let us find the probability that after testing two
students (n=2), where n is the number of students,

all other students will know the content of two
questions.

The analysis was carried out using the apparatus
of probability theory and combinatorics [4, 5].

All possible combinations (results of outcomes)
are calculated by the formula k¥ = 22 = 4.,

Naturally, in order to find out the content of two
questions, the number of students must satisfy the
condition n = k.

Table 1 shows all possible combinations of out-
comes li, where i=1,2,3,4, there are 4 such outcomes.

Table 1.

n I 2| I3 I4
1 2 1 2
2 2 1 1

|<—A—>|<—B—>|

The probabilities of outcomes are equally proba-
ble, therefore, the probability of any of the outcomes
Piis equal to Pi =0.25, wherei- 1, 2, 3, 4.

Table 1 can be divided into two areas:

- area A corresponds to the fact that the content
of the two questions will be known to all other
students taking the test;

- region B corresponds to the fact that either of
the two questions will be unknown.

If the system generates a test task for the second
student, taking into account the results of the for-
mation of the question for the first student, and the
result of the formation falls into area A, this corre-
sponds to the fact that all questions are known, oth-
erwise the system must generate a test task for the
third student, etc.

Therefore, with two independent tests (two stu-
dents participate in testing), the probability that the
combination of test results will fall into area A is de-
termined by the expression PA=0.25+0.25=0.5, other-
wise, in order to have information about the content of
two questions, it is necessary to conduct a third test. In
this case, the probability that the content of two ques-
tions will be known is equal to P3=PA-0,5 = 0,25.

Similarly, we can write: P4=P3.0.5 = 0.25-0.5=
0.125; P5=P4-0.5=0.125-0.5=0.0625.

Let’s write down the general recursive formula
for calculating the probabilities:
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P2=0.5; P3 = P2.0.5=0.25; P4 = P3-0.5= 0.125; ... Pn
=P(n-1)-0.5 (1)
where n is the number of tests (number of students
participating in testing).

Figure 2 shows a graph corresponding to the pro-
cess of forming test items for students.

2 Bompoca, B KaTeTOpHH

1]2

Fig. 2. An illustration of the process of forming test items for five
students

For the first student, the system generates que-
stion 1 or 2. Similarly, for the second student, the
system generates question 1 or 2. In this case, the
combinations of all possible variants of questions
generated by the system for two students (n=2) will
correspond to the following combinations: 11, 12,
21, 22. Combinations 12 and 21 correspond to a
situation in which the content of two questions is
known. Combinations 11 and 22 indicate that the
content of the first or second question is unknown.

Similarly, in the third test (n=3), the system ge-
nerates the following combinations: 111, 112, 221,
222. Combinations 112 and 221 correspond to a
situation in which the content of two questions is
known. With combinations of 111 and 222, the con-
tent of any question is unknown. Further, the proce-
ss of forming test tasks continues.

A discrete random variable is the number of te-
sts conducted by n students, at which information
about two questions will be known. The distribution
law of a discrete random variable n given in tabular
form will correspond to Table 2.

The distribution polygon of a discrete random
variable n is shown in Figure 3, and the distribution
function of a discrete random variable n is shown in
Figure 4.

0.6} P(n) |
0.5

0.4 \

0.3 \

0.2 \

0.1 AN

Fig. 3. Distribution polygon
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Fig. 4. Distribution function

Analysis of the distribution function graph (Fig.
4) allows us to draw the following conclusions:

The probability that when testing two students
(n=2) information about two questions will be
known is P(2) = 0.5. The probability that when test-
ing three students (n = 3) information about two
questions will be known is P(3) = 0.75, etc.

Table 2. The main numerical characteristics of a discrete
random variable n:
n 2 3 4 5 6 7 ) ) .
The mathematical expectation of a discrete ran-
Pin) 0.5 025 | 0125 | 00625 |0,03125 | 001563 | (o varjable n is determined by the formula:
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oo

M(n) = Zn-Pn

n=2

(2)

Since the probability value Pn for each next value
of the random variable n corresponds to the prin-
ciple of dichotomy, i.e. Pn = Pn-1-0.5, formula (2) can
be transformed into a number series:

Mn)= 1+ i
n=2

The variance of a discrete random variable n is
determined by the formula

n+1

n2

= (3)

D(n) =Z(n—M(n))2-Pn =2 (4)
n=2

Consider the case when k=3, the system gener-
ates three test tasks for each student on one ques-
tion. The dimension of the problem increases ex-
ponentially. The total number of all combinations
of test outcomes becomes k* = 33 = 27. All possible
combinations of questions in test tasks, taking into
account the location of the three numbers 1, 2, 3, are
shown in Table 3.

In Table 3, three areas A, B and C can be dis-
tinguished. In area A there are n! = 3! = 6 possible
combinations of questions in test tasks for three
students, therefore, the probability of an event fall-
ing into area A is P(4) = % = 0.2222 ... Area A cor-
responds to the situation when information about
the content of all three questions becomes known.

Region B contains three sub-regions B1, B2, B3.
In sub-area B1, only two digits 1 and 2 are used, and
one of the digits can be repeated. If the number 1 is
repeated, such combinations correspond to the out-

come numbers 7, 8, 9, if the number 2 is repeated,
such combinations correspond to the outcome num-
bers 10, 11, 12, which is shown in Table 3. The num-
ber of permutations with repetitions is determined
by the formula:

k! 3!
kqlkay! 201

3!
1!-2!

=3

(k1 k2) = (5)
where k1=2 the first question is included in combi-
nations twice, similarly k2=2 - the second question
is included in combinations twice. Therefore, the
number of combinations of numbers in area B1 is 6.

A similar calculation can be carried out for sub-
areas B2 and B3, therefore, the total number of com-
binations of numbers in area B is 18.

The probabilities that the combination of num-
bers will belong to subdomains B1 or B2 or B3.

B3 P(B)) = P(B;) = P(By) = - == = 0.2222....
From this it follows that the probability of getting

intoareaBis P(B) = P(B,) + (B,) +
18 2
P(B3) = — == = 0.666 ...

In area C, there are 3 possible combinations,
therefore, the probability of getting into area C is
P(C) = % = % = 0.1111 ... In area C, the content of
two questions is unknown - either 2 and 3 or 1 and
3or1and 2.

If the combination of question numbers in the
test tasks did not fall into area A, therefore, the com-
bination of question numbers fell into area B or C.
But since 2 questions are unknown in area C, then
when testing the fourth student, area C will not
give an answer to the content of all three questions.
If the event B is realized, the probability of which
is P(B)=0.666...then in order for the information

Table 3.

123 112 221 113 331 223 332 1 2|3
n|1|2|3(4]|5 7/819(10(11(12(13({14(15]|16|17(18|19|20(21]22|23(24|25|26|27
111|122 {3|3|1|1|2]2(2|1f1]11]3 311221333121 ]2(3
212 (21|31 (2|1]2|1(2]1]2]1]3]1 1131213123213 ]1(2(3
3(3(3(3|1|2|1f{2(1]1|1]2|2[3|1]1 3(3)12(212(3|3|]1(2(3

B1 B2 B3
n o1 r o

A B C

€ < —>- |
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about all three questions to be known, it is neces-
sary that one of the missing question numbers (ei-
ther 1, or 2, or 3) falls out. The probability of this
eventis P(X) = % Events B and X are independent,
using the formula for multiplying the probabilities
of independent events B and X, you can determine
the probability that when testing the fourth student,
information about the content of all three questions
will be known.

PMA4)=PB-X)==2.2=2=2-9222.. (6)
27 3 27 9

Thus, the probability that information about
all three questions will be known after testing the
fourth student is P(n) = P(4) = 0.222...

If, during testing of the fourth student, informa-
tion about one of the three questions (1 or 2 or 3)
was not known, the following conclusions can be
drawn:

- when forming question number 1 for the
fourth student, the combination of combina-
tions of questions for the three previous stu-
dents corresponds to sub-areas B1 and B2 in
which information about the content of ques-
tion number 1 is known, in sub-area B1 infor-
mation about question number 3 is unknown,
and in sub-area B2 information about ques-
tion number 2 is unknown;

- when forming question number 2 for the
fourth student, the combination of combina-
tions of questions for the three previous stu-
dents corresponds to sub-areas B1 and B3 in
which information about the content of ques-
tion number 2 is known, in sub-area B1 infor-
mation about question number 3 is unknown,
and in sub-area B3 information about ques-
tion number is unknown one;

- when forming question number 3 for the
fourth student, the combination of combina-
tions of questions for the three previous stu-
dents corresponds to sub-areas B2 and B3 in
which information about the content of ques-
tion number 3 is known, in sub-area B2 infor-
mation about question number 3 is unknown,
and in sub-area B3 information about ques-
tion number is unknown one.

It should be taken into account that after testing

the fourth student in area C, combinations of ques-
tion numbers appear in which information about

the content of two questions is known (see Table 4
of combinations of question numbers in area C), this
circumstance must be taken into account when cal-
culating probabilities.

In Table 4, combinations of question numbers in
area C correspond to 111, 222, 333. When testing
the fourth student, depending on the question num-
ber (1 or 2 or 3), combinations of question numbers
appear in area C in which information about the
content of one of the three questions is unknown.

Table 4.
1|2
n |25|26|27
111|123
2112 |3
311|123
1 |ENEE
4 12| 2|2
3|13|3

From what has been said, it follows that in or-
der for information about all three questions to be
known, it is necessary that the system for the fifth
student form questions from areas, the probability
of falling into which is equal to:

p= (i+2 -i) =X _0518518...

27 27 27

(7)

To calculate the probability that information about
all three questions will be known after testing the
fifth student, it is necessary to take into account the
probability of one of the numbers falling out either 1
or 2 or 3, this probability is equal to %, therefore, we
can write:

P(5)==.2=2=017283...
27 3 81

(8)

Having carried out a similar analysis for n = 6, 7,
8... you can get the calculated expressions for P(n).

When k=4 (the number of questions in the catego-
ry of the bank of questions of the system), the dimen-
sion of the problem increases significantly k* = 44 =
256, which significantly complicates the receipt of
calculation expressions, therefore, a simulation mod-
el was created for the process of forming test tasks
for students by the Moodle system. The simulation
results are shown below.
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=2 Table 5
n ‘ 2 3 4 5 6 7 8 9 10
P(n) ‘ 0,5 0,25 0,125 0,0625 0,03125 0,01563 0,00781 0,0039 0,00195
k=3 Table 6
n ‘ 3 4 5 6 7 8 9 10 11
P(n) ‘ 0,17283 0,1233 0,0848 0,05760 0,0384 0,0264 0,01722
k=4 Table 7
n 4 5 6 7 9 10 11 12
P(n) 0,0936 0,1407 0,1465 0,1319 0,1101 0,0882 0,0675 0,0535 0,0407
=5 Table 8
n ‘ 5 6 7 8 9 10 11 12 13
P(n) ‘ 0,0382 0,0768 0,1002 0,1076 0.1043 0,0956 0,0837 0,0716 0,0601
=6 Table 9
n 6 7 8 9 10 11 12 13 14
P(n) ‘ 0,0155 0,0385 0,0599 0,0750 0,0826 0,08444 0,0817 0,0760 0,06141

Tables 5, 6, 7, 8, 9 show the laws of distribution of

a discrete random variable n - the number of students
tested, given in tabular form, for various k - the number

of questions in the category of the bank of questions of
the system. The condition n = k must be satisfied.

The polygons of the distributions of a discrete

0.6" P(n)
0.5
=2
0.4 \( -
03 k=3
=4
0.2
™~ \4 k=5
> k=6
0.1 >< ™~ \/ —
—l T
><:><.__>__|§\‘—--\> n
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14

Fig. 5. Polygons of distributions of a discrete random variable n

random variable n for various k are shown in Figure
5 and the distribution functions in Figure 6.
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Fig.6. Distribution functions of a discrete random variable n

Table 10
k 2 3 4 5 6
M(n) 3 5.5 8.33 11.42 14,69
D(n) 2 6,82 14 4 25.25 38.94
d(n) 1.41 2,57 3.79 5,02 6.24
40t M(n), D(n), 5(n) g
35 /
7/
30
25 R //
D \/
20
~  M(n)
15 L ~
e /__"—4/
10 /“/j///n—”/ 5(11)\‘
5 /,/’“/ ———_"-__——_— - -
Frl e ’
0 1 2 3 4 5 6

Fig. 7. Estimates of mathematical expectations M(n), variances D(n) and standard deviations &(n)

Analysis of the graphs in Figure 6 shows that
with six questions in a category (k=6) when testing
21 students (n=21), the probability that information
about the content of all six questions with a prob-
ability of 0.8 will be known to all students of the
group.

Table 10 shows for various k estimates of math-

ematical expectations M(n), variances D(n) and stan-
dard deviations 6(n) for a discrete random variable n.

Figure 7 shows the values of estimates of mathe-
matical expectations M(n), variances D(n) and stan-
dard deviations 6(n) for a discrete random variable
n for various k, where k is the number of questions
in the category of the Moodle question bank.
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The sample size in simulation modeling for each
value of k is more than one million realizations.

After analyzing the calculated expressions and
simulation results, we can conclude that the simula-
tion model adequately reflects the process of form-
ing test tasks for students.

The results obtained will allow teachers to ratio-
nally develop scenarios for testing students in the
Moodle system, taking into account the number of
students in groups and the number of questions in
the categories of the system’s question bank.
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METOAUKA PACHETA BEPOATHOCTHbIX XAPAKTEPUCTUK
OBbEKTUBHOCTUPE3YNITATOB TECTUPOBAHUA CTYAEHTOB B
CUCTEME AUCTAHLIMOHHOTO OBYYEHUAA MOODLE

JIbi310B Cepreit CepreeBudy, YBaposB Cepreit CepreeBud, KatTuna MapuHa
BiaaumuposHa

Poccutickutl ynusepcumem mpaHcnopma (MUHT), Mocksa, postmain@mail.ru

OpI/II‘I/IHaJILHaH Hay4YHada CTaTbA

AHHOTauMﬂ: B craTbe paccMaTpruBaeTCAd METOAHWKA pacdeTa BEPOATHOCTHBIX XapPaKTEPHUCTHUK 00'bEKTUBHOCTH pe3y/ibTaToB
TECTUPOBAHUA IPHU JUCTAHIIHOHHOM 06y‘{eHl/lH. nOJ’Iy‘{eHbI pacdyeTHbI€ BbIpa>KEHHUA U IIPOBEAE€HO MMUTAlHOHHOE MOAEJIMPOBAHUA
nponecca (l)OpMHpOBaHPIﬂ TECTOBbIX 3az[aHm71 AN CTYAEHTOB. HpI/IBeLLeHbI pe3ysbTaTbl pac4eToB W HUMHUTALUOHHOTIO
MOJeJIMPOBaHWA, IMMOJYy4Y€eHbl OLIEHKHU Cﬂy‘{&ﬁHOﬁ ﬁ[HCerTHOﬁ BEJIMYHWHBI, ollpeaesideMoe KaK KOJIMYeCTBO TeCTHpOBaHHﬁ npu
KOTOpOM I/IH(I)OpMaLU/Iﬂ 0 COZEPIKaHNH BCEX BOINIPOCOB B TECTOBBIX 3a/JaHUA CTAHOBUTCA U3BECTHA BCEM CTYA€HTAM.

KioueBbie cioBa: CucTteMa JUCTaHIMOHHOTO 06y4yeHus: Moodle, UMUTAllMOHHOE MOJEJIMPOBAHUE, PACYETHbIE BbIPAXKEHHUs

Y pe3y/nbTaTbl MMHUTALMOHHOTO MOJEJMPOBAHUS OLleHKHM BepPOSITHOCTHBIX XapaKTEepPUCTHK OOGBEKTHUBHOCTH pe3yJbTaTOB

TeCTUPOBaHUA CTYAEHTOB.

1 peasvsanuy AUCTAaHLUOHHONW GOPMBI 06Y-
YyeHUsl CyllecTByeT O60J/iblIOe KOJHUYEeCTBO IIpO-
IrPaMMHBIX IPOAYKTOB, XOPOLIO OCBEIIEHHbIX B Ie-
yaTu U B ceTu UHTEpHET [1, 2, 3]

B MHCTUTyTe TPAHCIOPTHON TEXHUKU U CUCTEM
ynpaBseHus1 PoccHiicKOro yHUBEpPCUTETAa TpPaHC-
nopta QyHKIMOHUPYET cepBep AMCTAHLUOHHOIO
00y4eHHs, Ha KOTOPOM yCTaHOBJIEHA CUCTEMA JIUC-
TaHLUOHHOrO 06y4eHuss Moodle, mupoko wucro-
Jib3yeMas B yHuBepcuTeTax PO,

Ha kadenpe «YnpasseHue u 3amura HHPOP-
Maluu» [l TECTUPOBAHUS CTYAEHTOB MO pAAY
JUCLUIIJIMH UCIIOJb3yeTCsl YKa3aHHada BbIlle CHUC-
TeMa.

Cucrema Moodle o6s1az1aeT MUPOKUMHU BO3MOK-
HOCTSIMU [JI1 IPOBeJleHUs] TeCTUPOBAHUS, OJHUX
TOJIbKO TUIIOB BONIPOCOB cyllecTByeT 12. Cuctema
Moodle focTaTo4HO MOJIHO oNKcaHa B MHTepHETE,
N03TOMy He 6GyZileM ONMCBhIBaTh BCE BO3MOKHOCTHU
TeCTUpOBaHUsA B cucteMe Moodle, kocHeMcs TIJ1aB-
HbIX IapaMeTPOB.

JlJ1s TeCTUpPOBaHMS IPENOAABATE b [0KEH CO3-
JaTh 6a3y BONMPOCOB B GaHKe BOIPOCOB, CUCTEMBI,
OTHOCSIIMXCS KO BCeMy Kypcy. bBaHk BonpocoB Bo3-
MOXXHO CTPYKTYypHUpPOBaTh, CO3/laB KaTEroOpvUH BO-
MPOCOB, OTHOCSIIUECS K ONpeJieJIEeHHONU TeMe JIUC-
IUIJIMHBL. JTO MO3BOJIAET OPraHU30BBIBATb KaK
NPOMEXYTOUYHOE TECTUPOBAHUE IO ONpese/IeHHON
TeMe, TAK U IPOBe/IeHHe UTOTOBOr0 3K3aMeHa, KO-
TOPBIA BKJIIOYAET BCE TEMbI AUCIUTINHBI.

[Ipu pa3paboOTKH CleHapHus TECTUPOBAHUSA Tpe-
1o/laBaTesb J0/DKEH OINpEeeJTUTh KOJHUYECTBO BO-
IpPOCOB B GaHKe BONPOCOB CHUCTEMbI, KOJMYECTBO
KaTeropui M BOMPOCHI B HUX, KOJIMYECTBO BOMPO-
COB B TECTOBOM 33JIaHUM JJIs KaXKJ|0TO CTY/EHTa,
BpeMsi, Heo6X0JUMOe [Jisi MPOXOXKJEeHHUs TecCTa,
CUCTEMY OLIeHHWBAHMSs, KOJTUYECTBO pa3pelIeHHbIX
MOTBITOK MPOWUTH TECT.

[Ipu aHanm3e pe3y/bTaTOB TECTOBOTO KOHTPO-
Jisl CTYA€HTOB HECKOJbKHX TPYII, MPOXOJAUBLIUX
TECTUPOBaHHE HEOJHOBPEMEHHO, ObLJIO 3aMeYeHO,
YTO OIIEHKHU IMOBBIIAJIUCH, 2 BpeMsl OTBEeTa Ha BO-
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IpPOChl YMEHbIIANIOCh. JTO OOBSICHAETCS TeM, YTO
CTyJleHbl TEepBOUW TpYINbl, UCHOJIb3ysd HHGOpPMa-
[IMOHHbIE TEXHOJIOTMU (HAmpUMep, COLHaJIbHbIE
ceTH), mepejaroT nHGOPMaIMIo 0 BOMPOCAaX BTOPOH
rpynme u. T. Ji. 3TO NPUBOAUT K TOMY, YTO O0O'beK-
TUBHOCTb PE3y/JIbTaTOB TECTUPOBAHHUs CHW)KAET-
cs1. /1151 NOBBILIEHUST 06'bEKTUBHOCTH PE3yJIbTAaTOB
TECTUPOBAHUS HEOOXOIUMO YBEJUYHUBATD KOJIHYE-
CTBO BOTIPOCOB B GaHKe BOIIPOCOB CUCTEMBI U YaCTO
MEHSITh UX JIJIS CAeAYIOIUX TPy CTYAEHTOB. JTO
3HAYUTEJbHO YCJIOXKHSET paboTy MnpernojaBaTeis.
[losTOMy BO3HMKJIA 33/jlaya OLEHKU BEpPOSTHOCT-
HbIX XapaKTePUCTUK 06'bEKTUBHOCTH Pe3yJbTAaTOB
TECTUPOBAHMUSI.

PaccMoTpuM anroputM ¢GopMHpOBaHHUSA Tec-
TOBBIX 33/IJaHUH JIJIS1 KQK/A0T0 CTyJleHTa NPy pa3ou-
eHUHY 6aHKa BOIPOCOB HA KATETOPHUHU, OTHOCAIIHECS
K KOHKPETHBIM TeMaM AUCHUILIMHBL. Ha pucyHke 1
npuBe/ieH rpad, WIIOCTPUPYIOIIUEN mpoiecc Gop-
MHPOBaHMUS TECTOBbIX 33/JaHUH.

bank BOIIPOCOB CHCTEMEI

e it
| K |
|
I |
K | e H
aTeropii
pmi_| | I TecToBOE 3aaHHE /A CTYICHTA |
BOIIPOCOB | I
I |
|
I ke [
I |
L l————a

Puc. 1. Uaarocmpayusi npoyecca ¢hopMupos8aHusi mecmosguix
3adaHutl

BaHK BOmpocoB cucTteMbl pa36buT HAa m (m=1, 2,
3...) KaTeropu#, B KaxkJjou kateropuu i (i=1, 2, 3...)
BOIIPOCOB.

Juia Kaxporo cryaeHta cucreMa GOpMHUpPYeT
TECTOBOE 33/laHUE, COJleprKallee 10 OJHOMY BO-
NpOCYy M3 KaXJ0W KaTeropuu, TakuM o6pasoM B
TECTOBOM 3a/JlaHMU OKaXKeTCs m BopocoB. Bompoc
M3 KaTeropyuu CMCTeMa BbIOUPAET CJAy4YalHbIM 06-
pa30M 110 paBHOMEPHOMY 3aKOHY pacrpe/ie/ieHus.

Ecau umeem 5 kateropuit (m=5) 1 B KaXKJj0H Ka-
Teropuu 5 Bonpocos (i=5), KoJIM4eCcTBO BOIIPOCOB B
6aHKe BOMPOCOB CUCTEMBI JOKHO ObITh m-i = 25.
Hcnosb3ysi nAITh BOIPOCOB U3 KAaTErOPUU MOXKHO
coopMmupoBarTh i = 5° = 3°125couyeTaHuii BOPOCOB
B TeCTOBOM 3aJIaHUU, COCTABJIEHHBIX U3 OJJHOU Ka-
TETOPHHU.

KaTteropuu MoryT cosepaTbCcs KaK OJHWHAKO-
BO€, TaK U pa3HOe KOJIMYeCTBO BONpocoB. [loaTomy
JLJI5 ollpe/ie/IeHUs] BEPOSITHOCTHBIX XapaKTePUCTUK
06beKTUBHOCTH PE3y/bTATOB TECTUPOBAHUH HEOD-
XOJJUMO MPOBECTH aHaJU3 [Jisl KaTeTOPUH, COoJlep-
»Kaljed MaKCMMaJIbHOe KOJIMYEeCTBO BOIIPOCOB.

PaccMoTpuM npocTedminid npuMep TeCTUPOBa-
HUs (3K3aMeHa), ec/id B KOHKPETHOW KaTeropuu
ecTb TOJIbKO AiBa Bonpoca (k = 2). [lepBbiii Bopoc
0603HayuM nudpoi 1, a BTopoii nudpoi 2. Ectect-
BEHHO, BONPOCHI OT/IMYAIOTCH APYT OT Apyra. [lep-
BOMY CTYJEeHTy cucreMa cPoOpMHUPYeT TeCcTOBOE
3a/laHue U3 OJHOT'0 BONPOCA, B KOTOPOM OKaXKeTCs
Bonpoc 1 unu 2 ¢ BeposiTHocThio 0,5. 3TO cipaBei-
JIUBO U JJIs1 BTOPOTO CTYZ,eHTa U [iJ1s1 BCeX CJIe/lylo-
IIUX CTY/LEHTOB.

HalifieM BepOosSITHOCTBb TOTO, YTO [OCJIe TECTHUPO-
BaHHUS ABYX CTYAEHTOB (nN=2), rie n — KOJHUYeCTBO
CTY/IEHTOB, BCEM OCTAJIbHBIM CTyJIeHTaM Oy/eT U3-
BECTHO COZiepKaHue JIByX BOIPOCOB.

AHasu3 NpoBeJieH C UCII0JIb30BaHUEM allnapaTa
TEOPUH BEePOSITHOCTEH U KOMOUHATOPUKH [4, 5].

Bce Bo3MoOXHbIe coyeTaHus (pe3y/bTaThl UCXO-
JIOB) BbIYHCIIsiEM 110 popmyJie kKK = 22 = 4,

EcTecTBEeHHO, 17151 TOTO YTO 6bI y3HATH COZIEPIKA-
HUe JIBYX BOIPOCOB, KOJIUYECTBO CTY/IEHTOB JI0/DK-
HO Y0BJIETBOPSTH YCJOBHIO N = K.

B Ta6sune 1 npuBeieHbI BCe BO3MOXKHbIE COoUe-
TaHug ucxooB li, rae i=1,2,3,4, TaKUX UCXO/I0B 4.

Ta6auya 1

n I 2| I3 I4
1 2 1 2
2 2 1 1

|<—A—>|<—B—>|

BeposiTHOCTH MCXO/10B PaBHOBEPOSITHEI, CI€/0-
BaTeJIbHO, BepOSITHOCTb JII060Tr0 U3 UCX0oA0B Pi pas-
Ha Pi=0.25,rtnei- 1,2, 3, 4.

B Tabsuie 1 MOXXKHO BBIJIEJIUTD JB€ 00JIaCTH:

- 06JaCcTb A COOTBETCTBYET TOMY UTO COZEp-
»KaHUe JIByX BOIPOCOB GYZleT U3BECTHO BCEM
OCTaJIbHBIM CTYyJleHTaM, IPOXOASAIUX TEeCTH-
pOBaHMUe;

- o6Jsactb B cooTBeTCTBYeT TOMY UTO JiIt06OH
M3 IByX BOIIPOCOB OYZET HEU3BECTEH.

120

Journal of Information Technology and Applications

www.jita-au.com



METOAVKA PACUETA BEPOSITHOCTHBIX XAPAKTEPUCTUK OBbEKTUBHOCTUPESYNLTATOB TECTUPOBAHMUS CTYEHTOB B CUCTEME

[AVCTAHUMOHHOrO OBYYEHMSt MOODLE

JITA 12(2022) 2:111-126

Ecau cucrtema chopMmupyeT TecToBOe 33aJjlaHUe
JUIS BTOPOTO CTY/IEHTa C yYeTOM pe3y/bTaToB ¢pop-
MUPOBaHUSA BOIIPOCA /151 IEPBOTO CTY/[eHTA U pe3y-
JbTaT GOPMHUPOBAHHUS MONAAAET B 06J1aCTh A, 3TO
COOTBETCTBYET TOMY, YTO BCE BONPOCHI U3BECTHHI,
B IPOTUBHOM CJIy4ae CUCTEMaA JI0JKHA CHOPMUPO-
BaTb TECTOBOE 33JlaHUE JJIsI TPEThero CTy/leHTa. .
T. JI.

CsiemoBaTesIbHO, IPU [IBYX HE3AaBUCHUMbIX HUCIIbI-
TaHUSAX (B TECTUPOBAHUHU Y4YaCTBYIOT JIBa CTYy/EH-
Ta) BEPOSATHOCTb TOTO UTO COYETAHUE Pe3y/IbTATOB
WCIBITAHUM TMOMajZieT B 06J1acTb A omnpesesiioTCs
BeIpakeHHeM PA=0.25+0.25=0.5, B mpoTHBHOM CJ1y-
Yae JJisl TOr0 YTOGbI UMeTh HHGOPMAIUIO O COZiep-
»KaHWH ABYX BOIPOCOB HEOOBXOJUMO ITPOBECTH Tpe-
The UCMbITaHUE. B 3TOM ciiyyae BEpOSITHOCTH TOTO,
4YTO Oy/IeT U3BECTHO COJiepKaHUe JIBYX BOIPOCOB
paBHa P3=PA-0,5 = 0,25

AHanorndyHo MOXHO 3anucaTb: P4=P3.0.5 =
0.25-0.5=0.125; P5=P4-0,5=0,125-0,5=0,0625.

3anuineM o61yI0 PeKYPPEHTHYO GOPMyJy IJis
BBIUMCJIEHHS] BEPOSITHOCTEM:

P2 =0.5; P3 = P2:0.5=0.25; P4 = P3.0.5= 0.125; ...
Pn =P(n-1)-0.5 (D
r/le N — KOJMYeCTBO UCIBITAHUHN (KOJUYECTBO CTY-
JIeHTOB, y4aCTBYIOI[HUX B TECTUPOBAHUH ).

Ha pucyHke 2 mnpepacraBieH rpad, cooTBeT-
CTBYIOLIMH Mponeccy popMUPOBAHUS TECTOBBIX 3a-
JIAaHUH JJIl CTY/IEHTOB.

2 Bompoca, B KaTeTOpHH

1]2

JeHTOB (n=2) 6yAyT COOTBETCTBOBATH CJEAYIOIIUM
kKoMmbuHanuaMm: 11, 12, 21, 22. Coyetanusa 12 u 21
COOTBETCTBYIOT CUTYaLUH, IPU KOTOPOU cozeprka-
HHMeE IBYX BONpocOB U3BecTHO. CoyeTanua 11 u 22
rOBOPSIT O TOM, UYTO HEU3BECTHO COJlEp:KaHUe Tep-
BOT'0 UJIM BTOPOI'O BOTNpOCa.

AHanoruyHo mpu TpeThbeM HCHbITAaHUU (N=3)
cucteMa GOpMHUpPYeT CcJeAyloliue KOMOUHAIUU:
111,112,221,222. Couetanusa 112 u 221 cooTBeT-
CTBYIOT CUTyallUy NPU KOTOPBIH coJiep:KaHUe [IBYX
BONpOCOB M3BeCTHO. [lpu codertanuax 111 u 222
- coJlep)KaHue KaKoro-jinb6o BOMpoca HEU3BECTHO.
[Janee npouecc GopMUPOBaHUS TECTOBBIX 33/IaHUU
PO/ 0JIKAETCS.

JMCKpeTHOW C/lIy4YallHOW BeJIMYUHOW SABJAET-
C KOJIMYeCTBO IMPOBEAEHHBIX TECTUPOBAaHUW n
CTYAEHTOB, IPpU KOTOPOM Oy/leT u3BecTHa UHOP-
Mauusl 0 JByX BoIllpocax. 3aKoH pacnpejeJieHus
JVCKPETHOU C/ly4yallHOW BeJIMYMHBI N, 3alaHHbIN B
TabuuHOU popMe Gy/leT COOTBETCTBOBATh TabJ/IHU-
e 2.

Ta6auya 2
n 2 3 4 5 6 7
P(n) 0,5 0,25 0,125 | 0,0625 | 0,03125 | 0,01563

MHOroyroJibHUK paclpejeseHuss [JUCKPeTHOU
CJIy4alHOU BeJIMYMHBI N MpeJCTaBJeH Ha PUCYHKE
3, a GyHKUMA pacnpe/iesieHUs] AUCKPEeTHOH cy4dai-
HOM BeJIMYMHBI N Ha pUCYHKe 4.

0.6} P(n) |
0.5

0.4 \
0.3 \

0.2 \
\

Puc. 2. Hantocmpayus npoyecca popMupo8arust mecmossix e \\\
3adaHull 015 nimu cmyodeHmos. —
0 1 2 3 4 5 6 7 4
Puc. 3. MHo20y20/16HUK pacnpedeeHusl.
s mepBoro ctyseHTa cucreMa GoOpMUPYET BO-
npoc 1 uiau 2. AHaJIOTUYHO, [Ji1 BTOPOTO CTyJleHTa
cucteMa popmupyet Bomnpoc 1 uiu 2. B aTom ciy-
qae Co4eTaHHA BCEeX BO3MOXHbIX BAPDHUAHTOB C(l)Op-
MHUPOBAaHHBIX CHUCTEMOMN BONPOCOB I/ ABYX CTY-
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1iF(n) 1 0.968
0.937
0.9 0.875
0.8
0.75
0.7
0.6
0.5 0.5
0.4
0.3
0.2
0.1
0 n
012 3 456 7

Puc. 4. PyHkyus pacnpedeneHusi.

AHanuz rpaduka yHKIUM pacnpejeseHus
(puc. 4) no3BoJISAET CAEIATD CEAYIOLHE BBIBOJBIL:

BepoAaTHOCTb TOr0 YTO NPU TECTUPOBAHHUE JBYX
cTyneHTOB (n=2) 6yjeT u3BecTHa WHopMalus o
JIByX BorpocoB paBHa P(2) = 0.5. BeposiTHOCTb TOr0O
YTO MPHU TECTUPOBAHUH TPeX CTyAeHTOB (n = 3) 6y-
JleT U3BeCTHA UHPOopMalHs 0 ABYX BOIPOCAX paBHa
P(3)=0.75uT &

OCHOBHBIE YHCJIOBbIE XapAKTEPUCTUKH JUCKPET-
HOU C/Iy4allHOM BeJIMYUHBI N:

MaTemaTu4eckoe 0XUJAHUE JUCKPETHOW CJy-
YalHOM BeJIMYMHBI h onpesiesseTcs no popmyie:

oo

M) = Zn-Pn

n=2

(2)

[lockosIbKy 3HaueHUe BepOATHOCTH Pn juda
KaX/0T0 CJIeIYI0LIero 3HauyeHusl CJIy4alHOU BeJu-
YHHBI N COOTBETCTBYET NPUHLUNY AUXOTOMUY, T. €.
Pn = Pn-1-0.5 dopmyny (2) MmoxkHO npeo6pa3oBaTh
B YMCJIOBOU PAL;

Mn)= 1+

(3)

Jlvcniepcusi AUCKPEeTHOHN CJAy4YalHON BeJHYUHBI
n onpejensieTcs no popmyJie
o
D(W = ) (n—M()? P, =2 4)
n=2

PaccmoTpuMm cayyait npu k=3, cucrema ¢popmu-
pyeT TpHY TECTOBBIX 3a/laHUA JJIS KaXK/I0TO CTY/eH-
Ta MO0 OJHOMY Bompocy. PaaMepHOCTb 3a7a4u BO-
3pacTaeT B reoMeTpuyeckol mporpeccuu. Obiee
YUCJI0 BCeX KOMOWHAIMKA HCXOZ0B TECTHPOBAHMUSA
cra”HoBuTcs k¥ = 3% = 27. Bce BO3MOXKHbIe coYeTa-
HUSI BOIPOCOB B TECTOBBIX 33/]aHUM C yYETOM Mec-
Ta pacrnoJsioxkeHus Tpex uuop 1, 2, 3 npuBeeHbI B
TabJsuie 3.

B Tab6suie 3 MOXXHO BBIAEJUTH TPU 006J1ACTU
A, B u C. B o6siactu A HaxoauTtcda n! = 3! = 6 Bos-
MOXXHBIX COYE€TAaHUN BOIPOCOB B TECTOBBIX 3a-
JaHUSX [OJs TpexX CTYAeHTOB, CJieJ0BaTeJbHO,
BEPOSTHOCTb COOBITHUS MONACTh B 06/1aCTh A paB-
Ha P(4) = % =0.2222.. 0O6JacTb A COOTBETCTBY-
eT CUTyaluH, Koraa uHopManus o coJepKaHuu
BCEX TpPex BOMPOCOB CTAHOBUTCS U3BECTHA.

O6uactb B cogepxxut Tpu mojobsactu Bl, B2,
B3. B mogmo6siactu B1 McCmosib3yoTcs TOJBKO JBE
nudpel 1 1 2, npuyeM oJjHa U3 UPP MOXKET MOB-
TopATbCA. Eciu noBTopsiercs nudpa 1, Takue co-
YeTaHHUs COOTBETCTBYIOT HOMEPAM HUCXOJ0B 7, 8,
9, ecnu moBTOpsieTcs nudpa 2, TaKUe COUYeTaHHUS
COOTBETCTBYIOT HOMepaM ucxogoB 10, 11, 12, yto
oTo6paxkeHO B Tabsuue 3. Yuc/I0 nepecTaHOBOK C
NOBTOPEHUSIMU ONpejiessieTcs: o popmye:

Ta6auya 3
123 112 221 113 331 223 332 1123
n|1|2|3|4/|5 718|9(10[{11(12|13]14(15|16|17|18]|19(|20(21|22|23|24|25/26|27
11 |1|2(2|3|3|1(1]2|22)1|1]1]3 3112213332123
2122131 |2|1|2]1(2]1|2]1|3]1 1131213213123 (1(2]3
313|3(3|1|2|1]2|1|1f{1]2]2]3|1]|1 3131212121313 |1(2]|3
B1 B2 B3
< > >
A B C
N < — €
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k! 3! 3!
kqlky!

M(k1, k2) = (5)

T2 112l

rae ki=2 nepBbIi BONPOC BXOJUT B COYETAHHUS
JBaK/bI, aHAJIOTUYHO k2=2 — BTOPOH BOIPOC BXO-
JUT B coueTaHus JABaXJbl. CieloBaTeJbHO, YHUCJIO
codeTaHul udp B obsactu B1 paBHO 6.

AHaJIOTMYHBIA pacyeT MOXKHO MPOBECTHU JJis MO-
po6sacted B2 u B3, ciiegoBaTesibHO, 06111ee KOJU-
4YeCTBO couyeTaHuH udp B obsactu B paBHO 18.

BeposATHOCTH TOTO 4YTO coueTaHUe IUPp OyAeT
NpUHaAIeXaTh nojgob6aactam Bl uau B2 wiau B3
B3 P(By) = P(By) = P(By) = = == = 02222 ...

W13 aToro cieayeT, 4TO BEPOSATHOCTD MONACTh B
o6Jiactb B paBHa P(B) = P(B,) + (B,) +

P(By) = g = § = 0.666 ...

B o6s1acTtu C BO3MOXKHBIX COUETaHUH 3, ciefoBa-
TeJIbHO, BEPOSTHOCTh MOoMNacTh B 06s1acTh C paBHa
P(C) = 2—37 = % =0.1111...B o6sactu C HeM3BECTHO
coZiep>kaHue JBYX BOMPOCOB - UK 2 U 3 uau 1 u 3
w1 u 2.

Ecau coueTaHre HOMepPOB BOMPOCOB B TECTOBBIX
33/IaHUSX He MOTNaJIo B 06J1aCTh A, C/ie0BaTENbHO,
coyeTaHHE HOMEPOB BOIMPOCOB MOIaso B 06J1acTb B
usu C. Ho nockosibKy B o6s1acTu C HEU3BECTHO 2 BO-
poca, TO MPU TECTUPOBAHUU YeTBEPTOTO CTYZeHTa
o6siacTb C He 1aCT OTBET Ha CO/lepiKaHHe BCeX TPeX
BompocoB. Eciu peanusoBasiock cobbiTHe B Bepo-
sATHOCTb KoToporo P(B)=0.666...To A5 TOro 4To6bl
MHpOpMalKs 0 BCeX TPeX BONPOCOB Oblyia H3BECTHA
Heo6X0IMMO YTO6bI BbINAJ OJJUH U3 HEJIOCTAIINX
HOMepoB Bomnpoca (sin6o 1, mu6o 2, 6o 3). Bepo-
SITHOCTB 3TOTO COObITHS paBHaP(X) = %‘CO6bITI/IH B
U X ABJIAIOTCS HE3aBUCUMBIMH, UCIOJIb3Ys GOpMYy-
JIy IJis YMHOXEHHUsI BEPOSITHOCTEN He3aBUCHMBIX
co6bITHH B 1 X MOXXHO ONpese/iMTh BEPOSATHOCTh
TOTO YTO NPH TECTUPOBAHUM YETBEPTOIO CTY/[EHTA
“HbOpMAIUSA O COJ[epP’KaHUHU BCEX TPeX BOIMPOCAX
OyayT U3BECTHA.

(6)

Takum 06pa3oM, BepOSAITHOCTb TOT0 4YTO UHPOP-
Mal{s 0 BCeX TPeX BONpocax Oy/ieT U3BeCTHA ITocJie
TEeCTUPOBAHUs YeTBEPTOro CTy/eHTa paBHa P(n) =
P(4) =0.222...

Eciu npu TecTUpOBaHUHU YeTBEPTOro CTYJEHTa
He CTaJIo U3BeCTHa HHQopMaLuu 06 OAHOM U3 Tpex

Bompocax (1uiu 2 uimn 3) MOXKHO C/lesIaTh CAeyIo-
111e BbIBOJbI:

- 1npu $opMUpPOBAaHUM Bollpoca HoMepa 1 s
4YeTBEPTOro CTyAeHTa KOMOMHAlMs codeTa-
HUHM BONPOCOB JJisl TpeX NpeblAyLiuX CTY-
JIEeHTOB COOTBETCTBYeT MNojobJsacTaM Bl u
B2 B KoTOpBIX HHPOpPMALUA O COAepKaHUHU
BoIlpoca HoMep 1u3BecTHa, B Nofo6s1actu Bl
Heu3BecTHa MHQopMaLMs 0 BOIPOCe HOMep
3, a B nofgo6sactu B2 HeusBecTHa HHPOpMa-
LIMf 0 BOIpOCe HOMeD 2;

- 1npu GOpMHUPOBAHUM BOINpoca HOMep 2 [
4YeTBEPTOro CTyAeHTa KOMOMHAlUs codeTa-
HUM BONPOCOB JJisl TpeX NpeblAyLiuX CTY-
JIEeHTOB COOTBETCTBYeT MnozobJsactaM Bl u
B3 B KoTOpBIX HHPOpPMALUA O COAepKaHUHU
BOIIpOCca HOMeP 2 M3BeCTHa, B Tof06JacTy Bl
Heu3BecTHa MHQopMaLMs 0 BOIpPOCe HOMep
3, a B nogo6sactu B3 HeusBecTHa HHPOpMa-
1M 0 Bonpoce HOMeD 1;

- 1npu GOpMUPOBAHUM BoIllpoca HOMep 3 A
4YeTBEPTOro CTyAeHTa KOMOMHAlMs codeTa-
HUM BONPOCOB JJisl TpeX NpeAblAyLiuX CTY-
JIEeHTOB COOTBETCTBYeT MNozobJsactaM B2 u
B3 B KOoTOpBIX HHPOpPMALUA O COAepKaHUHU
BOIlpoca HOMep 3 U3BeCTHa, B Tofo06J1acTy B2
Heu3BecTHa MHQopMaLMs 0 BOIpPOCe HOMep
3, a B nogo6s1actu B3 HeusBecTHa HHPOpMa-
LM 0 Bopoce HOMeD 1;

Heo6xoauMo0 y4uTBIBaTh, YTO IOCJIE TECTHUPO-
BaHUsl YeTBEPTOro CTyZeHTa B o6sactu C nosiBis-
I0TCSl COYeTaHUsi HOMEPOB BOINPOCOB, B KOTOPBIX
M3BecTHa HHPOpMaIUs 0 coJlepKaHUHU ABYX BONPO-
cax (cM. Tabauny 4 coueTaHU HOMEPOB BOIpoca B
o6usiactu C) 3TO 06CTOATENBCTBO HEOOXOAUMO Y-
ThIBaThb [IPY BbIYMCIEHUN BEPOSITHOCTEH.

B Tabuinie 4 coueTaHUs1 HOMEPOB BOIIPOCOB B 06-
nactu C cootBeTcTByoT 111, 222, 333. [Ipu Tectu-
POBAaHUM 4YEeTBEPTOTO CTY/ZleHa, B 3aBUCUMOCTH OT
HoMepa Bonpoca (1 unu 2 unu 3) B 06s1actu C nosiB-
JISIIOTCS1 COYEeTAHUSI HOMEPOB BONPOCOB, B KOTOPbIX
HeH3BeCcTHa MHPOpMalUs O CoAepKaHUU OJHOTO
13 TPex BOIIPOCOB.

December 2022

Journal of Information Technology and Applications

123



JITA 12(2022) 2:111-126

Jlbiznos C.C., ET AL

Ta6auya 4
1]2
n (25|26|27
11123
21123
3|11(2]|3
1 BN
412| 2|2
3(/3|3

W13 ckazaHHOTrO CIeAyeT, TO YTOObl HHpOpMaLUs
0 BCeX TpeX BOMpocax Gbljia U3BECTHA, HEO6X0AUMO,
YTOOBI CUCTEMA AJIS MATOr0 CTyAeHTa chopMUpo-
BaJsia BOMPOCHI U3 06/1acTel, BEpOSATHOCTb MONa/a-
HUS B KOTOpbIe paBHa:

p= (£+2-£) =2 =0.518518... (7)
27 27 27

Jlsl BBIYMC/IEHUS] BEPOSATHOCTH, TOTO, YTO HH-
dopmanusa o Bcex Tpex Bompocax OyJeT W3BeCTHA
nocJie TeECTUPOBAHMUS MATOTO CTYAEHTA, HEOOX0AH-
MO YYHUTBIBATb U BEPOSITHOCTH BbINAI€HUsT OJHOU
u3 qudp au60 1 gu60 2 M60 3, 3Ta BEPOATHOCTH
paBHa % , CJIeJIoBaTeJIbHO MOXKHO 3alHCaTh:

[IpoBe/ist aHAIOTUYHBIN aHaAU3 s n = 6, 7, 8...
MOXKHO [OJIyYUTb pacuyeTHbIe BblpaxkeHus AJis P(n).

[Ipu k=4 (kKosM4YecTBO BONPOCOB B KaTeropuu
GaHKa BOIPOCOB CHUCTEMbI) Pa3MepPHOCTb 33aJa4H
3HAYMTEJNIbHO yBeJu4YuBaeTcsd K< = 4*= 256, 4yTo
CYLECTBEHHO YCJOXHSIET IMOJIyieHHe pacyeTHBIX
BbIpaXKEHHH, T03TOMY 6bLjIa CO3/1aHA UMHUTAIUOH-
Hasi MoJiesib mpoliecca GOpMUPOBAHUS CUCTEMOU
Moodle TecToBBIX 3aJ]JaHUM /1 CTYAEHTOB. Pe3y-
JIbTaThl UMHUTAIlMOHHOTO MO/JleJIMPOBaHUSA NpHBe-
JleHbl HUXKeE.

B Tabsunax 5, 6, 7, 8, 9 npuBeZieHbI 3aKOHBI pac-
npejie/leHUs1 IUCKPETHOW CAydallHOM BeJIMYHHBI N
- KOJIMYEeCTBA TECTUPYEMbIX CTYJeHTOB, 3a/JaHHbIE
B TabM4HON popMe, A/ pa3IMyHbIX K - Kostdye-
CTBO BOIIPOCOB B KaTEeropyuu GAHKA BONPOCOB CHUC-
TeMbl. Heo6x01MMO BhINIOJIHEHUE YCI0BUA 1 2 k.

MHOroOyroJIbHUKMY pacnpezesieHui JUCKPEeTHOU
CyYalHOUW BEeJIMYMHBI N [/l pas3JndHbIX K mpej-
CTaBJIEHbI HA PUCYHKe 5 U QYHKIUUHU pacnpejese-
HUSA Ha pUCYHKe 6.

14 1 14 8
P5)=—--=—=10.17283... ( )
27 3 81
k=2 Ta6auya 5
n ‘ 2 3 4 5 6 7 8 9 10
P(n) ‘ 0,5 0,25 0,125 0,0625 0,03125 0,01563 0,00781 0,0039 0,00195
=3 Taé6auya 6
n ‘ 3 4 5 6 7 8 9 10 11
P(n) ‘ 0,17283 0,1233 0,0848 0,05760 0,0384 0,0264 0,01722
=4 Ta6auya 7
n 4 5 6 7 8 9 10 11 12
P(n) 0,0936 0,1407 0,1465 0,1319 0,1101 0,0882 0,0675 0,0535 0,0407
k=5 Ta6auya 8
n ‘ 5 6 7 8 9 10 11 12 13
P(n) ‘ 0,0382 0,0768 0,1002 0,1076 0.1043 0,0956 0,0837 0,0716 0,0601
k=6 Taéauya 9
n ‘ 6 7 8 9 10 11 12 13 14
P(n) ‘ 0,0155 0,0385 0,0599 0,0750 0,0826 0,08444 0,0817 0,0760 0,06141
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Puc.6. PyHkyuu pacnpedesieHust OUCKpemHoll cAy4atiHoll 8eAUHUHbI N.

AHanu3 rpadrUKoB Ha PUCYHKE 6 TOBOPUT O TOM,
YTO MPH LIECTHU Bompocax B KaTeropuu (k=6) npu
TecTupoBaHuu 21 ctygeHTa (n=21) BEpOSATHOCTb
TOro 4TO MHPOpPMALUS O COZEPKAHUM BCEX LIEC-
TH BOIIPOCOB € BepoATHOCThIO 0,8 6yzeT n3BecTHA
BCEM CTyZleHTaM rpyNIbl.

B Ta6sune 10 mpuBefeHbl AJis pa3JUYHbIX K
OIleHKM MaTeMaTHU4yeCKHX OXuJAaHuh M(n), auc-
nepcui D(n) u cpefjHeKBaJ[paTUUYECKUX OTKJIOHE-
HUH 6(n) AJ1s1 AUCKPETHOH C/Iy4yaliHOM BEJIMYMUHBI N.

Ha pucyHke 7 npejcTaBJieHbl 3HaYEHUS OLEHOK
MaTeMaTUYeCKUX OXKuAaHuu M(n), aucnepcuii D(n)
U CpeJlHEKBA/[paTUYECKHUX OTKJIOHEHUM 6(n) aus
JVCKPETHOM CJIy4YalHOW BeJIMYMHBI N IPU pa3J/iny-
HbIX K, rie k - KoJ1M4ecTBO BONPOCOB B KATETOPUH
6aHKa BoIpocoB cucTeMbl Moodle.

06beM BBIGOPKU MPU UMHUTALMOHHOM MO/ EJH-
POBaHUU /15 KaXKA0T0 3Ha4YeHUsI K cocTaBisieT 60-
Jiee 0JHOTO MUJIJINOHA peasiu3aLui.

[IpoBessi aHa/IM3 pacuyeTHBIX BhIpAXKEHUHN U pe-

Ta6auya 10
k 2 3 4 5 6
M(n) 3 5.5 8.33 11.42 14.69
D(n) 2 6.82 14.4 25.25 38.94
d(n) 1.41 2,57 3.79 5,02 6,24
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Puc. 7. Oyenku mamemamuyeckux oxcudarnuti M(n), ducnepcuii D(n) u cpedHekeadpamuyeckux omkaoHeHuli 5(n).

3yJITAaTOB UMHUTALMOHHOTO MO/IEJTMPOBAHUS MOX-
HO c/ieJlaTh BbIBOJ, O TOM, YTO UMUTALMOHHAS MO-
JleJib aJIeKBaTHO OTpakaeT mpoiiecc GpopMUpoOBa-
HUsl TECTOBBIX 33JJaHUH /ISl CTY/IEHTOB.

[lonyyeHHble pe3yabTaThl MO3BOJAT Mpenoja-
BaTeJIsIM PallMOHAJILHO Pa3pabaThiBaTh ClleHAPUU
NpOBeJIEHNUS] TECTUPOBAHUS CTY[AEHTOB B CUCTEME
Moodle c yueToM KOJIMYECTBA CTYAEHTOB B Ipymnmnax
¥ KOJIMYECTBA BONPOCOB B KaTeropusax 6aHKa BO-
IIPOCOB CUCTEMBL.
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Abstract: The intellectualization of transport systems is accompanied by the widespread use of web applications. The paper
presents a system of criteria for evaluating the effectiveness of vulnerability scanners for web applications of intelligent transport
systems, the features of the functioning of which impose additional requirements for the secure development of applications
used in critical information infrastructure and systems interacting with it. A study was made of the most famous web application

vulnerability scanners.

Keywords: Attack, computer attack, critical information infrastructure, information security, information security threat, intelligent
transport system, vulnerability scanner, vulnerability web application.

INTRODUCTION

The construction of intelligent transport systems
(hereinafter referred to as ITS) is based on the V2X
concept [1, 2]. This concept provides that each in-
telligent vehicle interacts with other vehicles and
transport infrastructure, as well as with any other
objects, the functioning of which can affect trans-
port security. On the other hand, ITS, as a kind of
transport systems, are objects of critical informa-
tion infrastructure (hereinafter referred to as CII)
[3, 4]. The security of ITS (CII) significantly depends
on the information security of software (hereinafter
referred to as software).

Due to these factors, when developing and oper-
ating applications, ITS (CII) owners are required to
take measures to ensure the information security of
software at all stages of its life cycle, including fol-
lowing the rules for secure development, distribu-
tion, operation, technical support and decommis-
sioning of software, and to utilize trusted software
development tools, as well as trusted security con-
trols for software used at ITS facilities (CII) [5, 6].

The intellectualization of transport systems is

accompanied by the widespread use of web appli-
cations. This is due, in particular, to the possibility
of their development for cross-platform use and the
relatively weak requirements for the computing
power of devices and their memory. Web applica-
tions are also characterized by comparative sim-
plicity and high speed of development, which, along
with advantages, entails the risk of deficiencies in
architecture, code, support, and others.

Let us clarify that a web application is a program
executed by a web server that responds to dynamic
web page requests via the HTTP protocol [7].

For ITS web applications, a wide range of threats
are relevant, which can manifest themselves in the
physical, network and wireless areas of informa-
tion security and create diverse vectors of computer
attacks on ITS (Fig. 1 [8]). In the physical domain,
threats to ITS web applications arise due to the
possibility of direct access to devices embedded in
vehicles and transport infrastructure facilities. Vio-
lations of the information security of web applica-
tions can be caused by the possibility of carrying out
attacks on vehicles, transport infrastructure objects
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and devices of other objects located in close prox-
imity to the attacked ITS, via wireless accessed net-
work. ITS web application vulnerabilities can also
be exploited remotely via networks.

Successful attacks on web applications can vio-
late the security of information of ITS owners, vehi-
cles and other ITS objects, lead to violations of con-
fidentiality, integrity, accessed onness, authenticity,
non-traceability, accountability and other important
properties of information.

Software vulnerability scanners are an impor-
tant information security tool. The effectiveness of
vulnerability scanners (their performance, accuracy
of vulnerability detection, and other properties)
significantly depends on the completeness of the
databases used, the volumes of which can be quite
significant. Under these conditions, it is advisable

Wireless
Attacks

Figure 1. Information security areas of ITS
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Figure 2. ITS information security threat landscape

to adapt the algorithms of the scanners for specific
types of software or use specialized scanners. A web
application vulnerability scanner is an automated
security program that looks for software vulner-
abilities in web applications [7]. These scanners are
widely available both in the form of free software
and in proprietary (commercial, paid) versions.

Given the peculiarities of the architecture of
web applications, as well as the intensive growth of
threats in this particular area of information tech-
nology, this paper considers web application vulner-
ability scanners (WAVS, web application vulnerabil-
ity scanners).

WEB APPLICATION ARCHITECTURE

A web application consists of a set of scripts that
reside on a web server and interact with databases
or other dynamic content sources. Using the infra-
structure of the Internet, web applications allow
service providers and customers to share and ma-
nipulate information regardless of platform.

The web application has a distributed n-tier ar-
chitecture. Typically, there is a client (web browser),
a web server, an application server (or multiple ap-
plication servers), and a database server (data stor-
age system). Figure 1 shows a simplified view of the
web application. A firewall may operate between
the web client and the web server.

LS

Beb-6paysep

LS

Figure 3. Layered web application architecture

<« HEEE >
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O Basa gaHHbIX

Beb-cepBep

CLASSIFICATION OF WEB APPLICATION
VULNERABILITIES

The growing number of web site vulnerabilities
has prompted many organizations to take a critical
look at the security quality of their web applications
and has led to the formation, among other things,
of large international communities seeking to im-
prove the security of web applications. These com-
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munities have proposed several classifications for
threats, vulnerabilities, and attacks on web appli-
cations. These communities include OWASP (Open
Web Application Security Project) and WASC (Web
Application Security Consortium).

Classification of vulnerabilities according

to WASC

The Web Application Security Consortium
(WASC) identifies 49 types of threats classified ac-
cording to two basic criteria: weaknesses (the cause
of the vulnerability) and attacks (types of attacks)
[9]. This classification is presented in Table 1.

Table 1. Classification of threats according to WASC

Threat

Attack Weakness

Abuse of functionality Incorrect application configuration

Brute force Catalog indexing

Buffer overflow

Incorrect file system permissions
Substitution of information

Session/credential prediction Incorrect input handling

Cross Site Scripting (XSS)

Incorrect output handling

Cross-site request forgery

Information leak

Denial of Service

Insecure Indexing

Fingerprinting

String format error

Insufficient protection against
automation

Smuggling HTTP responses

Insufficient authentication

Splitting HTTP responses

Insufficient authorization

Smuggling HTTP Requests

Insufficient password recovery

Splitting HTTP Requests

Incomplete process check

SSlinjections

SQL injection

URL redirect abuse

XPath Injection

XML Attribute Extension

External XML Objects

Extending XML Objects

XML injection

XQuery injection

In addition, the WASP classification indicates
where in the development life cycle (design, imple-
mentation, and deployment) of an application, a
particular type of threat is most likely to be applied.

Classification of vulnerabilities according

to OWASP

Unlike WASC, which describes all possible at-
tacks, the Open Web Application Security Project
(OWASP) only considers the top 10 security threats
every 3 years. It publishes a ranking of the 10 most
dangerous security vulnerabilities in the “OWASP
Top 10” document and allows the project team to fo-
cus on protecting the web application from the most
important threats [10].

The ranking (in descending order of number) of
the top ten web application vulnerabilities accord-
ing to the OWASP 2021 report is shown in Table 2
[11].

Table 2. Top 10 web application vulnerabilities according to
OWASP 2021 report

Integer overflows

Insufficient session expiration

Location Type of vulnerability

LDAP injection

Implementing mail commands

Insufficient transport layer
protection

Zero bit injection

Incorrect server configuration

0S management

Detour path

Resource location prediction

Remote File Inclusion (RFI)

Route detour

Session fixation

SOAP array abuse

Al Broken access control

A2 Cryptographic failures

A3 Injections

A4 Insecure design

A5 Incorrect security setting

A6 Vulnerable and outdated components

A7 Failures inildentification and authentication
A8 Failures in software and data integrity

A9 Security logging and crash monitoring

A10 Server side request forgery
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WEB APPLICATION VULNERABILITY SCANNERS

The following main tasks are assigned to web ap-
plication vulnerability scanners [12, 13]:

- search for all types of vulnerabilities de-
scribed in OWASP top 10 [11];

- reporting an attack that demonstrates a vul-
nerability;

- definition of an attack with indication of the
location of the script, input data and context;

- definition of a vulnerability with a name se-
mantically equivalent to the names from the
OWASP top 10;

- providing the ability to authenticate in the ap-
plication and maintain a connected state;

- providing a sufficiently low level of false posi-
tive results.

Architecture of web application

vulnerability scanners

The basic architecture of web application scan-
ners (WAVS) is shown in Figure 3.

WAVS

Mogynb obxoaa Mogyne atakn | Moayns aHanusa

\_ Beb-npunoxeHue .
y

/
% -
Rt - i

Figure 4. Basic architecture of web application vulnerability
scanners

A. Bypass module

The traversal is performed by a component called
a crawler. The crawler examines a web application
to recover and identify web pages related input vec-
tors such as HTML form input fields, GET and POST
request parameters, and cookies. In addition, the

scanner creates an indexed list of all pages viewed.
Detection of web vulnerabilities significantly de-
pends on the quality of the crawler. If the crawler is
mediocre, then the scanner will most likely miss the
vulnerability [14, 15].

B. Attack module (fuzzing)

Fuzzing is performed by a component called a
fuzzer. The fuzzer parses the page URLs and input
vectors viewed by the crawler and then sends poten-
tial attack patterns to the entry points defined in the
previous step. This component generates incorrect,
random, or unexpected values to run a threat check
for each entry and vulnerability type that the Web
Application Scanner checks. For example, to check
for the possibility of cross-site scripting (Cross-Site
Scripting, hereinafter XSS vulnerability), the attack-
ing module (fuzzer) will try to inject malicious Ja-
vascript code [14, 15].

C. Analysis module

This module analyzes the results of the fuzzing
step to detect the presence of vulnerabilities and pro-
vide data to other modules. If the pages returned in
response to the input tests for SQL injection contain
a database error message, the analysis module will
conclude that there is a SQL vulnerability [14, 15].

Preliminary analysis of security scanners

When examining scanners, two approaches are
used. In one case, scanners are checked to identify
one specific vulnerability, as, for example, in [14,
15]. In another case, researchers use a large number
of types of vulnerabilities in their test applications
[16-21].

In [16], an analysis of the effectiveness of 8 com-
mercial vulnerability scanners on well-known ap-
plications was carried out. Most scanners found the
SQL injection vulnerability and reflected the XSS
vulnerability. Other vulnerabilities were not detect-
ed at all or were detected at a very low frequency.

In [17] several scanners were tested that failed to
detect reflected XSS and SQL injection, but were able
to detect stored XSS and cross site request.

In [18], an analysis of open source scanners was
carried out in accordance with the OWASP Top 10
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K NYTAM BbINOAHEH UA MCNONHAEMOTO KOAa NPOorpammel Coém
AHanw3 BuHapHoro koga Bu3yam3aLma AaHHbIX MHKPONPOrpammH oro
Kona
AHanu3 baiT-KoAaa KomnunupoBaHue koga
a = NoaTeepwaeHue
CHHTaKCH4ECKUA aHaNM3 WTepaTMBHBIM aHa/IM3 NOTOKA A3 HHbIX YA3BMMOCTH

ABCTPaKTHaA MHTEpPNpeTauus

I:I - LEeNEBOM METOA

Figure 5. General methodology for finding vulnerabilities and undeclared software features

according to the criterion of detectability, using an
average indicator.

In [19], 3 scanners were tested for 3 different
web applications in terms of code vulnerabilities
detection.

In [20], the main attention was paid to the detec-
tion of stored XSS, based on the results of the anal-
ysis [21], the previously obtained estimates of the
weaknesses and limitations of scanners were con-
firmed.

Reference [21] presents some evaluation reports
on the results of running QualysGuard WAS and Acu-
netix WVS against the selected test bed.

BuiGop

Buibop

3TanoHa HHCTPYMEHTOE

AyTEHTMHMKALMA NPOTPAaMMHOT0 KOAa

BuiGop

nokasarened

I:I - BCNOMOraTenbHbli MeTop,

However, in these and other well-known works,
a comprehensive study of the effectiveness of scan-
ners, including their performance, was not car-
ried out. This paper evaluates eleven web applica-
tion scanners (both commercial and open source)
against comprehensive performance metrics.

METHODOLOGY FOR SEARCHING FOR WEB
APPLICATION VULNERABILITIES

The general methodology for searching for vul-
nerabilities and undeclared software features is de-
scribed in [22] and shown in Fig. 2. 4.

Figure 6. Methodological process
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For web applications, the procedure for
searching for vulnerabilities that should be per-
formed by the scanner is shown in Fig. 5.

A. Choice of reference

Vulnerable test applications are required to eval-
uate and test scanners. These applications must be
described in detail, contain a list of all the weakness-
es introduced into the application, so that it is pos-
sible to fully determine all true positive, false posi-
tive and false negative scanner responses and their
aggregate values based on the scan results (herein-
after referred to as IP, LP, LO results, respectively).

True positive results reflect the number of vul-
nerabilities found that actually exist. In a web appli-
cation, this indicator should tend to zero.

False positive results indicate the number of vul-
nerabilities found that are not actually present in
the application.

False negatives show the number of vulnerabili-
ties introduced into the application but not detected
by the scanner.

The study used a vulnerable web application
from the WAVSEP (Web Application Vulnerability
Scanner Evaluation Project) [23]. This evaluation
platform contains a collection of unique vulnerable
web pages that can be used to test various proper-
ties of web application scanners.

The used vulnerable web application WAVSEP
BENCHMARK is written in java JSP and is designed
to evaluate the capabilities, quality and accuracy of
web application vulnerability scanners [24].

The WAVSEP benchmark includes the test cases
shown in Table 3.

Table 3. Total number of vulnerabilities for each type in WAVSEP

Number of true  Number of false

Vulnerability type L. "
yiyp positive cases positive cases

SQL Injection 136 10
Reflected XSS 66 7
RFI - Remote File Inclusion 108 6
Path traversal /LFI - Local File 816 8

Inclusion

B. Selection of scanners to study

The study was conducted on commercial and
open source scanners, details of which are present-
ed in Table 4 (commercial scanners in italics).

C. Selecting scanner performance metrics

The study was conducted using the following
performance indicators of scanners [25, 26].

A) Accuracy, as the ratio of correctly detected
vulnerabilities to the total number of test vulner-
abilities:

[P

Accuracy = ————
: I[P+ LF

The higher the Accuracy, the lower the number of
false positives, hence the scanner is more accurate
in detecting vulnerabilities.

Table 4. General characteristics of the studied scanners

Scanner Company / developer Version License Technology
BurpSuite PortSwiger 1.6.12 Commercial / Free (Limited Capability) Java
Acunetix Acunetix 10 Commercial / Free (Limited Capability) Perl
Wapiti InformaticaGesfor 2.3.0 Open Source Python
SkipFish Google 2.10 Open Source C
Netsparker Mavituna Security 23 Commerecial .Net
W3AF W3af devel 1.2 Open Source Python
AppSpider Rapid 7 6.0 Commercial Java
IronWASP L. Kuppan 09.7.1 Open Source .Net
Arachni Tasos Laskos 2.2.1 Commercial Ruby
ZAP OWASP 23.1 Open Source .Net
Vega Subgraph 1.0 (beta) Open Source Java
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B) Sensitivity, as the ratio of correctly detected
vulnerabilities to the total number of detected vul-
nerabilities:

IP
IP+LO

Sensitivity

The more Sensitivity, the less false negative re-

sults. Hence, the tool is better at detecting vulner-
abilities.

C) F-measure, which represents the har-

monic mean of accuracy and sensitivity, given
by:

2 ¥ Accuracy X Sensitivity

F—-measure = ——
Accuracy + Sensitivity

These three metrics can be used to rank
scanners according to the goals of the bench-
mark user.

RESULTS OF EVALUATION OF WEB APPLICATION

SCANNERS

Scanners were examined using the WAVSEP test
suite.

Tables 5, 6 show the test results. Values high-
lighted in bold indicate the total number of vulner-
abilities in WAVSEP mentioned in Table 5. Values
highlighted in yellow indicate the level of detection,
while the rest indicate the number of IP, LP, LO found.

Tables 7-10 present the results of the study of
scanners according to the criteria of accuracy, sen-
sitivity and F-measure.

D) Generalization of test results

Summary graphs of accuracy, sensitivity, and F-
measure for the studied scanners and vulnerabili-
ties are shown in Fig. 6-9.

Table 5. Results of WAVSEP tests for SQLI and XSS vulnerabilities by IP, LP, LO values

Test results

satLl XSS
Scanners
IP LO LP P Lo LP
136 10 66 7
136 3 62 0
BurpSuite S — 0 4
100% 30% 93.93% 0%
136 2 44 3
Wapiti —_— 0 22
100% 20% 66.66% 42.85%
136 0 66 0
Acunetix —_— 0 0
100% 0% 100% 0%
102 0 65 0
SkipFish 34 1
75% 0% 98.48% 0%
136 3 64 0
Netsparker —_— 0 2
100% 30% 96.96% 0%
81 3 19 3
W3AF 55 47
59.55% 30% 28.78% 42.85%
132 0 66 0
AppSpider — 4 0
97.05% 0% 100% 0%
136 5 52 0
IronWASP S — 0 14
100% 50% 78.78% 0%
136 5 63 0
Arachni T — 0 3
100% 50% 95.45% 0%
136 0 63 0
ZAP S — 0 3
100% 0% 95.45% 0%
136 2 66 0
Vega —_— 0 0
100% 20% 100% 0%
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Table 6. WAVSEP test results for RFI and LFI vulnerabilities by IP, LP, LO values

Test results

RFI LFI
Scanners
IP Lo LP IP Lo LP
108 6 816 8
80 0 496 1
BurpSuite U — 28 320
74.07% 0% 60.78% 12.5%
. 64 0 414 1
Wapiti U — 44 402 U E—
59.25% 0% 50.73% 12.5%
] 87 0 292 0
Acunetix T s A 0% 35.78% >24 0%
. 0 (] . 0 (]
o 39 1 312 2
SkipFish U — 69 504
36.11% 16.66% 38.23% 25%
57 0 467 0
Netsparker — 51 349
52.77% 0% 57.23% 0%
13 1 461 1
W3AF U — 95 355
12.03% 16.66% 56.49% 12.5%
80 0 660 1
AppSpider U — 28 156 U —
74.07% 0% 80.88% 12.5%
IronWASP 106 2 0 288 528 !
ron U —
98.14% 0% 35.29% 12.5%
) 46 0 162 0
Arachni U — 62 654
42.59% 0% 19.85% 0%
136 1 590 0
ZAP U — 0 226
100% 16.66% 72.30% 0%
108 0 519 5
Vega U — 0 297
100% 0% 63.60% 62.5%

Table 7. Results of WAVSEP tests by values of accuracy, sensitivity and F-measures for SQLI vulnerability

Test results

Scanners sqtl
Accuracy, % Sensitivity, % F-measure, %

BurpSuite 97.84 100 98.90
Wapiti 98.55 100 99.26

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 97.84 100 98.90
W3AF 96.42 59.55 73.62
AppSpider 100 97.05 98.50
IronWASP 96.45 100 98.19
Arachni 96.45 100 98.19

ZAP 100 100 100
Vega 98.55 100 99.26
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Table 8. WAVSEP test results for accuracy, sensitivity and F-measures for XSS vulnerability

Test results

Scanners XSS
Accuracy, % Sensitivity, % F-measure, %
BurpSuite 100 93.93 96.87
Wapiti 93.61 66.66 77.86
Acunetix 100 100 100
SkipFish 100 100 100
Netsparker 100 96.96 98.45
W3AF 86.36 28.78 43.17
AppSpider 100 100 100
IronWASP 100 78.78 88.13
Arachni 100 95.45 97.67
ZAP 100 95.45 97.67
Vega 100 100 100
Table 9. WAVSEP test results for accuracy, sensitivity and F-measures for RFI vulnerability
Test results
Scanners RFI
Accuracy, % Sensitivity, % F-measure, %
BurpSuite 100 74.07 85.10
Wapiti 100 59.25 74.41
Acunetix 100 80.55 89.22
SkipFish 100 80.55 89.22
Netsparker 100 52.77 69.08
W3AF 92.85 12.03 21.30
AppSpider 100 74.07 85.10
IronWASP 100 98.14 99.06
Arachni 100 42.59 59.73
ZAP 99.08 100 99.53
Vega 100 100 100
Table 10. WAVSEP test results for accuracy, sensitivity and F-measures for LFI vulnerability
Test results
Scanners LFI
Accuracy, % Sensitivity, % F-measure, %
BurpSuite 99.79 60.78 75.54
Wapiti 99.75 50.73 67.25
Acunetix 100 35.78 52.70
SkipFish 100 35.78 52.70
Netsparker 100 57.23 72.79
W3AF 99.78 56.49 72.13
AppSpider 99.84 80.88 89.36
IronWASP 99.65 35.29 52.12
Arachni 100 19.85 33.12
ZAP 100 72.30 83.92
Vega 99.04 63.60 77.45
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Figure 7. Accuracy, sensitivity, and F-measures of SQLI vulnerability in WAVSEP

As can be seen, regarding the vulnerability of SQLI scanners Acunetix, SkipFish, ZAP Acunetix, SkipFish,
ZAP have the highest F-measure values (100%). Scanners BurpSuite, Netsparker, AppSpider, [ronWASP, and
Arachni showed F-measures of 98%, while the W3AF scanner had an F-measure of 73.62%.

So besides W3AF scanners, open source and commercial options work well for the SQLI vulnerability.
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Figure 8. XSS precision, sensitivity, and F-measures of vulnerability in WAVSEP

With respect to the XSS vulnerability, the F-measure value of the Acunetix, Skipfish, Appspider, and Vega
scanners was 100%. Similar values show scanners Netsparker, Arachni, Zap, Burp suite and [ronWASP. But
the efficiency of Wapiti and W3AF scanners is much lower in all respects.
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Figure 9. Accuracy, sensitivity and F-measures of LFI vulnerability in WAVSEP

Regarding the LFI vulnerability, the best results were obtained by the AppSpider and ZAP scanners. At
the same time, no scanner showed 100% efficiency in terms of sensitivity and F-measure.

RFI

100

e=@==TOYHOCTb %  ==@=='YyBCTBUTENBLHOCL %  ==@==F-mepa %

Figure 10. Accuracy, sensitivity and F-measures to RFI vulnerability in WAVSEP

For the RFI vulnerability, 100% results are from [ronWASP, Zap, and Vega open source scanners.
Not a single commercial scanner has shown 100% efficiency. The lowest results were obtained with the
W3AF scanner.
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CONCLUSION

The effectiveness of the studied web application
vulnerability scanners depends on the types of vul-
nerabilities. At the same time, the effectiveness of all
scanners in relation to SQLI and XSS vulnerabilities is
higher than in relation to LFI and RFI vulnerabilities.

In terms of LFI and RFI vulnerabilities, Vega
and ZAP scanners, both open source scanners, per-
formed the best, outperforming all commercial
scanners.

The availability of open source scanners that show
high efficiency (100% for some types of vulnerabili-
ties) allows us to conclude that it is possible to cre-
ate a good web application vulnerability scanner that
covers the types of vulnerabilities specific to ITS.
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OpI/II‘I/IHaJILHaH Hay4YHada CTaTbA

AHHOTauMﬂ: I/[HTeJ'IJIeKTyaI[I/IBaLU/IH TPAHCIOOPTHLIX CHUCTEM CONPOBOXKJAAETCA MHUPOKHM NPHUMEHEHUEM Be6-1'[pPIJ'IO)KeHPIﬁ.

B paGore mpejcTaBieHa CHUCTeMa KpUTepHeB OLEHKH 3(PeKTUBHOCTH CKAaHEPOB YSI3BUMOCTEeH BeG-NpUJIOKEHUH

HWHTEJIJIEKTYAaJIbHbIX TPAHCIOPTHBIX CHUCTEM, 0COGEHHOCTH d)yHKLlI/IOHI/IpOBaHI/IH KOTOPbIX HaAKJIaAbIBAKT AOIMOJHUTEJIbHbIE

TpeGoBaHHsA MO Ge30MacHON pa3paboTKe MPUIOKEHHH, HUCMOJIb3YeMbIX B KPUTUYECKOH MHPOPMAIMOHHOW MHOPACTPYKType

U CHUCTEeMaAX, BBaHMOL[eﬁCTBmeLHX C HeW. HpOBe,ELeHO HuccjiegoBaHue HauboJiee H3BECTHBIX CKaHepoOB yHSBI/IMOCTGﬁ BeO-

MPUJIOKEHUH.

KioueBble coBa: Ataka, BeG-NpUJIOKeHHe, HUHGOPMAIMOHHAs 6e30MaCHOCTb, UHTEJIEKTyalbHasi TPAHCIOPTHAs CUCTEMA,

KOMIIBIOTEpPHAs aTakKa, KpUTHYecKas WHOpMaLMOHHAsS UHQPPACTPYKTYpa, CKaHep YsSA3BUMOCTEH, yrpo3a MHPOpPMAIMOHHOU

6e30MacHOCTH, YSI3BUMOCTb.

BBEAEHME

[locTpoeHHe HHTeEJJIEKTYalbHbIX TPAHCIOPT-
HbIX cucTeM (fasiee - UTC) ocHOBaHO HAa KOHIIEMIUU
V2X [1, 2]. /laHHas1 KOHIIENIUs MpeaycMaTpPUBaET,
YTO KaXKJ0€ HHTEJJIEKTyaJlbHOE TPAHCIOPTHOE
CpeJCTBO B3aUMO/IECTBYET C APYTMMHU TPAHCIIOPT-
HBIMU CpeJICTBAaMU U TPaHCHOPTHON MHPpaACTPyK-
TYpO#, a TakxKe C JObIMU JPYTUMU 0ObEKTAMH,
GYHKIMOHUPOBAHUE KOTOPBIX CIIOCOGHO OKa3aThb
BJIMSIHWE Ha TPAHCNOPTHYI0 6e3onacHocTb. C gpy-
roii croponbl UTC, kKak pa3HOBUAHOCTH TPAHCIOPT-
HBbIX CUCTEM, SIBJSIIOTCS 06bEKTAMHU KPUTHYECKOH
HHOGOPMAIlMOHHON HWHOpacTpyKTypbl (manee -
KHH) [3, 4]. Besonacuoctb UTC (KUH) cyiiecTBeH-
HO 3aBHUCUT OT MHPOPMALMOHHON 6e30MacHOCTH
nporpaMMHoro obecnedenus (gasnee — I10).

BcaeacTBue ykasaHHbIX GpaKTOpoB HpH paspa-
60TKe W 3KCIJIyaTallud NMPUJIOKEHUN BJaJieblibl
UTC (KWUH) 06s13aHBI MPUHUMATh Mephl 10 o6ec-
neyeHuto muHopMauoHHou 6e3onacHoctu 10 Ha
BCeX 3Talax ero KM3HEeHHOro LUKJA, B TOM YUC/Ie

cO6JTI0aTh MpaBUJIa 6e30MacHON pa3paboTKH, pac-
NPOCTPaHEHHU, 3KCIJIyaTallUH, TEXHUYECKON Noj-
JlepKKH ¥ BbIBOZIA M3 3KcmiyaTanui [10, ucrnosb3o-
BaThb JlOBEpPEHHbIE cpeicTBa pa3paboTku [10, a Tak-
Ke ZloBepeHHble CpeJiCTBa KOHTPOJIsS 6e30M1aCHOCTH
[10, ucnosibzdyemoro Ha o6bekTax UTC (KHUHN) [5, 6].

WuTennekTyanusauuss TPaHCHOPTHBIX  CHUC-
TeM CONPOBOX/JAAETCs IIHPOKUM IpHMeHeHHeM
BeO-NIPUJIOXKEHU . ITO 0OYCI0BJIEHO, B HACTHOCTH,
BO3MOXKHOCTbIO UX Pa3pabOTKHU il KpoccraaTdop-
MEHHOI'0 NMPUMeHEeHUs1 U CPAaBHUTEJBHO C1aObIMU
Tpe6OBaHUSAMM K BbIYMCIUTENIbHON MOIHOCTH yC-
TPOMCTB U 06'beMaM UX NMaMATH. Be6-npuioxeHus
XapaKTepU3YITCA TakXe CpPaBHUTEJbHOW MpOC-
TOTOM W BBICOKOUW CKOPOCTbIO pa3pabOTKH, YTO, Ha-
psAy C JOCTOMHCTBAMH, BJie4eT PUCKH MOSIBJIEHUS
HeJIOCTaTKOB B apXUTEKType, KoJie, NOoAJepKKe U
Jipyrue.

YTO4YHUM, YTO NOJ Be6-NMPUTOKEHUEM TOHHUMA-
eTcsl IporpaMMma, BblIoJIHsieMas Be6-cepBepoM, OT-
Beyamwlas Ha JUHaMUYeCcKHe 3ampockbl Be6-CTpa-
Hu1bl 1o npotokosy HTTP [7].
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Jns Be6-npunokenut UTC akTyaseH wiupo-
KU CIeKTp yrpo3, KOTOpble MOIYT MPOSIBAATHCS
B $u3UYECKOH, ceTeBOM U GecnpoBOAHON o6Jsac-
TAX MHPOPMALlMOHHOM 6e30MaCHOCTH U C03/laBaTh
MHOI006pa3Hble BEKTOPbl KOMIIBIOTEPHBIX aTaK Ha
UTC (puc. 1 [8]). B ¢usuveckoii ob6sacTu yrposbl
Be6-npuokeHUssM WTC BO3HMKAlOT BC/eACTBHE
BO3MOXXHOCTH TNPSMOTO JIOCTyNa K YCTPOHUCTBaM,
BCTPOEHHBbIM B TPAHCHOPTHbIE CPEACTBA U 0OBb-
eKTbl TPaHCNOPTHOW UHpacTpyKTyphl. Hapyure-
HUsS UHPOpPMAIMOHHOW 6e30MacHOCTH Beb6-NpU-
JIOXKEHUH MOTYT ObITb BbI3BaHbl BO3MOKHOCTBIO
OCYILL|eCTBJIEHNA aTaK Ha TPAHCIIOPTHBIE CPe/ICTBA,
00'bEKTbl TPAHCMOPTHOU UHPPACTPYKTYPHI U yC-
TPOUMCTBA UHBIX OGBEKTOB, HAXOSIIUXCSA B HEMNO-
CpeACTBeHHOM 6sM30cTH K artakyeMbiM UTC, mo-
CpeACTBOM 6eClpOBOJHOrO JJOCTyMNa. YSI3BUMOCTH

Wireless
Aftacks

PucyHok 1. O6aacmu uHgopmayuoHHoll 6ezonacHocmu UTC

S
o 2., § ab

1\ Unauthorized alteration Theft Distributed Denial I
@ usefaccess 1 , of Service (DDaS)

Eavesdropping/ \ v v l Loss of
v

wiretapping 4 reputation

'THREATS FROM INTENTIONAL ATTACKS

LOCAL PUBLIC TRANSPORT OPERATORS

{examples)

(=) Qe Ee
Metro Q . Light rail Logistics/ Smart cars.
Bus fir i
< THREATS FROM ACCIDENTS B

= J f4 4 A A b\ 3

=l

o~ S BUSE 2
TR e OB 4 D TR

Operator fuser nature
Electrical and
frequency
disturbance/
interference

suj
obsolescence

PucyHok 2. /landwagm y2po3 uHgpopmayuoHHoU
6ezonachocmu UTC

Be6-npuaoxkeHnt UTC MoryT 3KCn1yaTHpOBaThCA
TaK:Xe yJjaJIeHHO yepes CeTH.

YcnemiHble aTakd Ha BeG-IPUJIOKEHHUS MOTYT
HapyuuTb 6e30MacHOCTb MHPOpMaLUMU Biafesb-
neB UTC, TpaHCIOPTHBIX CPEJCTB U IPYTUX 0ObEK-
ToB UTC, noBsieyb HapylleHUs KOHGUJEHLUAJb-
HOCTH, L|eJIOCTHOCTH, AOCTYNHOCTH, NOJJIUHHOCTH,
HeOTCJIeXKUBAEMOCTH, IMOJOTYETHOCTH M JAPYrUX
BaXKHBIX CBOMCTB UHGOpPMAIUH.

Ba)KHBIM MHCTPYMeHTOM obecneyeHUs: UHPOP-
MalLlMOHHOW 6e30MaCHOCTU SABJIAKTCA CKaHephl
ysazBuMmocTel [10. 3pPeKTUBHOCTb CKaHEPOB ysi3-
BUMOCTeH (MX NpPOU3BOAUTENBHOCTb, TOYHOCTH
BBISIBJIEHUS] YSI3BUMOCTEN U APYyrue CBOUCTBA) Cy-
IIeCTBEHHO 3aBUCUT OT MOJIHOThI MCHOJIb3yeMbIX
6a3, 06'beMbl KOTOPBIX MOTYT GbITb BeCbMa 3HAYU-
TeJIbHBIMU. B 3TUX yc10BUAX 1esiecoobpas3Ho ajan-
TUPOBATb aJIrOPUTMbl GYHKIIMOHUPOBAHUS CKaHe-
pOB oA, KOHKpeTHble BU/bI [10 nin nucnosb3oBaTh
crielMa/iM3MpoBaHHble ckaHephl. [loj ckaHepom
ySI3BUMOCTEMN BeO-NPUI0KEHUH TOHUMAEeTCs aBTO-
MaTU3UpPOBaHHas NporpaMma 6e30MacHOCTH, KOTO-
pas UILeT NporpaMMHble ysI3BUMOCTH B BeO-NIpU-
JoxkeHUsx [7]. JlaHHbIe CKaHephI LIUPOKO MpesCcTa-
BJIeHBl KakK B popMe cBo6osaHoro I10, Tak U B npo-
IpreTapHbIX (KOMMepUeCKHUX, IJIaTHbIX) BePCUAX.

YuuTbiBasi 0CO6EHHOCTH apXUTEKTYPbl Be6-IPU-
JIOXKEHHH, a TAKKe MHTeHCUBHBIN POCT yTpO3 UMEH-
HO B IaHHOW 06/1acTH HHPOPMALMOHHBIX TEXHOJIO-
Ui, B HacToseld paboTe pacCMOTPEHbI CKaHEPHI
ysS3BUMOCTEH Be6-nmpusiokeHui (gasee — WAVS,
web application vulnerability scanners).

APXUTEKTYPA BEB-MPUNOXEHUN

Be6-npusioxkeHre COCTOUT U3 Habopa CKPUIITOB,
KOTOpblEe HAaxoOAATCA Ha Beb-cepBepe W B3aWMO-
JIeCTBYIOT ¢ 6a3aMU JAaHHBIX WM JPYTUMHU HC-
TOYHUKAMU JJMHAMUYeCcKOro KOHTeHTa. Ucnosb3ys
uHpacTpyKkTypy HWHTepHeTa, Be6G-IPUJIOKEHHUS
NI03BOJIAIOT MOCTABIIMKAM YCIYyT UM KJWEHTaM 06-
MeHUBaATbCsl UHGOpMaL el 1 MaHUIYJIMPOBATh €10
HE3aBUCUMO OT MJIATPOPMBI.

Be6-npusioxkeHre UMeeT  pacnpefiesleHHYI0
n-ypoBHEBYIO apxuTeKTypy. Kak npaBuJo, cy-
1IeCTBYyeT KJUEeHT (Beb-O6pay3ep), Beb-cepBep,
cepBep NpUJOKEeHUN (UM HECKOJIbKO cepBe-
pPOB NPUJIOKEHUI) U cepBep 6a3 AaHHbIX (CHC-
TeMa XpaHeHUs JaHHbIX). Ha pucyHke 1 npepcra-

140

Journal of Information Technology and Applications

www.jita-au.com



VICCNENOBAHWE CKAHEPOB YA3BMOCTEN BEB-NPYNOXEHUIA MHTENNEKTYANbHBIX TPAHCMOPTHbIX CUCTEM

JITA 12(2022) 2:127-151

BJIEH YINPOILEHHbIN BUJ, Be6-IPUIOXKEHUA. Mexy
BeO-KJIMEHTOM U Beb-cepBepoM MOKeT (PYHKIHO-
HUPOBATb GpaHMay3p.

‘ —
- 8 €

Cepeep
NpUnoxeHUA

Beb6-06paysep

e

Beb-cepBep Ba3sa gaHHbIX

PucyHok 3. MHoz20yposHesas apxumeKkmypa 8e6-npuioxceHutl

KnAccuouKALMA YA3BUMOCTEN BEB-
NPUNOXEHUM

Pactymiee 4wuciao ys3BUMOCTEH Ha Beb-caii-
TaX MNOOYAW/JI0 MHOTHE OpPraHU3alUd KpUTHYe-
CKM B3TJITHYTb Ha KauyecTBO 6e30MacHOCTH CBOMX
BeO-NIPUJIOKEHUH MPUBEJIO K 06pa30BaHUIO, B TOM
4yHcJe, KPYMHBIX MeXAYHAPO/JHBIX COOOILECTB,
CTPEMSAIIUXCS K MOBBIIIEHHUI0 YPOBHS 6€30TacHOC-
TH Beb6-npuioKeHUH. JaHHBIMM COO6IlecTBaMu
npe/JIoKEHO HECKOJIbKO KIacCUUKALUNA JJIs yT-
pO3, yAI3BUMOCTEN U aTaK Ha Be6-npuiokeHus. Cpe-
JU 3THUX COOGLIECTB MOXHO BBIZIEJIUTh TaKHe, KaK
OWASP (Open Web Application Security Project) u
WASC (Web Application Security Consortium).

Knaccudpukanusa ya3sBuMocTen no

Bepcun WASC

KoHcopuuyMm mo 6e30macHOCTH BeG-IPHUJIOKe-
Huit (WASC) BeiaensieT 49 BUAOB yrpos, KJacCH-
GUIMPOBaHHBIX MO JBYM 6a30BbIM HpPHU3HAKAM:
cabocty (MpUYHMHA BO3HUKHOBEHHS YSI3BUMOCTH )
Y ataku (BU/bI aTak) [9]. [laHHas knaccupuka-
1 1s npejcTaB/eHa B Tabaune 1.

Ta6.auya 1. Kaaccugurayus yzpos no eepcuu WASC

Yrpo3sbl
ATaku Cnaboctu
3noynotpebnexue
HenpaswabHasa KoHdUrypaums
bYHKUMOHANbHBIMM
NPUNOXKEHUs
BO3MOKHOCTAMM

BpyTtdopc MHpekcauma Katanoros

NepenonHeHue bydepa

HenpasubHble paspeleHns
balinoBoii cucTembl

NoameHa nHdopmavmm

MporHo3npoBaHue ceaHcos/
YYETHbIX LAHHbIX

HenpasuibHas 06paboTka BBOAA

MeKcaToBbI CKPUNTUHT (XSS)

HenpaswnbHas obpaboTka
BbIBOAA

MozAenKa MeKCaiToBbIX 3aNpoCcoB

YTeuka uHdopmaumum

OTKa3 B 06CAyKMBaHMM

Heb6e3sonacHas MHAeKcauma

CHATMe 0TNeYaTKoB NasbLes

OwwubKa popmaTUPOBaHNS CTPOKM

HepocTaToyHas 3awmTa ot
aBTOMaTM3aLMM

KoHTpabaHaa HTTP-oTBeTOB

HegocTatouHas ayTeHTUdMKALMA

PasgeneHune HTTP-oTBeTOB

HegocratouHas aBTopu3auus

KoHTtpabaHaa HTTP-3anpocos

HepocTaTouHoe BoccTaHOBNEHWE
napons

PasgeneHune HTTP-3anpocos

HenonHas npoBepka npovecca

LlenoyncneHHble nepenonHeHns

HezocTaTouHbI CpoK AencTaua
ceaHca

LDAP-mHbeKumm

BHeapeHMe NoYToBbIX KOMaHA,

HegocratouHas 3awmra
TPAHCMOPTHOrO YPOBHSA

BHeApeHuWe Hynesoro 6uta

HenpasunbHas KoHdUrypauus
cepBepa

Ynpasnexnne OC

06xoz4 Ny

MpepackasbiBaHue
MEeCTOMO/IONKEHMA PeCypCcoB

YpaneHHoe BKoueHue daiinos
(RF1)

MapLpyTHbI 06x04,

duKcauma ceaHca

3noynoTpebaeHne maccusom
SOAP

SSI-MHbEKUMM

SQL-MHbeKummn

3noynotpebnexue
nepeagpecaumeit URL

XPath-uHbeKLmm

Paclwmpenne XML-aTpubyTa

BHewHwue o6beKTbl XML

PaclmpeHne ob6bektos XML

XML-uHbEKLMA

XQuery-nHbekuua

[TomuMo sTOro, B kjaaccupukauuu WASP ykasbl-

BAeTCs, I/le B )KU3HEHHOM IjMKJie pa3paboTKu (Ipu
NPOEeKTUPOBAHUH, peas3aliuy U pa3BepThIBaHUH)
INPUJIOKEHUS] BEPOSITHEE BCETO MOXET ObITh MpPH-
MeHEeH KOHKPETHbIU THUII yI'PO3BbI.

Knaccupukanus yasBumocrei no

Bepcuu OWASP

B otninure ot WASC, KOTOpbIA OMUCHIBAET BCe
BO3MOXHbIe aTakH, mpoekT Open Web Application
Security Project (OWASP) paccmaTpuBaeT TOJIBKO
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10 OCHOBHBIX YTpo3 6€30MacHOCTH KaxK/ble 3 roza.
OH ny6JsinkyeT pedTHHT 10 HauboJiee ONaCHbIX ysi3-
BUMOCTe 6Ge3omacHOCTH B JokymeHTe «OWASP
Top 10» 1 MO3BOJISIET KOMaH/ie TPOEKTA COCPEIOTO-
YUTBHCSA Ha 3allUTe BeG-MPUIOKEHUST OT HauboJsiee
BaxkHbIX yrpo3 [10].

PedTHHT (B mopsiike yObIBaHUSI HOMepa) AeCATH
OCHOBHBIX YSI3BUMOCTEeU Be6-NPUIJIOKEHUH MO OTYe-
Ty OWASP 2021 roga npuBefieH B Tabsune 2 [11].

Ta6auya 2. Ton 10 ysa3gumocmetl 8e6-npuioxceHuli no omuemy
OWASP 2021 200a

Mecto | Tun yassumoctu
Al HapyLueHHbI KOHTPOAb AoCTyNa
A2 Kpuntorpaduyeckune cbom

A3 NHBbEKLMM

A4 Hebe3onacHbiit AM3aitH

A5 HenpasuibHas HacTpolika 6e3onacHoCcTH

A6 YA3BUMbIE U yCTapeBLUMEe KOMMOHEHTbI

A7 Cbou B MaeHTUdUKALMN 1 ayTeHTUDMKaLMK

A8 Cbom B LLEeNOCTHOCTM NMPOrPaMMHOTo 0becneyeHns 1 AaHHbIX
A9 BepneHwe xypHana 6e30nacHoOCT! U MOHUTOPUHT cboeB

A10 Moasenka 3anpoca Ha CTOPoHe cepsepa

CKAHEPbI YA3BUMOCTEW BEB-NPUNOKEHWN

Ha ckaHepbl ysI3BUMOCTEH BeO-NPUJIOKEHUN
BO3JIaraeTCsl BbINOJHEHHUE CIEAYIOUIUX OCHOBHBIX
3azgay [12, 13]:

- TIOMCK BCEX THUIOB YSI3BUMOCTEH, ONMCAaHHBIX
B OWASP top 10 [11];

- coobuieHHe 06 aTake, KOTopasi leMOHCTPH-
pyeT yA3BHUMOCTb;

- ompeJeJieHHe aTaKu C YKa3aHUEM MeCTOIO-
JIO)KeHUS CKPHUIITA, BXOJHBIX JAHHBIX U KOH-
TEKCTa;

- ompejeJieHHe YA3BUMOCTH C UMEHEM, CEMaH-
THUYECKHM O5KBUBAJEHTHBIM Ha3BaHUSM U3
OWASP Tomn-10;

- TpeAOCTaBJIeHHE BO3MOXXHOCTH TNPOXOAUTH
ayTeHTUPUKALMIO B IPUJIOXKEHUU U TIOAJep-
»KUBATb MOJIKJII0OYEHHOE COCTOSIHUE;

- obecne4ynBaTh A0CTATOYHO HU3KHUH YPOBEHb
JIO’)KHOIOJIOXKUTE/IbHBIX Pe3yJIbTaTOB.

ApXUTeKTypa CKaHepOB yA3BUMOCTel

BeO-NPUI0KEHUN

ba3oBasi apxUTeKTypa CKaHEpPOB Beb-MpPUJIONKe-
uuit (WAVS) npescrasiena Ha puc. 3.

WAVS

Mopgyne obxoaa Mogynb atakm | Mogynb aHanu3a |

N

“_ BeG-npunoxeHve <

A 4
S —_—
o S

PucyHok 4. basosas apxumekmypa ckaHepos ysisgumocmeti
8e6-npui0xceHull

A. Modyab o6xoda

O6xoA BBINOJIHSAETCA KOMIIOHEHTOM, Ha3bIBa-
eMbIM kpaysiep (Crawler). Kpaynep wucciaeanyet
Be6-NPUJIOKEHUE J1JIs1 BOCCTAHOBJIEHUSI U UJ€HTHU-
dukanuu Be6-cTpaHUL, CBI3aHHBIX BEKTOPOB BBO-
Jla, TAaKUX Kak noJist BBoja HTML-dopm, napameTpsbl
3anpoca GET u POST u daitnbl cookie. Kpome Toro,
CKaHep C03JjaeT UHJEKCHPOBAaHHBIN CIIMCOK BCeX
IPOCMOTPEHHBIX cTpaHUL,. O6Hapy:keHHe Be6-ys3-
BUMOCTEH CyIl[eCTBEHHO 3aBUCUT OT KauecTBa Kpa-
ysepa. Eciu kpaysiep nocpefCTBeHHBIH, TO CKaHep
HaBepHsKa MPONYCTUT YsI3BUMOCTH [14, 15].

b. Amakyrowuii modyab (paszsuHz)

@Da3z3UHT BBINOJJIHSETCS KOMIIOHEHTOM [0/, Ha3-
BaHueM ¢as33ep (fuzzer). ®aszep aHaIU3UpyeT
URL-azppeca cTpaHun ¥ BXOA4HbIE BEKTOPBI, IpOCMa-
TpUBaeMble KpayJiepoM, a 3aTeM OTIpaBJsIET MO-
TeHIMaJbHble 1A6JOHBI aTaKk B TOYKHU BXOJa, OII-
peZie/leHHble Ha NpeAblAylleM Iiare. ITOT KOMIIO-
HEHT reHepupyeT HellpaBUJIbHbIE, CJIyYallHble U
HeOXHUJJaHHble 3HA4YeHUs JJA 3alycKa NPOBEpPKH
Ha/IU4usl yTpo3 AJs KaXJ0HM 3allMCy U TUIIOB ysI3-
BUMOCTEH, KOTOpble MpOBepsieT CKaHep Beb-NpH-
JoxeHus. Hanpumep, AJ1s1 TpPOBEPKH HA/IM4YUA BO3-
MOKHOCTH MexcalToBoro ckpuntuHra (Cross-Site
Scripting, nanee ysi3BuMocTh XSS) aTakyoUUH# MO-
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AyJb (fuzzer) nonbiTaeTcss BHEJPUTD BPeLOHOCHBIH
ko[ Javascript [14, 15].

B. Modysaw anaausza

ITOT MOAY/b AaHAJM3UPYET Pe3yJbTaThl, MOJY-
YyeHHble Ha 3Tamne (pa33uHra, YTo6bl 06HAPYKUTh
Ha/IMYUe ySA3BUMOCTEH W MPeJOCTaBUTbH JAaHHbIE
JpyruM MoJyJisiM. Eciu cTpaHuIlbl, BO3BpalleHHble
B OTBET Ha BXOJHble TecThl AJs SQL-BHeapeHus,
coJlep>KaT Ccoo6lieHHe 00 OImMOKe 6a3bl AAaHHBIX,
MOJIyJ/Ib aHAJIN3A C/leJIaeT BbIBOJI 0 HAJIMUUH YSA3BU-
moctu SQL [14, 15].

IIpenBapuTeJbHBINH AHAJIN3 CKAHEPOB

0e3omacHoOCTH

[Ipu nccie0BaHUM CKaHEPOB MPHUMEHSAETCH /iBa
noaxojaa. B ofHOM ciyyae ckaHepbl MPOBEPSIOT-
CcAd Ha NIpeAMeT BbISABJIEHUS OJHOW KOHKPETHOU
ySI3BUMOCTH, KaK, Hanpumep, B [14, 15]. B apyrom
cJly4yae uccCieloBaTeNd B CBOUX TECTOBBIX MPUJIO-
YKEHUSIX UCINOJIb3YIOT 60JIbLIOE KOJUYECTBO BU/IOB
ysi3BUMoOcCTel [16-21].

B [16] mpoBesaeH aHanu3 3dpdekTUBHOCTU 8
KOMMEpPYECKUX CKaHEPOB YS3BUMOCTEH Ha XOpO-
10 U3BECTHBIX NPUJIOXKEHHUAX. BOJBIINHCTBO CKa-
HEPOB OOHApYXUJIO0 YA3BUMOCTb SQL-UHBEKIUU
Y OTpasuJIn ya3BUMOCTb XSS. /lpyrue ya3BUMOCTH
BOOGIIe He ObLIM 0OHAPYKEHbI UJIK 0OHApYKHUBa-

JIUCh C 0Y€Hb HU3KOM YaCTOTOM.

B [17] npoBepeHO HECKOJbKO CKaHEPOB, KO-
TOpble HE CMOIJIM OGHAPYKUTb OTpaxKeHHbIN XSS u
SQL-UHBEKIIHIO, HO CMOIJVIM 00HAPYKUTh COXpaHEeH-
HbIH XSS 1 MexcalToBbIN 3anpoc.

B [18] nmpoBe/ieH aHa/IM3 CKAHEPOB C OTKPBITHIM
HUCXOAHBIM K0oZ0M B cooTBeTCcTBUU ¢ OWASP Top 10
10 KPUTEPHUIO BO3MOXXHOCTU OOHapyXKeHUs, UCIIO-
JIb3yf CPeJHUU NOKa3aTeJlb.

B [19] npoTecTtupoBaHbl 3 ckaHepa ajs 3 pas-
JIMYHBIX BeO-MPUJIOKEHUN [0 KPUTEPUIO 0OHaApYy-
»KeHHUd YA3BUMOCTeH Koza.

B [20] ocHOBHOe BHMMaHHMe y/ieJIeHO 00HapyxKe-
HUIO COXpaHeHHbIX XSS, OCHOBBIBASICh HA pe3yJ/bTa-
Tax aHanu3a [21] 6bLIM NOATBEPKEHBI MOJIyY€eH-
Hble paHee OLlEHKHU CJ1abocTell M OrpaHHYEHHbIX
BO3MOXXHOCTEeH CKaHepOB.

B [21] npexncTaB/ieHbl HEKOTOPbIE OLLEHOYHbIE
OTYeThI 10 pe3ysbTaTaM 3anycka QualysGuard WAS
u Acunetix WVS B npoTHBOBeC BbIOPAHHOMY UCIIbI-
TaTeJbHOMY CTEHJY.

O/iHaKo, B 3TUX U APYIUMX U3BECTHBIX paboTax He
IPOBOAUJIOCH KOMILJIEKCHOE HcCe[joBaHHe 3pdek-
TUBHOCTU CKaHEPOB, B TOM 4YMCJIe HUX IPOU3BOJHU-
TeJIbHOCTU. B faHHOM paboTe mpejcTaBjieHa OLEH-
Ka OJMHHAJILIATH CKaHEPOB BeO-NPUIOKEHUU (Kak
KOMMepUYeCKUX, TaK U C OTKPBITBIM UCXOAHbIM KOZIOM )
T10 KOMIIJIEKCHBIM NOKa3aTe M 3G GeKTUBHOCTH.

Daz3uHr

= |
r
2 | AHTUBMpYCHOE
E E | MogaenupoBaHue aTak | | AHaNU3 AOKYMEHT aLuu | | | CKaHW poBaHue
o ® P = I
[ 5 ‘ HanpaeneHHbIA aHaNK3 YYaCTHOB KoAa | | PaH¥MpoBa HME yA3BUMOCTER | | ConocTaBneHue
n::; I CTAaTUYECKUX U
R [ OMHAMMY ECKMX
MapLIpyTos

[AuHamuueckan GuHa pHas TPaHCAALMA

OTCAEHMBAHWE NOMEYEHHBIX AaH HbIX

OueHka cooTBETCTBHA

WCXOAHBIX KOA,0B

CbEM TPaCC BbINONHEHWA NPOrPamMMmbl

|
NpodunuposaHue |
|

NPOrpamMMbl UX

AHanW3 akTMBHOCTK M NOTOKOB
B3aMMOAEWCTBHMA NPOrPaMmbl

CKaHWUPOBAHWE MHTEP(EHCOB NONYUEHMA

HCNOAHAEMOMY KOAY

BXOAHbIX 03HHbIX

LAWHaMUYECKUA
aHanu3

|
I
| CKaHMPOBa HUE YA3BUMOCTEM
I

IMynALMA 000PYALBAHUA

AHanwms cetesoro Tpaduka |

BocCTaHOBIEHME
HOpMaTa AaHHbLIX

Me:xnpoueay pHbIH KOHTEKCTHO-
YYBCTBUTE IbHbIN 2 Ha/W3

OueHKa METPUK CI0KHOCTH
NpOrpaMmMHOro Koaa

BbINONHEHWE

CnancuHr |

| DopmanbHan BepupuKauma

MHCTPY MEHTALLMA NPOrPaMMHOND KOAa |

AHaNW3, YyBCTBUTENbHbIA
K MYTAM BINOAHEH UA

M3BneyeHue MHG OpMaLUK 13
WMCNONHAEMONO KOA3 NPOrpammel

EUveHe ;qlquuesoduuugwou

| CUMBONBLHOE ‘

AHanu3 TECTOBOTO
NORPLITHA

Cpém

AHanw3 BuHapHoro Koga

Bi13yam3auma AaHHbIX

MWKPOMPOrpammH oro

AHanws BaiT-koaa

CratMyeckuin

KomnunupoBaHue koaa

Koaa

CHHTAKCH4ECKMI aHanu3

MTEDBTMEHI)IH dHaNM3 NOTOKA AdHHbIX

NoaTeepaeHue
YA3BUM MOCTH

| ABCTPaKTHaA MHTEPNpeTaLma

AYTEHTUGUKALMA NPOrPaMMHOro Koaa |

I:I - LleNneBo MeTos,

I:I - BCMIOMOraTefbHbIi meTon

PucyHok 5. 06was memodo.io2usi noucka ysizeumocmetl U Hedeka1apupo8aHHbIX 803MoxcHocmetl [10
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Buibop

3TanoHa

Buibop
nokasartensi

PucyHok 6. Memodosozuveckull npoyecc

Metogonorua noucka yassBumoctei Beb-
NPUNOKEHNH

O61as MeTOZOJIOrHS MOMCKA YSI3BUMOCTEH U
HeJleKJIapUpOBaHHbIX Bo3MoxkHocTel 10 n3oxe-
Ha B [22] v npe/icTaBJieHa Ha pUC. 4.

[IprMeHUTENBHO K BEG-TIPUJIOKEHUAM MOPSAL0K
MOMUCKA YA3BUMOCTEH, KOTOPBIH 0/>KeH BBINOJIHSA-
ThCsl CKAHEPOM, Pe/iCTaBJIeH Ha PUC. 5.

A. Bbl6op smasioHa

11 OLleHKHU U TeCTUPOBaHUs CKaHEpPOB He0O6-
XOZUMBbl ysI3BMMble TECTOBbIE MPUJOKEHUS. ITU
MPUJIOKEHUS JIO/DKHBI OBbITh MOAPOOGHO OMMCAHBI,
co/lepXKaTh MepevyeHb BCeEX BHECEHHbBIX B IIPUJIOXKeE-
HUe cjabocTel, YTOGbI 6blla BOSMOXKHOCTb MOJIHO
onpeseNUTh BCe UCTUHHO MOJIOKUTEJbHBIE, JIOXK-
HOIIOJIOXKUTEJIbHbIE U JIOXKHOOTPUIATE/bHbIE Cpa-
6aTbIBaHUsI CKaHepa U HUX COBOKYIIHblE 3HAUYeHHUS
1o pesy/abTaTaM CKaHupoBaHusA (fanee - WII, JIII,
JIO pe3ysibTaThl COOTBETCTBEHHO).

WCTUHHO MOJIOKUTE/IbHbIE pe3y/bTaTbl OTpa-
’KAIOT KOJIMYECTBO OOHAPYKEHHBIX yS3BUMOCTEH,
KOTOpbIe AEeWCTBUTEJNBHO CYIECTBYIOT. B Be6-npu-
JIOXKEHUU JJaHHBIW MOKa3aTeJsb J0J/KEH CTPEMUTh-
CSl K HYJIIO

JIo>)XHO TMOJIOXKUTEJ/IbHbIE PE3YJIbTAaThbl TOBOPST
0 KOJIMYeCcTBe OOHAPYKEHHBIX YSI3BUMOCTEH, KO-
TOPBIX B IPUJIOKEHUH HA CAMOM /Jiesie HeT.

JloxxHO oTpuIlaTe/NbHblE Pe3yJbTaThl MOKa3bl-
BAIOT YMCJIO YSI3BUMOCTEN, BHECEHHBIX B IIPUJIOMKE-
HUeE, HO He 0OHAPYKeHHbIX CKAaHEPOM.

B ucciefoBaHUM ObLIO HCNOJb30BAHO YS3BU-
Moe Beb-npusoxkeHue u3 npoekra WAVSEP (Web

Application Vulnerability Scanner Evaluation
Project) [23]. 3Ta onieHOo4YHas 1aTGopma CoIEPKUT
KOJIJIEKLIUI0 YHUKAJIbHBIX YSI3BUMbIX BEG-CTPaHMULI,
KOTOpPBIE MOTYT OBbITh UCI0JIb30BaHbI A/ TECTUPO-
BaHUsl Pa3/IMYHBIX CBOMCTB CKaHEpPOB BeG-NpPUJIO-
YKeHUM.

HWcnosib30BaHHOE ysI3BUMOE BeO-NPUJIOKEHUE
WAVSEP BENCHMARK HanucaHo Ha java JSP u nnpe-
Ha3Ha4eHOo /Jisl OLleHKU BO3MOXKHOCTEHN, KauecTBa U
TOYHOCTH CKaHepOB YsS3BHMOCTeH Beb-NpuUJIOXKe-
HUH [24].

WAVSEP benchmark BkJ/itoyaeT B ce6s1 TECTOBbIE
IpUMephl, Ipe/icTaBJeHHbIe B TabauLe 3.

Ta6auya 3. O6wee ko1uvecmao yszgumocmetl 0151 Kajcdozo
muna 6 WAVSEP

Konunuectso Konunuectso
MUCTUHHO NO- | JIO}KHONONO-
Tun yassumoctu
NOXKUTENbHBIX | YKUTENbHbIX
KelicoB KelicoB
SQL-nHbekuma (SQL Injection) 136 10
OtpaxeHHble XSS (Reflected XSS) 66 7
YaaneHHoe BKkAtoyeHue daiinos (RFI
. . 108 6
- Remote File Inclusion)
06xoz Nyt / BKNtOYEHME
nokanbHoro daina (Path traversal / 816 8
LFI - Local File Inclusion)
b. Bvi6op uccsaedyembix CKAHEPO8
I/ICCHE,[LOBaHI/Ie npoBeJeHo B OTHOILIIeHUH

KOMMepPYECKUX CKAHEPOB U CKAaHEPOB C OTKPBITHIM
UCXOJHBIM KOJIOM, CBeJIeHUsI O KOTOPBIX IpejcTa-
BJIEHBI B Tabsnie 4 (KoMMepyecKue CKaHepbl BbI-
JleJIeHbl KyPCUBOM).
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Ta6auya 4. O6wue xapakmepucmuke uccaedyembvlX CKaHepo8

CkaHep KomnaHus / pa3pabotumk Bepcusa JInueHsua TexHonorua
BurpSuite PortSwiger 1.6.12 Commercial / Free (Limited Capability) Java
Acunetix Acunetix 10 Commercial / Free (Limited Capability) Perl

Wapiti InformaticaGesfor 2.3.0 Open Source Python
SkipFish Google 2.10 Open Source C

Netsparker Mavituna Security 23 Commercial .Net

W3AF W3af devel 1.2 Open Source Python
AppSpider Rapid 7 6.0 Commercial Java
IronWASP L. Kuppan 0.9.7.1 Open Source .Net
Arachni Tasos Laskos 221 Commercial Ruby

ZAP OWASP 23.1 Open Source .Net
Vega Subgraph 1.0(beta) Open Source Java

B. Bvibop nokazameseli 3pghekmusHoCMu cKaHe-
pos

HUccnesoBaHue MpOBOJUIIOCH C MCIOJIb30BaHU-
eM CJIe[yIIIUX NoKasaTesnel 3¢PeKTUBHOCTH CKa-
HepoB [25, 26].

A) To4HOCTb, KaK OTHOILEHHE NPaBUJIbHO 06-
Hapy»XeHHbIX ySI3BUMOCTEH K OOILIEMY YMCJY Tec-
TOBBIX YI3BUMOCTEM:

UIl
HIT + JIIT

YeM Bblllle TOUHOCTb, TEM MeHbIIIe KOJUYECTBO
JIO)KHOIOJIOXKUTE/IbHBIX pPe3yJbTaTOB, CJe/loBaTe-
JIbHO CKaHep 6oJiee TOYEH B 0OHAPYKEHUHU YSI3BU-
MOCTEH.

B) YyBCTBUTE/JILHOCTb, KaK OTHOILIEHHE Ipa-
BUJIbHO OOHapYKEHHBIX YS3BUMOCTENH K 0OLEeMY
YUCITy KOJIMYeCTBY OOHAPY>KEHHbIX YSI3BUMOCTEMH:

UII
HIT + JIO

YeMm GoJibllle YyBCTBUTEJBHOCTb, TEM MeHbIle
JIO)KHOOTPULATENbHbIX pe3yabTaToB. CiesoBaTe-
JIbHO, UHCTPYMEHT JIy4llle 0OHApyKUBAeT Ys3BU-
MOCTH.

To4yHOCTb =

l‘IyBCTBl/lTF.‘J'[bHO('.'b =

B) F-Mepa, koTopas npeJicTaB/seT CpeiHee rap-
MOHHYeCKOe 3HayeHHe TOYHOCTHU U YyBCTBUTEJb-
HOCTH, onipeesisieMasi popMyJion:

2 X TouHocTb X YyBCTBUTEJILHOCTh

F—-mepa =
TouyHOCTb + HyBCTBUTEJBHOCTD
3TU TpU INOKasaTess MOLYT ObITb HMCIOJb30-
BaHBI /1JI1 yCTAHOBJIEHUA PeUTHHIa CKAHEPOB B CO-
OTBETCTBUHM C LieJIIMU 110/1b30BaTe s beHIMapKa.

PE3YNbTATbI OLIEHKU CKAHEPOB BEB-
NMPUNOXKEHUM

CkaHepbl HCCJIEIOBAJIMCh C HCIOJIb30BaHUEM
Habopa TectoB WAVSEP.

B Tabaunnax 5, 6 nprBe/ieHbl pe3yabTaThl TECTH-
poBaHUM. Bbl/lesieHHbIE X KUPHBIM HIPUPTOM 3HAUE-
HUSA YKa3blBAIOT Ha 00lee KOJMYECTBO YSA3BUMOC-
Ted B WAVSEP, ynoMsiHyThIX B TabJsuie 5. Boige-
JIEHHbI€ KeJIThIM I[BETOM 3HAYEHHS YKA3bIBAIOT HA
YPOBEHb 06HaPYKEHHUS, B TO BpeMsl KaK OCTa/IbHbIe
- KosimuecTBO HangeHHbix UII, JIII, JIO.
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Ta6auya 5. Pesyabmamust mecmog WAVSEP 0as SQLI u XSSyﬂseumocmeﬁ no 3Haveunusim UII, JIIT, /10

PesynbTaTbl TECTUPOBAHUA
sQLl XSS
CkaHepbl
umn no nn un no nn
136 10 66 7
136 3 62 0
BurpSuite 0 4
100% 30% 93,93% 0%
136 2 44 3
Wapiti 0 22
100% 20% 66,66% 42,85%
136 0 66 0
Acunetix 0 0
100% 0% 100% 0%
102 0 65 0
SkipFish 34 1
75% 0% 98,48% 0%
136 3 64 0
Netsparker 0 2
100% 30% 96,96% 0%
81 3 19 3
W3AF 55 47
59,55% 30% 28,78% 42,85%
132 0 66 0
AppSpider 4 0
97,05% 0% 100% 0%
136 5 52 0
IronWASP 0 14
100% 50% 78,78% 0%
136 5 63 0
Arachni 0 3
100% 50% 95,45% 0%
136 0 63 0
ZAP 0 3
100% 0% 95,45% 0%
136 2 66 0
Vega 0 0
100% 20% 100% 0%
Ta6auya 6. Pesyssmamut mecmoe WAVSEP das RFI u LFI yaseumocmeti no suauenusim M1, JIT, J10
PesynbTaTbl TECTMPOBAHUA
RFI LFI
CKaHepbl
mn no nn mn no nn
108 6 816 8
80 0 496 1
BurpSuite 28 320
74,07% 0% 60,78% 12,5%
64 0 414 1
Wapiti 44 402
59,25% 0% 50,73% 12,5%
87 0 292 0
Acunetix 21 524
80,55% 0% 35,78% 0%
39 1 312 2
SkipFish 69 504
36,11% 16,66% 38,23% 25%
57 0 467 0
Netsparker 51 349
52,77% 0% 57,23% 0%
13 1 461 1
W3AF 95 355
12,03% 16,66% 56,49% 12,5%
80 0 660 1
AppSpider 28 156
74,07% 0% 80,88% 12,5%
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106 0 288 1
IronWASP 2 528
98,14% 0% 35,29% 12,5%
46 0 162 0
Arachni 62 654
42,59% 0% 19,85% 0%
136 1 590 0
ZAP 0 226
100% 16,66% 72,30% 0%
108 0 519 5
Vega 0 297
100% 0% 63,60% 62,5%

B Ta61muax 7-10 npeacTraBJ€Hbl pe3yJIbTATbl UCCIEAOBAHHUA CKAaHEPOB IIO KPUTEPHUAM TOYHOCTH,
YYBCTBHUTEJIbHOCTH U F-Mepbl.

Ta6auya 7. Pezyasmamut mecmog WAVSEP no 3Ha4eHusim mo4Hocmu, 4yecmeaumeavHocmu u F-mepbl 0415 ysizgumocmu SQLI

PesynbraTbl TeCTMPOBaHUA
CkaHepb! sQLl
TouHoCTb, % YyBCcTBUTENIBHOCTD, % F-mepa, %

BurpSuite 97,84 100 98,90
Wapiti 98,55 100 99,26

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 97,84 100 98,90
W3AF 96,42 59,55 73,62
AppSpider 100 97,05 98,50
IronWASP 96,45 100 98,19
Arachni 96,45 100 98,19

ZAP 100 100 100
Vega 98,55 100 99,26

Ta6auya 8. Pesyremamut mecmog WAVSEP no 3HaueHusiM moyHocmu, yyecmsaumeabHocmu u F-mepbl 0415 ysizgumocmu XSS

PesynbTatbl TECTUPOBAHUA
CkaHepb! XSS
TouHocTb, % YyBcTBUTENBHOCTD, % F-mepa, %

BurpSuite 100 93,93 96,87
Wapiti 93,61 66,66 77,86

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 100 96,96 98,45
W3AF 86,36 28,78 43,17

AppSpider 100 100 100
IronWASP 100 78,78 88,13
Arachni 100 95,45 97,67
ZAP 100 95,45 97,67

Vega 100 100 100
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Ta6auya 9. Pesyasmamut mecmos WAVSEP no 3nauenusam mounocmu, yyecmeumensHocmu u F-mepot das yaseumocmu REFT

Pesynbratbl TECTMPOBAHMA

CKaHepbl RFI
ToyHoCTb, % YyBCTBUTENIBHOCTD, % F-mepa, %

BurpSuite 100 74,07 85,10
Wapiti 100 59,25 74,41
Acunetix 100 80,55 89,22
SkipFish 100 80,55 89,22
Netsparker 100 52,77 69,08
W3AF 92,85 12,03 21,30
AppSpider 100 74,07 85,10
IronWASP 100 98,14 99,06
Arachni 100 42,59 59,73
ZAP 99,08 100 99,53

Vega 100 100 100

Ta6auya 10. Pesyasmamst mecmoe WAVSEP no snauenusim mouHocmu, yyscmeumeasHocmu u F-meput a5 yaseumocmu LFI

Pe3ynbTaTbl TECTUPOBAHMUA

CkaHepbl LFI
TouHoCTb, % YyBcTBUTENBHOCTD, % F-mepa, %

BurpSuite 99,79 60,78 75,54
Wapiti 99,75 50,73 67,25
Acunetix 100 35,78 52,70
SkipFish 100 35,78 52,70
Netsparker 100 57,23 72,79
W3AF 99,78 56,49 72,13
AppSpider 99,84 80,88 89,36
IronWASP 99,65 35,29 52,12
Arachni 100 19,85 33,12
ZAP 100 72,30 83,92
Vega 99,04 63,60 77,45

I’ O6o6weHue pezy1bMamos mecmuposaHus
CBoaHble rpadvKy 3HAYEHUH TOYHOCTH, YYBCTBUTENBHOCTH U F-Mepbl /1711 HcCIeJOBAaHHBIX CKAHEPOB
M ys1I3BUMOCTeH NpHUBeJieHbl Ha pUC. 6-9.

SQL

100 S
90
80
70
60
50
40
30
20

«@ & o 5 S

N 3 $ & v R

C:\) Q\QQ (’0(\6 \&)é( ‘,Q’b‘ & Q\ QAV
¥ N <

@=@u=TOYHOCTD %  ==@mmYyBCTBUTENBHOCH %  ==@==F-mepa %

PucyHok 7. [lokazamesau mo4Hocmu, yyecmaumeabHocmu u F-mepuol ysizsumocmu SQLI 6 WAVSEP
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Kak BuHO, B oTHOIIeHUHM ysa3BUMocTU SQLI ckaHeps! Acunetix, SkipFish, ZAP Acunetix, SkipFish, ZAP
MMeIOT caMble BbIcOKHe 3HayeHus F-Mepol (100%). CkaHepr! BurpSuite, Netsparker, AppSpider, [ronWASP
U Arachni nokasasiu 3Hauenust F-mepsl, paBHble 98%, B To BpeMs Kak y ckanepa W3AF 3HaueHue F-mepbl

coctaBu073, 62%.

Takum obpaszom, moMmuMo ckaHepa W3AF ckaHepbl ¢ OTKPBITBIM HMCXOJHBIM KOJIOM U KOMMeEpPYeCKHUe
BapHaHTHI XOPOILO pabOTAIOT B OTHOIIEHHWH ysi3BUMoCcTU SQLI.

100
90
80
70
60
50
40
30
20
10

@@= TOUHOCTb %

=@ {yBCTBUTEIbHOCb %

XSS

=@ F-mepa %

PucyHok 8. [lokasameau mo4Hocmu, yyecmeumeasHocmu u F-meput yaszsumocmu XSS e WAVSEP

B oTHoueHuu ysi3BUMOCTU XSS 3HayeHUe F-Mephl y ckaHepoB Acunetix, Skipfish, Appspider u Vega coc-
TaBuJ10 100%. Bain3kre 3HaueHUs noka3blBaoT ckaHepbl Netsparker, Arachni, Zap, Burp suite u [ronWASP.
A BoT 3apdexkTuBHOCTB cKaHepoB Wapiti u W3AF no BceM nokazaTesisiM 3HaYUTENbHO HUKE.

LFI

100 [
90
80
70
60
50
40
30
20
10

§ 3
S

N
(b\)

5 & s @

5 o
& Q S
Ny N
v@ oF ‘\é\?’Q

a=@u= TOUHOCTL %

@=@==YyBCTBUTENLHOCL %

=== F-mepa %

PucyHok 9. [lokazamesau moyHocmu, yyecmaumeavbHocmu u F-mepuwl ysizgumocmu LFI ¢ WAVSEP

B oTtHomeHuu ysisBuMoctu LFI Hausy4diime pe3ybTaThl NoJiydeHbl ckaHepamu AppSpider u ZAP. [Ipu
3TOM HU OJiMH cKaHep He nmoka3sas 100% 3dpeKTUBHOCTH 10 MOKa3aTesIM YyBCTBUTEJNBHOCTH U F-Mepbl.
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100

=@ TOUHOCTE %

e=@=="yBCTBMTENLHOCb %

==@==F-mepa %

PucyHnok 10. [Tokazameau moyHocmu, yygcmeumeavHocmu u F-meput k RFI ysazeumocmu 6 WAVSEP

B otHomennu yassumocty RFI 100% pesynbraThl
nosiydyeHnl ckaHepamu IronWASP, Zap u Vega c or-
KPBITBIM UCXOJHBIM KOJOM. HU 0/lUH KOMMepYecKUit
ckaHep 100% 3ddekTrBHOCTH He mokasasa. CaMmble
HU3KHeE pe3y/IbTaThl oyyyeHbl ckaHepoMm W3AE

3AKNIOYEHUE

JbPeKTUBHOCTD HCCAEJ0BAHHBIX CKaHEPOB
ySI3BUMOCTEN Be6G-NMPUJIOKEHUN 3aBUCUT OT BHU-
JloB ysi3BUMocTel. [Ipu aToM adpdeKTUBHOCTL BCex
CKaHepoB B OTHolleHUU ysi3BUMocTed SQLI u XSS
BbIIlIE, UeM B OTHoIlleHUM ysa3BuMocTei LFI u RFL.

B otHowmenuu yassumoctel LFI n RFI ckanepsl
Vega u ZAP, apidwonyecs CKaHepaMy € OTKPbITbIM
HCXOZHBIM KOJIOM, MOKa3aJu Hauaydllhe pe3yJib-
TaThl, ONIEpEJUB BCe KOMMEPUYECKHUE CKAHEPBI.

Hanvyne oTKpBITOro NCXOJHOTO KOZja CKaHEPOB,
NOKa3bIBAOUIUX BBICOKYI0 3PPEKTUBHOCTL (B OT-
HOLIIEHUW HEKOTOPBIX BUJOB ys3BuMocTed 100%)
N03BOJISIET C/le/1aTh BbIBOJ, O UMEIOL e cs BO3MOXK-
HOCTU CO3/aTh XOPOUIMM CKaHep Ys3BUMOCTeU
BeO-NIPUJIOXKEHUH, MOKPBIBAIOIIUNA BUJbI YS3BU-
MOCTeH, xapakTepHble UMeHHO aJs UTC.
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Abstract: The authors developed a binary tree search library. The article presents UML diagrams of the developed classes. The
authors supposed Abstract factory design pattern for the opportunity of using search trees’ node classes inheritance. The unit tests
one developed. This library can be used in the creating the scheduling technical maintenance calculation automated system and the

metro train energy optimal trajectory calculation system.
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The presence of adequate models allows test-
ing hypotheses in the management of such complex
transport facilities as the subway. The development
of an automated system is associated with both the
verification of certain algorithms, the choice of ar-
chitectural solutions for a software product, and
the choice of a data structure that is used in the
implementation of the selected algorithm. To store
objects in RAM, standard data structures such as
arrays, lists, stack or queue are usually used [1]. To
implement specific tasks, the authors, each in the
development of their specific automated system,
faced the need to use the data structure of a binary
search tree [2] or its variation - a segment tree [3].

The binary search tree allows searching and
inserting elements with algorithmic complexity
O(log,(n)) if the tree is balanced, otherwise, the tree
may degenerate into a list, and the algorithmic com-
plexity of the above operations will increase to O(n).

Well-known self-balancing binary trees are the
AVL tree and the red-black tree. The AVL tree is
named after its creators, the Soviet mathematicians
G. M. Adelson-Velsky and E. M. Landis. Balancing the
AVL tree is achieved by single and double left and
right turns. In a red-black tree, node color and single
rotations are involved in balancing.

A segment tree (or interval tree) is a data struc-
ture that uses a balanced binary tree and stores in-
tervals as values [3].

Based on the foregoing, UML diagrams [4] of in-
terfaces and classes of the library were developed.

The hierarchy of library interfaces is shown be-
low (Figure 1).

To implement the binary tree library, the authors
developed a hierarchy of node base classes (Figure
2) and node implementation classes (Figure 3).

The hierarchy of base classes of the tree library
and their specific implementations are presented
below (Figure 4, Figure 5).

The hierarchy of base classes of the segment tree
library and their specific implementation are pre-
sented below (Figure 6, Figure 7).

Each tree class aggregates the class of its par-
ticular node. When implementing node classes, the
authors used the architectural solution Abstract
Factory [5]. The hierarchy of base classes and their
specific implementation are presented below (Fig-
ure 8, Figure 9).

The developed solution (solution) contains four
projects: Demo for demonstrating the work of the
library, Stage Library - a specific use of the library of
interval trees for working with speed limits on the
subway section, Trees - a library of binary trees and
Trees. Tests - a library of tests (Figure 10).
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Figure 3 - Binary search tree node implementation classes
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Automated tests were written for the developed
classes [6]. All public methods are covered by tests
with various outcomes (working with primitive data
types or objects, whether the method throws an ex-
ception with incorrect input parameters, etc.).

A screenshot of the Test Inspector is shown be-
low (Figure 11). As can be seen from the figure, 87
tests were developed, and all of them passed.

As a result of the work done, the authors created
a library of binary search trees and their variety -
interval trees. This library is being introduced into
automated systems ASER (automated system for
selecting energy-optimal operating modes) and AS
GTO (automated system “Maintenance Schedule”).
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Figure 11 - Test Inspector
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opI/II‘I/IHaJ'll:HaH Hay4YHada CTaTbA

AHHOTanusa: ABTOpaMu pa3paboTaHa OuGJMOTEKAa GUHAPHBIX JlepeBbeB MOUCKA. B crarbe mpepcraBiaeHbl UML-auarpaMmbl
pa3paboTaHHbIX KJIACCOB. [Ipe/yioxKeHO apXUTEKTypHOe pelieHUe AGcTpakTHas ¢pabpuka Asisi BOSMOXKHOCTH HCIOJIb30BaHHUS
HacJ/le/J0BaHUs KJIACCOB y3/10B GMHAPHBIX JlepeBbeB. PazpaboTaHbl KJIaCChl TECTOB Ha 6M6/1MOTEKY. [[puMeHeHHe pa3paboTaHHOH
O6UO6IMOTEKH IPEJJIOMKEHO IPU CO3JaHUH aBTOMAaTU3WPOBAHHBIX CUCTEM IIOCTPOEHUS IPAPUKOB TEXHUYECKOTO 06CIYKUBAHUSA U
BbIOOPA SHEPrOONTHMAIbHBIX TPAEKTOPUH ABHKEHHUS I0€3/10B METPOIIOJIUTEHA.

KioueBble ci0Ba: ZIDEBOBI/I,Z[HI:IQ CTPYKTYDPBbI, epeBO OTPE3KOB, MOAE/IMPOBAHHE TPAHCIIOPTHBIX CUCTEM.

Hasnnuue asiekBaTHBIX MOJieJiel MO3BOJISIET PO-
BOJIUTh MPOBEPKY TUIIOTE3 MPH YIIPABJIEHUU TAKH-
MU CJIOXKHBIMHM TPAHCIOPTHBIMU OO'BEKTAMM KakK
MeTpornoJyiuTeH. Pa3paboTka aBTOMAaTHU3UPOBAH-
HOW CUCTeMBbI CBfI3aHAa KaK C NPOBEPKOU TeX WJH
WHBIX aJTOPUTMOB, BbIOOpA APXUTEKTYPHBIX pe-
IIeHWH MPOrpaMMHOTI0 MPOAYKTA TaK U C BLIGOPOM
CTPYKTYPbl JAHHBIX, KOTOpPasl UCIOJb3YyeTCSA MPHU
peasn3alUu BbIOPAHHOTO ajaroputma. JJjis xpaHe-
HUS B OllePaTUBHOM MaMATH 06 bEKTOB 0OBIYHO HC-
MOJIb3YIOT CTAaHAAPTHBIE CTPYKTYPHI IAaHHBIX TAKHE
KaK MacCCHUBBI, CIIUCKHU, CTEK WU ouepenb [1]. Jas
peasiM3ali KOHKPETHBIX 33/1a4 aBTOPbBI, KaXKAbIH
npy pa3paboTKe cBoell KOHKPETHON aBTOMaTH3U-
POBAHHOW CUCTEMBI, CTOJKHYJICS C HEOOXOAUMOC-
THI0O UCIOJIb30BAaHUS CTPYKTYpPhl JAHHBIX GUHAp-
HOe JlepeBO MoucKa [2] uau eé pa3HOBUAHOCTHIO
- JIepeBOM OTpPe3KoB [3].

JIBOoM4HOE JIepeBO MOUCKA MO3BOJISIET MIPOU3BO-
JUTb TIOMCK M BCTABKY 3JIEMEHTOB C aJITOPUTMHU-
4ecKo# cnoxHocTbio O(log,(n)) B TOM Ciiy4ae, eciu
JlepeBo sABJsieTCs c6aJlaHCUPOBAHHBIM, HHAYe, Jie-
PEBO MOXET BBIPOJUTHCS B CIIMCOK, U AJITOPUTMHU-
yeckasl CJIO)KHOCTb BbILIEYKA3aHHBIX OMNepanun
yBeJIU4UThCs 10 0(n).

[llupoko M3BECTHBIMH CaMObaaHCUPYIOIIUMU-
cs1 GUHAPHBIMHU JlepeBbsMU siBAsATCA ABJI-fepeBo
MU KpacHo-4yepHoe aepeBo. ABJI-nepeBo Ha3BaHO B
YecTb ero co3jjaTesel — COBETCKUX MaTeMaTHUKOB [.
M. AznenbcoHa-Beabckoro u E. M. Jlanauca. banan-
cupoBka ABJI-gepeBa pgocturaercd oAWHapHBIMU
Y JIBOMHBIMU JIEBBIMU U MpPaBbIMU MOBOPOTaMU. B
KpacCHO-4YepHOM JiepeBe B 6a/laHCUPOBKE Y4acTBYeT
[|BET y3/1a U OIMHOYHbIE TOBOPOTHI.

JlepeBo oTpe3koB (UM JilepeBO HWHTEPBAJIOB)
npeJcTaBjasieT COO0M CTPYKTYypy [AaHHbBIX, HUCIO-
JIb3YIOIYI0 c6aJlaHCUPOBAHHOE JABOWYHOE JIEPEBO
Y XpaHsilllee MHTepBaJibl B Ka4YeCcTBe 3Ha4YeHul [3].

Hcxoas U3 BBINIEU3TO0XKEHHOTO GbLIM pa3pabo-
TaHbl UML-AuarpaMmsbl [4] nHTepdecoB 1 KJ1acCoB
OGUOJINOTEKHU.

Hepapxusa untepdeiicoB 6U6IM0TEKH NpeCcTa-
BseHa HWKe (Pucynok 1).
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PucyHnok 1 - Hepapxusi unmepgeiicos 6ubauomexu

1 peanusanuy 6M6/1M0TeKH GMHAPHBIX JlepeBbeB aBTOPbI pa3paboTa/iv HepapxHio 6a30BbIX KJIACCOB
y3J10B (Pucynok 2) u kaccel peanusanuu y3/aoB (Pucynoxk 3).
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Huke (PucyHok 4, PucyHok 5).
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BJIeHbI HIKe (PucyHok 6, PucyHok 7).
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Generic Sealed Class
=+ Baselnterval<T>

4 Methods

CompareTo

Equals (+ 1 overload)

GetHashCode

Interval

o

PucyHok 8 - Hepapxusi 6a308biX KAacco8 abcmpakmHbiX habpuk 3108 6UHAPHbBIX 0epesbes NoUcKa
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O IComparable<IntervalValue<T, TValue> >
|Equatable<IntervalValue<T, TValuex»

-
IntervalValue<T, TValue>
Generic Sealed Class
= BaselntervalValue<T, TValue>

4 Methods

CompareTo

Equals (+ 1 overload)
GetHashCode
IntervalValue

e

.

A
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PucyHok 7 - bubauomeka k/1accos depegbeg UHMEpP8a108

BaseBinaryTreeNodeFactory=TElement. TNode = A

Generic Abstract Class

4 Methods

% CreateNode

BaseAvITreeNodeFactory=TElement, TNode= A

Generic Abstract Class

= BaseBinaryTreeM odeFactory <TElement, TMode>

BaselntervalTreeNodeFactory=TElement, Tinterval,... A
Generic Abstract Class
+ BaseAviTreeNodeFactory<Tinterval, TMode>

p—— ____‘],':\___________________________________ amm

[
i
i
I
i
i
i
i
I
i
i
i
I
i
i
i
i

F

Pp—— ____‘;'"‘:\__“_____________________“__“__“ —

BaselntervalValueTreeNodeFactory=TElement, Tint... A

Generic Abstract Class

=+ BaselntervalTreeNodeFactory<TElement, Tinterval, TN...
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o

”

o

P
BinaryTreeNodeFactory <TElement> A IntervalNodeFactory <TElement=- A
Generic Sealed Class Generic Sealed Class
< BaseBinaryTreeMNodeFactory<TElement, TreeMode<TEleme... < BaselntervalTreeN odeFactory<TElement, Interval<TEleme...

4 Methods 4 Methods
% CreateNode = CreateNode

. o e v

i~ N ' N
AvlTreeNodeFactory <TElement> A IntervalValueTreeNodeFactory <TintervalValue... A
Generic Sealed Class Generic Sealed Class
+ BaseAvITreeMNodeFactory<TElement, AviTreeMNode<TEleme... = BaselntervalValueTreeNodeFactory < TintervalValue, Interva...
4 Methods 4 Methods

= CreateNode = CreateNode
. v . o

PucyHok 9 - Hepapxusi KOHKpemHbIX peaaudayuil KAaccos abpuk y3108 6UHAPHLIX depedbes NoUcKd

Kax b1l ks1acc nepeBa arperupyeT KJiacc cBoe-
ro KOHKpeTHOro ysJa. [Ipu peasusaunuu KJaccoB
y3JI0B aBTOPbl HCIIOJIb30BaJd aApXUTEKTYpHOe
peiteHne AGcTpakTHas ¢abpuka [5]. Hepapxus
6a30BbIX KJIACCOB M HMX KOHKpPETHas peaju3alus
npezcraBieHbl HUKe (PucyHok 8, PucyHok 9).

PaspaboTaHHoe pelreHue (solution) conep-
JKAT 4eTblpe MpoekTa: Demo AJis JEeMOHCTPaLUU
paboThl 6UOJIHUOTEKH, StageLibrary — KOHKpPET-
HOe UCI0JIb30BaHHe OMOJINOTEKU JlepeBbeB UHTEP-
BaJIOB [iJis1 PaGOThI C OrPAaHUYEHHUSIMU CKOPOCTH Ha
neperoHe MeTpONOJIMUTeHa, Trees - GUOJMOTEKA
JIBOUYHBIX lepeBbeB U Trees . Tests - 6UbAUOTE-
ka TectoB (PucyHok 10).

Ha paspa6oTaHHble K/acchbl HallMCaHbl aBTOMa-
THU3UPOBaHHbIE TECTHI [6]. Bce my6inuHbIe MeTO/bI

a g Solution ‘Treelibrary’ (4 of 4 projects)
b &= Demo
b &l Stagelibrary
4 8 [cE Trees
b #8 Dependencies
P 8@l _stylecop
P 87 Factory
b a1 Interfaces
P a1 Intervals
P 8] Nodes
P ald Tree
4 8T Trees.Tests
b &4 Dependencies
P agl _stylecop
P 81 Nodes
P a1 Trees

PucyHok 10 - PazpabomaHHoe peuieHue ¢ npoekmamu

Test Explorer

> P» -l As7|087|60 H-EHE 8-
Test Duration  Traits Group Summary
@ TreesTests (87) 42 ms e e
4 @ wMath.Collections.Tests (12) 19 ms y
b @ IntervalTreeNodeTests (5) 7 ms Tests in QFOUP : 87
b & TreeNodeTests (7) 12 ms @ Total Duration: 42 ms
4 @ Trees.Tests (40) 17 ms
b @ AviTreeTests (40) 17 ms Outcomes
4 @ Trees.Tests.Trees (18) 6 ms
b @ IntervalTreeTests (9) 3ms Q 87 passed
b @ IntervalValueTreeTests (9) 3 ms
4 © Trees.TreeTests (17) < 1ms
> @ BSTTests (17) <1ms

PucyHok 11 - HHcnekmop mecmos
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IOKPBITBl TeCTaMH C Pa3JUYHBIMHA BapUaHTAMH
ucxoza (pabora c IpUMUTUBHBIMU TUIIAMHU JAHHBIX
WM 06bEKTaMH, BbIGpacbIBaeT JIM METOJ, UCKJIIO-
YeHHe IIPU HellPaBUJIbHBIX BXOJHBIX IapaMeTpax U
T.JI.).

CHUMOK 3KpaHa, Ha KOTOpOM IpefcTaBJeH UH-
CIIEKTOP TECTOB MpeAcTaByeH Hke (PucyHok 11).
Kak BUHO U3 pUCYHKa, pa3paboTaHo 87 TeCTOB, U
BCE OHM MPOILJIH.

B pesysnbTaTe npojenaHHON paboThl aBTOPAMHU
co3/laHa 6Ub6M0oTEKAa OUHAPHBIX JIepeBbEB MOKUCKA
YU WX Pa3HOBUJHOCTbIO — JepeBbeB HWHTEPBAJIOB.
JlaHHasi 6u6JMOTeKa BHeApsieTCs B aBTOMAaTH3U-
poBaHHble cucTeMbl ACIOP (aBTOMaTH3UpOBaHHast
cucTeMa BblGOpa 3HEProONTUMAJIbHBIX PEXUMOB
BeseHus ) U AC I'TO (aBTOMaTU3UpOBaHHAsI CHUCTe-
Ma «['paduk TEXHUYECKOTO 0OCAYKUBAHUSI»).
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Abstract: The article gives an overview of the evolution trends and stages of rail operations control centres (ROCCs) and outlines
their future development and challenges in the context of the digital transformation of railway transport. It addresses the key
aspects of further evolution of ROCCs in terms of closer integration of various functional layers and systems, automation of control
and supervision functionalities, application of new data processing methods based on artificial intelligence.

Keywords: Railway transport, digital transformation, Rail Operations Control Centres (ROCC), rail traffic control models, ERTMS,

FRMCS, artificial intelligence, deep learning, Big Data.

INTRODUCTION

The modern concept of ROCCs appeared in the
late 1990s and early 2000s and was associated with
the large-scale migration of railway signalling sys-
tems (electric interlocking (IXL), automatic block
(AB), centralized traffic control (CTC), remote moni-
toring and diagnostics systems etc.) to computer-
based technology, mass deployment of automated
workstations (AWS) based on high-performance
personal computers and construction of high-ca-
pacity fibre-optic data communication networks.
The latter radically improved the automation of the
collection and communication of information and,
consequently, enabled a much greater centralization
of supervision and control with the concentration
of operating personnel in network-level (regional)
centres that cover several dispatcher-controlled ar-
eas of one or several railways.

The ROCC is in many ways the “showcase” of a
railway company that shows its technological ca-
pabilities. In the years to come, an even more rapid
worldwide improvement of ROCC technological ca-
pabilities can be expected due to the very significant
advancements in digital technology and the emer-

gence of new solutions for collecting, processing and
exchanging information, as well as the constantly
improving methods of ergonomic workplace design.

Currently, different countries are at different
stages of Rail Operations Control Centre develop-
ment, ranging from ROCC 1.0 to ROCC 3.0. Often,
those stages coexist within one and the same net-
work, while the most advanced railways regularly
upgrade their infrastructure and Operations Control
Centres, thus furthering the migration towards the
target state.

FRoM ROCC 1.0 TO ROCC 4.0

Traffic control came into existence in the early
20-th century due to the requirement of better
rail traffic safety in the absence of well-developed
technical means of supervision. Its emergence was
greatly facilitated by the invention of the telegraph
and telephone.

A first-generation Rail Operations Control Centre
(ROCC 1.0) was a traffic controller’s individual office
with a desk, on which there was a drawn train graph,
a service telephone and selective communication.
The length of a dispatcher-controlled areas managed
by a single controller ranged from 30 to 50 km.
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The development of communications and comput-
er technology in the 1960-70s largely changed the traf-
fic control system and allowed deploying the second-
generation Rail Operations Control Centres (ROCC 2.0)
that featured centralized control and supervision of
railway stations. The length of a dispatcher-controlled
area in some cases reached 150 km.

Another important milestone in the late 1990s
was the introduction of fibre-optic communication
lines in railway transport. This enabled the creation
of the third-generation Rail Operations Control Cen-
tres (ROCC 3.0) that were independent of railway
communications and capable of managing longer
lines. Since then, the Operations Control Centres be-
came associated with the respective networks and
were located in premises in proximity to the railway
headquarters. Dispatcher-controlled areas became
larger with a single dispatcher-controlled area be-
ing up to 300 km in length.

ROCC 3.0 is characterized by specialized com-
puter software that automates a traffic controller’s
routine operations, including an automatic train
graph, the availability of automated inquiry systems
that enable real-time interaction with various units
of the railway company and the Control Centres of
other railways, as well as with emergency response
services and other public agencies. For the purpose
of planning and scheduling, the Control Centres be-
came integrated with infrastructure and traction
resources management centres. The ROCC was pro-
vided with an Operational Visual Display System
that visualized information on the transportation

process required for operational decision-making
and elements of predictive analytics based on sta-
tistical data regarding the performance indicators of
the transportation process.

The control cycle as part of the ROCC 3.0 mod-
el can be conventionally divided into the follow-
ing stages: prognosis, planning, traction resources
management, operational management, train graph,
analysis of operational activities. The overall control
cycle is shown in the diagram (Fig. 1).

At the stage of ROCC 3.0, the process of asso-
ciation between the train schedule and centralized
traffic control is automated, while dispatcher-con-
trolled areas are equipped with in-station automatic
route setting (ARS) systems. An active development
of this concept along with the deployment of fun-
damentally new methods of real-time information
processing predetermine further transition to the
target model of ROCC 4.0.

TARGET STATE OF ROCC 4.0

What characterizes target state of ROCC 4.0? The
distinctive features might include the following (see
Fig. 2):

- Storage and processing of information in the

cloud;

- Adaptive planning and management using
deep learning and digital twins;

- A single multi-agent hardware and software
platform with deep software integration of
planning, train timetable correction, manage-
ment of traction resources, locomotive crews,

IT systems supporting IT systems supporting traction Infra maintenance man-
infra management resources management agement
Y Y A4
> Plannin = Traction management » Dispatching system
2 Corrected - Day plan e 2
timetable
. : (Plans eg(lecuted
| - = . timetable punc-
|Solutions ! rt}’;‘:_;";?;";";&?gs Operations Control Centre TMS i tuality, freight
: Y i volumes carried
: ] etc.)
L e e e e e e e e e e e e e e e e e £ e e e e e e e b
Prognosis - Pialistics Analysis ‘Reports and logs Train graph -
A A A
IT systems supporting IT systems for operations analy- Signalling installations
clients services sis and statistics

Fig. 1. Control cycle in the ROCC 3.0 model
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Fig. 2. ROCC 4.0 architecture

infrastructure, etc.;

- Implementation of real-time command and
control mode through integration with ARS
systems;

- Integration with on-board ATO units.

Obviously, implementing the above principles
of ROCC 4.0 will cause further consolidation of the
existing Control Centres with possible migration
towards new models of traffic control that are not
associated with the geographical boundaries of rail-
way networks (with the size of controlled regions of
up to 1500 km).

On a separate note, the further evolution of Rail
Operations Control Centres (at least in the EU) will
largely depend on the development of the European
Traffic Management Layer (ETML) of ERTMS that is
responsible for schedule-based train running. Such
developments might be encouraged by the ongoing
testing and standardization of “ATO over ETCS” func-
tionality and equipment and the expected migration
towards GoA3 and GoA4 train operation (i.e. autono-
mous trains) [1]. In some countries, national control
systems are also developing along these lines. The
introduction of the FRMCS next-generation railway
radio communication standard will greatly contrib-
ute to further development.

It should also be noted that, with active deploy-
ment of the ARS mode and driverless train driving, an

ever-growing part of vital functions related to train
safety could be transferred to ROCCs, which might
raise the matter of ensuring the required level of
functional safety of the control hardware and soft-
ware system. In different countries, the requirements
for such system in term of the safety integrity level
(SIL) may vary from SILO to SIL4. Such requirements
are currently not internationally standardized, but
the discussion is ongoing as part of projects funded
by Shift2Rail, the European program for innovative
development of the railway industry, that are aimed
at developing and testing the above technologies.
Probably, over time, closer towards the middle
of the 21-st century, a new paradigm of ROCC 5.0
will come in life, that for now appears to be very
futuristic That would be a multi-feedback, Big Data
based adaptive control model that essentially in-
volves automatic generation and optimization of the
market demand (in both the freight and passenger
segments) based on historical data analysis, close
integration with various systems for collecting and
aggregating customer data and notifying (maybe in-
dividually as well) passengers and consignors/ship-
pers on the optimal routes, services, discounts, etc.
[2-3]. In other words, this is a case of practical im-
plementation of “mobility as a service” (MaaS), i.e.
on-demand transportation with automatic optimal
distribution of network loading by smoothing the
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amplitude of client requests and route optimization
in terms of time and itinerary. Within this paradigm,
the concept of “planning” and “initial timetable”
might become redundant. A distributed, real-time,
multi-feedback artificial intelligence system that is
continuously analyzing historical data, self-updat-
ing and self-learning may replace the ROCC and traf-
fic controllers. This transformation may be impeded
by the limitations associated with the chosen con-
trol model, computational power, communication
channel capacity, cyber vulnerabilities, as well as
the requirement of transportation safety and evacu-
ation of people, freight and equipment in emergency
scenes or failure of robotics.

CONCLUSION

If one takes into consideration today’s digital
trends, the current stage of Rail Operations Control
Centres development could be defined as ROCC 3.0.
This stage is characterized by a trend towards the
integrated management of train flows, traction re-
sources, infrastructure and transport safety. How-
ever, at this stage of development, train handling
and conflict resolution still primarily depend on the
expertise and experience of traffic controllers.

Further evolution of Rail Operations Control Cen-
tres, taking into account the target state of ROCC 4.0,
involves the automation of intelligent control func-
tions, i.e. the implementation of real-time control
systems based on artificial intelligence (machine

ABOUT THE AUTHORS

learning), Big Data processing methods and predic-
tive analytics [4]. ROCC 4.0 is in fact a control model
with constant feedback, and the target state can be
achieved by expanding the feedback and increasing
the efficiency and reliability of information through
the application of different control, monitoring and
diagnostics tools, including mobile (for example,
drones with computer vision and other tools for vid-
eo and photo recording) and fixed devices (comput-
er vision systems at passenger and freight stations,
integrated checkpoints for diagnostic and monitor-
ing rolling stock at marshalling yards, distributed
acoustic sensing systems for fiber optic lines, etc.).
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