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EDITORIAL

Th e content of this issue of JITA journal consists of six papers covering diff erent areas of 
information processing.  

In the fi rst paper, entitled “Time Complexity Analysis of the Binary Tree Roll Al-
gorithm”, by Adrijan Božinovski, George Tanev, Biljana Stojčevska, Veno Pačovski and 
Nevena Ackovska outline the time complexity analysis of the Binary Tree Roll algorithm. 
Th e time complexity is analyzed theoretically and the results are then confi rmed empirically. 
Th e theoretical analysis consists of fi nding recurrence relations for the time complexity, and 
solving them using various methods. Th e empirical analysis consists of exhaustively testing 
all trees with given numbers of nodes n and counting the minimum and maximum steps 
necessary to complete the roll algorithm. Th e time complexity is shown, both theoretically 
and empirically, to be linear in the best case and quadratic in the worst case, whereas its av-
erage case is shown to be dominantly linear for trees with a relatively small number of nodes 
and dominantly quadratic otherwise.

Th e second paper, “MANET vs. ZigBee_Some simulation experiments at the sea-
port environment”, by Sanja Bauk, Diego Garcia Gonzalez, Anke Schmeink, Zoran Ž. 
Avramović, presents the results of some OPNET simulation experiments realized with an 
aim to benchmark MANET and ZigBee networks’ performances at the seaport environ-
ment. Th e MANET is formed among workers’ and supervisors’ personal digital assistants. 
On the other side, the ZigBee is established between end-nodes or employees’ body central 
units, which collect signals from several active and passive devices embedded into ID badges 
and personal protective equipment pieces; several moving and fi xed routers; and the coor-
dinator mounted at the appropriate seaport location.

Th e third article “Biometric system to secure the Internet of Th ings”, by Olja Latinović 
puts the focus on Security of Internet of Th ings by the biometrics system. Suggested system 
is easy way to secure authentication. Th is process is established on biometric feature match-
ing and sink in IoT nodes which provide stable security system.

Th e fourth paper “Frameworks for audit of an information system in practice”, by 
Dalibor Drljača and Branko Latinovic, introduces new model of processing and selling 
insurance over the Internet. Th e new model has been developed with the aim to eliminate 
imperfections of the previous processing system having in mind that most of the current 
models of selling insurances contain manual processing.

In the fi fth paper “Using open source software for web application security testing”, 
by Ksenija Živković, Ivan Milenković, and Dejan Simić, non-functional testing of web ap-
plications using software tools is presented. Th e importance of web application testing is 
correlated with the increase of hacker attacks. First part of this paper describes the process 
of application testing. After that, two available software tools for non-functional applica-
tion testing, Vega and ZAP, are described. Detailed analysis of a case study is given in the 
remaining part of this paper. In the case when application contains confi dential data, testing 
should be done with extreme care, because unidentifi ed problems can have serious fi nancial, 
legal or reputation consequences for organization.

In the last paper “Th e impact of index Felder learning styles for adoption informa-
tion through e-learning”, by Željko Pekić, Srđan Jovanovski and Nađa Pekić, the nature 
and distribution (direction and intensity) of motivation for using e-learning, focusing the 
connection between the independent variables on one side and the Felder’s learning style 
on the other is examined. Th e most relevant information that was examined and presented 
is the individual ways of the respondents in adopting the same material. Th e paper also 
deals with the ways to technically adjust the information delivery. Th e results confi rm the 
statistical signifi cance of the initial idea. Th ese data leave place for further research in the 
same and similar fi elds.
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Abstract: This paper presents the time complexity analysis of the Binary Tree Roll algorithm. The time complexity is analyzed 
theoretically and the results are then confi rmed empirically. The theoretical analysis consists of fi nding recurrence relations for the 
time complexity, and solving them using various methods. The empirical analysis consists of exhaustively testing all trees with given 
numbers of nodes  and counting the minimum and maximum steps necessary to complete the roll algorithm. The time complexity 
is shown, both theoretically and empirically, to be linear in the best case and quadratic in the worst case, whereas its average case is 
shown to be dominantly linear for trees with a relatively small number of nodes and dominantly quadratic otherwise. 

Keywords: Binary Tree Roll Algorithm, time complexity, theoretical analysis, empirical analysis.

INTRODUCTION

Binary Tree Roll is an operation by which all of the nodes of a binary tree are rearranged in such a way, 
so that two of the depth-fi rst traversals of the newly obtained binary tree yield the same results as other two 
traversals of the original binary tree. Th e graphical representation of the newly obtained binary tree is that it 
appears to be rolled at a 90 degree angle (either counterclockwise or clockwise, depending on the direction 
of the applied roll operation) relative to the original binary tree; hence the name “Binary Tree Roll”.

Th is operation was introduced and defi ned in [1]. Th ere are two variants of the Binary Tree Roll Operation: 
a counterclockwise (CCW) and a clockwise (CW) roll. Th e counterclockwise roll of a binary tree, abbreviated 
as CCW(), is defi ned as follows. Given two binary trees T1 and T2, as well as their respective preorder(), 
inorder() and postorder() traversal functions, operation CCW() is defi ned as in Defi nition 1:

CCW(T1) = T2 ⇔ (preorder(T1) = inorder(T2) ∧ inorder(T1) = postorder(T2)) (1)
In other words, upon CCW(), the preorder traversal of the original tree is identical to the inorder traversal 

of the tree obtained by the counterclockwise roll, and the inorder traversal of the original tree is identical to 
the postorder traversal of the tree obtained by the counterclockwise roll. 
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Likewise, the clockwise roll of a binary tree, abbreviated as CW(), is defi ned as in Defi nition 2:

CW(T1) = T2 ⇔ (inorder(T1) = preorder(T2) ∧ postorder(T1) = inorder(T2)) (2)
Similarly, upon CW(), the inorder traversal of the original tree is identical to the preorder traversal of the 

tree obtained by the clockwise roll, and the postorder traversal of the original tree is identical to the inorder 
traversal of the tree obtained by the clockwise roll.

A graphical explanation was given in [1], showing how the resulting binary tree is obtained visually, so as 
to comply with defi nition (1) or (2), depending on the direction of the roll. Th e downshift visual operation, 
illustrated in Figure 1, was also  presented. It was shown that CCW() and CW() are inverses of each other, 
and algorithms for CCW() and CW() were given, which didn’t require obtaining the traversals of the input 
tree in order to generate the rolled tree.

Figure 1. Graphical explanation of the CCW() algorithm, and an example of a downshift [1]

Structurally, the algorithm presented in [1] contains a trivial case, two basic cases, and a third, more 
complex one. Th e pseudocode for both the CCW() and CW() variations of the algorithm are shown in 
Figure 2.

Th e algorithm takes two input parameters, which represent two binary tree nodes: the root of the tree 
to be processed, and its predecessor. Th e predecessor’s initial value is always NULL, since the 
root of the input tree never has a predecessor node. However, the value of the predecessor param-
eter changes as further recursive calls to the algorithm are being invoked from inside the function itself. 
Moreover, the values of both the root and the predecessor nodes are guaranteed to change within 
subsequent recursive function calls, since the entire structure of the binary tree is rearranged after the roll 
operation executes fully.

Th e motivation for this paper was the fact that the binary tree roll algorithm, in either its CCW() or 
CW() variant, has not been analyzed for time complexity so far. Th at is the goal of this paper and it will 
be done as follows, focusing on the CCW() variant. First, a theoretical analysis of the time complexity will 
be given, treating all cases of the algorithm execution. Recurrence relations for the time complexity will be 
stated and proved using mathematical tools. Afterwards, it will be shown how those results are tested em-
pirically, addressing the analytical results for the time complexities of the worst case, best case and average 
case of the algorithm. Finally, the paper will end with a conclusion about the material presented herein. 
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Time Complexity – Analytical Approach
Depending on the topology of the tree being pro-

cessed by the roll algorithm, any one of the three cas-
es is equally likely to be invoked (the ones initiated 
with lines 5, 13 and 25 in Figure 2, respectively). 
Th erefore, the time complexity equation can be writ-
ten as in Equation 3:

(3)

Figure 2. The algorithms for a) CCW() and b) CW()[1]
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where T0(n), TI(n), TII(n), and TIII(n) denote the 
trivial, fi rst, second, and third case of the algorithm, 
respectively. Th e trivial case (line 3 in Figure 2) is 
always executed in constant time and produces no 
further recursive calls, yielding T0 = Θ(1). Th e three 
non-trivial cases will be analyzed with the assump-
tion that the trivial case is fulfi lled. Furthermore, the 
number of nodes of the tree will be denoted by n, 
the line numbers will refer to the algorithm in Figure 
2, and the recurrences obtained will be followed by 
the results obtained by solving those recurrences us-
ing the backward substitution method [4], or by the 
substitution method based on mathematical induc-
tion [3].

Th e analysis will be done upon the CCW() ver-
sion of the algorithm, i.e. it will concern Figure 2a. 
As stated in [1], the CW() algorithm is an inverse of 
CCW(); substituting “left” for “right” and vice versa, 
as well as CCW() for CW() (for the recursive calls), 
will transform the CCW() algorithm into the CW() 
algorithm, so the following analysis can thus be used 
for the CW() variant as well. 

First case - lines 5-10
Th is case is invoked when the root has no right 

sub-tree (line 5). Th e following lines of code take 
the root’s left sub-tree and make it its right sub-tree. 
Th en, a recursive call is made on the new right sub-
tree. Figure 3 presents this case visually.

Th is case will yield a constant number of opera-
tions (two), as well as a recursive call invoked upon a 
tree containing n – 1 nodes (i.e. the root’s only sub-
tree). Th us, the time complexity recurrence for the 
fi rst case can be written as in Equation 4:

TI(n) = 2c + T(n – 1) (4)
where the T(n – 1) recursive call implies that any 
one of the cases of the algorithm may be invoked, 
depending on the topology of the remainder of the 

tree. Solving the recurrence results in a tightly linear 
complexity as stated in Equation 5.

TI(n) = Θ(n) (5)
Second case - lines 11-24
Th is case is activated when the root of the tree has 

a right sub-tree, which does not have a right sub-tree 
of its own (line 13). Th ere will be 6 or 7 operations 
needed to roll the root, its right child node, and their 
respective left sub-trees counterclockwise (6 if the 
root of the initial tree is rolled using this case, 7 if any 
sub-tree is rolled using this case), and two additional 
recursive calls on the two formerly left and ultimately 
right sub-trees. Th e number of constant operations 
can be denoted as Kc (where K is either 6 or 7) and 
will be included in the time complexity equation for 
the second case, shown visually in Figure 4.

Figure 4. The second basic case in the CCW() algorithm [1]

Th ere are two recursive calls, so it is necessary to 
determine the extreme scenarios upon which they 
can potentially be invoked. In the worst-case scenar-
io, all of the remaining nodes will be in one of the 
sub-trees, whereas the other one will remain empty. 
Th is scenario can be described as in Equation 6:

TII0
(n) = Kc + T(n – 2) + T(0) (6)

where the T(n – 2) denotes that the two nodes already 
rolled with the constant number of lines (lines 15 to 
20 or 21) will not be worked with again. Solving this 
recurrence gives a result of a tight linear complexity, 
as shown in Equation 7:

TII0
(n) = Θ(n) (7)
Th e best-case scenario is when both of the sub-

trees have an equal number of the remaining n – 2  
nodes. Th is can be represented as in Equation 8:

Figure 3. The fi rst basic case in the CCW() algorithm [1]

56        Journal of Information Technology and Applications        www.jita-au.com



TIME COMPLEXITY ANALYSIS OF THE BINARY TREE ROLL ALGORITHM JITA 6(2016) 2:53-62 

(8)

Solving this recurrence again yields a solution of 
tight linear complexity. Th is is shown in Equation 9:

TIIΩ(n) = Θ(n) (9) 
Since both extreme scenarios of the second case 

have linear time complexities, it follows that the sec-
ond case of the binary tree roll algorithm has tightly 
linear time complexity (Equation 10):

TII(n) = Θ(n) (10)
Th ird case - lines 25-38
Th is case gets invoked when the root has a right 

sub-tree, which has a right sub-tree of its own. As 
stated in [1], this case deals with the downshift of 
stems of right child nodes and transforming them 
into stems of left child nodes. Th e algorithm fi rst cre-
ates a recursive call upon the right sub-tree of the 
root and it continues to do so until a basic case is 
reached (i.e. until a sub-tree with at most one right 
child node is reached, following the stem of right 
child nodes from the root towards its rightmost child 
node). When such a case is handled by the algorithm, 
the remainder of the third case relocates the former 
root of the tree to be the “leftmost” child node in 
the newly rolled tree, and the procedure is then re-
cursively invoked again on the former root (and its 
entire left sub-tree), now placed as the leftmost node 
in the sub-tree handled by the third case. Figure 5 
shows the third case visually.

Figure 5. The third and most complex case in the CCW() 
algorithm [1]

How many times the loop in case 3 (lines 29 
and 30) will be executed depends on the number of 
nodes in the stem of right child nodes of the root of 
the tree on which the CCW() algorithm is invoked, 
if the third case of the algorithm applies to it. After 
downshifting, this stem will become a stem of left 

child nodes, and the root node will need to be linked 
as the left child node of the leftmost node in this 
stem. Since the rightmost node in the original tree 
will become the root of the new tree after CCW() is 
performed on it, fi nding the leftmost node will need 
to be done from the new root towards the left, which 
is the reason for the loop in lines 29 and 30 of the 
algorithm. 

To help quantify this and precisely determine the 
time complexity of the third case of the algorithm, 
additional variables can be introduced. Th ese are pre-
sented visually in Figure 6.

Figure 6. The third case of the CCW() algorithm: a) the head 
recursion (ellipse) of the third case deals with the stem of right 

child nodes ( ) and transforms it into a stem of left child nodes via 
downshift; b) the root ( ) is linked as the leftmost in the stem of 

left child nodes and the tail recursion (ellipse) of the third case is 
invoked upon it; c) since the former root does not have a right 

child node of its own, the tail recursion will invoke the fi rst case, 
and the left sub-tree of the former root ( ) will become its right 

sub-tree

As shown in Figure 6, rb represents the number 
of nodes in the stem of right child nodes of the root 
of the tree (including it), whereas lo is the number 
of nodes in the left sub-tree of the root. Having this 
in mind, the time complexity recurrence of the third 
case can be written as in Equation 11:

TIII(n) = T(n – 1 – lo) + 2c + 2c(rb – 2)+ Pc + T(1 + lo) (11)
where Constraints 12 and 13 apply:3 ≤ rb ≤ n (12)0 ≤ lo ≤ n – rb (13)

Th e fi ve terms of the Equation 9 and the con-
straints in Equations 10 and 11 are explained as fol-
lows:
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• T(n – 1 – lo) is the head recursion of the third 
case (line 27). It will be invoked upon all of the 
nodes in the tree (n), except the root and its left 
sub-tree (lo), as shown in Figure 6a;• 2c is the constant time needed to invoke the two 
lines of code 28 and 29;

• 2c(rb – 2) is the time needed to invoke the loop in 
lines 30 and 29 again (the loop condition test). 
Th e two lines of code in the loop will be invoked 
for all nodes in the stem of right child nodes 
(turned into a stem of left child nodes after the 
downshift, i.e., after the head recursion has com-
pleted) except for two: the root (the head recur-
sion, i.e., downshift, is invoked for the right child 
node of the root, meaning that the root does not 
become downshifted until all other nodes in the 
stem of right child nodes get downshifted) and 
the last node in the stem of right child nodes (be-
cause when the head recursion reaches the node 
which is a parent to the last node in the stem of 
right child nodes, the second basic case of the 
CCW() will be invoked and not the third case, 
thus initiating the end of the downshift process). 
Th at is why this term is 2c(rb – 2).

Th e third case of the algorithm will be invoked 
only if the stem of right child nodes contains 3 or 
more nodes (which can be inferred by consecutive-
ly following the tests in lines 3, 5, 13 and 25); if it 
contains only 3 nodes, that is the best-case scenario, 
whereas if it contains all n nodes of the tree (i.e., the 
tree is right-degenerated), that is the worst-case sce-
nario; hence Constraint 12;
• P is a constant which is either 5 or 6, depend-

ing on whether the third case of the algorithm is 
invoked upon the root of the tree (i.e., the node 
having no predecessor) or any other child node 
of the tree respectively―this signifi es inclusion of 
lines 31 to 35 and 36, respectively;

• T(1 + lo) represents the tail recursion, which is 
invoked on the former root of the tree (eventually 
placed as the leftmost node in the stem of down-
shifted left child nodes) and the nodes in its left 
sub-tree (lo), as shown in Figure 6b. In the best-
case scenario, this left sub-tree will be empty, and 
in the worst-case scenario it will contain all the 
nodes of the tree except the ones contained in the 
initial stem of right child nodes (which includes 

the root of the tree as well, as shown in Figure 6), 
from where Constraint 13 is derived.

In order to analyze Equation 11, the extreme 
scenarios for Constraints 12 and 13 need to be ad-
dressed. Th e worst-case scenario in Constraint 12 is 
when rb = n, i.e., when the stem of right child nodes 
contains all of the nodes of the tree (which means 
that the tree is right-degenerated). Th is means that 
there is no left sub-tree to the root, i.e., lo = 0, which 
can be inferred both logically and formally, by sub-
stituting rb = n in Constraint 13. Th us, Equation 11 
becomes Equation 14:
TIII0

(n) = T(n – 1) + 2c + 2c(n – 2) + Pc + T(1)   (14)
Solving this recurrence yields a tightly quadratic 

complexity, as stated in Equation 15:
TIII0

(n) = Θ(n2) (15)
Th e best-case scenario occurs when the third case 

of the algorithm is invoked only once for the entire 
tree, i.e., when rb = 3 in Constraint 12. Substituting 
this in Equation 11 produces Equation 16:
TIIIΩ(n) = T(n – 1 – lo) + 2c + 2c+ Pc + T(1 + lo) (16)

Th ere are two extremes of the best-case scenario 
to consider:
• Th e fi rst extreme is when lo = 0 in the constraint 

in Equation 11, which means that there is no left 
sub-tree to the root. Th en, the head recursion 
would handle all of the nodes of the tree except 
the root (which are not in the left sub-tree of the 
root and do not form a stem of right child nodes), 
whereas the tail recursion would handle only 
the root; this can be inferred by substituting the 
aforementioned value for lo in Equation 16 and 
thus obtaining Equation 17:

TIIIΩ1(n) = T(n – 1) + 2c + 2c + Pc + T(1) (17)
Solving the recurrence in Equation 17 results in a 
tightly linear complexity (since T(1) = Θ(1), i.e. it 
is a constant), as stated in Equation 18:

TIIIΩ1(n) = Θ(n) (18)
• Th e second extreme is when lo = n – 3 in Con-

straint 13, which means that the left sub-tree of 
the root contains all of the nodes of the tree, ex-
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cept the three nodes (including the root) placed in 
the stem of right child nodes, which would invoke 
the third case of the algorithm. Th us, the head re-
cursion would handle only two nodes (the lower 
two nodes of the stem of three right child nodes, 
handled by the second case), whereas the tail re-
cursion would handle the remaining n – 2 nodes 
of the tree; this can also be inferred by substitut-
ing the aforementioned value for lo in Equation 16 
and thus produce the recurrence in Equation 19:

TIIIΩ2(n) = T(2) + 2c + 2c + Pc + T(n – 2) (19)
Solving this recurrence again results in a tightly 
linear complexity (since, again, T(2) = Θ(1), i.e. 
it is also a constant), as stated in Equation 20:

TIIIΩ2(n) = Θ(n) (20)
Th us, since both extremes of the best-case scenar-

io for the third case have linear time complexities, 
the best-case scenario for the third case, as a whole, 
has linear time complexity, as stated in Equation 21:
TIIIΩ(n) = Θ(n) (21)

Comparing Equations 15 and 21, it can be seen 
that the third case of the algorithm is not robust, i.e. 
that its time complexity can range from quadratic in 
the worst case to linear in the best case. Assuming 
that all of the aforementioned cases of the algorithm 
(consisting of their worst- and best-case scenarios, 
including the extreme sub-variants) are equally likely 
to be invoked, one can undertake a probabilistic ap-
proach to the time complexity analysis. More spe-
cifi cally, the complexities of the following cases need 
to be considered: TI(n) (Equation 5), TII0

(n) (Equa-
tion 7), TIIΩ(n) (Equation 9), TIII0

(n)  (Equation 15), 
TIIIΩ1

(n) (Equation 18) and TIIIΩ2
(n) (Equation 20). 

It can be seen that, out of the six possible extreme 
cases that can arise during the processing of a ran-
dom binary tree with the CCW() algorithm, only 
one is quadratic and all the others are linear. In other 
words, it can be assumed that, whenever a random 
tree is processed by the CCW() algorithm, fi ve times 
out of six the algorithm will have a linear time com-
plexity, and once out of six times it will have a qua-
dratic time complexity. 

Of course, this is a simplifi ed model of the time 
complexity of the algorithm, and further research 

into the topic is needed. Specifi cally, experimental 
research needs to be conducted, where the number 
of steps to execute the algorithm needs to be counted 
for certain topologies of the binary tree structure, in 
order to obtain a clear picture into the time complex-
ity of the algorithm.

Time Complexity – Empirical Approach
It is reasonable to expect that not all topologies of 

binary trees with certain amounts of nodes will re-
quire the same amounts of time to have the binary 
roll operation fully performed on them. Figure 7 pres-
ents all possible topologies of binary trees for n = 3  
and n = 4. For every binary tree with n nodes there 
are Cn possible binary tree topologies, where Cn is the 
n-th Catalan number.

Based on the equations for time complexity, a 
logical assumption would be that, for a tree with 
n = 3 nodes, one out of C3 = 5 trees would need 
quadratic time complexity to have CCW roll per-
formed on it (Figure 7a) ― it would be the one 
containing three nodes in the stem of right child 
nodes, i.e. the topology of a right-degenerated tree. 
Also, for a tree with n = 4 nodes, four out of C4 = 14 trees would need quadratic time complexity to 
have CCW roll performed on them (Figure 7b) ― 
the ones that have stems of three and more right 
child nodes.

Figure 7. Th e topologies of binary trees for a) n = 3  and b) n = 4  

In order to be certain about how much time 
is needed to perform CCW roll on a tree with n  
nodes, an exhaustive analysis needs to be performed. 
Th is includes obtaining all topologies of binary trees 
with n nodes and performing CCW roll on all of 
them, while counting the steps (i.e., time units) un-
til the CCW roll completes. For this, it is necessary 
to fi rst generate all topologies of binary trees for a 
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given n and then execute CCW roll on all of them, 
while counting the steps during the CCW roll ex-
ecutions. Following the theoretical analysis, it is ex-
pected that there will be a quadratic time complexity 
for the worst case and a linear time complexity for 
the best case, and it is therefore necessary to collect 
information for both. It is also appealing to know 
whether the time complexity of the algorithm would 
be more dominantly linear or quadratic, i.e., whether 
the best case or worst case of the algorithm would be 
more likely to be invoked during the execution of the 
CCW roll. For this reason, an average time complex-
ity would also be extracted, as an average of the time 
complexities for all topologies of binary trees for a 
given number of nodes n.

In order to obtain all topologies of binary trees 
with a given number of nodes, the Catalan Cipher 
Vector approach is used in this paper. A Catalan Ci-
pher Vector [2] is a vector which uniquely determines 
a binary tree’s topology. For a tree with n nodes, there 
will be Cn topologies of binary trees and thus Cn Cata-
lan Cipher Vectors. Table 1 shows all the ranks, their 
corresponding Catalan Cipher Vectors, and the ap-
propriate binary trees, for n = 4 nodes.

Since the initial Catalan Cipher Vector for a tree 
with n nodes is always [0 1 2 ... n – 1] [2], it is possible 
to generate the corresponding binary tree for it, and 
count the number of steps it would take to complete 
the CCW() on it. Th en, the subsequent Catalan Ci-
pher Vector can be obtained, the corresponding binary 
tree can be generated from it, have CCW() executed 
on it and count the number of steps needed and so 
on, until all Cn binary tree topologies are processed this 
way. Th roughout the process, the maximum and the 
minimum number of steps needed are tracked, as well 
as the total number of steps for all the Cn topologies of 
the binary trees with n nodes. Th ese can be plotted on 
a graph for diff erent subsequent values of n, in order 
to provide a graphical representation of the best case, 
worst case and average case of the time complexity of 
the CCW() algorithm, respectively.

Th e results for such an analysis have been per-
formed and the results are given in Table 2.

Table 1. Ranks and enumerations of the binary trees with n = 4 
nodes using the Catalan Cipher Vector approach

Rank Catalan Cipher Vector Binary Tree

0 [0 1 2 3]

1 [0 1 2 4]

2 [0 1 2 5]

3 [0 1 2 6]

4 [0 1 3 4]

5 [0 1 3 5]

6 [0 1 3 6]

7 [0 1 4 5]

8 [0 1 4 6]

9 [0 2 3 4]

10 [0 2 3 5]

11 [0 2 3 6]

12 [0 2 4 5]

13 [0 2 4 6]
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Table 2. Numbers of steps necessary to perform CCW() on all 
topologies of binary trees with given numbers of nodes

n C(n) Min Max Avg Total

2 2 9 11 10 20

3 5 13 29 18 88

4 14 17 49 26 360

5 42 21 71 34 1.430

6 132 25 95 43 5.610

7 429 29 121 51 21.890

8 1.430 33 149 60 85.228

9 4.862 37 179 68 331.630

10 16.796 41 211 77 1.290.640

11 58.786 45 245 85 5.025.880

12 208.012 49 281 94 19.586.720

13 742.900 53 319 103 76.399.836

14 2.674.440 57 359 112 298.274.350

15 9.694.845 61 401 120 1.165.544.550

16 35.357.670 65 445 129 4.558.478.100

17 129.644.790 69 491 138 17.843.217.150

18 477.638.700 73 539 146 69.899.012.040

19 1.767.263.190 77 589 155 274.028.145.600

20 6.564.120.420 81 641 164 1.075.046.854.800

Th e results are interpreted as follows. In the fi rst 
data row, for a tree with n = 2 nodes (fi rst column), 
there are C(n) = 2 (second column) total topologies of 
binary trees. Executing CCW() on all of them yields a 
Total (sixth, i.e. last column) of 20 time units, leading 
to an Avg (average – fi fth column) of 10 time units per 
binary tree topology. Of all topologies, the Min (mini-
mum – third column) number of time units necessary 

to complete CCW() on a binary tree topology with 2 
nodes is 9, and the Max (maximum – fourth column) 
number of such time units is 11. Th is interpretation 
follows all rows of the table, up to and including bi-
nary tree topologies for n = 20 nodes.

Plotting the obtained data results in a chart like 
in Figure 8.

Th e results concur with the theoretical analysis: 
the algorithm has a quadratic time complexity in the 
worst case and a linear time complexity in the best 
case, whereas the average case has a near-linear com-
plexity. It is possible to interpolate precise equations 
from the data for the worst and best case, and these 
are Tmax(n) = n2 + 13n – 19 and Tmin(n) = 4n + 1, 
respectively.

For the average case, the most accurate interpola-
tion is a quadratic one, since the plot indicates such 
a complexity, which is also confi rmed using the least 
square error method. Th e equation thus obtained 
is Tavg(n) = 0.0129n2 + 8.3308n + 0.8554. Th is 
shows that the quadratic term of the function will be 
shadowed by the linear term for smaller values of n, 
but that it would eventually become dominant when 
n grows beyond a certain threshold. Th e threshold 
would be the value of n for which the quadratic term 
becomes larger than the linear term, or the value of 
n for which 0.0129n2 > 8.3308n. Th is is true for 

, since n is an integer. 
In other words, for trees up to 645 nodes there is a 
higher probability that the CCW() will perform a 
binary tree roll in linear time, whereas for trees with 
646 and more nodes there is a higher probability that 
the CCW() will perform binary tree roll in quadratic 
time.

Figure 8. A plot of the results given in Table 2
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CONCLUSION

Th is paper presented an analysis of the time com-
plexity of the binary tree roll algorithm, specifi cally 
its counterclockwise (CCW()) variant, with the note 
that the analysis for its clockwise (CW()) variant 
is analogous. For the time complexity analysis, the 
trivial and the three non-trivial cases of the algorithm 
were presented and recurrence relations for them were 
derived and solved. Th e results from the theoretical 
analysis were checked empirically, by performing ex-
haustive testing on all trees with given numbers of 
nodes n, counting all the steps while performing the 
algorithm. Th e theoretical results, that the time com-
plexity of the CCW() algorithm is linear in the best 
case and quadratic in the worst case, were confi rmed 
by the empirical results. Furthermore, the average 
case analysis showed that the CCW() algorithm is 
dominantly linear for trees with n ≤ 645, whereas 
for trees with higher numbers of nodes the quadratic 
time complexity becomes more dominant.
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Abstract: The paper presents the results of some OPNET simulation experiments realized with an aim to benchmark MANET 
and ZigBee networks’ performances at the seaport environment. The MANET is formed among workers’ and supervisors’ 
personal digital assistants (PDAs). On the other side, the ZigBee is established between end-nodes or employees’ body central 
units (BCUs), which collect signals from several active and passive devices embedded into ID badges and personal protective 
equipment (PPE) pieces; several moving and fi xed routers; and the coordinator mounted at the appropriate seaport location. 
The simulation experiments are realized over the layout of the Port of Bar (Montenegro) container and general cargo terminal 
by taking into account the real number of workers and supervisors engaged at the terminal per each shift. This research 
work should give an insight to the seaport’s managers and stakeholders into some advantages and disadvantages of these 
two considered wireless networks’ schemes, and to motivate them to provide conditions for implementing these or similar 
on seaport and backend info-communication solutions for uprising the level of occupational safety and overall seaport’s 
environmental management system. 

Keywords: MANET, ZigBee, seaport, occupational safety.

INTRODUCTION

Th is paper is a kind of follow-up of several previ-
ously published papers [2-5], which consider possi-
bilities of adopting new info-communication tech-
nologies in improving on seaport (afterwards port) 
workers’ and supervisors’ safety at the Port of Bar 
(Montenegro). Th e Port of Bar functions during the 
decades in transitional environment that implies per-
manent reproduction of diff erent crisis and prevents 
the port’s development. Such circumstances have, 
among other impacts, negative implications to the 
employees’ and environmental safety. By propos-
ing variety of contemporary safety monitoring and 
controlling info-communication models, we have in 
mind a need for positive and progressive transfer and 
adoption of new technologies from developed envi-
ronments into a developing one [1]. In other words, 
we were trying to propose aff ordable, i.e., cost-eff ec-

tive solutions, which have to be smart, safety and sus-
tainable (“3S”) at the same time [19]. In this paper, 
fi rstly, we shall give a short overview of the MANET 
and ZigBee networks’ concepts and their functional-
ity. Th en, we shall propose simple models for em-
ploying them at the above mentioned developing, 
invasive port environment, along with presenting 
some simulation experiment results obtained for 
both proposed networks’ by using OPNET simula-
tion modeler. 

THE MANET: IN BRIEF

A Mobile Ad-hoc NETwork (MANET) is a self-
confi guring network where nodes are connected 
wirelessly and move freely by changing network to-
pology constantly and unpredictably. Ad-hoc wire-
less networks suff er not only the same problems of 
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wireless and mobile communications, like power 
control, bandwidth allocation and optimization, 
transmission quality, etc., but also others due to the 
lack of fi xed infrastructure and the multi-hops, such 
as confi guration advertising, ad-hoc addressing, self-
routing, etc. MANET nodes rely on batteries and 
remain in a continuous awake mode in order to be 
ready for either transmission or reception of pack-
ages, thus energy savings are among the relevant sys-
tem design criteria [7]. Apart from these, it is to be 
pointed that the multi-hop paradigm characteristic 
for MANET extends the possibility to communicate 
to any couple of network nodes, without the need 
to develop any ubiquitous network infrastructure. 
Nearby users communicate directly, not only to ex-
change their own data, but also to relay the traffi  c of 
other network nodes that cannot directly communi-
cate. At the beginning stage of its development, MA-
NET was one of the most innovative and challenging 
network paradigm and was promising to become one 
of the major technologies, increasingly present in ev-
eryday life. However, after more than three decades 
of intense research eff orts, the pure general-purpose 
MANET concept suff ers from scarce exploitation 
and relatively low interest in the industry and among 
the users, except military and disaster recovery ap-
plications. Additionally, the number of manuscripts 
focused on MANET, published in top quality jour-
nals, is decreasing [6]. Since a great body of knowl-
edge about MANET has been produced, many re-
searchers in the fi eld are now trying to apply it to 
the fi eld of wireless sensor networks. Besides, up to 
the current moment, several networks concepts have 
emerged from the MANET fi eld, like: mesh, oppor-
tunistic, vehicular, sensor ones, etc. MANET is usu-
ally close to humans, in the sense that most nodes 
in the network are devices that are meant to be used 
by human beings (e.g., laptops, PDAs, mobile radio 
terminals, etc.). We used this in exploring channel 
performances, at physical and MAC layers, over the 
set of on port workers and their supervisors equipped 
with their personal digital assistants (PDAs) at the 
port terminal. 

THE ZIGBEE: IN BRIEF

Th e ZigBee is a global hardware and software 
standard designed primarily for Wireless Sensor 

Networks (WSNs). WSNs topology may change 
dynamically, not only due to the node mobility like 
in MANET, but because some nodes can fail [15]. 
Especially in some harsh and inaccessible environ-
ments, the nodes are prone to fail. Beside failures, 
topology may also change due to the sleep-awake cir-
cle characteristic for these networks. Th rough these 
cycles, energy savings are to be achieved. Today, Zig-
Bee technology is used in almost every appliance. It 
is embedded in a wide range of products and appli-
cations across customer, commercial, industrial and 
government markets worldwide. Predominantly it is 
used for monitoring and control applications. It is 
easy to install and maintain (self-organizing); it is re-
liable (self-healing); it scales to thousands of nodes; it 
is low cost; it uses open standard and provides multi-
vendor availability; batteries operate for several years, 
etc. Th is technology is simpler and less expensive 
than other W-P/L/M-ANs (Wireless- Personal /Lo-
cal/Metropolitan-Area Networks) like Bluetooth, 
Wi-Fi, Wi-Max, etc. [20,14] In the paper, we have 
made some simulation experiments in OPNET with 
ZigBee standard at the physical and communica-
tion layers between on port workers’ and supervisors’ 
body area sub-networks composed of a set of active 
and passive sensors, RFID tags, ID badges, BCUs, 
several moving and fi xed routers, and the coordina-
tor, in order to allow permanent insight into employ-
ees’ and their personal protective equipment (PPE) 
garment presence and functionality at the terminal.

CASE STUDY

Th e paper compares some MANET and ZigBee 
performances at the harsh and dynamic developing 
port environment through the simulation experi-
ments whiles the layout of the Port of Bar container 
and general cargo terminal, including its real work-
load, mechanization and personnel capacity, is taken 
as an exemplar (Figure 1).  It is well known that ports 
are dangerous places, especially for on port workers 
and pedestrians, in terms of operational risks connect-
ed to un-loading operations, managing on port traf-
fi c and transportation, including hard manipulative 
mechanization, warehousing dangerous cargoes, etc. 
Work at ports takes place through the day and night, 
in two or three shifts sometimes, in all weather con-
ditions. It involves a number of diff erent employees 
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and contractors carrying out diff erent activities. Th is 
requires highly synchronized co-operation and com-
munication between all involved parties. Ports also 
tend to be associated with emerging environmental 
problems: water and air pollution, soil contamina-
tion, problems related to dust and noise, generation 
of waste, dredging operations, warehouse storage of 
hazardous substances, etc. Th us, a comprehensive 
management of these risks can help improving safe-
ty, reducing accidents and saving lives [7,11,17]. Th e 
Port of Bar suff ers the lack of contemporary infra- 
and supra-structural capacities, including advanced 
info-communication solutions which could optimize 
working processes and reduce occupational and envi-
ronmental risks. Relatively low turnover of the port 
saves workers of some risks, but this fact should not 
be recommended as a desired state of the port’s opera-
tional and business outcomes. Working conditions 
at the port should be improved through eff ective and 
progressive adoption of new transportation and ma-
nipulative technologies including info-communica-
tion ones. Th erefore, through the previous research 
works in the fi eld [2-5] we proposed several models 
for enhancing on port workers safety. As a continua-
tion of these pioneer research endeavors, a compara-
tive analysis between potential MANET and ZigBee 
applications for supporting on port employees’ oc-
cupational safety measures has been realized. It is 
very important that workers have available possibil-
ity of uninterrupted interpersonal communications 
and communications with their supervisors (e.g., via 
MANET PDAs), and also it is very important to pro-
vide continuous monitoring of workers’ presence at 
the terminal, as well as, monitoring if required PPE 
is used, and if it is functional during the operational 
process at the terminal (e.g., via ZigBee BCUs). 

Th e container and general cargo terminal at the 
Port of Bar (Figure 1) has a quadrilateral form, which 
is approximated for our research work by a rectangle 
with dimensions 650 x 350 m. Workers can move 
with high level of freedom over the terminal, while 
their movements are only restricted by the physical 
structures present on the surface, which are in this 
case three industrial warehouses, moving vehicles, 
vertical mechanization structures, and several con-
tainer blocks. Th e industrial warehouses are not 
a serious problem for the mobility freedom of the 
workers, since they can go inside and through the 
warehouses; moving vehicles is also not a big prob-
lem; but, the containers are, since they are usually 
located in blocks and can cause interference to the 
communication devices by reducing the range. 

In experiments with the MANET, IEEE 802.11 
standard for the physical and MAC layers is used, 
while some of the key network performances are ana-
lyzed for DSR, AODV, OLSR and TORA routing 
protocols [10]. Th e simulation experiments with the 
ZigBee are realized by using IEEE 802.15.4 standard 
for the physical and MAC layers, too. Th e analyses 
are done considering two ISM frequency bands al-
lowed in the port region, i.e., 868 MHz and 2.4 
GHz, along with three common topologies: star, 
cluster three and mesh.

For both approaches, the application traffi  c con-
tains the information taken by the sensors or RFID 
tags attached to the workers/supervisors PPE gar-
ments, or their ID badges. Th at information contains 
important data to be analyzed, such as ID of each 
worker/supervisor, ID and sensors’ functionality of 
each worker’s/supervisor’s PPE piece (hard helmets, 
safety vests or protective shoes), data on plantar pres-
sure, ambient light, temperature, etc. All these data 
are collected by BCU (body central unit) attached to 
the employee’s belt. Th e content of the information 
is not clear at the present moment and it may vary 
in the future, depending on the port’s real needs. 
Th erefore, it will be abstracted here and treated as a 
payload that the network has to transmit to a certain 
point where it will be analyzed. Th is payload in the 
application level for each packet transmitted by each 
worker/supervisor is approximated by 32 bits, which 
is enough to transmit the IDs of the employees and a 

Figure 1. The container and general cargo terminal at the Port of 
Bar (Source: web)
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few more data collected from the sensors attached to 
PPE garments [12]. 

SIMULATION ANALYSIS

Both MANET’s and ZigBee’s simulation experi-
ments are realized in OPNET Reverbed Modeler 
Academic Edition 17.5 over the plot of general and 
cargo terminal at the Port of Bar. Th e Port of Bar 
consists in fact of seven diff erent terminals that are 
used for diff erent purposes and it has about 200 em-
ployees in total on port operations. We assumed that 
there are mostly 20 employees at analyzed container 
and general and cargo terminal per shift. We ana-
lyzed this terminal since it is exposed to the high-
est operational risks. Although we did experiments 
for 5, 10 and 15 employees, or better say networks’ 
PDAs (MANET) and end-nodes/routers (ZigBee), 
the results obtained in the cases of 15 and 20 mov-
ing devices should be put in focus, since they ap-
pear more challenging in terms of evaluating the net-
works’ usual performances.

Experiments with MANET
Th e analyzed scenario for 20 workers, including 

their supervisor(s), is shown in Figure 2. Th ere is no 
fi xed infrastructure in MANET. Th us, the network 
is formed just by PDAs of employees who can move 
freely around the terminal. Nevertheless, the traffi  c 
is to be centralized to a certain destination in order 
to be routed to an external server by using another 
interface. Th is device is PDA carried symbolically 
by worker_1 in our scenario. Th e whole traffi  c must 
be sent towards the worker_1 (market with a laptop 
icon in Figure 2). In fact, any PDA could play this 

role since this node is exactly the same as any other 
PDA node; it is just marked with a diff erent icon to 
visualize which is the device that receives the traffi  c 
from other nodes, what will be done by using the 
IP direction of the node. Th e blue rectangle around 
the network (Figure 2), defi nes the mobility domain 
for the nodes within which the employees can move 
freely. In OPNET environment, some characteristics 
shared by all nodes in MANET are to be defi ned by 
using “confi guration nodes” that group all common 
features, but they do not represent any physical node. 
In our scenario, it was necessary to defi ne three dif-
ferent confi guration nodes: mobility confi guration 
node, IP confi guration node and reception confi gu-
ration node. Th e attributes of these nodes are shown 
in Figure 3. Th e detail description of used devices, 
their parameters and OPNET basic interface infor-
mation are given in reference [8].

Figure 2. The MANET scenario: 20 workers and supervisor(s) at 
the seaport terminal (Source: own)

Frequency band is determined by the IEEE 
802.11, and it is set at 2.4 GHz. Simulation time 
is set to one hour. After several series of simulations 

Figure 3. Some attributes of the mobility, IP and reception confi guration nodes (Source: own)
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for 5, 10, 15 and 20 nodes, it is observed that MA-
NET performances are quite poor for lower num-
ber of nodes (especially for 5 and 10 nodes). Th e 
absence of fi xed infrastructure for small number of 
nodes requires establishing longer range communi-
cations that is not always possible due to the maxi-
mum range inherent to the devices, leading to the 
isolation of some nodes. By increasing the number of 
nodes (e.g., to 15 or 20), the MANET considerably 
improves its performances. Th e simulation results are 
shown in Figure 4. Th ey present the network load 
(i.e., amount of control, routing and traffi  c data be-
ing carried by the network) for diff erent routing pro-
tocols: AODV, DSR, OLSR and TORA. In Figure 4 
can be seen that TORA and AODV are the protocols 
with the lowest network load while OLSR and DSR 
mostly charge the network in the considered case. 
Th e diff erence is quite big if we compare DSR with 
AODV or TORA, e.g., DSR doubles the network 
load comparing it to AODV, and triplicates it when 
it is compared to TORA, e.g. By comparing the traf-
fi c received by the destination, it can be concluded 
that AODV and DSR are a bit stronger against to-
pology changes than OLSR, and that the weakest is 
TORA, under the same conditions. 

Additionally, by comparing the total end-to-end 
delay, OLSR and TORA represent a big improve-
ment over the other two considered protocols. For 
networks with fewer nodes, TORA would not be 
that eff ective, but as the number of nodes increas-
es, the delay rapidly decreases [8]. Th e values of the 
end-to-end delay for diff erent routing protocols and 
diff erent number of nodes are given in Table 1. A 
common trend which can be noticed on the basis 
of conducted simulation experiments is that end-to-
end delay decreases as number of the MANET nodes 
increases. 

Table 1. The MANET end-to-end delay maximal values for 
different routing protocols and number of network nodes [sec/

msec] (Source: own)

Figure 4. The MANET network load for 20 nodes in the case of 
AODV, DSR, OLSR and TORA routing protocols (Source: own)

Generally, total end-to-end delay is the time from 
the moment of generating packages at the source to 
its receiving at the destination. Some applications, 
e.g., voice transmissions, are more susceptible than 
others to the end-to-end delay of packages, and 
therefore they require its lower average value. Due to 
the weak signals at the nodes, frequent creation and 
termination of connections, as well as, the mobility 
of nodes, the total delay in the MANET network 
usually increases. It should be noted that there are in 
fact four diff erent types of delays [18]:

• transmission delay - the time which the trans-
mitter needs to deliver all bits of data packages;

• propagation delay - the time which is necessary 
to transfer one bit from the source to the des-
tination;

• processing delay - the time which is necessary 
for processing package before its delivery at the 
source node, at any intermediate node, and at 
the end node for processing package before its 
proceeding to the application; and,

• queuing delay - it is the delay which occurs due to 
queuing at any node along the transmission path.

OLSR TORA AODV DSR

5_nodes: 40 msec. 5_nodes: 1 sec. 5_nodes: 1.7 sec. 5_nodes: 2 sec.
10_nodes: 30 msec. 10_nodes: 0.3 sec. 10_nodes: 3 sec. 10_nodes: 0.5 sec.
15_nodes: 0.2 msec. 15_nodes: 0.05 sec. 15_nodes: 10 sec. 15_nodes: 0.3 sec.
20_nodes: 0.8 msec. 20_nodes: 0.00 sec. 20_nodes: 0.04 sec. 20_nodes: 0.015 sec.
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Accordingly, total delay might be expressed by the 
following model (1):
TTotal_Delay = N · (TTrans_Delay + TProp_Delay + TProcess_Delay + TQueu_Delay)       (1)

Where,
N - is a number of nodes in the network;
TTotal_Delay - is the total delay;
TTrans_Delay - is a transmission delay;
TProp_Delay - is a propagation delay;
TProcess_Delay - is a processing delay; and,
TQueu_Delay - is a queuing delay.

Th e traffi  c received by destination in the cases of 
5, 10, 15 and 20 nodes in the case of using DSR 
routing protocol is given in Figure 5. It indicates that 
it is necessary to increase the number of nodes (at 
least 15 to 20 nodes) to establish functional network, 
in terms that nodes can route traffi  c smoothly to the 
destination. By analyzing the number of hopes and 
global delay, it is also observed that they decrease, as 
the number of nodes increases. 

Experiments with ZigBee 
Some simulation experiments with ZigBee are re-

alized for three diff erent topologies: star, cluster tree 
and mesh [13,16], and for two diff erent frequencies 
868 MHz (with max. bit rate of 22 kbps) and 2.4 
GHz (with max. bit rate of 250 kbps). Th e scenario 
includes: a coordinator, three fi x routers, mounted 
at the warehouses’ roofs, one or two moving rout-
ers attached to the forklift(s) which operate(s) at the 
terminal, and 4(+1), 9(+1), 13(+2), and 18 workers 
(+1 or 2 forklifts). More or less, the location of a co-

ordinator and fi xed routers might vary depending on 
the eventual changes of the physical conditions at the 
port perimeter in the future. Th e detail description 
of network devices, physical and MAC layers param-
eters, packet size, packet interval time, etc., is given 
in [8]. Th e ZigBee scenario in OPNET environment 
with 18 workers and 2 moving routers attached to 
the forklifts is shown in Figure 6. 

Some ZigBee network performances’ analyses are 
done for star, tree and mesh topologies, while the fol-
lowing might been observed:

Figure 6.  The ZigBee scenario: 18 on port workers and 2 moving routers mounted at the forklifts (Source: own)

Figure 5. Traffi c received by destination in the case of DSR 
routing protocol in MANET for the scenarios with 5, 10, 15 and 20 

nodes (Source: own)
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• Star topology: Th e traffi  c received by the coordi-
nator is among the most important features for 
this application. It is not so important if some 
packages are lost, as long as a node is not isolat-
ed. Th e experiments showed that in the case of 5 
nodes there are no loses; for 10 nodes there are 
a few; for 15 nodes the package loses are higher, 
but the network still works. Th e problem comes 
with 20 nodes, since loses are quite high. When 
we analyzed the traffi  c received by the destination 
from a single worker in the case of 20 nodes, the 
traffi  c from some workers that are far from the 
coordinator is completely lost and some workers 
became in such way isolated. Th ese package loses 
are caused primarily due to the interference and 
the distances between some nodes and the coordi-
nator, but also due to the star topology that forces 
direct communication. Th e global end-to-end 
delay increases with the number of nodes, too. 
In the case of 20 nodes, the traffi  c falls when the 
nodes get isolated and they are not able to com-
municate. It is important to note that 2.4 GHz 
frequency brings in general some benefi ts over 
868 MHz to this topology.

• Tree topology: Th e traffi  c received by coordina-
tor is between 13-15 packages in the cases with 
15 and 20 nodes, which represents the important 
improvement in comparison to star topology, 
due to the possibility of routing traffi  c through 
the routers. Concerning the global delay, in com-
parison to the global delay in the star topology, 
it is rather similar. It is important to emphasize 
that there are considerable diff erences in these 
network parameters in the case of 868 MHz and 
2.4 GHz. Th e 2.4 GHz band provides the im-
portant performance enhancements. Th is means 
that 50% more packages is received for 15 nodes, 
and double the amount of packages received in 
the case of star topology for 20 workers. In terms 
of global delay, 2.4 GHz band provides more than 
60% lower delay than in the star topology for the 
same frequency. Th is huge reduction is caused 
by multiplication of the number of packages re-
ceived, which reduces the number of transmis-
sions. Another important moment is increase in 
the maximum bit rate from 20 kbps (868 MHz) 
to 250 kbps (2.4 GHz). 

• Mesh topology: Th e traffi  c received by coordinator 
does not show a big improvement in comparison to 
tree topology. Th e global delay is slightly reduced, 
due to new connections between routers. It can 
be concluded, that there are no considerable dif-
ferences in the network performances, in general, 
with tree and mesh topology within the considered 
scenarios. However, the diff erences between net-
work performances in the case of 868 MHz and 
2.4 GHz are to be pointed again, especially for the 
larger number of nodes, i.e., 15 and 20 (see Fig-
ure 7). It happens since the data rate is consider-
ably higher at 2.45 GHz, and since more effi  cient 
modulation scheme, i.e., Quadrature Phase-Shift 
Keying (QPSK) is used, in comparison to Binary 
Phase-Shift Keying (BPSK) one, which is used in 
the case of 868 MHz frequency band. 

Figure 7. Traffi c received by a coordinator for ZigBee mesh 
topology: 868 MHz vs. 2.4 GHz (Source: own)

Some experimentally obtained values of end-to-end 
delay for diff erent topologies of the ZigBee network for 
5, 10, 15 and 20 end nodes and 1 or 2 moving routers, 
depending on the scenario at the analyzed port termi-
nal, are given in Table 2. Th ere are some variations, but 
it is obvious that for each topology a negative correla-
tion between the number of nodes and end-to-end de-
lay exists. Th e main reason is that ZigBee is primarily 
projected for low traffi  c density, and this implies bigger 
delay for the larger number of end-nodes and routers. 

December 2016        Journal of Information Technology and Applications        69



JITA 6(2016) 2:63-72 SANJA BAUK, ET AL.:  

MANET and ZigBee comparison
In the attempt to determine which of the con-

sidered wireless technologies has more capabilities 
under given assumptions, it is possible to compare 
the MANET and ZigBee by using diff erent routing 
protocols, diff erent network topologies and diff erent 
number of nodes (nodes here include: workers, su-
pervisors, i.e., their PDAs and BCUs, and moving 
routers at the forklifts in the case of ZigBee). It is 
absolutely clear that ZigBee has better performances 
than MANET for the lower number of nodes, i.e., 5 
and 10 nodes, in the analyzed port scenarios. 

Th e traffi  c received by the destination for 15 
nodes scenario shows a change in the performance 
of the MANET and ZigBee, in comparison to the 
scenarios with 5 and 10 nodes, and supports the idea 
of better performance of the MANET. Only tree and 
mesh ZigBee topologies at 2.4 GHz for 15 nodes, 
e.g., are close to the performance of the MANET. 
Th e global end to end delay also shows a change in 
the performance. In general, the MANET is more 
suitable technology for this scenario.

Th e traffi  c received by the destination for 20 nodes 
again shows opposed results in comparison to the sce-
nario with 5 and 10 nodes. In this scenario, all MA-
NET routing protocols show better performance than 
the ZigBee with any topology and frequency band, 
while only at 2.4 GHz and by using tree and mesh 
topologies, the ZigBee is let us say comparable to the 
MANET. Th e values of the global end to end delay are 
similar to those obtained in 15 nodes scenario. 

Th e resume of the MANET versus ZigBee perfor-
mances in the considered developing port environ-
ment is given in Table 3. 

Table 3. Resume of the MANET and ZigBee comparisons for 5, 

10, 15 and 20 moving nodes (Source: own)

Scenario Most suitable technology

Five nodes ZigBee (star topology; 868 MHz and 2.4 GHz)

Ten nodes ZigBee (mesh topology; 2.4 GHz)

Fifteen nodes MANET (generally OLSR routing protocol)

Twenty nodes MANET (generally AODV routing protocol)

Conclusion
Th e results obtained from diff erent scenarios and 

by various simulation experiments within the devel-
oping port environment (the Port of Bar in Monte-
negro) can give some new landmarks in the process of 
the optimal wireless network(s) technology selection, 
including specifi c requirements as: the number and 
mobility of nodes, package size, package inter-arrival 
time, etc. On the basis of the presented simulation 
results, the following can be extracted:
• Th e ZigBee performances are better than the 

MANET ones for the low density of nodes (here 
workers, supervisors mobile devices and/or mov-
ing routers). Th e main reason lies in the fact that 
the ZigBee relies on rather fi xed infrastructure, 
while MANET does not have it. Th erefore, for 
the relatively small number of nodes, it becomes 
necessary to establish longer communication 
range that is not always possible due to the maxi-
mum range inherent to some MANET devices, 
leading to the isolation of the nodes;

• As the number of nodes increases, an opposite 
trend is observed, i.e., the MANET shows better 
performances than the ZigBee. As the number of 
nodes rises, it becomes easier for the MANET to 
establish communication between nodes and to 
route the traffi  c towards the destination. On the 
other side, the ZigBee fi nds it harder in such case 
to route the traffi  c towards the single destination. 
A ZigBee is conceived to be used for low traffi  c 

No. of nodes
Star Tree Mesh

868 MHz 2.4 GHz 868 MHz 2.4 GHz 868 MHz 2.4 GHz

5_nodes 0.065-0.085 0.065-0.085 0.090-0.120 0.090-0.150 0.050-0.100 0.100-0.110

10_nodes 0.140-0.150 0.135-0.150 0.150-0.210 0.140-0.220 0.150-0.200 0.140-0.220

15_nodes 0.180-0.210 0.065-0.110 0.250-0.360 0.850-0.950 0.250-0.350 0.070-0.100

20_nodes 0.130-0.480 0.100-0.155 0.350-0.490 0.130-0.140 0.370-0.480 0.120-0.140

Table 2. The ZigBee end-to-end delay minimal and maximal values (bold) for different topologies and number of end-nodes and moving 
routers [sec] (Source: own)
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applications with low requirements, and the in-
crease of traffi  c is a threat to its low maximum 
data rate;

• Th e simulation results undoubtedly show that 
2.4 GHz frequency band improves the effi  ciency 
compared to 868 MHz one, due to the higher 
bit rate and advanced modulation schemes that 
make 2.4 GHz more suitable to the networks 
with higher load. When it comes to the ZigBee 
topologies, tree and mesh topologies increase the 
range of the communications to the detriment of 
the delay. Besides, the mesh topology enables the 
connection between routers that allow the traf-
fi c in the case when one router fails. Th erefore, 
when the complexity of the ZigBee network is in-
creased, the best choice should be to select a mesh 
topology, which operates at the 2.4 GHz; 

• Concerning the MANET, the choice of a rout-
ing protocol has infl uence on the network perfor-
mances. Th e results show that in the case of larger 
number of workers, the most effi  cient routing 
protocols are AODV and OLSR. DSR is also able 
to route the traffi  c with similar delay as AODV or 
OLSR, but at the cost of increasing the routing 
traffi  c which leads to triplication of the network 
load in comparison to AODV, and its duplica-
tion in comparison to OLSR. Th us, for larger 

networks, where the risk that a node can become 
isolated is low, the protocol that might off er the 
best qualities is AODV, etc.

In further analysis, behavior of the larger number 
of network nodes should be examined. Th is might 
be achieved by connecting networks at diff erent 
terminals within the port and analyzing them as a 
whole, within the considered-real scenario(s). Also, 
the experiments with larger packages’ inter-arrival 
intervals should be done. Th e content of the network 
payload, i.e., the content of each package should be 
specifi ed, as well. Th e managers and stakeholders at 
the port should be introduced in detail to the basic 
pros and cons of both here analyzed networks’ struc-
tures and performances. Th eir real needs and prefer-
ences should give proper directions for further more 
intensive and rigorous research studies in the fi eld. 
Th e workers’/supervisors’ willingness to become part 
of such wireless network(s) is to be assessed, too, 
as a part of non-technical, or more soft, further ex-
aminations. Of the key importance is, in any case, 
top managers’ and stakeholders’ interest in adopting 
new, advanced wireless networks and back-end info-
communication systems for improving both on port 
workers’ and integral port’s environmental safety 
measures. 
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Abstract: Today, Internet of Things (IoT) is becoming part of a diverse organization, from academic to large enterprises. Also, 
we use IoT in our daily lives like home appliances, security monitoring such as baby, smoke detectors, health product measure 
exercise, traffi c systems, industrial uses, etc. Biometric is an important segment of IoT, because it proves user’s identity. 
Biometric security plays the main role in IoT. This paper presents how biometric system secures the Internet of Things and 
architecture proposal based on one system that connects biometric system and components of Internet of Things. 
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INTRODUCTION

If we follow possibilities for the future of tech-
nology and society, we encounter Internet of things 
concept. It has tendency that everything can be 
controlled through the Internet. Many devices are 
connected over the RFID, NFC, Bluetooth etc. [3]. 
When using biometric system in the identifi cation 
mode, biometric data collected by acquisition sen-
sors is compared with templates stored in the bio-
metric database. 

Modern information systems need more security 
in their systems without PIN code. Th e main goal of 
this paper is how biometric system secures the Inter-
net of Th ings. Jain [5] presented two types of attacks: 
Intrinsic limitations and Adversary attacks. Intrinsic 
limitations contain False non-match (two samples 
from the same individual have low similarity and 
the system cannot correctly match them) and False 
match (two samples from diff erent individuals have 
high similarity and the system incorrectly declares 
them as a match). Adversary attacks refer to the In-
sider attacks (Collusion, coercion...), Attacks on sen-

sor (Spoof attacks), Attacks on feature extractor and 
matcher (Trojan horse attacks), Attacks on Intercon-
nections between modules (Man-in-the-middle and 
replay attacks) and Attacks on database (Template 
leakage). Old user authentication approaches are in-
adequate in the IoT era. New patterns are needed 
because the granting of physical access. ZK Research 
[11] predicts that by 2020, the IoT will consist of 50 
billion endpoints. Gartner [13] says that the IoT will 
drive device and user relationship requirements in 
20% of new identity and access management (IAM), 
with new biometrics to emerge as a key role.

PROBLEM DEFINITION

Th e most widely way to authenticate users are 
by using the unique code (which we have chosen by 
ourselves) or PIN codes. Both methods carry some 
risk of forgetting, theft, hacking etc. Th e fact is that 
traditional passwords are not enough.

Biometrics provides a new method to secure phys-
ical and logical access (unimodal or multimodal sys-
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tem). Th e biggest diff erence between the biometric 
and other authentication methods is that biometrics 
truly verifi es an individual’s identity. Each biometric 
characteristic is unique and individual [12]. More 
companies accept biometrics.

At the same time, it develops the Internet of 
Th ings (IoT). It represents the concept of smart au-
tomation and smart monitoring through the Inter-
net as communication [4]. Biometric identifi cation 
off ers simplicity and other benefi ts to users who want 
a safe and secure way to confi rm the identity. Re-
cently, there has been an increase in the application’s 
development which are biometric data integrated in 
various industries (automotive, banking, healthcare, 
etc.).

Leading research is related to the fact that the In-
ternet of things will launch devices where biomet-
rics plays the main role. It will be necessary because 
each device requires identity to interact with a user. 
Security and privacy are the key issues for the IoT 
applications.

BIOMETRIC SYSTEM

Biometric systems are technical systems that use 
biometric characteristic of people. Th ese systems 
can operate in multiple modes. Th e most interesting 
modes are biometric data entry, identifi cation mode 
and verifi cation mode. Biometric data entry mode 
involves the entry of a new entity (Enrollment) in 
database through the acquisition. Th is process occurs 
if the entity does not exist in the database. Verifi -
cation (or authentication) mode system performs a 
one-to-one comparison of captured biometric with 

a specifi c template stored in biometric database in 
order to verify the individual is the person they claim 
to be. Th e following fi gure represents the diff erence 
between identifi cation and verifi cation.

Biometrics is automated method of recognizing 
a person based on physiological or behavioral char-
acteristic [1]. Physiological characteristics are fi nger-
print, palm veins, iris recognition, retina, face recog-
nition, DNA, etc. Behavioral characteristics include 
voice recognition, signature recognition, keystroke 
dynamics.

Biometric security is mainly implemented in envi-
ronments with critical physical security requirements 
or that are highly prone to identity theft. Biometric 
security-based systems or engines store human body 
characteristics that do not change over an individu-
al’s lifetime. Th ese include fi ngerprints, eye texture, 
voice, hand patterns and facial recognition.

While comparing various available biometric 
methods, it is important to have valid criteria. Expert 
in biometrics [7] developed seven criteria:

• Uniqueness - the proportion of people that 
have the characteristics necessary for authen-
tication;

• Universality - any two people should not have 
the same biometric features;

• Permanence - should not change with time 
(iris…);

• Collectability - characteristics can be easily 
measured and quantifi ed;

• Performance - the accuracy and speed of bio-
metric methods;

• Acceptability - the extent to which users are 

Figure 1. Biometric system - difference between identifi cation and verifi cation
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ready to allow the system to collect their bio-
metric characteristics;

• Circumvention - how easy it is to fool the sys-
tem using fraudulent method.

INTERNET OF THINGS

Internet of Th ings (IoT) is interdependent system 
of mechanical and digital machines, devices, people 
with unique biometric characteristics and usability of 
transfer data across a network. Th e IoT allows for re-
mote management and exchange of data with diff er-
ent objects which make decisions themselves. Th e IoT 
architecture contains six layers (Figure 2). Th e fi rst and 
the second layer include sensor nodes to process infor-
mation. Th ey communicate with the third layer which 
provides translation between application and devices 
(layer 4 and layer 5). Th e latest layer is Cloud which 
represents the Internet-based services.

Atzori [2] grouped fi ve domains in the IoT about 
possibility to communicate with each other in diff er-
ent environments. Th ese are:

• Transportation and logistics domains (Logis-
tics, Assisted driving, Mobile ticketing, Envi-
ronment monitoring, Augmented maps),  

• Healthcare domain (Tracking, Identifi cation/
Authentication, Data collection, Sensing),

• Smart environment domain (Comfortable 
homes/offi  ces, Industrial plants, Smart mu-
seum and gym),

• Personal and social domain (Social network-
ing, Historical queries, Losses, Th efts),

• Futuristic domain (Robot taxi, City informa-
tion model, Enhanced game room).

Weber [10] elaborated attacks in data authentica-
tion of the Internet of Th ings. He mentioned suffi  -
cient framework with specifi c technology in account 
to supplemented specifi c needs by private sector. Th e 
system must contain corresponding measures and 
rules in the IoT mechanisms. 

Suo [8] explained cryptographic algorithms which 
are encryption mechanism and provide communica-
tion security.

 BIOMETRIC SYSTEM TO SECURE THE INTERNET OF THINGS 

–ARCHITECTURE PROPOSAL

It is very important to secure company’s data 
which uses the Internet of Th ings. One of the ways 

Figure 2. IoT Architecture

Figure 3. Biometric system to secure Internet of Things

December 2016        Journal of Information Technology and Applications        75



JITA 6(2016) 2:73-77 OLJA LATINOVIĆ:  

is to plan and design a biometric system. Figure 3 
shows how to biometric system secures the Internet 
of Th ings. In the fi rst step, there is one biometric 
system with any biometric authenticator which per-
forms feature extraction and feature matching. When 
a person is recognized, data is collected by mobile 
and static sink nodes. Both of them send the data to 
computational devices (low-end or high-end). Last 
step is cloud or the Internet of things which has data 
where it will be stored, shared or processed. Various 
extensions of this architecture are possible such as the 
use of more sensor nodes, or special biometric char-
acteristic for exchanging authentication and authori-
zation data between parties.

Valera [9] designed architecture to off er great 
potential and fl exibility of communications, moni-
toring and control. He used 6LoWPAN and RFID/
NFC to secure SIM card to authenticate, encrypt 
and sign the communications with medical devices.

Karimian [6] mentioned reasons of security. Also, 
he said that incorporation of biometrics to the In-
ternet of Th ings presents the cost care. His paper 
introduced ECG biometrics which are highly, more 
secure and easy to implement.

One biometric tokenization platform should be 
mentioned, namely the HYPR. It is a solution for 
safety and integrity user biometric data over mobile, 
desktop and the Internet of Th ings.

CONCLUSIONS

In this paper, various important aspects of bio-
metric system functionality are revised. It processed 
information on the special consideration process and 
ways of how to apply the said. It processed special 
consideration about biometric security in the In-
ternet of Th ings. Biometric sensors on devices are 
changing user authenticate procedure to services they 
use every day. Paper described how biometric system 
can play the main role in the Internet of Th ings.

Th e IoT community is growing fast and an au-
thentication needs to be more practical. Having tra-
ditional passwords on devices can be stolen. It is clear 
that a better solution is biometric security. Suggested 

system in this paper presents an easy way to secure 
authentication, possible variation for customers. Th is 
process is established on biometric feature matching 
and sink nodes in the IoT which provides stable se-
curity system.

Future research of this topic is detailed analysis 
biometric open source system integration with the 
IoT solutions. Potential disadvantage is challenges 
such as bugs in open source system. Also, it is worth 
mentioning about possible attacks on the system.  It 
is an important problem, and should be considered. 
Th e IoT products represent a possibility for enor-
mous prosperity.
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Abstract: The IT function became the backbone of the company and the central driving force of the entire operations of an 
organization. Modern electronic commerce is very dependent on the quality of information system supported with information 
technology. Safety aspects of business and electronic transactions transfer (Internet-supported), particularly in the banking 
sector, require a more complex audit of the organization, both fi nancial and the information system audit. This paper presents 
the basic and in practice most frequently applied standards and guidelines for checking of security controls in information 
systems. The work presents the COBIT and ITIL as the two most prevalent methodologies for quality audit of information 
systems with the presentation of two ISO 27000 series of standards on information security. 

Keywords: audit frameworks, IT audit, IT Governance, COBIT, ITIL, ISO27000.

INTRODUCTION

Modern business strongly depends on informa-
tion technologies (IT) and other relevant auxiliary 
technologies. Th e supporting information system 
(IT supported or not) must be properly established. 
Weak or bad established information system with 
corresponding infrastructure not aligned with stra-
tegic goals and needs of business ultimately lead to 
additional and usually not necessary extra costs for 
the company.

Th erefore, information system management must 
be considered as a very important business process. 
Proper information management, timely and ad-
equate use of information are providing necessary 
market advantage, and therefore IT governance and 
IT auditing are becoming leading concepts today. 
Th ese concepts are implemented very often in large 

and complex organisations in order to have overall 
insight over organisation’s activities and for trend 
analyses.

Linking management and IT is a key for the suc-
cess of business. Some of the leading problems for 
already established information systems are a timely 
collection of information, processing in most effi  -
cient manner, but also storing and keeping it out of 
sight of competitors. To evaluate the quality of the 
information system in use and its functionality, it is 
necessary to implement the process of information 
system auditing. By its nature, this audit process is 
very demanding and complex. It is even more com-
plex than a classic fi nancial audit. Today, there are a 
number of standards and frameworks for this kind of 
audit. Most known and popular are COBIT, ITIL, 
set of ISO standards, COSO, VAL IT etc. Th is paper 
gives an overview of these most important and used 
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frameworks for information system audit process 
enabling quality IT management. 

IT GOVERNANCE AND AUDITING

Van Grembergen defi nes IT governance as „the 
organisational capacity exercised by the Board, Execu-
tive Management and IT management to control the 
formulation and implementation of IT strategy and in 
this way ensure the fusion of business and IT“[22] 

Gartner Inc. consulting company also provided 
defi nition that defi nes IT governance as “the processes 
that ensure the eff ective and effi  cient use of IT in en-
abling an organization to achieve its goals” [6]

IT governance includes following areas [14]:
•  Strategic alignment;
•  Value delivery;
•  Resource management;
•  Risk management; and
•  Performance measurements.

Strategic alignment ensures adequate linking of 
business and IT strategies and plans. Th ey defi ne, 
maintain and confi rm or support IT organisational 
values and also defi ne and manage IT business opera-
tions in line with regular business activities.

Value delivery enables IT to provide promised and 
projected advantages realizing strategies and concen-
trating on costs optimisation and IT investments. 

Resource management aims at optimal invest-
ments and adequate governance of critical IT pro-
cesses, such as applications, information, infrastruc-
ture and human resources. Key issues relate to the 
optimisation of knowledge and infrastructure.

Risk management must be implemented and 
realized at all levels in the organisation – from em-
ployees up to the top level management – in order to 
achieve risk transparency and their mitigation with 
a clear defi nition of measures for risk management 
responsibility.

Performance measurement is needed in order 
to follow and monitor implementation of strategies 

and projects, use of resources, working processes and 
provision of services using  „balanced scorecard“[16] 
(measuring and comparing selected indicators) that 
is used to follow the success of actions and meeting 
strategy goals along the classical accounting meas-
urement methods. From previous explanation it is 
obvious that it is necessary to invest a lot of eff orts, 
time and resources to establish a quality information 
system that will serve a purpose. However, it is not 
enough to establish the system, but to maintain it is 
even more important.

Auditing of information systems is relatively new 
discipline (appearing from the 1960s) intending to 
become a multidiscipline scientifi c fi eld that links 
organisational, strategic and IT aspects of company’s 
business. Historically, auditing of information sys-
tems appears as a need for an extension of standard 
and traditional fi nancial audit in the moment when 
auditors’ limited knowledge of IT requested addi-
tional IT knowledge or externally engaged IT pro-
fessionals. However, there is a signifi cant diff erence 
between two types of auditing. Th e role of the fi nan-
cial audit is to evaluate if the organisation is com-
plying with standard accounting practices. From 
the other hand, the aim of the information system 
auditing is to evaluate design and eff ectiveness of 
the system using organisation’s internal controls. 
Th erefore, it is not possible to equalize this auditing 
with the internal auditing.

Th e defi nition of information system auditing 
states that it a process of collecting and evaluating 
claims on how information system preserves prop-
erties of the company, data integrity and enables 
more eff ective and more effi  cient use of resources 
for the achievement of business goals [3].

From the defi nition, it is obvious that the object 
of audit is systematic, quality and careful review of 
controls within all parts of information systems. 
From this, we can draw basic auditing tasks [18]:

• To evaluate and estimate present status of the 
system (maturity, level of success),

• To discover risk areas and level of risk, and 
• To provide recommendations to the manage-

ment on practice for the improvement of the 
governance.
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Th e information system auditor must have broad 
knowledge and experience not only of business and 
local legislation, but he/she must also have a broad 
knowledge of information and communication tech-
nologies and modern trends in the fi eld in order to 
evaluate properly the possible risks.

Given that this is a very complex area and that 
it requires a holistic approach to problem solving, 
the practice shows a number of standards and frame-
works for auditing of information systems.

INFORMATION SYSTEM AUDITING FRAMEWORKS

Frameworks of information system auditing rep-
resent guidelines for the auditor’s work and the mod-
el of implementation of the audit process for sys-
tematic (qualitative and quantitative) collecting and 
processing data required for the preparation of the 
audit fi ndings. As there are diff erent schools and ap-
proaches to the study of certain areas, it is clear that 
the frameworks for revision occur in multiple forms. 
In this paper, we will mention only three most im-
portant - COBIT, ITIL, and ISO related standards.

Figure 1. Most used auditing frameworks (author)

COBIT
COBIT (Control Objectives for Information and 

Related Technologies) is a framework made by ISACA 
(Information Systems Audit and Control Association, 
http://www.isaca.org) and ITGI (IT Governance In-
stitute, http://www.isaca.org/itgi/Pages/default.aspx) 

with the aim to assist management of information 
technologies (systems). It represents one of the most 
popular frameworks for information system control, 
published for the fi rst time in 1996, while actual ver-
sion 5 was published in 2012. [8]

Figure 2. COBIT 5 principles and enablers (author)

COBIT5 principles and enablers are generalized 
and therefore applicable to all companies, regard-
less of size, types, and ownership.  As such, COBIT5 
recognizes 7 enablers, which in principle represent 
factors that individually or collectively infl uence or-
ganisational IT governance and management. 

Also, COBIT5 contains 34 control objectives and 
37 processes, the fulfi lment of which allows the suc-
cessful achievement of the objectives of functional 
information systems. Th ese are grouped into fi ve do-
mains [9]:

•  Evaluate, Direct and Monitor – EDM,
• Align, Plan and Organise – APO,
• Deliver, Service and Support – DSS,
• Monitor, Evaluate and Assess – MEA,
• Build, Acquire and Implement – BAI.

Figure 3. COBIT 5 covers issues from most of frameworks and 
standards (taken from [9] pg.61.)

As a standard, COBIT5 is useful for diff erent 
types of users [13]:
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• For managers – to assist understanding of the 
information system, to assist decision making on 
level of safety and control, to provide a basis for 
investment decisions, to increase effi  ciency in de-
cision making, to assist in governance and defi ni-
tion of the strategic plan for the information sys-
tem, to assist in improvement of IT architecture 
and purchase of necessary ICT technologies, to 
assist in follow-up and monitoring of system per-
formance, etc.

• For end-users/employees – to assist understand-
ing of the information system, to assist under-
standing of safety and control levels, to assist un-
derstanding of organisational strategies etc.

• For auditors – to assist understanding of the in-
formation system, to assist understanding of safe-
ty and control levels, to assist understanding of 
organisational strategies, to assist in identifi cation 
of the IT controls and its infrastructure, to help 
traceability of information in the system, etc.

ITIL
ITIL (IT Infrastructure Library) presents a set of 

best practices for IT service management, both in the 
introduction and in the improvement. In its essence, 
ITIL advocates the need to harmonize IT services 
with needs of business and supports its core processes 
by providing guidance to the organization and indi-
viduals for the use of IT tools to facilitate business 
change, transformation and growth [2]. Th e author 
of ITIL methodology is British Central Computer 
and Telecommunications Agency (CCTA) that was 
reorganised from 2000 as UK Offi  ce of Government 
Commerce (OGC). Th ey created ITIL by the end of 
1980s as a set of guidelines for the use of IT ser-
vices. As such, it was an obligation for all institutions 
and bodies of the UK public administration. GITIM 
(Government Information Technology Infrastructure 
Management) was the fi rst offi  cial version of ITIL, 
while the second version was published in 2001, 
and actual version 3 was introduced in 2007. Th e 
latest, third version, adopts the paradigm of manage-
ment of IT services’ life cycle with strong emphasis 
on business integration of IT [15]. Th e AXELOS 
company (https://www.axelos.com) took over ITIL 
in July 2013 as a joint venture of CAPITA (http://
www.capita.co.uk) and the Cabinet Offi  ce of British 
Government (http://www.gov.uk/cabinetoffi  ce), with 

further authorities over licencing of use of ITIL’s in-
tellectual property rights [23].

ITIL as process and business-oriented, uses so-
called top-down approach. Th e basis of ITIL consists 
of fi ve main (5) processes described in 5 volumes of 
ITIL [1] [19]:
• ITIL Service Strategy - used for defi ning of stra-

tegic elements as initial phase of IT services life-
cycle (who are consumers, what are their needs, 
which resources are needed for development etc.);

• ITIL Service Design - used to ensure eff ective de-
sign of new or improved services meeting custom-
er needs, with the development of mechanisms 
for monitoring and evaluation of eff ectiveness 
and effi  ciency of processes;

• ITIL Service Transition  - used to enable evalua-
tion and testing of design from the previous phase 
and for transition from the service model to pro-
vision of service;

• ITIL Service Operation – used for provision of 
services including daily status monitoring, man-
aging daily routines and users demands, etc.; and

• ITIL Continual Service Improvement – used to 
exploit measuring mechanisms and for improve-
ment of the level of provided services, technolo-
gies, as well as for effi  ciency and eff ectiveness of 
the global system for services’ management.

Figure 4. Integration across the service lifecycle (from [4] pg.9.)

Th ere are at least three factors infl uencing success 
and acceptance of ITIL. Th e fi rst one is that ITIL 
methodology is broadly available to all and that it is 
maintained by the governmental non-profi t organi-
sation. Second, ITIL is accepted by the largest global 
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organizations and the third factor is the existence of 
a large number of learning materials (websites and 
books) for achievements of ITIL goals [7].

Figure 5. Benefi ts of implementing ITIL (adapted from [1])

ISO 27000 family of standards
Th e family of ISO/IEC 27000 standards deals 

mainly with setting up of a valid system for manage-
ment with information security called Information 
Security Management System – ISMS. Th e defi nition 
and vocabulary of ISMS were given in ISO/IEC 
27000:2014 (third version). More details on ISO/
IEC 27000 family of standards are given in Table 1.

Th e standard ISO/IEC 27001:2013 provides 
precise requirements for setting up, implementation, 
maintenance and continuous improvement of ISMS 

within the organizational context. It also incorpo-
rates requirements for evaluation and treatment of 
information security risks, tailored in accordance 
with the need of the organisation. Th e requests are 
more generic in order to be implemented in all or-
ganizations regardless of its type, size or nature. Con-
ceptually, the standard is composed of seven chap-
ters, as follows [11]:

1. Context of the organisation;
2. Leadership;
3. Planning;
4. Support;
5. Operation;
6. Performance evaluation; 
7. Improvement; and
8. Annex A with a list of controls and their objec-

tives.

Standard ISO/IEC 27002 started as ISO/IEC 
17799 in 2000 and in 2005 was renamed and re-
numbered into ISO/IEC 27002. It presents a codex 
for information security practices and is created for 
the use in organizations as a reference for selection of 
controls in process of ISMS implementation based 
on ISO/IEC 27001, or as guidelines for implemen-
tation of wide accepted controls related to the in-
formation security. Th us, ISO/IEC 27002 and ISO 
27001 standards together are giving recommenda-

ISO/IEC 27000 Information security management systems — Overview and vocabulary

ISO/IEC 27001 Information security management systems — Requirements

ISO/IEC 27002 Code of practice for information security controls

ISO/IEC 27003 Information security management system implementation guidance

ISO/IEC 27004 Information security management — Measurement

ISO/IEC 27005 Information security risk management

 ISO/IEC 27006 Requirements for bodies providing audit and certifi cation of information security management systems

ISO/IEC 27007 Guidelines for information security management systems auditing

ISO/IEC TR 27008  Guidelines for auditors on information security controls

ISO/IEC 27010 Information security management for inter-sector and inter-organizational communications

ISO/IEC 27011 Information security management guidelines for telecommunications organizations based on ISO/IEC 27002

ISO/IEC 27013 Guidance on the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1

ISO/IEC 27014 Governance of information security

ISO/IEC TR 27015 Information security management guidelines for fi nancial services

ISO/IEC TR 27016 Information security management — Organizational economics

Table  1. The family of ISO/IEC 27000 standards (from[10])
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tions or list of all controls needed for implementa-
tion of ISMS with the aim to decrease a level of risks 
dealing with security. Th ese standards are very popu-
lar and widely used, while their implementation can 
contribute achievement of main objectives of inter-
nal controls of an information system (security aims, 
IT objectives, and business continuity). ISO/IEC 
27002:2013 standard consists of 14 main chapters, 
as follows [12]:

1. Information security policies;
2. Organization of information security;
3. Human resource security;
4. Asset management;
5. Access control;
6. Cryptography;
7. Physical and environmental security;
8. Operation security;
9. Communication security;
10. System acquisition, development, and main-

tenance;
11. Supplier relationships;
12. Information security incident management;
13. Information security aspects of business con-

tinuity management; and
14. Compliance.

COSO
During 1985, accounting and fi nancial associa-

tions in the USA gathered in an alliance named Com-
mittee of Sponsoring Organizations of the Treadway 
Commission – COSO (http://www.coso.org) with 
the main aim to fi nance public-private initiatives 
given by the National Commission on Fraudulent Fi-
nancial Reporting [5]. 

COSO framework states that the internal control 
is composed of fi ve interconnected elements, and 
for IT auditing purposes the most important is the 
fourth one [17]:

1. Control environment – senior management 
must set up a positive environment for con-
trol and lead employees with own example to 
respect and to perform their duties as best as 
they can; 

2. Risk assessment – a strategy that supports 
mission and key objectives of the company 
must be adopted and it will decrease eventual 

risks of implementation;
3. Control activities –in order to ensure proper 

functionality of internal controlling  system, it 
is necessary to establish adequate controls that 
will be regularly monitored;

4. Information and Communication – all rel-
evant information must be accessible to em-
ployees and to the public in order to have 
good and successful two-way communication 
system; and

5. Monitoring activities – refers to regular eval-
uation and monitoring of risks and controls, 
and if necessary to make improvements and 
corrections. 

Other recommendations and standards
Th ere is a signifi cant number of other guidelines, 

recommendations, and standards which can be ad-
equately combined with previous ones and with the 
aim to ensure better use of IT and information sys-
tems in daily business.

For example, for the banking sector, there are very 
important and widely accepted recommendations - 
Basel II (2004) and Basel III (2011) - sets of reform 
measures that are covering banks’ information sys-
tem control [20]. Th ese recommendations underline 
the importance of information system safety in pro-
viding services to customers.

Sarbanes-Oxley law was created in 2002 as an ini-
tiative of two (same named) USA congressmen as the 
response to corporative fraud in the fi nancial report-
ing. Th e articles of this law became an obligation for all 
companies present at any stock exchange in the USA. 
Th e aim of the law was to introduce a more effi  cient 
system of internal controls over the fi nancial reporting 
process. Th is law prescribes that the executive managers 
are responsible for the implementation of the internal 
control system in operations enabling management to 
understand the fl ow of transactions, including their IT 
aspects, and with suffi  cient details in order to identify 
eventual points of fraud and misuse [21]. 

CONCLUSION

Modern business is not possible without comput-
er-supported information systems and relevant tech-
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nologies. Th ese can provide a market advantage to 
the organization, if used properly. A signifi cant ques-
tion is on the adequacy of these systems and tech-
nologies as well as their security issues. Th erefore, the 
auditing of an information system is becoming an 
unavoidable factor for modern business and organi-
zations. Th is is even more important considering the 
fact that IT functions of the company are recognized 
as a central driver of the organisation, especially in 
electronic commerce.

IT auditors require special skills and a lot of IT 
knowledge needed for quality and safety aspects of 
information system auditing. Such complex edu-
cational qualifi cations require experienced profes-
sionals and these professionals are becoming high 
demand at the labour market. Moreover, the IT pro-
fessionals are the one most profi ting from the pres-
ent accelerated development of IT and information 
system auditing.

Th e aim of this paper was to provide an overview 
of basic standards and guidelines for information sys-

tem auditing that are broadly accepted worldwide. 
A number of standards were intentionally left unex-
plained (due to the limited space for the paper) such 
as ISO/IEC 38500, ISO/IES 50000, VAL-IT etc. 
However, their importance is signifi cant for overall 
auditing process of information systems and they 
should be also taken into consideration when plan-
ning such venture.
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Abstract: Web applications are a standard part of our everyday lives. Their purpose can vary signifi cantly, from e-banking 
to social networks. However, one thing is similar - users have generally high expectations from different web applications. 
To assure such high expectations, proper web application testing is necessary. Non-functional testing is an important part of 
web application testing. As technology advances and requirements become more complex, the importance of non-functional 
application aspects becomes even greater. It is necessary to identify non-functional requirements of web applications which 
are important to users, implement those requirements and test them.  
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INTRODUCTION

Software errors in most cases can cause trivial prob-
lems that have no greater impact on business and can be 
easily solved. However, software errors in fl ight control 
or medical equipment can not be allowed, because con-
sequences may be disastrous. For companies, software 
errors could bring grave fi nancial damage. Below are 
examples of problems that errors caused in the past.

In 1998 NASA launched the Mars Climate Or-
biter, a robotic space probe for studying climate, 
atmosphere and surface changes on Mars. Instead 
entering the Martian atmosphere, it was destroyed 
because a navigation error caused it to miss its target 
altitude. Main cause of this problem was a bad trans-
lation of English to metric units. Th is way a project 
worth 327 million dollars was destroyed [9].

In 2003, the Amazon UK web site had to be 
closed because of error in pocket computer prices, 
which were sold for 7 instead of 192 pounds. As a 
result, all orders had to be cancelled [12].

In 2014, Sony suff ered an enormous attack where 
hackers erased data from the system, stole and pub-
lished movies that were not yet published, private 
and sensitive data [10]. Before that, in 2011, hackers 
have accessed data of 77 million users of PlayStation 
network. Company has lost millions of dollars be-
cause website was not working for over a month [8].

In February this year, Volvo had to recall 59,000 
cars over software fault that could cause temporary 
shutdown of an engine while the car is in motion. 
Th is error was reported by drivers of new Volvos, 
who experienced a brief absence of steering and brak-
ing. Th e error could have caused traffi  c accidents and 
could be life threatening for drivers, and at the same 
time negatively aff ect reputation and fi nancial stabil-
ity of a company [12].

National Institute of Standards and Technology 
(NIST) concluded a research study in 2002. Th e 
study concluded that software errors cost American 
economy 59 billion dollars per year, and that with 
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better testing there could be saved 22.2 billion dol-
lars [9].

In order to avoid problems caused by software 
omission, errors should be identifi ed and amended 
on time, before they even appear. Process of identify-
ing errors is called software testing. Testing is an im-
portant activity in software development and it will 
be described in detail in the next chapters.

Section 2 of this paper describes the process of 
application testing. In section 3, two tools for non-
functional application testing are described. Analysis 
of a case study where described tools are applied is 
given in section 4. Section 5 contains conclusions 
and suggestions for future improvements. 

APPLICATION TESTING

Testing is a method for software quality control 
and an important activity in software development, 
and its purpose is identifying errors. It represents 
check if software is implemented according to user 
requirements. In a broader sense, testing is a process 
of quality control, during which, besides checking 
software, contains checking of its components and 
characteristics.

Th ere are two basic types of testing: [11]:
• Functional testing and
• Non-functional testing.

Functional testing checks if application meets all 
necessary functional requirements. It checks if appli-
cation does what is made for. Th is type of testing will 
not be further discussed in this paper.

Non-functional testing checks behavior and readi-
ness of an application. Focus is on the aspects of soft-
ware that refer to software quality, not functionality.

Quality aspects of software that are determined by 
non-functional testing are:

• Performance,
• System behavior under heavy load,
• Reliability,
• Security.

Despite big diff erences between functional and 
non-functional testing, there are common basic con-
cepts, team roles and activities in testing teams. 

Non-functional application testing
Types of non-functional testing are [1]:
• Load testing,
• Security testing,
• Confi guration testing and
• User interface testing.

Load testing is performed in order to determine 
system’s behavior under extreme conditions and dis-
cover its endurance limits [3]. Result of testing can 
be time, amount of used memory, etc. Types of load 
testing are:

• Performance testing and
• Stress testing.

Performance testing checks how the system func-
tions under normal load [3]. Time for performing 
an action is analyzed. Factors that aff ect application 
performance are: platform, infrastructure, number of 
users, etc. Each of the above factors needs to be con-
sidered during testing and acceptable results need to 
be defi ned. Some of the tools for performance testing 
are: FireBug, JMeter, Grinder, etc.

Stress testing checks how system functions under 
extreme conditions [3]. Goal of stress testing is fi nd-
ing limits of application’s endurance. It can be tested 
how the system behaves with greater amount of users 
or a large database.

Security testing is a type of software testing which 
purpose is detecting system’s vulnerabilities. It checks 
whether the system data is protected from unauthor-
ized access, during which data could be altered or 
deleted.

Areas to be considered during security testing are: 
• Network security,
• Software security,
• Security on client’s side,
• Security on server’s side.

Main goal of security testing is assuring that ap-
plication is safe and there are no exploitable weak-
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nesses. It is performed in order to protect data and 
application functionality when system is attacked. 
Security testing includes confi dentiality testing, in-
tegrity testing and authentication and authorization 
testing [2].

Success of application depends also on interaction 
between user and graphic interface. In the early stages 
of application development, these tests are used for 
accelerating its development and enhancing its quali-
ty. Testing can be performed manually or automated, 
by using tools for user interface testing. UI testing 
checks quality of interface and ease of use [3]. In-
terface quality refers to application appearance, and 
ease of use means that user has no diffi  culties while 
using the application and that there are no compli-
cated actions. It is necessary to check whether appli-
cation looks the same in the environment in which 
it will be used as in development environment. Ap-
plication appearance needs to be concise regardless of 
device and web browser.

Tools for non-functional application testing
OWASP Zed Attack Proxy
OWASP Zed Attack Proxy (ZAP) is one of the 

most popular free security testing tools and one of 
the most active OWASP projects, maintained by 
hundreds of international volunteers. Main goal of 
this project is ease of use, so everyone could benefi t 
from it. It can help with automated fi nding security 
vulnerabilities in web applications during develop-
ment and testing phase. 

Main characteristics: 
• Free, open source tool,
• Can be used on Linux, Windows and Mac op-

erating systems,
• Easy to use,
• Completely documented,

• Works well in combination with other soft-
ware testing tools.

Some of the security problems are impossible to 
fi nd with automated testing, but ZAP also has man-
ual testing functionality. 

Interface of ZAP contains: 
• Menu, 
• Toolbar which includes buttons for commonly 

used features,
• Window which displays the sites tree and the 

scripts tree,
• Workspace window,
• Information window,
• Footer, which displays a summary of the found 

alerts and their status.

 Quick Start enables easy web application testing, 
which allows entering an URL that ZAP will attack. 
ZAP uses spider which crawls the application and 
passively scans all discovered pages. In the meantime, 
active scanner is used for attacking all found pages. 

Spider is a tool which automatically fi nds links by 
examining the HTML in application responses. Us-
ing this tool it is possible to fi nd hidden web applica-
tion pages. List of found URLs depends on where 
spider starts with crawling. 

Th e spider is very fast but not always eff ective 
when exploring AJAX applications. AJAX spider is 
more eff ective in this case, despite being slower, be-
cause it explores the application by invoking brows-
ers which follow the links that have been generated. 

Types of scanning ZAP does are:
• Passive and 
• Active scanning.

Passive scanner identifi es problems by analyzing 
requests and responses discovered via the spiders and 
it is safe to use on any web site or application, be-
cause it does not use attacks or changes the responses 
in any way.

Active scanning attempts to fi nd vulnerabilities 
by using known attacks and it should be used only 

Figure 1. ZAP’s interface
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on application where testers are allowed to perform 
such testing. With this kind of scanning it is not 
possible to identify logical errors, which means au-
tomated testing is not enough.  Some of the rules of 
active scanning in ZAP are: Buff er Overfl ow, SQL 
Injection and Cross Site Scripting.

In order for active scanning to begin, URL should 
be listed in Starting point fi eld. In Input Vectors tab 
target elements could be chosen, in Technology tab 
used technology should be listed and in Policy tab 
rules of active scanning could be modifi ed. 

Vulnerabilities that could not be detected by ac-
tive scanners can be identifi ed by using Fuzzer. Fuzz-
ing is a black box software testing technique, which 
means that only inputs and outputs are tested. It in-
volves providing invalid, unexpected or random data 
to the inputs of a web application, in order to iden-
tify implementation errors [9]. 

Forced browsing is an attack where the aim is to 
access resources that are not referenced in applica-
tion. Attacker can use technique known as Brute 
Force in order to fi nd sensitive data while searching 
through directory content.

ZAP generates reports including all found vul-
nerabilities of an application. Reports contain ad-
vices for avoiding these kinds of vulnerabilities and 
links to more information about security threats and 
methods to prevent them. 

All of the potential vulnerabilities are shown in 
the Alerts tab. Alerts are connected with application 
requests and contain information about risks and so-
lutions regarding those vulnerabilities. One request 
could have more than one alert. Types of alerts are 
shown on the next picture. 

VEGA 
Vega is a free open source scanner and security 

testing platform for web applications [4]. It is writ-
ten in Java and runs on Linux, Windows and OS 
X operating systems. It is developed by Subgraph, 
company founded in Canada.

Figure 3. Vega’s interface

Vega can be used as:
• Automated scanner or
• Intercepting proxy.
Automated scanner crawls the web application 

and analyzes pages content. It is capable of identify-
ing system vulnerabilities such as XSS and SQL in-
jection, unintended publishing of sensitive informa-
tion and other vulnerabilities.

Vega as an intercepting proxy is used for tactical 
inspection. It is situated between the browser and the 
web server hosting the application which is tested. 
Th e proxy can read all requests that come from the 
browser and all responses that are returned from the 
server. 

Th ere is also an option to alter requests and re-
sponses before being passed on. In order to use this 
functionality, it is necessary to confi gure web browser.

Figure 2. Types of alerts in ZAP Figure 4.Types of alerts in Vega
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During scanning, Vega identifi es vulnerabilities 
and marks them with alerts. Types of alerts are shown 
in the picture below.

Scan Info contains data about URL where prob-
lem could occur and means of solving it.

Figure 5. Scan Info in Vega

CASE STUDY

In order to demonstrate how these tools work, 
security of a web application will be tested.  Applica-
tion is written by using next technologies: 

• HTML,
• CSS,
• PHP,
• Flight framework and 
• MySQL database.

For initializing, an application on local server 
WampServer is used. Database is also created on 
MySQL WampServer. Flight framework was used 
for creating application paths. 

Results of testing can be seen in the next two pic-
tures:

Figure 7. Testing results in ZAP

In Mozilla browser proxy was set to localhost on 
port 8888 which are default settings in Vega. Th is 
way proxy intercepting functionality was set so it 
could record all requests and responses from web ap-
plication.

Alerts with highest level of risk are:
• Outdated version of PHP,
• Path traversal,
• Cleartext password over HTTP,
• SQL Injection.

During passive analysis, PHP version 5.5.12 was 
used, which is not supported anymore. Solution to 
this problem is using newer version, because web ap-
plications in older versions are susceptible to a higher 
number of security attacks [11].

Path traversal (dot-dot-slash, directory traversal) 
aims to access fi les and directories that are stored out-
side the web root folder. Attackers may manipulate 
variables that reference fi les with “dot-dot-slash” se-
quences and its variations to get to the fi les of interest 
[12]. One of the solutions to this problem is using 
white lists.

If a password is sent over HTTP, there is a dan-
ger it might be discovered by an attacker. Solution to 
this problem is using HTTPS instead of HTTP. Th at 
could be resolved by using SSL certifi cates.Figure 6. Testing results in Vega
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SQL Injection is a technique of code injecting 
into web applications that are data driven. In this 
way attackers can get information even though they 
are not authorized. Web application was tested in 
order to test whether an attack during signing in is 
possible. Attack can be stopped by validating input. 
In case of working with database, it can be solved 
by preparing inputs for queries or escaping special 
characters.

Alerts with medium level of risk are:
• HTTP Trace Support detected,
• HTTP parameter override,
• ClickJacking attacks.

HTTP TRACE is a request method used for 
echoing back user inputs. If application is not se-
cured from XSS attacks, this method can be used for 
getting confi dential information or redirecting users 
to malicious sites.

On every page that contains a form possibility of 
overriding, HTTP parameters were detected. In order 
to stop this kind of attacks it is necessary to specify a 
name for form action, because if it does not, browser 
considers URL as an action name which means attack-
ers can set values of parameters within URL, so user 
would not be redirected on the page it should be.

ClickJacking is an attack where attacker uses mul-
tiple transparent layers to trick the user into clicking 
on a page or button when they were intending to 
click on the other page. Th is way user can be redi-
rected to a malicious page. X-Frame-Options header 
in HTTP responses must be set in order to prevent 
these attacks. Th is problem was reported on every 
page that contains a form.

Alerts with the lowest level of risk, that neverthe-
less should be considered are:

• Absence of Anti-CSRF token,
• Content Security policy header not set,
• Cross-Domain JavaScript source fi le inclusion, 
• Web browser XSS protection not enabled,
• For password fi eld with autocomplete enabled.

Other alerts are informational kind. In order to 
better estimate application security, manual tests 

should be performed. Th ose alerts are:
• Character set not specifi ed,
• AJAX code detected,
• Information disclosure – suspicious comments 

that could help attackers.

From the above stated, it can be concluded that 
application is not entirely secured and that attackers 
can get to information from a database and fi les that 
are on the server. In order to stop attacks and save 
data, it is necessary to apply all techniques, i.e. if a 
web application is for a fi nancial organization, loss 
would be enormous if attacks occur.

CONCLUSIONS

With turbulent advancement of technology and 
even faster development of web applications, test-
ing becomes a real challenge. Instead of evaluating 
software after process of development, testing should 
be a part of development cycle, in order to prevent 
errors that could lead to problems in production. 
Th erefore, many organizations choose to use agile 
software development methodologies.

Security testing is predicted to have a signifi cant 
growth of importance in future. Estimated market 
value equals 594.7 million of dollars in this year, and 
it is expected to rise to 1.724 million in 2021. Th e 
rise of web application testing is correlated with the 
increase of hacker attacks. 

In order for web application to satisfy all non-
functional requirements, it is necessary to apply all 
kind of tests during application development. Test-
ing should be executed by qualifi ed and experienced 
testing team. Which tools, methodologies and test-
ing strategies should be used depends on company’s 
necessities. For example, if application contains con-
fi dential data, testing should be done with extreme 
care, because unidentifi ed problems can have serious 
fi nancial, legal or reputation consequences for orga-
nization.

ACKNOWLEDGME NT

Th is work is a part of the project Multimodal biometry in 
identity management, funded by the Ministry of Education 
and Science of Serbia, contract number TR-32013.

December 2016        Journal of Information Technology and Applications        91



JITA 6(2016) 2:86-92 KSENIJA ŽIVKOVIĆ, ET AL.:  

BIOGRAPHY

Ksenija Živković is a MSc candidate at University of Bel-
grade, Faculty of Organizational Sciences, Department for In-
formation Technology. She currently works as Project Assistant 
at msgNetconomy, Belgrade. She published several research 
papers and her interests include  software engineering, web se-
curity and biometrics.

Ivan Milenković is a PhD candidate at University of Bel-
grade, Faculty of Organizational Sciences, Department for In-
formation Technology. He currently works as a researcher at 
Laboratory for multimedia communications in Belgrade, Ser-

bia. He published several research papers and participated in 
several research and commercial projects in Information Tech-
nology area. His interests include biometrics, computer security 
and mobile technologies.

Dr Dejan Simić is a full professor at University of Belgrade, 
Faculty of Organizational Sciences, Department for Informa-
tion Technology. He is engaged as a researcher at Laboratory 
for multimedia communications in Belgrade, Serbia. He pub-
lished many research papers and participated in several research 
projects in Information Technology area. His interests include 
biometrics, computer security and e-commerce.

REFERENCES

[1] Chung  L, and do Prado Leite J C S (2009) On non-functional requirements in software engineering. In Conceptual 
modeling: Foundations and applications (pp. 363-379), Springer, Berlin Heidelberg.

[2] Mervi J, Joonas M (2015) Non-functional testing: security and performance testing, Bachelor’s Thesis, JAMK Univer-
sity of Applied Sciences, Available: 

[3] http://www.theseus.fi /bitstream/handle/10024/110354/Joonas_Moilanen_Mervi_Jeskanen.pdf?sequence=1 [Accessed 
5 August 2016].

[4] Myers G et all (2011) The art of software testing, John Wiley & Sons, ISBN 978-1118031964
[5] Offi cial Vega software page, Available: https://subgraph.com/vega/ [Accessed 6 August 2016]
[6] OWASP - Defi nition of fuzzing, Available: https://www.owasp.org/index.php/Fuzzing, [Accessed 5 September 2016].
[7] Path traversal attack description, Available: https://www.owasp.org/index.php/Path_Traversal [Accessed August 2016]
[8] PHP supported version, Available: http://php.net/supported-versions.php, [Accessed 15 August 2016].
[9] PlayStation Network hackers access data of 77 million users, Available: 
[10] https://www.theguardian.com/technology/2011/apr/26/playstation-network-hackers-data [Accessed 22 August 2016]
[11] Popović J (2014) Testiranje softvera u praksi, ISBN 978-86-7991-363-0, CET, Beograd 
[12] Steinberg J (2014) Massive Security Breach At Sony, Available: 
[13] http://www.forbes.com/sites/josephsteinberg/2014/12/11/massive-security-breach-at-sony-heres-what-you-need-to-

know/#789e36ece9a5 [Accessed 22 August 2016]
[14] Tomic B, Vlajic S (2008) Functional Testing for Students: a Practical Approach, Inroads - ACM SIGCSE Bulletin, Vol. 

40, No. 4, pp. 58-62, ISSN 0097-8418, DOI 10.1145/1473195.1473221
[15] Volvo recalls 59,000 cars over software fault, Available: http://www.bbc.com/news/world-europe-35622753 [Accessed 

18 August 2016]

Submitted: November 24, 2016.
Accepted: November 30, 2016.

92        Journal of Information Technology and Applications        www.jita-au.com



THE IMPACT OF FELDER’S LEARNING STYLES INDEX ON MOTIVATION AND ADOPTION OF INFORMATION THROUGH E-LEARNING JITA 6(2016) 2:93-100 

THE IMPACT OF FELDER’S LEARNING STYLES INDEX 
ON MOTIVATION AND ADOPTION OF INFORMATION 

THROUGH E-LEARNING

Željko Pekić
Maritime Faculty Kotor, zeljko.pekic@ac.me

Srđan Jovanovski
Faculty of Information technology, srdjan.jovanovski@unimediteran.net

Nađa Pekić
Centar za socijalni rad Kotor, nadjadjikanovic@hotmail.com

Case Study

DOI: 10.7251/JIT1602093P UDC: 37.018.43:004.738.5

Abstract: In this paper, we examined the nature and distribution (direction and intensity) of motivation for using e-learning, focusing 
the connection between the independent variables on one side and the Felder’s learning style on the other. The most relevant information 
that we wanted to examine and present is the individual ways of the respondents in adopting the same material. We were also interested 
in the ways to technically adjust the information delivery. The results confi rm the statistical signifi cance of the initial idea.  

Keywords: e-Learning, motivation, learning style, placement of materials, adoption of information.

INTRODUCTION

In the forties of the twentieth century, the teams 
of engineers and psychologists were actively working 
on examining the relationship between the optimi-
zation in handling diff erent types of machinery and 
effi  cient transmission and reception of information. 
It was found that the transmission and reception of 
information had limitations that were not of techno-
logical nature, but limitations of the cognitive sys-
tem. Attention, selection and optimization of infor-
mation transmission have become the focal problem 
of the research. In order to fully comprehend such 
problem, it is necessary to fi nd a reasonable anal-
ogy between an abstract communication system and 
functioning of the nervous-sensory apparatus.

Th e mathematical formulation of information 
theory was given by Claude Shannon, but the basics 
of the approach were given by Andrei Kolmogorov 
[26]. Th ey defi ne the information as the probability of 

events in a system, where the content of information is 
irrelevant. If the probability of event is lower than the 
quantity of information carried by this event is higher. 
Th is means that the amount of information carried 
by an event is inversely proportional to its probability.

Martin Dougiamas, working on his doctoral dis-
sertation on the use of open source software to sup-
port education on the Internet, launched the idea of 
developing the Moodle platform. Dougiamas is the 
leading Moodle programmer of today [10].

LEARNING

It is important to emphasize that learning perme-
ates almost every human activity. Th ere is a large num-
ber of factors acting as indirect learning tasks. Firstly, it 
is the perception, as a general human mode of opera-
tion and a dose of idiosyncrasy. Stimulated by various 
stimuli, it presents its own value. Its latent importance 
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is in the perception of the previously seen, through ex-
periences and connections with the new. Motivation 
also plays an important role in acquiring knowledge. 
Certainly, a man of certain age has defi ned certain mo-
tives, but additional motives can be excited by other 
people or specifi c relevant materials.

Today, in the 21st century we live in a computer 
world where production, processing and storage of 
knowledge are very important factor of a complete 
social progress. Education as one of the basic peda-
gogical category anticipates vocational training and 
life skills development through the acquisition of 
knowledge [20]. Th e basic elements of education 
are knowledge and competence, where knowledge is 
defi ned as a system of scientifi cally based facts that 
students gain and practically apply. Th e term infor-
mation technology was fi rst used by Jim Domsik in 
1981 as a substitute for the term data processing, but 
the information technology anticipates the use, stor-
age, production and exchange of information [19]. 
In the last decades, the development of information 
technology has recorded unprecedented growth and 
is further progressing. Th e essence of technological 
development comprises a complex range of informa-
tion and communication technologies. Th e future 
development of information technology lies in the 
integration of the system, standardization of equip-
ment, the Internet dispersal, higher speeds, but it 
also depends on new inventions, changing the world 
even more than expected [7].

MOODLE PLATFORM

Electronic learning (e-Learning) is a type of educa-
tion based on the use of modern technologies for cre-
ating, presenting of educational content, as well as the 
adoption of material. Suppose we have a forum where 
a student has the opportunity to download some mate-
rial, but also to ask questions to a professor[1]. Asking 
questions does not guarantee a response within a spec-
ifi ed time period, the professor will answer questions 
when available and “online”. Th e disadvantages of this 
approach have been avoided by the use of synchro-
nous technologies such as web and video conferenc-
ing, IP telephony. Attending lectures and discussions 
in real time provide added value to distance education, 
so that group work leads to generating more ideas.

Th is form of communication has been experi-
enced more responsibly by students than professors. 
Th ey are 2-3 times more likely to send messages and 
much more responsive to those received [21].

Educational platforms are complex tools that en-
able controlled distribution of multimedia and text 
lessons to all or selected users enrolled in a course, 
either through conventional or distance education. 
Th at way we can track approaches to a text, note 
changes and add comments. To testing the student 
on computers, you can use many free and simple 
programs that can easily fi t into classes, so it is very 
easy to test students who are not physically present in 
the classroom [28].

Th e market off ers specifi c tools that enable easy 
content creation, setting presentations, forums, all 
with the aim to enable users to focus on the content 
itself, not on the techniques of presentation [6].

Moodle is a free, open source platform for e-
Learning. Th is very popular platform has more than 
57 million users. According to many surveys pub-
lished on the Internet, moodle is one of the best ac-
cepted platforms in its segment [22].

Moodle is a Course Management System (CMS), 
also known as a Learning Management System 
(LMS), or a Virtual Learning Environment (VLE). 
It is a free web application that educators can use for 
creating effi  cient online learning sites. Th ere are also 
many additional ways to use it [2].

Th e focus of the Moodle project is to provide 
teachers with the best tools to manage and promote 
learning. Built-in functionality allows exactly the 
same procedures in the work whether it has a couple 
of users, or dozens, hundreds of thousands of ac-
tive users. Due to its scalability, it has been applied 
both to private users that provide courses for a small 
number of users, and to huge systems having over 50 
thousand users [24].

Moodle characteristics are as follows [25]:
• Built-in support for the evaluation and moni-

toring of student activities,
• Roles system can be adjusted to the level of ac-

tivity 
• Supports collaboration through forums, chat, 

wiki’s and other modules,
• Supports the development of tests with diff er-

ent types of tasks,
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• Supports imports of standardized packages for 
learning objects,

• A number of free plug-ins are available on the 
Internet

• Moodle has been localized in 78 languages.

MOTIVATION

Motives are movers, tendency to achieve and 
adopt the goal and psychological processes support-
ing us in our eff orts. Th e psychological motives com-
prise learning incentives (means of motivation) such 
as: grades, praise, critics, competition etc. [27].

It is important to understand the diff erence be-
tween traditional learning and modern active teach-
ing. Th e emphasis is not on technology, but on a 
higher involvement of students, their encouraged 
motivation, resulting in knowledge. In the tradi-
tional teaching we had a simple system, the professor 
teaches, the students listen (regardless of the atten-
tion, motivation and desire). In more contemporary 
form of teaching, students do not feel such a dras-
tic hierarchical distinction between themselves and 
lecturers. Th is way they are equally involved, impor-
tant, and can provide innovative contributions to 
this kind of teaching. Th e important fi nding is that 
learning has stimulating eff ect on the involvement of 
two sensory modalities (hearing and vision), unlike 
traditional style, solely listening. But active teaching 
is just one step that binds innovation in teaching and 
online learning. It brings a series of new ways and 
knowledge sharing and acquiring.

In particular, strict requirements regarding atten-
dance for lessons and exercises and limited number of 
examination terms are absolutely incompatible with 
the needs of active seafarers, who spend few months, 
half a year, or longer onboard ships, but who would 
like to, or need to improve their knowledge in order 
to keep their jobs and/or get a career advancement [4].

Th e material adopted by students through these 
classes needs to be related to earlier contents, prefer-
ably through experience, through a positive transfer 
[15]. Furthermore, the student should have a per-
sonal way of adopting materials, adjusted to the most 
suitable strategy of idiosyncratic personality and di-

versity of opinion. Interpretation is also a free alter-
native upon each individual. It is also an opportunity 
for expressing a personal touch of each participant.

Th ere are two types of motivation [13]:
Extrinsic (external) motivation:
• focused on fulfi llment of obligations in the 

subject
• is strongly infl uenced by incentives or pres-

sures coming from outside;
• leads toward superfi cial approach to learning 

and the fear from failure;
• outcomes are not fl exible and cannot be eas-

ily transferred to various application contexts 
(knowledge is “rigid”).

Intrinsic (internal) motivation:
• refl ects a personal goal;
• results from the interest in the fi eld of study;
• depends on personal engagement in tasks that 

can be selected;
• depends on the feeling of their own compe-

tence and self-confi dence;
• leads to a deep approach to learning and un-

derstanding of concepts;
• outcomes are fl exible and can be easily trans-

ferred to various application contexts.

FELDER’S LEARNING STYLES

Learning styles can be defi ned as a method 
through which an individual focuses on new and 
complex information, process them, reform them 
into knowledge, persisting and using the acquired 
knowledge. “Th e style of learning is an established 
and dominant way of receiving, processing and use 
of stimulus / information in the learning process, 
and the most recognizable in the course of organized 
learning in the classroom; it’s a way of dominat-
ing the mental representation and processing of the 
learning content” [5].

Learning can be defi ned as a complex process 
acknowledging the infl uence on students, teachers, 
motivation, interaction and cohesion of these factors 
[9]. Th e earlier learning process has changed. Th e 
basics have remain the same. Th e principle transfer - 
adopt knowledge - is still the main driver of the pro-
cess. Everything that comes along is additional learn-
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ing motivators, positively correlated by their intensi-
ty. Th e technical revolution has brought a number of 
innovations with their advantages and disadvantages.

Felder-Silverman model examines three issues [18]:
a) a distinctive learning style with an alternative 

way to process information and its signifi cance for 
engineering education;

b) learning style most prefered by students and 
teaching style most favored by teachers and

c) strategies undertaken by students, which are 
not equivalent to standard methods of engineering 
education.

Learning in a structured educational system 
has two important steps:

a) reception of external information through 
senses;

b) the inside information, to be processed by a 
specifi c method or simply ignored.

A further process may include short-term or 
long-term memory, through repetition or detailed 
analysis. Felder-Silverman model classifi es stu-
dents into one of the four learning styles:

a) Sensory students (specifi cally, practically ori-
ented towards facts and procedures) or intuitive stu-
dents (conceptual, innovative, oriented theories and 
very important);

b) Visual learners (prefering visual presentations 
of the material - images, diagrams) and verbal learn-
ers (prefering written and spoken explanations);

c) Active students (through interaction and con-
tinuous work) or refl ective students (working and 
thinking by themselves);

d) Sequential learners (neat, learn in small steps, 
upon a detailed scheme and work division) or global 
learners (holistic, systematic thinkers, learning in big 
steps forward) [11].

Th e model emphasizes the importance of adapt-
ing the teaching process to one of the styles or at least 
one of the two style dimesions, e.g. visual or intuitive 
style of teaching, and stimulating environment for 
such strategic type.

Th e fi rst dimension - sensory / intuitive, is one of 
the four dimensions of the Jung’s theory of psycho-

logical types, and the third dimension - active / refl ec-
tive, is a component of the Kolb’s learning style. Th e 
second dimension - visual / verbal, is analoguous to 
the visual-auditory-kinesthetic modality of the theory 
formulation and rooted by the cognitive study of in-
formation processing. Th e fourth dimension - sequen-
tial / global, has been developed eclectically.

For sensual students to remember and understand 
information, it is best to enable them sense the way 
it relates to the real world. If they are in a class where 
the most of material is of an abstract and teoretic 
type, they will be prone to have diffi  culties. Instruc-
tors for specifi c examples of suitable concept exam-
ples will know which model should be applied in 
practice. If the instructors do not provide suffi  cient 
specifi cs, stimuli and motivation, it will not produce 
a positive eff ect.

In the Felder’s model, visual dimension refers to 
internal processing (such as visualization) rather than 
a sensory stimulus. Th ere are evidences from stud-
ies on brain hemispheres and clinical observations 
showing that global learners are more likely to use 
visual processors, a sequential learners are more likely 
to use verbal processors [11]. Felder made two signif-
icant changes to his model in 1987. Th e fi rst change 
was the deletion of inductive / deductive dimension 
due to the misunderstandings of the instructors in 
the distribution of materials for inductive or deduc-
tive methods of teaching. Th e second change was the 
renaming of category visual learners / spectators into 
visual / verbal. Felder made this change to allow both 
spoken and written word to be included in the verbal 
category [12].

Kolb says that learning involves the provision of ab-
stract concepts that can be fl exibly applied in various 
situations. In the Kolb’s theory, a stimulus for the devel-
opment of new concepts provides new experiences [17].

AIM AND OBJECTIVES OF THE RESEARCH

Th e initial aim of research is to assess the nature 
and distribution (direction and intensity) of moti-
vation in e-learning, as an independent variables on 
one side and the Felder’s learning styles, as a depen-
dent one on the other.
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Research Objectives
Th e research has a two-fold objective:
a) Scientifi c objective- aiming to determine the 

type and nature of relationship between e-Learning 
motivation and learning styles, also wishing to use 
the obtained results for further research on this and 
similar fi elds.

b) Practical objective – aiming to use the data 
obtained for contributing to more effi  cient and prac-
tical work of educational institutions in the country 
and encourage eff ective engagement of individuals 
(students and teachers) who would readily act to-
wards enhancing the educational system of Monte-
negro.

Variables in the research:
a) Considering the dependent variable, we have 

been examining students’ motivation for e-Learning 
at the Maritime Faculty of Kotor. Th e motivation 
scale has 5 items and has been designed by the au-
thor. Th e Krombah’s alpha coeffi  cient is 0,67;

b) As intervening variables, we examined the im-
pact of the Felder’s learning styles to knowledge ac-
quisition. Th e testing scale for the Felder’s learning 
styles, with 44 items and of the Likert’s type, was de-
signed by Richard M. Felder and Linda Silverman. It 
had been originally designed by Felder and Solomon, 
with subsequent modifi cation.

c) Th e independent variables were student experi-
ences with e-Learning.

RESEARCH METHODOLOGY

Th e Sample
Th e survey was conducted on a sample of 100 re-

spondents. It consists exclusively of the students of 
the Maritime Faculty in Kotor. Th e sample has ele-
ments of intentional.

While processing of data, the following statisti-
cal procedures were applied:

a) the frequencies and percentages;
b) diff erentiation measures for the segments of 

crossed variables (Pearson Chi-square);
c) measures that indicate the rate of correlation 

among the variables (C - Contingency coeffi  cient).

Research Results

Table 1. Results of the dependent variable (motivation for using 
e-Learning)

No. Items A.S.

1.
This kind of learning is an innovation leading the 

educational process into progress. 
3.90

2.
Learning this way is effi cient both for students and 

teachers.
3.74

3.
I gladly give suggestions for possible changes in the 

work of electronic forms of teaching process. 
3.66

4.
Aquisition of knowledge by this method of learning is 

easy.
3.51

5. E-Learning is a motivating method of teaching/learning. 3.04

Th e arithmetic mean - the average is the most 
commonly used measure of central tendency. Its def-
inition is simple: sum of data values   divided by the 
number of data.

Table 1 shows the order of items that are had the 
highest to the lowest value of the aritmetic mean. 
Item No. 1 is the claim with the mean value per-
ceived by students as the most positive one. And so 
on for all fi ve. Th ey are very minor diff erences in the 
values   of all items, which implies that students are 
generally strongly motivated for the use of this type 
of learning.

Table 2. Display items independent variables (general experience 
of e-Learning)

VARIABLE FREQUENCY PERCENTAGE

I like the e-Learning method
YES 

NO

89

11

89%

11%

This kind of learning I evaluate as

BAD

GOOD AND EXCELLENT

9

91%

9%

91%

Table 2 shows the percentage of student motiva-
tion and satisfaction with e-Learning. In a large per-
centage (89%), students like this kind of work and 
evaluated it as good or excellent (91%). Th is means 
that this kind of teaching generally suits the respon-
dents, with the modifi cation of individual segments, 
i.e. while adapting the learning styles.
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Table 3. Frequency percent of the Felder’s learning styles

LEARNING STYLE FREQUENCY PERCENT

Active / refl ective 19 19%

Visual / verbal 41 41%

Sensory / intuitive 22 22%

Sequential / global 18 18%

Table 3 shows the frequency percent of the Felder’s 
learning styles. What is the most striking is that more 
than 40% of the respondents preferred the visual-
verbal learning style, while other styles are quite bal-
anced.

Table 4. Correlations between dependent and independent 
variables (motivation and learning styles)

1. Motivation for the use of e-learning and the active-refl ective 

subjects

2 = 2.888 df = 4 c = 0.179 p = 0.875

2. Motivation for the use of e-learning and visual-verbal

2 = 11.007 df = 4 c = 0.157 p = 0.050

3. Motivation for the use of e-learning and sensory-intuitive

2 = 4,355 df = 4 c = 0.156 p = 0.512

4. Motivation for the use of e-learning and sequential-global

2 = 5.677 df = 4 c = 0.197 p = 0.617

Diff erentiation measures for the segments of 
crossed variables (Pearson Chi-square).

Pearson’s correlation coeffi  cient (r) is used in 
cases where the variables of observed model show a 
linear correlation and continuous normal distribu-
tion. Th e value of the Pearson correlation coeffi  cient 
ranges from +1 (a perfect positive correlation) to -1 
(perfect negative correlation). Th e “+” or “-“indi-
cates the direction of correlation - whether positive 
or negative, but it does not refer to the strength of 
correlation.

Th e p value indicates the statistical signifi cance 
that exists or does not exist. If there is one, then its 
value ranges from 0,000 to 0,050.

Table 4 clearly shows the correlation between the 
motivation for the use of e-Learning and the Felder’s 
learning styles. Out of the four learning styles, only 
the visual / verbal style is positively correlated with 

motivation. Th is is indicated by the value p = 0.050, 
which is the statistical signifi cance at the level 0.05 
and Hi square value of 11. Th is means that students 
with greatest interest in this kind of learning belong 
to the visual-verbal learning style.

Th e measures show the degree of correlation be-
tween the variables (C - Contingency coeffi  cient), 
a measure of association between statistical variables 
which have quantitative categories of unequal mag-
nitude or at least one of which can be classifi ed only 
qualitatively.

Df is the number of degrees of freedom, i.e. the 
number of values   in the fi nal statistical calculation, 
which is free to vary.
x2 (Chi-squared)

f0 - required frequency
ft  - expected frequency 
∑ - sum 

CLOSING REMARKS

At the beginning of the paper we were engaged in 
theoretical part and hypotheses about impact on the 
adoption of information among the respondents. In par-
ticular, we focused on the dependent variable, i.e. the In-
dex of the Felder’s styles of learning that have proved to 
be a relevant variable in this study. Th rough operational 
defi ning of the variables we obtained the results that the 
visual-verbal learning style is the most dominantly pres-
ent among the respondents and the only one having a 
positive correlation with the independent variable.

Visual learners are best in remembering the con-
tents they can see, whether that is schemes, diagrams, 
graphs, demonstrations. Th e verbal respondents were 

,
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better in remembering by using sensory materials, 
meaning that they are prone to acquire information 
with sound but with no images. Th ese are audio re-
cordings, oral texts, verbal presentations, etc. [16].

It should be noted that many studies showed that 
the majority of the visual-verbal respondents belong to 
the visual type. Th is percentage reaches up to 70% [11].

CONCLUSION

Th e existing technologies enable and provide the ba-
sis for the existence of universal society i.e. information 
society. No one is to be excluded from the education 
society, as guaranteed by the Law. Knowledge is a pub-
lic property accessible to everyone. Th e technological 
progress i.e. the emergence and development of techno-
logical innovation allow for the development of creativ-
ity and further innovation, or generation of new ideas.

Regardless of the student motivation and satisfac-
tion with the teaching forms of today, it is necessary 
to introduce continuous innovation also at the level 
of individual. As this and other studies show, stu-
dents and teachers are still not enough aware of the 
possibilities to make their jobs easier and practical 
with an appropriate form of providing information.

Th e research results show the following:
• 89% of the respondents are satisfi ed with e-

Learning;
• 91% of the respondents who are satisfi ed with 

e-learning believe that this form of learning is 
good or excellent;

• As for the Felder’s learning styles, more than 
40% of the respondents preferred the visual-
verbal learning style, while other styles are 
quite balanced and

• In examining the correlation between depen-
dent and independent variables, the found sta-
tistical signifi cance was at the level 0.05, with 
the satisfaction in e-Learning and visual-verbal 
type of acquiring knowledge.

As shown by the research results, it is necessary to 
note that the subjects/respondents mostly have an em-
phasized visual intelligence. Individuals who have a high 
coeffi  cient in this kind of capabilities have a personal style 
of adopting information. When such an individual at-

tempts to extract information from the long-term mem-
ory, (s)he uses the visualization mnemonics and creating 
of images in her/his mind. Th is ability is a good predictor 
of geometry jobs, jobs with the spatial orientation, but in 
the adaptation to a new environment.

Th ey fi nd it easier to interpret images, layouts, 
diagrams, charts, numbers, etc. Th ey like to assemble 
three-dimensional objects. And as their future oc-
cupations they usually choose engineering, architec-
ture, sculpture, mechanics and visual arts.

Th ese data leave place for further research in 
the same and similar fi elds. Th ey also confi rm the 
fact that e-Learning is a specifi c and attractive form 
of education, and, as such, it modifi es the human 
awareness, simplifying the process of teaching/learn-
ing and adapting it to the needs of its users.
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