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Contribution to the State of the Art

https://doi.org/10.7251/JIT2202069R UDC: 539.184.27:656.2/.4

Abstract: The article presents an overview of common trends in the evolution of rail operations control as well as the factors
stipulating the existing approaches to the design of Rail Operations Control Centres (ROCCs) around the world. Based on the
comparative analysis of various ROCCs and traffic parameters, the authors propose some classification of global traffic control
models. The article outlines further steps towards a more detailed analysis of ROCCs in terms of their effectiveness by introducing

a number of additional criteria and performance indicators to be taken into account.

Keywords: Railway transport, Rail Operations Control Centres (ROCC), rail traffic control models, effectiveness, UIC.

INTRODUCTION

In 2021, NIIAS completed a research “Role, De-
sign Methods and the Future of Rail Operations Con-
trol Centres in Asia” commissioned by the Interna-
tional Union of Railways (UIC) [1]. Presumably, this
was the first global international research that cov-
ers a variety of aspects related to the design, con-
struction and operation of Rail Operations Control
Centres (ROCCs). The research presents the evolu-
tion of Rail Operations Control Centres in terms of
traffic control and dispatching functionality, while
taking into account such factors as the role of ROCC
in traffic control, key life cycle stages, ergonomic de-
sign principles and technical requirements for ROCC
hardware and software.

The research gives an overview of general prin-
ciples pertaining to the design and construction of
ROCCs in different countries (ROCC models), ap-
proaches to comparative analysis of ROCCs and pos-
tulates mid-term and long-term trends as regards
the further evolution of ROCCs. This article pres-
ents some results of the research primarily related

to the analysis of traffic control models in different
countries as well as the approaches to ROCC perfor-
mance evaluation.

RAIL TRAFFIC CONTROL MODELS

There are different traffic control models, and
they are defined by the specifics of a particular rail-
way network and may depend on a wide range of
variables, including the geographical location, the
railway network size, the railway infrastructure
manager status (public, private or both), the prevail-
ing type of traffic (freight, passenger or mixed), the
transportation management process structure (cen-
tralized, decentralized), the controlled facilities, the
level of the network’s technical capabilities, etc.

For example, in the United States, a significant
part of the railway network is owned by large pri-
vate freight companies, within whose boundaries
the main control centres operate. The tasks of the
BNSF ROCC are determined by freight traffic in the
first place, and by the operation of Amtrak passen-
ger trains on the BNSF network in the second place.
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Unlike the USA, in Europe the railways are owned by
the state. In Europe, the tasks of ROCCs are deter-
mined primarily by passenger traffic, and as regards
freight traffic, they can be limited by train graph is-
sues.

In a number of countries, including such the
Asia-Pacific states as China, Russia, South Korea, the
network operator and traffic controller are the same
company, while in other countries the railway mar-
ket is in part or completely regulated by individual
agencies responsible for the infrastructure and traf-
fic management, while privatized or competing op-
erators (primarily those of freight rolling stock) use
the railway network competing for train paths. The
three-tiered centralized traffic control structure ap-
pears to be the most conventional, and includes the
network, regional and local levels that are typical for
many countries. The traffic management system of
JSC RZD is usually divided into four levels: network,
regional, local levels and areas combining several
railways. At each level, traffic control has its own
features, which are taken into account when creat-
ing management information systems for ROCC at
different levels [2].

As a result of the comparative analysis, the fol-
lowing traffic control models were identified:

¢ “American model”: ROCCs belong to big pri-
vate rail freight companies; operating staff
is situated in a large operations control cen-
tre, which is supported by auxiliary centres;
typically, the “American model” ROCC controls
bigger areas comparing to the other models;

e “European model”: the traffic control is cen-
tralized within the entire railway network and
has two levels (network and regional OCCs);
the regional OCCs are characterized by rela-
tively small control areas and volumes of traf-
fic comparing to the other models;

e “Chinese model”: the traffic control is central-
ized within the entire railway network and
has two levels (network and regional OCCs);
the regional OCCs are characterized by in-
creased volumes of traffic comparing to the
other models;

e “Russian model”: can be characterized as a
hybrid model combining the features of the
“American and Chinese models” and currently
tending towards the “Chinese model”.

Today’s ROCC is typically a spacious and well-lit
master control room with rows of automated work-
stations of operating personnel arranged in an am-
phitheater or horizontally and oriented towards the
“videowall”, an Operational Visual Display System
(OVDS), that visualizes a large amount of operation-
al and analytical information on the transportation
process overlaid on the layout of a railway or net-
work. Each workstation is ergonomically designed
and equipped with a modern personal computer
with a number of monitors, telephones or a multi-
purpose touch-screen control panel. Normally, a
ROCC is situated in a building of its own, and its
master control room hosts a single dispatching shift
that manages train traffic 24 hours a day, 7 days a
week, and 365 days a year.

For the purpose of the illustration, below are giv-
en photographs of the ROCC master control rooms
from around the world: the ROCC of BNSF, the larg-
est US railway company, in Fort Worth, Texas (in
terms of its size, the Centre is comparable to a foot-
ball field), the Sydney Trains ROCC in the southern
Sydney (Australia), the RZD ROCC (South Ural Rail-
way) in Chelyabinsk [3].

N\l

Photo 2: ROCC of Sydney Trains (Australia)
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Photo 3: ROCC of Russian Railways in Chelyabinsk

COMPARATIVE ANALYSIS OF ROCCS IN THE WORLD

In the research, a comparative analysis of public
railways was made in terms of ROCC efficiency eval-
uated on the basis of key performance indicators of
the railway complex.

For the analysis we selected the countries with
the most developed railway network: USA (BNSE
Union Pacific), Germany (DB), Austria (OBB), Swit-
zerland (SBB), France (SNCF), Spain (ADIF), South
Africa (Transnet Freight Rail, PRASA), South Korea
(KORAIL), Russia (Russian Railways), China (CR).

It should be noted that in the examined coun-
tries not the entire railway network is “covered” by
ROCCs. For example, in France, 1500 signal boxes
combined into 16 ROCCs that control traffic over 14
ths km (out of 30 ths km) of the national railway net-

work, which accounts for 90% of all railway traffic
in the country. However, this factor was not taken
into account in the analysis.

Network-level ROCCs were not taken into ac-
count as they generally perform coordination and
monitoring functions. In cases there are no regional
ROCCs, the only network-level ROCC that controls
traffic is considered as a regional ROCC. At the first
stage, the correlation between such parameters
as the network traffic density and the number of
ROCCs was analyzed.

The network performance (or network traffic
density) in terms of transported freight-passengers
per 1 km of track per year was calculated using for-
mula:

D, = (T, +CT,)/L,

where D is the network traffic density, t per km of
track;
T , is the annual freight turnover of the railway net-
work, t-km;
T , is the annual passenger turnover of the railway
network, pass-km;
L _is the length of the railway network, km;
C is the passenger to freight turnover equivalence
factor, C=2.

For the assessment, the initial data for 2019 were
taken (as the most complete), which are given in Ta-
ble 1, where N is the number of ROCCs.

Table 1. Initial data for assessing the correlation between the average network density and the number of ROCCs

Tn2,
Country Company ton-krr":;, min passe:ﬂt_:f:r-km, thls-hl;m N
BNSF 970882 - 52,30 5
Union Pacific 618 170 - 57,94 4
Germany DB 85005 85785 33,40 7
. S.NC.F . 3.2(..)39.. - ..107. 92..0 . . 2'3,0'0 R "15'
- AD|F(RENFE) 5201 27253 N 1539 B 22..
e o OBB B 24235 11507 N . 433 5
switzerland | 588 16377 19607 3.26 4
Transnet 140000 - 20,95 4
PRASA . - 14 269 2,23 1
Korail 7878 23002 4,08 5
—— RZD R . 2'501“90"0 "135460 . 3'5,5'[.) R ...16..
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Table 2. Results of the calculation of average network density

Company Company
BNSF
USA
Union Pacific
DB
SNCF

OBB

SBB
Transnet
South Africa R
PRASA
South Korea Korail
CR
RZD

Table 2 shows the results of the calculation in
terms of transported cargo passengers per 1 km of
the network.

The diagram (Fig. 1) shows railway networks
according to the average traffic density and the
number of ROCCs. In order to see whether there is
a possible correlation between these parameters,
a correlation analysis was made. The resulting cor-
relation coefficient (r = 0.3) indicates the absence
of any noticeable relationship between the average
traffic density and the number of ROCCs. However, it
can be seen that the railway networks are arranged

ADIF (RENFE)

Average network density (Dn),

mln tons per km per year

18,6

10,7

7,70

3,90

17,10

6,70
1280

1.3,20

35,40

33,50

in several groups located in different corners of the
diagram.

The first group (marked in blue) includes low-
density networks with a large number of ROCCs.

The second group (marked in green) includes high-
density networks with a large number of ROCCs. The
third group (marked in grey) includes low-density
networks with a small number of ROCCs. Further re-
search might focus on identifying the characteristics
pertaining to each group of railway networks with the
additional parameters of transportation management
models involving ROCCs taken into account.

25
i (.
ECR
RZDm
Azl
10
DB
n
5 Korai BNSF
] L B
Transet MWUP u
SBB
] i
0 5 10 15 20 25 30 35 40

Fig. 1. Relations between ROCCs numbers (N) and average network density
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Table 3. Initial data for assessing the relationship between the length of ROCC controlled area and its passenger-freight turnover

Country

Company

BNSF

Union Pacific

DB
France SNCF
Spain ADIF (RENFE)
Austria OBB
Switzerland SBB
'.I'ransn.et .
South Africa N
PRASA
. ....K‘;rai.i..
RZD

The initial data for the analysis is given in Table 3.

The resulting diagram (Fig. 2) presents the rail-
way networks according to the average length of a
single ROCC’s control area and the average freight-
passenger turnover per ROCC. In order to see
whether there is a possible correlation between
these parameters, a correlation analysis was made.
The resulting correlation coefficient (r = 0.75) might

Average freight and passenger
turnover (per OCC) min ton-km

Average length of OCC control
area, ths km

194,2 10,46
154,5 14,49
35,.}' . “ 4,}? .
15,5 1,75
28 0,70
9,5 0,98
13.9 0,82
28,6 . 4,‘i9
.2.87;3 " } ?,éG .
1793 5,34

potentially suggest a relationship between the aver-
age length of a ROCC’s control area and the average
freight-passenger turnover per a ROCC.

The graph allows us to assume that BNSE, Union
Pacific, CR and RZD have achieved a higher level of
traffic control centralization, as one regional ROCC
supervises a longer railway network with a higher
freight-passenger turnover. The American model

16
up
14 | |
12
10
8
|
6 CR
Transet®
4 mDB RZD
2
BBy MSNCF
L} |
0| ADIF Korail
0 50 000 100 000 150 000 200000 250000 300 000

Fig. 2. Relations between the length of a ROCC controlled area and the average passenger-freight turnover per one ROCC
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of centralized traffic control is characterized by an
increased ROCC controlled area as compared to the
other models, while the Chinese model involves a
higher traffic managed by a single ROCC. The Rus-
sian traffic control model may probably be charac-
terized as hybrid as it combines the features and
trends of both models, yet currently tends towards
the Chinese model.

The European railways as well as the railways of
South Korea and South Africa can be characterized
as less centralized, as one regional ROCC operates
a smaller network with a lower freight-passenger
turnover (Germany being evidently an exception).

This classification is rather indicative and cer-
tainly requires the consideration of additional fac-
tors affecting the transportation process manage-
ment. For instance, the following factors should
probably be taken into consideration: the ROCC’s
geographical coverage, the length of controlled ar-
eas, the number and roles of the ROCC’s personnel,
the number of controlled facilities, the functional-
ity of track-side assets and the HW/SW system de-
ployed in the ROCC, additional (besides traffic con-
trol) functions performed by the ROCC, etc.

EVALUATION OF ROCC EFFICIENCY

If one looks at a ROCC from the point of view of its
performance indicators, one might probably com-
pare the ROCCs currently existing around the world

by evaluating their effect on the transportation pro-
cess in terms of Key Performance Indicators (KPI).
In the conventional sense, KPIs are a metric system
for measuring a company’s performance that takes
into account the overall performance according to a
certain scale. In this case, the KPI is calculated using
the formula, in which all the indicators are averaged,
while the passenger turnover is reduced to freight

turnover:
_Ll Dl Tl

I
L, D T

Where I is a ROCC’s operations key performance in-
dicator (KPI);

L, is the length of a ROCC’s controlled area (ths. km);
L, is the length of a ROCC’s controlled area in the
sample (ths. km);

D, is the traffic density of the infrastructure con-
trolled by a ROCC (t per 1 km);

D, is the traffic density of the infrastructure con-
trolled by a ROCC in the sample (t per 1 km);

T, is the freight turnover attributed to a ROCC (mln
t-km);

T, is the freight turnover attributed to a ROCC in the
sample (mln t-km).

It should be noted that L, D, and T, indicators

are calculated using the following formulas:
L 1 T . -

Li== D= -2 Ti== whileL,D,, T, indicators are
N L N 2 2 2

calculated as arithmetic mean primes.

Table 4. Summarized data on ROCC KPI calculation

Average length

Average annual

Country Company N  of OCC control
area, ths km
BNSF 5 10,46
Unioﬁ Pécific . 4 14,.49
DB o 7 .4,77.
France SNCF 16 1,75
ADIF (RENFE) 22 0,70
OBB 5 0,98
Switzerland SBB 4 0,82
Transnet 4 4,19
South Africa :

PRASA 1 2,23
South Korea } Koraii. . .5 .0,82.
China CR 19 7.86
Russia .R..ZD . 16 . 5,34

L, :;t:lzrtoi‘::sei-r D, :\CEEE:?:EEC_, T,  OCCKPI
1km
2,31 18,6 125 19417640 2,45 A
320 107 072 15454250 1,95 R
1,05 77 052 3665357 046 203
0,39 8,9 060 1549244 020 118
0,15 3,9 026 276032 003 045
0,22 9,7 065 950000 012 099
0,18 17.1 115 1389775 018 151
0,92 6.7 045  35000,00 044 1,82
0,49 128 08 2853800 036 171
018 132 089 1077640 014 121
174 354 238 27221189 343
1,18 335 22 17929375 2,26 m
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Table 5. Ranking KPIs

Harrington values

Modified scale values

Evaluation of KPIs

1,00 — 0,80 More than 6.04 Very high

080 — 0,64 - eotam ) . High
0,64 —0,37 ______4535 ______ .Me.diu.m.

0,37 —-0,20 2,78-1,51 Low
0.20 and less Less than 1.51 Very low

A summarized data on ROCC KPI calculation in
different countries is given in Table 4.

The calculation shows that the maximum KPI is
7.55. Harrington’s scale can be used for constructing
a metric system for estimating (ranking) KPIs taking
into account the obtained maximum KPI value.

The final modified scale with estimated indica-
tors is shown in Table 5.

As it can be seen from the Table 4, four railway
networks significantly differ from the rest of the
sample. Given the obtained maximum KPI and the
proposed ranking system, the obtained results of
a ROCC’s “performance ranking” for the selected
countries are shown in Table 6.

CONCLUSION

As part of possible further research of the role
and efficiency of ROCCs in different traffic control
models, it might be suggested that one should ex-
tend the ROCC evaluation criteria. It is also obvious
that further research should take into account at
least the following aspects:

e number and length of dispatcher-controlled

areas as well as their density;

¢ minimum and maximum traffic management-

related workload of a traffic controller;

e spatial allocation of Operations Control Cen-

tres;

Table 6. Assessment of ROCC efficiency level

Country Company oh}uRné%Z
BNSF 5
USA
Union Pacific 4
Germany DB 7
France SNCF 16
ADIF (RENFE) 22
Austria OBB 5
Switzerland SBB 4
Transnet 4
South Africa
PRASA 1
South Korea Korail 5
China CR 19

The above data do not enable a rigorous math-
ematical analysis due to the insufficiency of open-
source information, yet they might indicate the av-
enues of future research. In fact, the comparative
analysis of ROCCs of various countries is a multi-cri-
teria task that requires not only a more complete set
of reliable data, but the use of factor analysis as well.

1.18

L, D, T, ROCCKPI  Ranking
2,31 1.25 2,45 6,01 2
3,20 072 1,95 5.87 3
1,05 0,52 0.46 2,03 5

039 0,60 0.20 198 10
015 0.26 0,03 045 2
0,22 0,65 0,12 0,99 1
s e e e o
092 045 044 182 6
0,49 0,86 0.36 1,71 7
0,18 0,89 0.14 1,21 9

174 2,38 343 7.55

e structure of the short-term transportation
planning and assignment of adequate num-
bers of traffic control personnel;

¢ systems for automation traffic control and su-
pervision, including automatic train supervi-
sion.

December 2022

Journal of Information Technology and Applications

75



JITA 12(2022) 2:69-76

EFim RozENBERG, ET AL.

Despite the differences in traffic control models,
it should be noted that there is a general trend in all
developed countries towards a greater centraliza-
tion of operational management in control centres
and the strengthening of the role of ROCCs in ensur-
ing the sustainability of the transportation process.
In this sense, such ROCCs’ functions as situational
awareness and forecasting implemented on the ba-
sis of predictive analytics methods are becoming in-
creasingly important. In addition, the development
of ROCC is linked with improving workforce produc-
tivity in railways and optimizing CAPEX and OPEX
associated with the transportation process [4].

In general, it can be said that modern ROCCs are
developing in the direction of the target state of
ROCC 4.0. This trend should also be taken into ac-
count when assessing the efficiency of ROCCs and
updating the requirements for ROCCs as part of the
development and improvement of the existing traf-
fic control system.
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AHHOTauMﬂ: B CTAaTb€ PACCMOTPEHbI 3Tallbl PA3BUTHA aBTOMaTI/BI/IpOBaHHOffll CHUCTEMbI NOCTPOEHHA IIJIAHOBBIX Fpa(l)I/IKOB
ABUXXEHHUA MACCAKHUPCKUX NMTOE3A0B METPOIIOJIMTEHA. OnucaHbl TeEXHUYECKUE CpeacTBa, OCHOBHBIE METOJbI U I/IHCI)OpMaLU/IOHHbIe
TEXHOJIOT'UH, HpHMeHéHHbIe Ha 3Talax pa3sBUTHUA CUCTEMBbI, HAIIpABJIEHHbIE HA eé HWHTEeJIJIEKTYaJIu3alulo, NyTHu eé HHTEerpanuu B
EL[I/IHy}O HUHTEJIJIEKTYAaJIbHYH0 CUCTEMY daBTOMATH3HWPOBAHHOTO YIIpaBJI€HUA ABUXEHUEM TPAHCIOPTHBIX CPEeACTB Ha r'OPOACKHUX
PEJbCOBBIX TPAHCIIOPTHBIX CUCTEMaX.

KiodyeBble c/10Ba: njaHUpOBaHUeE NIePEeBO30YHOT0 NpoIlecca, aBTOMaTH3allusl, aBTOBe/leHHe, pacllo3HaBaHUe peyy, MallluHHOe
006yuyeHUs], UCKYCCTBEHHBIN UHTEJJIeKT, pPABHOMEPHOCTb, UHPOPMALlMOHHbIEe TEXHOJIOTUH, UHTEeJJIEKTYalbHble TPAHCIIOPTHbIE

CHUCTEeMbI, eJUHAA UHTEeJIJIEKTYaJIbHAA CUCTEeMa aBTOMATU3UPOBAHHOI'O YIIpaBJIEHUA ABUXXEHHUEM TPAHCIIOPTHBIX CPEJICTB.

BBEAEHME

B faHHOU cTaThe pPacCMOTpPEHbI 3TANbl Pa3BU-
THsI aBTOMaTH3UPOBAHHOW CUCTEMBI MOCTPOEHMS
IJIAHOBBIX TPaPUKOB [JBMKEHHUS MACCAKUPCKUX
10e3/I0B MeTPOIOJINTEHa, OCHOBAHHBIX Ha pabo-
TaX, BbIMOJHEHHbIX B POCCUMCKOM YHUBEPCUTETE
TpaHcnopTta (PYT).

[lepBble paGOTHI MO MJIAHUPOBAHUIO TEPEBO3-
OYHOTO IPOIecca Ha METPOIOJUTEHE OTHOCATCS K
1975 roay [1, 2]. B nanbHeieM c pa3BUTHEM TeX-
HUYECKHX CPeJICTB aBTOMATHU3AI[UH, BBIYUCTUTEb-
HOU TEXHUKH U COBPEMEHHBIX MH(OpMaIHMOHHBIX
TexHoJsioruii (UT) mpoBeféHHble HCC/IeJOBAHUS B
06J1aCTH aBTOMAaTH3allMK MJIAHUPOBAHHUS TEPEBO-
304YHOTO MpoLecca Ha METPOINOJIUTEHE MO3BOJHIIH
00be/JUHUTh B OJHOM CHCTEeME YIpaBJeHHs Ha-
IpaBJIeHUS], CBSI3aHHbIE C TOCTPOEHUEM:

- TJIAHOBBIX TpapUKOB JBMIKEHHS MaCCaKUp-

CKMX oe310B MeTponosuTeHa (I IIM) [3],

- rpaduKoB 060POTA JIEKTPONOBUKHOTO COCTA-

Ba ('O 3I1C) Ha MMHUAX MeTpomnosnTeHa [4, 5],

- rpapuKoB pabOTbl JIOKOMOTHUBHBIX OpHUTras
(C'PJIB) [6, 7].

[Ipu pemeHun 3a71a4 aBTOMaTU3aLUK COCTaBIIe-
HUS 3TUX HOPMATUBHBIX [OKYMEHTOB YYWTBIBA-
eTcsl He06X0JMMOCTh UHTEerpanuu ajJropuTMoB B
EfuHy0 cucTeMy [/ COIJIAaCOBAHUA Pa3JIMYHbBIX
napaMeTpoOB, HCNOJIb3yeMbIX NMPHU IJIAHUPOBaHUU
JBIKEHUSI MOEe3/I0B [0 JIMHUSM METPONOJMTEHA.
Takasd aBTOMaTU3MpOBaHHAaA CUCTeMA MOCTPOEHUSA
(ACIT) BHeZpeHa B IPOMBIIIJIEHHYIO 3KCIJIyaTal U0
Ha MockoBckoM MeTponosiuteHe B 2004 roay [3].

OneIT BHeZpeHus u conpoBoxgaeHus ACII I/
[I1IM mno3BoJIM/I OGOTAaTHUTb €€ COAEPKUMOE 3Ha-
HUSIMU, UMEILUMHUCS Y COTPYJAHHUKOB B3auUMO-
JercTByoinx Ciay6: JBUKEHHUS U MOJABHXKHOIO
COCTaBa MEeTPOIOJIUTEHA.

Y4uThIBasi MHOIOBAapUAHTHOCTb KaX/0W U3 pe-
11aeMbIX 33Ja4 HCIOJb30BaJUCh pa3JUW4yHble Me-
TO/bl ONITUMU3ALMU: BeHrepcKkui aaroputm (aaro-
putM Mankpeca-KyHa) [5], peKypCUBHbBIN anropu-
TM JMHAaMHYeCKOro NporpaMMHupoBaHus besnma-
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Ha [5], MeTox rpasueHTOB [8], a/ITOPUTM LieJI0YHC-
JieHHoTO JesneHust EBkiua [9], aropuTM noucka
pPaBHOMEPHBIX pacnoJsiokeHU [9], reHeTuyeckue
asiroputMbl ([A) [10], anropuT™M HCKYCCTBEHHOH
uMMyHHOU cuctembl (MUC) u gpyrue, mo3BoJsiio-
IIMe MoJy4aTh MHOMKeCTBA pelleHUH, Y/ 0BJIETBO-
psAIUX cGOPMYJIUPOBAHHBIM TEXHUYECKUM YCJI0-
BUSIM peasibHOM pabOThl IMHUM METPOMOJIUTEHA.

Juis coBepiieHcTBoBaHusl ['A ucnosb3oBaH 60-
raThli CTaTUCTUYECKUN MaTepHraJ, UMeIoLUcs Ha
MOCKOBCKOM METPONOJIUTEHE — ONbIT PA6OThI UH-
»KeHepOoB-TpadUCTOB.

YunuThiBasg KOMILJIEKCHOCTb 33/iayd YIpaBJIeHUS
JIBUKEHHEM TOPOJCKHX PeIbCOBBIX TPAHCIOPTHBIX
CpeJiCTB NapaJlyieJIbHO pellaach NpobJieMa «BIIHChI-
Banusa» ACII T[] TIIIM B EguHyr HHTeJJIEKTya-
JIbHYIO CUCTEMY aBTOMATU3UPOBAHHOI0 YIIpaBJIEHHUs
JIBIDKEHHEM TPaHCHOPTHBIX CPEJCTB Ha TOPOJCKHX
PeJIbCOBBIX TpaHCMOPTHBIX cucTeMax (['PTC).

[anee O6yayT pacCMOTpPeHbl 3Talbl pelIeHUs
3a/lay aBTOMaTHU3aLWU [IJIAHUPOBAHHUS NepeB0O304-
HOrO0 Mpoliecca Ha MeTPOIOJUTEHEe, Pe3y/abTaThl
BHeZpeHus ACII IIT/ [1IIM Ha MeTpono/iMTeHe, Ha-
MeueHbl IepCleKTUBLI €€ pa3BUTHUS.

1. 3Tan pa3pabOTKH TEXHOJIOTHUH

asroMaTu3sauuu nocrpoenus III'J] IIIM

B nepBbIX paboTax NpoBoAUTCA popMaTu3aLus
3aJlayM MOCTPOEHUs] «HUTOK» C HCIO0Jb30BaHUEM
peKyppPeHTHBIX ypaBHEHUH, METO/L0JIOTUSL IOCTPO-
enust «Hutok» IIIJ] I1IIM, omuchiBaloTCSI 0CO6GEH-
HOCTH KOJIbLIEBOM MO/eJIN INHUU MeTPOIOIUTEHa:
JIBMPKEHHE T0e3/l0B M0 0OOpPOTHBIM TyIHKaM BO
BpeMs CTAaHIIMOHHOTO 060poTa paccMaTpUBaeTcs
KaK JBM)KEHHe 110 J[OINOJIHUTEJbHOMY IleperoHy
[1, 2]. KosbueBast MoZiesib 103BOJIsIeT paboTaThb C
pajiMa/JbHBIMUA JIMHUSMHA Ha OCHOBe IPUHIUIIOB,
cbOpMyIMPOBAHHBIX [/l KOJIbLEBBIX JIUHUH. B [2]
Moge b peasnzoBadHa Ha IBM EC-1033 gus1 Kosib-
neBoi U XKpaHoBcko-KpacHonpecHeHCKOH (HbIHE:
Tarancko-KpacHonpecHeHCKOM) JIMHUH.

Mopens paa XpaHoBcko-KpacHonpecHeHCKoO#R
JIMHUU peasn3oBaHa Ha IBM EC-1030 u gonoJsiHe-
Ha JipaiiBepoM aJs pacnevatku [IT/] [11IM nHa rpa-
¢donoctpoutene «kBEHCOH» [11].

B 3TO BpeMs1 BBINOJIHEHO 3BPUCTHUYECKOE COIJIa-
cosanue [II/] [I1IM c I'O JIIC 6e3 yuéTa peasbHOH
pa36uBku cMeH ['PJIB [12]. PaboTa cfesiaHa Ha pHU-

Mepe KannHuUHCKOUN JMHUM. ONBIT UCNOJIb30BaHUSA
rpadonoctpoutenss «bBEHCOH» pns pacnedyaTku
MOJIy4eHHBIX pe3ysbTaToB nocrpoenud I/ IIIM
onucan B [11, 12].

2. JTan oneITHOrO McnoJb3oBanusa ACII

IrA M

O6ecneyeHre MoCKOBCKOT0 MeTpOIOJIMTEHA 60-
Jiee MOLHBIMH CPeJICTBAaMU BbIYUCIUTENBHON TeX-
HHUKH [I03BOJIWJIO B ONBITHOM NOPsIZiKe MPOAOJIKHI-
Tb UCCJIeJOBaHUS B 06J1aCTH aBTOMATH3aLUU IJIa-
HUPOBaHUSA IepeBO30YHOT0 NpoLecca Npyu y4acTUu
TEXHOJIOTOB — UHXeHepOB-TPadUCTOB.

Ha paccmaTtpuBaemMom sTane napasuiesnbHo c [II/]
[II[IM pa3pabaThIBalOTCs aJrOPUTMUYECKOE U IMPO-
rpaMMHOe obecreyeHue JJis1 NOCTpOeHUs rpaduka
vcrnosiHeHHoro ABwxeHus (['M/1) no faHHBIM, TOCTY-
NAKILKM 10 KaHaJIaM JUCIIeTYEPCKOT0 KOHTPOJIA.

JTOT ONBIT MNOKasaJ Heo6XOAUMOCTb paspa-
O6OTKM CepbE3HOr0 UHCTPyMeHTapus JJis Py4HOH
koppektupoBku [T/l IIIIM, ux corsmacoBanus c I'O
3IIC u Heob6xoauMoOCTBIO yuéTa ['PJ/IB. Kpome Toro,
Ha/JMyue IMPOrpaMMHOI0 HHCTPYMeHTapus JJisd
nocrpoenuda IIIJ[ IIIIM Ha nepcoHalbHOM KOM-
nbioTepe ([1K) mo3Bosnsio ucnosib3oBaTh 60raTyro
6a3y 3HaHUN, UMEWIIYIOCS Y UHXeHepoB-rpadu-
CTOB /1J151 y4€Ta 0CO6EHHOCTEeN KOHKPETHBIX TMHUHI
MEeTpPOIOJIUTEHA M BO3MOXHOCTEH 3JIEKTPOZEINo,
06CYKUBAOLIUX 3TH JUHUHU [13].

Y>ke Ha 3TOM 3Talle B KayeCTBe OFPaHUYEHUH,
HaKJaJlbIBa€MbIX Ha IPHHATHE YINpaBJeHYeCKUX
pelleHUM INpU IJIAaHUPOBAHUH, NPU H3MeHEeHUH
NAapHOCTU JBUKEHHUS M0e3/j0B yuUTbiBaeTcs pakT
BO3MOXXHOCTH 6€301MO04YHON peasn3aly Mallu-
HUCTaMU He 6oJiee 2-3 peXUMOB YIIpaBJIeHUs CO
BpeMeHaMH X0/ja HellapaJslleJibHOTo rpaduka [14],
YTO 3acTaBJjseT AJs JAOCTHXeHUS 6oJiee TOYHOTO
BbIpaBHMBAHUSl UHTEPBAJIOB [BWXXEHUS I0€3/0B
JIOMOJIHUTENIbHO BBOJUTH CBEPXPEXHUMHBIE BbI-
nepxxku (CPB) [14].

[Ipu noctpoenunu III/] TIIIM B yciioBUsIX orpaHu-
YeHHBIX PecypcoB ynpaBJeHus [7, 15] kauecTBeH-
HBIX Pe3y/IbTaTOB M03BOJIMJIA JOOUTHCA METOAMKA,
CBsI3aHHAasl C IpYMeHeHHeM CLieHapHOro NojxojAa K
pelleHNI0 3a/lay¥ aBTOMAaTU3UPOBAaHHOTO MOCTPO-
enus II1 TIIM [16].

OrpaHuueHHe pecypcoB YIpaBJieHHs oOllpeje-
JISIeTCsl UHTepBaJlaMU JIBMXKeHUSsI I0e3/10B, 6/IM3KU-
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MU K MUHUMaJIBHO BO3MO>KHBIM, OTPaHU4YeHUSIMU
10 3JIEKTPOZENO0 U MYHKTAM OCMOTpPA 3J1eKTPOIOJ-
BUXKHOTO COCTaBa.

[lox cueHapuaMHU NOHMMAaeTCs COBOKYNHOCTb
$a30BbIX COCTOSIHUN 00'beKTa U BHEIIHEW Cpejibl,
Ha3bIBaeMbIX 3KCIEPTHO 3HAYHMbIMHU COOBITUSMH
(33C) u mpejanoJsiaraeMbIX YCJOBUU GYHKIIMOHH-
pPOBaHHUSA CUCTEMBI, 3aKJIIOUYEHHBIX B KBa3UMHPOP-
MaLMOHHBIX FMIIOTE3aX JIMLA, IPUHUMAIOLIEr0 pe-
meHwust (KWL JITIP). /It BbIpabOTKHU YIIpaBJISIONIAX
BO3/IEUCTBUNA UCHOJIb3YIOTCS JIOTUKO-TpaHchop-
MauuoHHble npaBuia (JITII), Bkiarovarouiye B cebst
MMIlepaTuBbl, 06'beIUHEHHDBIE JIOTUKOH, JIJIS1 ONHU-
CaHHUA JABIXKEeHHs 110€3/10B METPOINOJIMTEHA.

JITII copepKaT NMPUYUHHO-CIe[CTBEHHbIE CBA3U
MeX/ly COOBITUAMM, yA00HBIE /1/151 ONMCaHUS TEXHO-
Jorunyeckux npoueccos [1[7/] [1IIM Ha 6a3e annapata
ceteil [leTpu. C UX TOMOLIbIO ONIMCAHBI UMIIEPATUBEI
M oOpaTHble MUMIlepaTUBbI, HEOOXOAUMBIE [l pe-
KypPCUBHOI'0 Ilepe6opa BApUaHTOB IIPU aBTOMATHU3U-
poBanHoM noctpoenu [T/ ITIIM na IIK [13].

PexypcHUBHBIN Iepe60p BApUAHTOB OCTPOEHUS
[T/ TIIIM [13] noTpeboBas TLaTeJIbHON mpopa-
60TKM BOIPOCOB OpPTraHU3allMd 3PrOHOMUYHOTO
rpaduyeckoro MnoJib30BaTeJbCKOro HHTepdelica
IpOrpaMMHOro obecneyeHusi NMPU BU3yaJU3aLUHU
[ICZ] TIIIM [17]. OnbIT nmpUMeHeHUs] MaTeMaTHye-
CKOro amnmnapara ceTel IleTpu cTas ocHOBOU [Jid
MCII0JIb30BAaHUSA €ro NpPU ONMCAHUM 4Yes0BEeKO-Ma-
IMMHHOM mnpouenypsl noctpoenusa [T/ MIIM. 3to
MO3BOJIUJIO MOBBICUTb OBICTPOJENHCTBUE NPOU3BO-
JUMBIX BbIYHUCJIEHUU NPU UCHOJIb30BaHWU OJHO-
sI/lepHbIX MUKPOIIPOLIECCOPBIX aPXUTEKTYP.

B [8] dopmann3oBaHa MHOTOYpPOBHEBAsI CeMaH-
TH4Yeckasd Mozenb nocrpoenus [T/ IIIIM, npen-
CTaBJIeH MeTOo/| N0MCKa ONTHUMaJbHOrO pacnpeje-
JIeHUsl MHTEePBAJIOB JIBMXKEHHUS 110e3/10B, paboTalo-
IIMH [0 NMPUHLMIY IpaJiUEHTHOrO ciycka. Wieu,
M3JI0KeHHbIe B [8], pea/iM30BaHbl BO BHEJPEHHOU
ACIT TITA IIM (coctaBieHHOUW Ha sA3blke Visual
Basic 6.0).

3. 3Tamn opraHM3auuu

WHPOPMALMOHHOI0 B3aUMOAENCTBUS

Ci1y>k6 MeTponoJIuTeHa

Ha pacCMaTpUBa€eMOM 3Tall€ UCIIOJIb30BAHbI 0~
CTHUXEHHUA BTOPOI'o 3Talla. Pemanuch 3aJa4u 3a,qe1?1-
CTBOBAHHUA KAaHAJIOB CBA3U JINMHHUKU METPOIIOJIMTEHA

JlJIs1 KOpPEKTHOW paboThl yCTPOUCTB TeJieynpasJie-
HUS Y TeJIeCUTHa/IM3aluu npu noctpoenuu '/,
BBINOJIHAJICA aHA/IU3 KadyecTBa nocrpoeHus ['M/]
[17]. OToesnbHO Havya KM Ch PabOTHI O COCTABJIEHUIO
pacnucaHusi JOKOMOTHUBHBIX 6puraj. Ha atom xe
3Talne CTaJlo MOHATHO, YTO pac4yéTHble 3HA4YEHMUS,
noJiydaeMble B pe3ysbTaTe pa6otsl ACII T/ ITTIM,
MOTYT OBITh MCII0JIb30BaHbl B KaYeCTBE MCXOJHbIX
JaHHBIX JAPYTMMU CHCTEMaMH, YTO MNOTpPeboBasIo
pa3paboTKU NPOTPaMMHbBIX HaZCTpPOeEK s ¢par-
MEHTApHOUN BBITPY3KU CBeJleHUM, COTJIaCOBAHHBIX
Apyrumu Ciay»k6aMU MeTpPONOJIMTEHA, a TaKXKe C
JPYTMMU OpraHU3alUsMU, BBIITOJHAUIMMY MOHU-
TOPUHT KayecTBa paboThl METPOIOJIUTEHA.

B pa3Hble ro/ibl NPOMBILLJIEHHON 3KCIJIyaTaluu
ACIT IITA TIIIM peann3oBaHoO:

- mnepepada JAaHHbIX 0 cocraButese I1I7/] IIIIM,
JlaTe Hadasia paboTel corsacHo [T/ IIIIM,
THUIy PAaCCTAaHOBKH, HAM PabOThl, KHUTKAX,
'O 3IIC, astekTpozeno, MaplipyTax, TUIAxX pe-
MOHTOB/OCMOTPOB U CTAHLUSIX IUHUH METPO-
nosvMTeHa B ¢opmaTte XML sl cOCTaBIEHUS
pacnycaHuM IOKOMOTUBHBIX OpUraj;

- Iepefiaya JAaHHBIX O BpeMeHax OTIpaBJIeHUSA
MacCaKUPCKUX M0E3/10B CO CTAHI[UH COTJIACHO
HUTKaM» JJisl OLleHUBaHUS 3al0JHSIEeMOCTHU
BaroHOB, IIPU JeMCTBYIOLIMX 3HAYEeHUAX Nac-
CaXUPOTIOTOKOB  (3azaya MHpopmanuoH-
HO-BbhlUMcAUTebHOTO LeHTpa (MBIL) Moc-
KOBCKOI'0 MeTpoIoJMTeHa U /lenapTaMeHTa
TpaHcrnopTa ropoga MockBbl);

- mnepepgaya I/ IIIIM B TekcToBOM dopMare
[ BOCCTAHOBJIEHUA €ro COTPYAHHUKaMHU
MBI meTpomosiuTeHa B CHUCTeMe aBTOMa-
TU3UPOBAHHOI0 NpoeKTUupoBaHUusg AutoCAD
U nocieaywouero ¢GopMHUpPOBaHUSI TEKCTQ,
a/lalTUPOBAHHOTO K pa3MelleHHI0 Ha 6JiaH-
Kax KapTO4yeK pacnucaHus, BbllaBaeMbIX Ma-
LUIMHUCTaM;

- Iepejlavya JAHHBIX O «HUTKax» JIJII MPOTHO-
3UpPOBaHUS BPEMEH MPUOBLITUS MOE3/0B Ha
CTaHIIUY C [[eJIbI0 THPOPMHUPOBAHUSA 06 3ITOM
NacCca)XKUpoB TNOCPeJCTBOM €€ BbIBOJA Ha
TabJio, pa3MellaeMble B Toplax MiaaTdopm
CO CTOPOHBI «XBOCTOB» MPUOBIBAIOIUX TOE-
3/10B;

- Tepejaya JJAaHHBIX O «HUTKax» JJs1 BOCCTa-
HOBJIEHUA UX B OJJHOU U3 CUCTEM, CO3aHHBIX
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KOMIIaHWeHd «MaKOMHeT», [Ji BHeJpPeHHUs
KOMILJIEKCA TeXHUYECKHUX U INPOrpaMMHBIX
CpeACTB, HEOOXOAMMBIX [Jis 3amycka Ejpu-
HOTO JUCNEeTYEPCKOro eHTpa MoCKOBCKOTo
MeTpoIoJiuTeHa B paboTy [18].

4. 3Tan TUPA>KUPOBAHUA CIIOCOOOB
aBTOMaTH3alUU [IJIAHUPOBAHUA
MmepeBo3049YHOro nmponecca Ajada
Pa3/JIHIHBbIX JIMHUM MOCKOBCKOI'0
MEeTpPOoNoJIMTEeHa

B sToT nepuos Ha MOCKOBCKOM METPOIIOJIUTEHE
NPUHATA B MPOMBILLJIEHHYIO 3KcmyaTanuio ACII
[ TIIM.

[Toctpoenune Bpyuynyr IIIJ IIIIM, cooTBet-
CTBYIOLIETO 3a/laHHBIM pa3MepaM [BxxeHus u I'0
3IIC, 3anuMaet ot 1.5 10 3 Mecd1eB B 3aBUCUMOCTH
OT CJIOXKHOCTH JIMHUM U KBaJIMPUKALUU UHKEHE-
pa-rpaducra. B cBA3U ¢ 3TUM Ha/IW4YHMe aBTOMATHU-
3UPOBAHHOM CUCTEMBI, YIPOIAOLell BbINOJHEHHE
3TUX paboT MOCPeJCTBOM THUPAXKUPOBAHUS YIIpa-
BJISIIOLMX BO3AEHUCTBUH, NIPUBOASIIUX K OBICTPOMY
noJiyyeHu1o pesyabrarta nocrpoenus [T/ IIIM, aB-
JIeTCs 9KOHOMHUYECKU ONpPaBJaHHbIM LIAaroM.

Ha aTom aTane BbIsiBJIeHbl 0CO6EHHOCTU JTUHUHN
MEeTpOIOJIUTEHA, OKa3bIBAlOIMEe BJMSHUE HA BUJ,
[ICZ1 TIIIM [13]. [lanee nepevyucieHbl 3TU 0COGEH-
HOCTH.

KosbueBasgs smHusA (KoJsibllo) MOCKOBCKOTO
MEeTPONOJUTEHA OTHOCUTCS K 0COOGOMYy THUINY JIU-
HUU. B eé cocTaB BXOAAT /Ba HE3aBUCUMBIX NMYTH,
KaX/[bll M3 KOTOPBIX SIBJSETCA 3aMKHYTBHIM KOH-
Typom [13].

K pasnanbHbIM JIUHUSAM OTHOCAT JIMHUH, Ha KO-
TOPBIX TJIaBHble NMYTU He SBJSIOTCS 3aMKHYTbIMH
koHTypamu. [loe3za, o6CayKUBaWIUe JUHUIO, B
TeyeHHe paboyero JHS COBEPIIAIOT NEPEXOAbl MeX-
Jly [JIaBHBIMU NYTSAMU, 000payMBasiCb Ha KOHEYHBIX
WJIM IPOMEXKYTOYHBIX CTAHIMAX C MyTeBbIM Pa3BU-
THEM.

Cpesu MHOXKecCTBa pajUaibHbIX JUHHUU ocoboe
MEeCTO 3aHUMAKT JIMHUU C «KBUJIOUHBIM» JIBHXKEHU-
eM. «BUI0YHBIM» JBMXKeHHMEM Ha3blBaeTCsd TaKas
opraHusalnuys paboTbl JIUHUM, IPU KOTOPOU [IBU-
»KeHHe COCTaBOB OCYILLECTBJSAETCA MO Pa3JuYHBbIM
y4acTKaM IocJie NpocaeJ0BaHUA CTaHUU pa3BeT-
BjieHUsl. CTaHLUS pa3BeTBJIEHUSl — 3TO CTaHIUS,
MyTb 10 KOTOPOM /11 BCEX COCTAaBOB JIMHUHU He pas-

JIN4YaeTCs, a MocJjie — 1711 4aCTU COCTaBOB pa3J/IhyeH.
Takasi opranusalnuys JBUKeHHS OKa3blBaeT BJIHS-
Hue Ha Bug [1I/] [T1IM [19].

YacTHBIM ClydyaeM «BHUJIOYHOTO» JBUXKEHUS SIB-
asietcs [T/ [IIIM 3onHoro tuna (I'3T). B [19] aB-
ToMaTHU3auus coctaBjeHusi ¢parmenta [II/] [IIIM
C «BUJIOUHBIM» JIBU’KEHHEM pacCMaTpUBAeTCs Ha
npuMepe ®unésckoit nunuy, a '3T - Ha npumepe
JIt061MHCKO-AMUTPOBCKOM JIMHUH [15].

HasToMm aTane 0oco6eHHO OCTpPO BCTaJI BOIIPOC CO-
npoBoxaenus ACIT I/ ITIIM, 3ak/tounBILINH B cebe
TaKkue MepONPUSTUS KaK: 0OyyeHHe I[epCcoHaa,
KOPPEKTHPOBKY Habopa CEPBUCHBIX PYHKIUN MPHU
BCEBO3pACTAOLUX TPeOOBAHUAX HWHXKEHEPOB-Ipa-
¢ductoB [17], a TakKe HACTPOUKY CONPSKEHHBIX C
CUCTEMOU NnepruPpepURHBIX YCTPOUCTB.

K atomy nepuoay oTHocuTcs opMainsanus 3a-
Jady MawrMHHOro nocrpoenusa ['PJIB, «packnamok»
(11abJIOHHBIX TAGJMI) [AJs BBIINHUCKU MOE3HBIX
pacnucaHui, a TakXKe nevyaTH KapTo4yeK Moe3HbIX
pacnucaHvi, BblJaBaeMblX MalIMHUCTaM, 3acCTy-
narwuuMm B percol [20].

JTan conpskk€H C HCNOJIb30BaHUMEM 3Heproc-
Geperamiux TexHoOJoTUH [21, 22], ¢ nmepeBojoOM
HECKOJIbKHUX JIMHUWA Ha OO6C/AyKMBaHHE HOBBIM
(Ha TOT MOMEHT) 3JIEKTPOMO/ABMKHBIM COCTaBOM
«Pycnu» (81-740/741; Beimyck: 2003-2013 rr) c
ACUHXPOHHBIMU JBUTaTeJSIMH, P OCTABIAALIIN-
MU BO3MOXXHOCTH BBINIOJIHEHHUS] PEKYINepaTUBHOTO
TopMOXKeHUs [22].

K aTomy ke neproy OTHOCUTCSA peaju3alus aB-
TOMaTHU3UPOBAHHOT'O PacyéTa 3KCIJIyaTallMOHHBIX
nokasarteJsieil ¢ ucnoJsibzoBanueM ACII TIT/] TIIIM
[17]. Ilpu 06CuéTe 3KCIIyaTallMOHHBIX ITOKa3aTe-
Jiel BpyuHyto B Ciayk6e ABM>KEHUS NPUHSATO UCIO-
JIb30BaTh y4acTKOBbIe BpeMeHa xoza, B ACII IIT/
[I1IM 3amava pacuéra 6GblIa pelieHa MPH PaccMo-
TPEHUHU KaXK/JI0T0 NeperoHa Jijsl KaXK/10¥ MoCTpoeH-
HOU «HUTKU». [loTpebGoBasach MHasA CXeMa BbIBOJIa
pe3y/abTaTOB pacyéTa ¢ TPyNNUPOBKON IeperoHoB
B Y4YaCTKH, N0 KOTOPbIM NPOUCXOJUT [JIBHXKEHUE
1oe3/[0B Mo «HUTKam» coryacHo [IT/] ITIIIM. U3me-
HEeHUA B PaCYETHOU CXeMe CyILeCTBEHHO CKa3aIiCh
Ha rpaduyecKoM IM0Jb30BaTeJbCKOM HUHTepderice
ACII TITZ TIIIM. C TO4YKM 3peHus pa3BUTHUA CepBU-
CHBbIX QYHKIHH 106aBUIaCh BO3MOXKHOCTb 3KCIOP-
Ta PacyETHBIX JAAHHBIX B 3JIEKTPOHHbIE TaGJIUIbI
Microsoft Office Excel, 4To 06ecne4ujio BO3MOX-
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HOCTb NeYyaTH Ha NpUHTEepe WM MJI0TTEPE, MUHYS
NporpaMMUpPOBaHUE MPSIMOTO B3aWMOJENUCTBUS C
JpaiiBepoM MneyaTawliero ycrpoucrsa yepe3 ACII
[ TTIM.

3aBeplileHHEM 3TOTO 3Talna sIBUJIach pa3paborT-
Ka npuHIUNOB BkJouyeHus ACII [T/ [T1IM B obuiee
M$ppoBoOe MPOCTPAHCTBO JIMHUU METPOMOJIUTEHA,
a TakXe MNPUMEHHMOCTU aBTOMATHU3UPOBAHHOU
cucteMbl K noctpoenuto [II/1 IIIIM gaia apyrux su-
noB I'PTC.

5. 3tan npumeHeHust HOBbIX UT,
l.ll/l(l)pOBl/I3al.ll/Il/l U UHTEJIVIEKTYa/JIU3aAl N
NMPpOoLECCOB NJIAHMPOBAHUA
MNacCa’KMPCKHUX NepeBoO30K,
3KCIVIyaTallMOHHON U MaHEeBPOBOM
pa6oThI

Ha aToMm 3Tane, npenMyleCTBEHHO, pelIaluCh
BOINPOCHI aBTOMaTu3auuu coctaBaenusa 'O 3IIC.
OcHoBHbBIM 06'bekTOM yrpaBsieHus 'O IIIC apaseT-
cs1 peMoHT (ocMoTp). BBeiéM onpeesieHre TepMU-
Ha «peMOHT» B KOHTeKcTe paccMoTpeHusa ['0 IIIC
u [ IIIIM. PeMOHT - 3TO KOpTeX, KOMIOHEHTBI
KOTOPOTO OINpeZe/IAI0T TUI, BpeMs U MeCTO NpoBe-
JleHus TexHudyeckoro ocMotpa (TO) mau Tekyiero
pemoHTa (TP), npunucanHoro Kk MapupyTy.

B [5] cocTaBsieHa cxeMa TEXHOJIOTUYECKOT0 IPO-
necca nocrpoenud I IIIIM, conpsxénnoro c I'O
JIIC npu ucnosb30BaHUU KoHUenuuu Event-driven
Process Chain (EPC); cocTaBJieH aJrOPUTM aBTOMa-
THU3WPOBAaHHOTO HAa3HauYeHUs TeXHUYECKHUX OCMOT-
poB nepBoro o6béma pa6ot (TO-1) c yuétom orpa-
HUYeHUN U GpakTopoB, Bausawux Ha Bug [T/ [TITM
[13]. K pemienuto 3ajjayu aBTOMATHU3UPOBAHHOTO
coctassienus 'O II1C npexsioxxen «BeHrepckuit asn-
roputMm» (anroputMm ManHkpeca - Kyna), koTopbiit
XOpOILO paboTaeT TOJbKO «B CTaTHKe». [ljis mosy-
YeHUs pellleHUsT 33/]a4H «B JIMHAMUKE» MPe/IJI0KEH
peKypCUBHBIN MeTO/| JUHAMHUY€ECKOTO NPOrpaMMHU-
poBaHuA (My1aHMpoBaHusA) besnmMana.

Pemaetrca 3azaya 3QQPeKTUBHOTO MCIOJIb30-
BaHUSA NMAapKOBOYHOTO NMPOCTPAHCTBA Ha NpHUMepe
MeTpONOJIUTEeHA C IpUMeHeHHeM Teopuu rpados.
Busyasnusanus IOJIy4eHHbIX JepeBbeB U YIJIOT-
HEHHBbIX TpadoB BBINOJHSETCS NAKETOM YTHJIUT
Graphviz [4].

Bosibuielt adpPeKTUBHOCTU NPU pellleHUH 3ajia-
YW aBTOMaTHU3UpOBaHHOro coctaBjeHuda 'O IIIC

no3BoJin A06uTbcs ['A [10]. Tlo3xke paspaboTaH-
Has Ha 6a3e ['A aBTOMaTHU3UPOBaHHAs MOJCUCTEMA
coctaByennsa 'O 3IIC KOHTeEKCTHO cTajla paccMma-
TpuBaeTtcsd kak MUC.

[IpoBeiéH aHANN3 IPUMEHUMOCTH UCKYCCTBEH-
HOI'0 MHTeJIJIEKTA U, B YaCTHOCTH, MalIMHHOTO 06Y-
yeHHs [6] K 3a/layaM aBTOMAaTHU3AIMU MIJIAHUPOBA-
HUSI IEPEBO30YHOr0 Mpolecca Ha METPONOJTUTEHE
[7,10].

Hapsay c morckoM penieHus 3a/la4v aBTOMAaTH-
3ayuu coctaBaenus ['0 II1C pa3BuTHe U IpakTU4e-
CKYI0 peajiM3allvio MoJy4YuJa ujes, BbiCKa3aHHas
B [13], 0 BO3MOXXKHOCTH MPUMEHEHHUS anapara na-
paslaiesibHbIX BbIUMCAEHUN K PEeKypPCUBHOU mpole-
Jlype aBTOMAaTU3HMpPOBAHHOTI'O NOCTPOEHUsI MpoLec-
cos [I[/1 TITIM. MHoronoTo4yHas mozeb (Threading)
Ha 6a3e MaTTEpPHOB NPOEKTHPOBAHUS peaju30BaHa
B cpesie Microsoft Visual Studio Ha si3bike Visual C# B
ACII I MM HoBoro nokoJsienus («APM I'paduc-
Ta 2.0») [23].

B mporecce nuppoBusanuu 0603HAYUIOCh UH-
TEHCUBHOE Pa3BUTHE HHTEJJIEKTyaJbHbIX TpPaHC-
NOPTHBIX cucTeM ynpaByeHus: [PTC [24].

6. J3Tan y4yéTta 0CO6eHHOCTEe!
cocrassenud IIT'/] IIIIM npu Ha/IMYU U
CHUCTEM aBTOBEJE€HHUA I10€340B HA
JIMHUAX METPOIIOJIUTECHA

JTan XapaKTepeH BO3MOXXHOCTbIO BBINOJIHE-
HUS 33JaHHOT0 4YMCJ1a BPEMEH X0Ja MO IEeperoHy,
pean3yeMbIX CUCTEMOW aBTOMAaTHU4YeCKOro ympa-
BJIEHHUS, YTO MO3BOJIWJIO OTKa3aTbcs oT CPB npu
BbIpAaBHHMBAHUU MEXII0€3HbIX HHTEPBAJIOB B XO/Ie
IJIaHUPOBaHUA nepexogHbix npoueccos [T/ ITIIM.
[Ipu peannsanuy BpeMéH xo/ia [0 JUHUU METPOTIO-
auteHa 6e3 CPB mocTturaercs yMmeHbllleHHE Pacxo-
Jla 3HEepruy, 3aTpayrBaeMou Ha TATY.

HMeroniedica 6a3bl 3HAHUM Ha CerojHs JOoCTa-
TOYHO /[JIsl NPOTHO3UPOBAaHUS KavyecTBa paboThbl
MOCKOBCKOTO METpOMNOJIMTEHA B YCJIOBUAX [BHU-
»)KeHHUs Moe3/]0B 6e3 MallIMHUCTOB COTJIACHO 4YeT-
BEPTOM CTeNEeHU aBTOMaTH3allMU KeJIe3HOLOPOXK-
HOU MHPPACTPYKTYPHI 1o cTaHaapty [EC 62290-1:
Grades of Automation 4 (GoA 4). Pa6oTbl npoBo-
JSTCS ¢ YYETOM BO3MOXKHOCTH peasid3alluy 3Hep-
roa¢pextuBHbIx [1I/] [IIM [14].

3HauUTe/IbHbI 00BbEM pabOT CBsI3aH C Y/J0-
BJIETBOPEHUEM 3alPOCOB, NOCTYNAKLIUX OT WHXKe-
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HepoB-TrpaducToB Ha ycTpaHeHue CPB. CosmaHbl
aJIrOpUTMBI JJid NepepacnpegesieHuss CPB Ha Bpe-
MeHa Xoja Mo neperoHaM. B [14] mokasaHo, 4TO
3TO NpeAoCTaBJissieT BO3MOXXHOCTb JJI1 9KOHOMUH
3JIEKTPO3HEPTrUM Ha 3Talle MJIAHUPOBAHUS Iepe-
BO304YHOTO MpPOLECCca, HO TOJIbKO NPU YCJIOBUHU pa-
60TbI corsiacHo coctaBaeHHomy II[/] TIIIM cucre-
MO aBTOBe/leHUs], IOCKOJIbKY HU OZJMH ONBITHbIN
MAaIIMHUCT He B COCTOSTHUU BBINOJHUTB TOI'O MHO-
»KeCTBa pa3/IMYHbIX BPEMEH X0/ja HelapaJlieJbHO-
ro rpaduka, nojy4aeMoro B pesysbTaTe Iepepac-
npenenenusi CPB Ha BpemeHa xo/ja o neperoHam.

3AKNIOYEHUE

1. llpoBeéHHBIN aHA/JIU3 pa3BUTHUA aBTOMAaTH-
3MPOBAHHOU CUCTEMBI IOCTPOEHUS MJIAaHOBBIX I'pa-
OUKOB JBUKEHHUS MaCCAKUPCKUX [10€3/10B MeTpPO-
MOJINTEHA [O0Ka3blBaeT aKTyaJbHOCTb BHeJpEeHUd
3TOM CUCTEeMBI AJs1 paboThl B YCI0BUAX METPOIO-
JIUTEHOB.

2.Pa3BuTHE aBTOMAaTU3UPOBAHHOM CUCTEMBI I1O-
CTpOeHUsl NJIAHOBbIX TPadUKOB JBHKEeHUs Macca-
YKUPCKUX I10€3/10B MeTPOINOJIUTEeHA HallpaBJIeHO Ha
«BIUCbIBaHUE» €€ B EfMHYI0 MHTeJJIEKTYya/IbHYI0
CHUCTEeMY aBTOMAaTU3UPOBAHHOI'O YIIPaBJIeHUA [BU-
»KeHHeM TPaHCIIOPTHBIX CPeJCTB Ha FOPOJACKUX pe-
JIbCOBBIX TPAHCIOPTHBIX CUCTEMaX.

3. Hcnosb3oBaHMe HHTEJJIEKTYa/bHBIX aJro-
pPHUTMOB B aBTOMaTH3UPOBAHHOMN CHCTeMe IOCTPO-
eHUsl IJIaHOBBIX T'PadUKOB JBMXKEHUSI MACCAKUP-
CKHX [10€3/10B MeTpOMNOoJIMTeHa No3BoJseT 3¢ dek-
THUBHO pellaTh 3aJa4M IJIJaHUPOBaHUS llepeB0304-
HOT0 npo1ecca.
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UccnenoBaHve BbINOJHEHO NpU (PUHAHCOBOM
noaaepxkke POOU, HTY «Cupuycy», OAO «PXK/» u
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TUMM3AIUKN TPOU3BOJICTBEHHBIX PECYPCOB TOPO/-
CKHUX peJibCOBBIX TpaHcnopTHeIX cucteM ([PTC) Ha
OCHOBE TeXHOJIOTHH 60JIbIINX JJAaHHBIX (bigdata)».
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Abstract: the article examines the underground passenger trains planned schedule automated construction system development
stages. The technical means, basic methods and information technologies applied at system development stages aimed at its
intellectualization, the ways of its integration into the Unified vehicles control automated traffic intelligent system on urban rail
transport systems are described.
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AHHoTanuA: O6'beKThl TPAHCIOPTHOW HHQPACTPYKTYPHI ABAAIOTCA KPUTHYECKH BOXXHBIMHU. []151 o6ecrniedeHUs X GYHKIIMOHU-
pOBaHUsA HEO6X0AUMO IPUMEHATb METO/IbI CJIeXKeHN 06ecreyrBalolye BLICOKYIO CTeNeHb 3allUThL. B cTaThe paccMaTpUBaroTCA
BOIPOCHI KOHTPOJIA HECAHKLIHOHUPOBAHHOTO BTOPXKEHH NOCTOPOHHUX 00bEKTOB, C 1le/1bI0 IPeJ0TBPAllleHHUs ONaCHOTI0 BO3/1eH-
CTBUA Ha UHPPACTPYKTYPY BBICOKOCKOPOCTHOI'O TPAHCIOPTA. B 3TOM cBA3M, NpesiaraeTcs BECTH KPYIJIOCYTOUHOE HAGI0ZeHre
C UCII0JIb30BaHHEM GEeCIUJIOTHBIX JIETATE/IbHbIX allllapaToB.

B cBfI3U C TeM, UTO AMaNa30H paccTossHUA AelcTBUH BIIJIA orpaHudYeH, N03ToMy NpejJaraeTcs IpUMeHeHHe JUCTAaHLMOHHOTO Me-
TO/la 0GHAPYKeHHs BTOPXeHHUs 00beKTOB Ha UHQPACTPYKTYpPY € UCNOJIb30BaHHEM onTHYeckoro kabessa OK. CoBMecTHOe HCIOJb-
3oBaHue BIIJIA u OK no3BosiAI0T CO3/jaTh HAJIEXKHYIO CUCTEMY, 00eCIIeYrBalOLLyI0 KOHTPOJIb 3a BTOPXKEHHEM Ha HHPPACTPYKTYPY.
Ha 6ecnu/ioTHBIX JleTaTeJIbHBIX alllapaTax YCTAHABJIMBAETCA ClellMaJbHble BUleOKaMephl (TemnoBu30pos, Lidar), o6ecnevnBaro-
1€ OCMOTP MeCTa BTOP>KEHH: KaK B JIHEBHOE, TaK U B HOYHOe BpeMs. [10cKo/IbKY ycTpoiicTBa BUieopHUKCcAllMY UMEIOT PA3/IMYHYIO
paspelamlyo Cloco6GHOCTb B Pab0Te CTaBUTCA 3aZa4a NPUMeHEeHU MeTO/J0B HHTEerpalluy AAHHBIX C Pa3/IMYHON pa3perliarolei
CMOCOGHOCTBIO M 06pabOTKY MX HEHPOHHOM ceThI0. Peasn3anus cucTeM cleXeHUs 32 HHQPACTPYKTYPOH NpeAbABJIAET NOBBILIEH-
Hble TPe6OBaHUA K CTPYKTYpe ceTu. OAHOM U3 3aa4, KOTOPast CTABUTCSA B JAHHOM CTAaTbe ABJIAETCA — pa3paboTKa CTPYKTYPbI CETH
o6Hapy»KeHHUs BTOPXKEHHSA Ha TPAHCIOPTHYI0 UHPPACTPYKTYPY BBICOKOCKOPOCTHOIO HA3€MHOI'0 TPAaHCIOPTa.

KiroueBble c10Ba: ONTUYECKUHN Ka6€f[b, JIOKaJIbHadA BbIYUCJIUTEJIbHAA CETb, CTPYKTYypa CeTHU 6eCUJI0THOTO alfrnapara, Bu/ieoka-

Mepbl, BTOpKEHHEe Ha HHPPACTPYKTYPY.

AKTyanbHOCTb. BBICOKOCKOPOCTHOE /[BIXKEHUE
(BCA) TpebyeT pacuivpeHysi pyHKIIMOHANbHBIX BO3-
MOXKHOCTEW cHCTeM 06e30MacHOCTH HalpaBJeHHOe
Ha NIpUMeHEHHEe HOBbIX METO/0B, @ UMEHHO TEOpe-
THUYECKH U TeXHUYEeCKH 0O0O0CHOBAHHBIX pelleHUud B
CBSI3U C BO3MOXXHbIMH aKTaMH BaHJjajJiu3Ma U Tep-
popusma. BC/] TpeGyeT mepecMoTpa TEXHUYECKUX
pelleHH B pa3paboTKe KPUTHYECKUX CHUCTEM (0X-
paHbl 06'BEKTOB U 3alUThl UHPOPMALUU) U YBA3KH
C CyIIeCTBYWOIMMH cucTeMamu ynpassienus (/[LI,
MIIL v gpyrue). [Ipu 60JbIINX CKOPOCTSIX HE3HAYH-
TeJibHble U3MEHEHHUs TapaMeTPOB NMyTH, HAIPUMED,
M3-32 U3MEHEHUs] CTPYKTYPbl BEPXHErO CTPOEHHUS
IyTH, BbI3BAHHOTO MOJMBIBOM, MOXET MPUBECTU K
aBapuu. O6pylieHHe CKaJbHbIX MOPOJ, MPOHUKHO-
BeHHe Ha UHPPACTPYKTYPY OCTOPOHHUX OGBEKTOB,

TaK)Ke SfBJISIIOTCS NOTEHLMa/bHO OMACHBIMHU JJIs
JIBJKEHHS BbICOKOCKOPOCTHOTO COCTaBa.

B aTo#i cBs3M, TpebyeTcs pa3paboTKa HOBbIX pe-
IIeHUH He TOJIbKO K KOHTPOJIIO HHPPACTPYKTYPhI
IyTH JIBIKEHUS MOJBIKHOIO COCTaBa, HO U KpaiiHe
Ba)XXHO, K OIpe/ieJIEHUI0 MOMEHTa BO3HUKHOBEHHS
OpensiTCTBUS,, BbI3BAHHOI'O  HECAHKLMOHUPOBaH-
HBIM OSIBJIEHUAM [IOCTOPOHHUX 0O'BEKTOB, HECYLIINX
OIACHOCTD /IBIKEHUIO U Jla/IbHeHIIel epeiayl UH-
dbopMaLMU B CUCTEMBI YIIpaBJIeHHUs C LeJIbI0 IPUHS-
THUSl palMOHAJIbHOrO ymnpasseHus. CyllecTByoliye
CHUCTEMBI YIpaBJIeHUs] BbICOKOCKOPOCTHBIMU COCTa-
Bamu /i1, MIIl| 1 aBTOGJIOKUPOBKU 0OOECIEYUBAIOT
Ge3omacHoe ymnpaB/eHHe OO0beKTaMU CTpeJsKaMy,
CUTHaJIaMM JIPyTUMH YCTPOWCTBAMH, HO He Ipe/iHa-
3Ha4eHbl /1151 KOHTPOJIs1 U popMUpOBaHUs HHPopMa-
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I[UH O NOSIBJIEHUH HAa MHPPACTPYKTYpPE MOCTOPOHHUX
00'BEKTOB, OMNOJI3HEH, 06BAJIOB U JIPYTUX BHELIHUX
OMAaCHbIX BO3AeUCTBUH. JTa QYHKIUSA BO3JIAraeTcs
Ha He3aBUCUMbIe CUCTEMBI, KOTOpble arperupys MH-
dbopManMio onpesensioT TPUIUHBI BO3HUKHOBEHHS
OMACHOM CUTYalMU U NepeJaloT 3Ty UHOPMaLUIO B
CUCTeMbI YIIpaBJeHUs U obecriedeHus1 6e30MacCHOCTH
JIBMXKEHUs], KOTOpPble KOPPEKTUPYIOT ABIKEHUE MO-
€3/10B B YCJIOBHSIX BO3HUKIIEH YIPO3BI.

OavH U3 TaKuX MOAXO/JO0B 3aKJIOUYAeTCsd B TOM,
YTO HEOOXO/JUMO MpHUMeHEeHHEe KOMOUHUPOBAHHOTO
MeTO/a KOHTPOJISI, UCIIOJIb3YIOIIEr0 ONTHYECKUN Ka-
6esb (OK) 1 6ecriuyIoTHBIE JIeTaTe/IbHbIE allllapaThl,
060py/ZI0BaHHbIE YCTPOUCTBAaMHU BU/I€OpErUCTPALUU
BO3HHUKIIIEN YyIPo3bl B pa3jMdHOE BpeMsS CyTOK U B
JIIOOBIX MOT'O/[HBIX YCIO0BUSIX.

[lepBuuHyto HHPOpPMAIMIO O BOSHUKHOBEHUU UH-
I[MJIeHTa AAET ONTHYECKUM KabeJb, BBICTYIAIUH
JlaTYMKOM, KOTOPbIM IPOKJIa/IbIBA€TCS HECKOJIBKUMH
croco6aMu: oJi 3eMJIel U1K Ha 3arpaInTeIbHbIX L[H-
Tax. [[punuun aericrBus OK - faTynKa 3aKk/1I04aeTCs B

TOM, YTO B HEM U3MEHSIOTCSA YCJIOBUS MPOXOKAEHUS
W3JIy4YeHUH (13-32 MeXaHU4eCcKOro BO3/IeUCTBUs), B
pe3y/ibTaTe Yyero M3MeHsleTCsl KapTUHA (Tak Hasbl-
BaeMbIH CIEeKJ) Ha BBIXOAHOM KoHIle. OnpezieseHue
XapaKTepa MpOHUKHOBeHUs1 ¢ nomoubio OK BBUAY
KPaTKOBPEMEHHOTO BO3/eMCTBUSl 3aTPYAHUTEJIBHO.
B aToil cBsI3H, paliMoHa/IbHO HcoJb30BaTh BIIJIA ¢
HabopoM QUKCHUPYIOLIMX KaMep, KOTOPbIM MpubJin-
»KaeTcsl K MeCTy BOSHUKHOBEHHUS MHLH/IEHTa U Ha He-
OOJIBIIIOM PACCTOSTHUU (QUKCUPYET OOBEKT MPOHUK-
HOBeHUs], epeJjaéT 3Ty uHdopMalUi0 B LIEHTp, KO-
TOPbIN ONpeJeisieT CTelleHb BOSHUKIIEN OMAaCHOCTHU.
Ha BIIJIA ycTaHaBiuBawT BuZieokamepsl, LIDAR u Te-
MJIOBU30DP. ITO MO3BOJISIET UMETh UHTETPUPOBAHHYIO
KapTHHY MPOHUKHOBEHHS B Pa3/IMUHOE BPeMS CYTOK
Y [IPH JIFOOBIX OTOHBIX YCIOBHUSIX.

CoBMecTHOe ucnoJib3oBanue bBIIJIA u OK-gaTynka
MO3BOJIAIOT CO3JaTh HAJEXKHYI0 CUCTEMY KOHTPOJIS
3a BTOp)KEHHEM Ha HUHPpACTPyKTypy. Peanusanus
JIAaHHOTO MO/X0/ia MPebsSBJISET MOBBIIIEHHbIE Tpe-
60BaHUs K CTPYKTYpe ceTH. B ueM aTo nposBisieTcs?
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PucyHok 1 - Cmpykmypa cemu 6ecnusomHuka (a) u yeumpa
obpabomku (6)

Bo-nepBbIX, A/ 06pab0oTKH M3006paKEHUH C Ka-
Mep ¢ LIDAR ¢ TensioBU30pamy, yCTaHOBJIEHHBIMH
Ha BI1JIA Heo6x01Ma BbICOKOCKOPOCTHasI Iepejiadya
60J1b1I0T0 00'beMa UHPOpMaIUHU.

Bo-BTOpBIX, /Jis1 06paboTKu (Ha cepBepax) He-
06X0MMO MPHUMEHSITh TEXHOJIOTHUIO MapajiebHON
06pabOTKU NMOTOKOB.

B-TpeTbux, opraHusanus CTPyKTyphl JOJDKHA 6a-
3MpOBaTbCl Ha NMPUMEHEHUHU ONTHYECKHX JIOKAJIb-
HbIX CeTell U 060pyJ0BaHHWU 0a3 JaHHBIX, MO3BO-
Jisio1as paboTaTh Ha CKOPOCTH Iepesiadd JAaHHbIX
cBbie 20 I'G/c.

Llesibto sIBJIsSIETCS — pa3paboTKa CTPYKTYPbI Jio-
KaJIbHOU BhruvcauTesbHOU cetu (JIBC) o6Hapy»xe-
HUS BTOP)KEHHE Ha TPAHCIOPTHYI UHPPACTPYKTY-
py BCT u 06paboTka nu3obpakeHus C IOMOIIbI0 MO-
JleJIM Ha OCHOBE HEMPOHHOMU CeTH.

KaHasibl JocTaBKM MHPOPMALIMH CTPOSATCS HA UC-
nosb3oBaHuu 4G (LTE) wau 5G. [Ipu aToM ucnosb-
3yeTcsl KOJIbLeBasi CTPYKTypa, obGecnevyuBarolast
nepeziady B OJHOM U3 /IByX HallpaBJeHU Nlepeiayl.
[Ipy BOSBHMKHOBEHUH OTKa3a Ha OJIHOM U3 YYaCTKOB
nepenauu nHopMmanuu LTE cucrtema nepenaét uH-
dbopmalyo 1o BTopoMy (He OTKasaBLIEMY) KOJIbILY.
JlokasibHasl BbIYUC/IUTENbHASL CETh COAEPKUT Oa3bl
JaHHBIX U cepBepa a4 LTE, BuZieokamep U TelioBU-

30poB BIIJIA, a Takke cepBepa U 6a3bl JAHHBIX JIJIsI
ONITUYECKOTro KabeJs [2].

O6opyioBaHUe BU/IEOHAOJIIO/IEHHS] KBaJ[POKOI-
Tepa BIIJIA cocTouT u3:

- kamepa HD;

- Lidar;

- TeIJIOBU30P.

H306pakeHue CHUHXPOHWU3UPOBAHO, MO PacCTpy
M300pakeHUs. ITO O3HAYAET, YTO OIpesieJIEeHHOMY
nukcesao ¢ kamepbl HD cooTBeTcTByeT mukcesb
Lidar u TensioBusopa. Hajo uMeTh BBUAY, UTO pas-
peliampasi CnocO6HOCTb ITUX YCTPOUCTB pasiny-
Ha. B 3TO¥ cBSI3M, IPU NOCTPOEHUU MOAes el HE0B-
XOJJUMO YYUTBIBATb 3TY 0CO6EHHOCTb. PaccMoTpuM
CTPYKTYPY ceTeBoro o6opynoBanus Ha BI1JIA.

Ha pucynke la nokasaHa CTpPyKTypa CeTeBOIO
o6opyznoBaHus BIUJIA. lleHTpasbHbIM YCTPOUCTBOM
sIBJIsieTCs1 KOMMyTaTop K, KoTopbIi 06 beJUHSAET KOH-
TpoJuIepbl TpHeMa-nepefadyn curHasoB 4G (LTE),
KOHTpOJIJIEp CHUCTEeMbl yIpaBJieHUs I0JIETOM, CBSI-
3aHHbIN ¢ KoHTposiepoM [JIOHACC. Ha otnenbHOM
nopty kKoMmMmyTtaTopa K Bk/IOYaeTc KOHTPOJIIED
ynpasJyieHusi kamepamu: HD, Lidar u TemsoBusopa
(TenioBU30Dp). Ba’kHO OTMETHUTB, YTO paboTa KaMep
Ha 6opty BIIJIA cuHXpoHH3MpOBaHa. JTO O3HA4YaeT
CUHXPOHHYIO PEryJUpPoBKY (GOKYCHOTO PACCTOSTHHUS
Y yribl noBopoTa. CucTeMa ynpaBJieHUS NMOJETOM
ynpaBJsieT ABUraTeasaMu I/ 6eCIUI0THHKA, obecrie-
4YuBas 33/JaHHY0 TPAEKTOPUIO ABWKEHUS, MOJyYeH-
HYI0 U3 LleHTpasibHOro cepBepa BIIJIA (pucyHok 16).

PaccMoTpyM B3aMMOJEeNCTBHE CIELUAIUCTOB U
npuioxkeHul, Haxoaauuxcsa B JIBC ¢ BIIJIA. O6opy-
noBanre AKOK HaresieHo Ha 3a/1a4y GUKcaIuy BTOP-
»keHUs1 Ha UHOpacTpyKTypy [Ipunoxxenne AKOK pa-
60TaeT 110 MO/IeJIN OCYLIECTBISIOLMN HEMPEPBIBHBIN
KOHTpoJIb cocTosAHUM OK. [Ipy oTcyTcTBUM Hapylle-
HUM «CIeK/I» U300pakeHuH I(t) mocTymnaeT Ha cepBep
00pabOTKU JIAaHHBIX:

It=1,,, - HapylIeHN! HeT. (D)

B ciydae BTOp:KeHUS IPOUCXOAUT U3MEHEHU e

«CITeKJIa»

It#1,,, - TPOU30LIO HAPYIIEHHE . (2)

JlocTtoBepHOCTH npouecca Ha ypoBHe 0,96, 4To
obecneunBaeT AecaTupaspsaubiid ALIl napa-
JIeJIbHOTO THUIIA.

[Ipy mocTymjieHUu curHasja 6eclUI0OTHOMY afl-
napaTy 3a/laeTcsl MapuIpyT JABUKEHUS: MPUOJIU3U-
TeJIbHO KOHEYHble TOYKU U XapaKTepHble TOYKH
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MapipyTa (x*y*z*), o6ecneynBaminye oru6aHue
NpensTCTBUH Ha NMyTHU ABHKeHHUs. CBsA3b OCYLLEeCT-
BJsieTcsl yepe3 kaHaJs (LTE). OTta unpopmanus no-
CTynaeT Ha CHUCTeMy yNpaBJeHHS IO0JIETOM, TAe
dopMupyeTcst CUTHaAJ yIOpaBJeHWs JBUraTeJisi-
MU. B cucTeMe ynpaB/ieHUsI 10JIETOM MPOUCXOLUT
CpaBHEHME TeKYIUX KOOpJMHAT, NOCTYNAMIIUX
c koHTposuiepa [JIOHACC (xtyt,zt), c 3alaHHBIMU
(x*,y*z*). Ha ocHOBaHUM pa3HOCTH MEXAY TEKYLIH-
MU U 3aJlaHHBIMU KOOpPJMHATaMH OCYLeCTBJISIeTCS
KOPPEKTUPOBKA ABUKEHUsI 6eCIUIOTHUKA [3, 4].

Ctpyktypa JIBC cucteMbl o6Hapy:KeHHUsI BTOP-
»KeHHS COCTOUT U3 KoHTpoJiepoB MK (4G) o6ecre-
YUBAIOUIUX CBSA3b MO TexHosoruu 4G (LTE) mexay
neHTpoM (pucyHok 16) u BIIJIA (pucyHok 1a). Ha-
3HaueHre MK(4G) - nepenava u npueM uHpopma-
nuu. KoHTposiiep cucTeMsl ynpaB/ieHUsl 110J1€TOM
OCYILLEeCTBJISIETCSA yIpaBJyeHue ABmxxeHueM BIIJIA k
MeCTY BTOPXKEHUS.

MK ynpaBsieHHs KaMepaMH OCYLieCTBJIsIeT Ha-
CTPOMKY KaMep [Jisl INlepefilaud arperupoBaHHOTO
n306paxkeHUsl BUJEOKOHTPOJIA C IMOMOILbI0 Ka-
Mep HD, kamep c LIDAR u kamepsl TemioBru3opa B
LeHTp. YIpaB/ieHUe HaBeJeHUEM KaMep Ha MecTe
IIPOHMKHOBEHUSA OCYLIeCTBJIAET CHelUalnucT. [lo-
CTUTHYB NPUOGJIM3UTEJbHOIO MeCTa BTOPXKEHMUS,
BKJItOYaeTcs kaMmepa HD u Lidar B fHeBHOe BpeMms,
a B HOYHOe BpeMs JO0NOJHUTEJbHO KaMepa TeIlIo-
BU30pPOM C L1eJIbI0 BbISIBJIEHHS IPUCYTCTBUS YeJsIo-
BeKa WJIM >KMBOTHBIX NMPUCYTCTBUE YesJOBeKa WU
’KMBOTHBIX, a TaK)Ke BO3MOXXHOTI'0 HAaX0X/,eHUsl Ma-
IIWH WM UHOW TexHUKU. Ha ocHOBaHMHU NOJy4YeH-
HOT'0 U306pakeHusl IPOBOAUTCS aHAIM3 NPUYUH U
BO3MOXXHBIX I10CJEACTBUIM NPOU30LIeJUIero BTOP-
»KeHUsl. JTUM 3aHUMMaeTCs ClIeLiUaIMCT, TIATeJbHO
obcieiysl yyacTok BTopkeHUs1. Lidar caykut puis
onpejieJieHUs] PacCTOSAHUA [0 OOBEKTOB HaxoAd-
IIMXCS HA YYacTKe BTOPKeHUs [5].

[lnomanka ansa BIUJIA oxpansiemas. B kadectBe
JATYMKOB OXPaHbl HCIOJIb3YIOTCA JATYUMKU JIBIKe-
Hus1. [IuTaHKe ocylecTB/IsSeTCA - JHEM OT COJIHEYHBIX
KOJIJIEKTOPOB, HOYbIO OT CeTH. B ciiydyae HamaJeHUst
Ha momaaky BIIJIA, nmpoucxoguT He3aMelJIuTe b-
HOe NTOKH/IaHHe IJIOIAKU 6eCUI0THUKOB C LeJIbI0
IpejoTBpalLleHUs] UX MOBPEXJEHUs W BbIIBJIEHUIN
00CTOATEIbCTB CUTYALMH C HaNaJJeHUEeM.

3ajjaya pacnosHaBaHUs [JOJDKHA 00ecneydThb
uJleHTUPUKALMI0 TNPOHWKHOBEHUSI Ha HHOpa-

CTPYKTYpPY Pa3JIMYHBIX O6GBEKTOB. JTO /OJKHO
OCYLIECTBJISATHCSA HAa OCHOBE METOJI0B paclo3HaBa-
Hus. B HacTos1ee BpeMsi, OJHUM U3 HauboJiee pac-
NpPOCTPaHEHHBIX NOAXO/0B SABJIAETCSA NIPUMEHEHNE
HeUpOHHBIX ceTell [6, 7, 8]. OnTUYecKU KabeJb,
KaK ObLJI0 YKa3aHo Bblllle, 103B0JIsieT GUKCUPOBATh
MeCTO U MOMEHT NPOHHUKHOBEHUS Ha paclpeje-
JIEHHYI0 UHYPACTPYKTYpy. B 3TOM CBsA3H, 00yUeHUs
MOJle/IM pacrno3HaBaHUsl JOJDKHO NPOXOAUTb He-
NpepbIBHO, TaK KaK MapaMeTpbl ONTHYECKOTO Ka-
6eJisl, KaK MPaBUJIO, HE BOCCTAHABJIMBAIOTCS MOC/E
du3ryecKoro BO3/[eHCTBUS HAPYLIIUTEA. ITO Ha-
KJIa/IbIBA€T yCJIOBHE OBICTPOTrO NepeobydeHnst Mo-
Aend ¢ukcanuu HapyuieHus. C 1esbl0 omnpejeie-
HUS MeCTa NPOHMKHOBEHUS B ONTHYECKOM KabeJsie
CO3/AI0TCS ClelalbHble HAaceYKH, OTpaKarolle
4acTb CBETOBOTO NOTOKA. [I[py MexaHH4YeCKOM BO3-
JleiCTBHUU HapyIUUTeIs 10SIBJISIeTCS AONOJHUTEb-
HbIM CUTHaJl OTpPaKeHHUs, KOTOpPbI He COBIAJaeT
C OTpPaXXeHHbIM CHTHaJioM Haceuek. [lo pasHocTu
3TUX CUTHAJIOB ONpeJeisieTcsl pacCTOsIHUE 0 Me-
CTa NMPOHUWKHOBEHMUA. 3aZjlaya paclo3HaBaHUs, KO-
TOpasi pelIaeTcs C UCN0Jb30BaHUEM OeCIUI0THBIX
JleTaTeJIbHbIX CPe/ICTB OTJIMYAETCs OT 3a/la4M pac-
no3HaBaHuda OK. B aToM ciy4dae, pelaetca 3aza4da
NPUHAAJIEXXHOCTU HAPYLIUTENSA-00bEKTA K OJHOMY
M3 3apaHee 33/JaHHbIX 3TaJOHHBIX M3006paKeHUM.
Haubosiee pacnpocTpaHéHHBIM MOJAX0J0M B pelle-
HUU 3TUX 33/]a4 SBJISIETCS UCII0JIb30BaHUE HENPOH-
HbIX ceTel [9].

PaccMoTpuM peanusanuio Mofead paclo3Ha-
BaHUs Ha OCHOBe HeWpOHHOU ceTH. Jlyisg obGyuye-
HUS HEUPOHHBIX CeTel NPUMEHAeTCHd aJITOPUTM
obpaTHOro pacnpoctpaHeHus omu6kd (back
propagation) [10]. O6y4yeHune aaropuTMoM obpaTt-
HOrO paclpoCTpaHeHUs] OUIMOKU IHpejloJiaraeT
JIBa MpPOX0/ia M0 BCEM CJIOSIM CETH: MPSIMOTO U 06-
paTHOro. AJIrOPUTM 0GPATHOTO pacnpoCcTpaHeHUs
OIIMOKU HpejloJiaraeT NpUMeHeHHe TIpaJhueHT-
HOTO CIyCKa Y SIBJSIETCS OAHUM U3 3P PEeKTUBHBIX
006yyarUMx aJropuTMoB. [IpeanonoxKum, 4To ume-
ercsd R;j = 1 MCXONHBIX M3006pakeHU 06'bEKTOB
BTOPXKEHUS:

. Uxif =>Y,, (3)
rae X,’ - BXOAHOM BEKTOP MPU3HAKOB UCXOAHBIX
HU3006parkeHUH R]., Rj => Yj,j =1, mk=1m, Y].,

Y- BEKTOp CKPBITOTO C/1051 BEIXOZ|0B CETH, COOTBET-
CTBYIOLLUHI BXOJIHOMY BEKTODY: Xif' .
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BbIx0ogl CKpBITBIX HEHPOHOB Y, Hpe,ZLCTaBJ]HETCH
KaK CKaJIsipHOe Hp01/13Be,aeH1/1e HpI/ISHaKOB e % Ha
BEKTOD BECOB ij 3a/laHHbIM HayaJIbHO CJIy4YailHo:

Yy =Spawi x X550 = 1,1 (4)
Y] = Fo(Y)), (5)
rae Y; - BbIXoJHast GyHKIUS softmax HeHpoHHOH
cetu [10],
F - yHKuMs aKTUBALMH, HeJIMHeHHasa QYHKIMS.

B kadecTBe QyHKIMH aKTUBALlMKU MOTYT BBICTY-
naTh: CUTMOM/IA, TUNEP6OTUYECKUH TaHTeHC, JIo-
rapudmuyeckass QyHKLUSA U Jpyrue HeJUHeHHble
dyHKMK. BBeieHre HeTMHEHHON QYHKIIMN HE00-
XOJIUMO JIJIsl TOTO, YTOOBI paszesswue GyHKIUU
ObLIM HEJIMHEHHBIMHU U TIO3BOJISIIM CTPOUTDH HeJIU-
HelHOe pasjie/leHHe TOYeK MCXOJHBIX H300paxe-
HUH.

3azjaya 06y4yeHUsI COCTOUT B pacyéTe 3HAUYEeHUs
w,‘,'{j BECOB, KOTOpPble ONpee/ATCA C MOMOILbIO
aJropUTMa 06PATHOI'O PACIpPOCTPaHEHUS OLIMOKU
back propagation.

Beesém o603HaueHuUs LRf(wfq-) - dyHkuua no-
Tepb HeJIMHEeHHON perpeccun. OGy4yeHne HaYMHa-
eM C BbI60opa HauyaIbHbIX BECOB Wk , Jajiee fejiaeM

06HOBJIEHHS 110 BCEM BecaM ijrl oJIy4aeM:
R; .
, NI
1 0 ki
Wij = Wiy =11 X 5 (6)

rjie 1 - KoapdUIUeHT cKOpocTU obydeHus 0<n <1.
dynkuuonan 1% (chj) MOAJIEXKUT MUHUMH3ALUU
v onpeJiesisieTcs ciaeayrole GopMyson:

LRI (wi;)- —jgl (1;-* x In (?(Yj*)) +(1-¥) %

(1 —in (1 = 7(",:*)))) >min,, (LRf(w;ij)),
rie f(Y ) =Fa ((Wk, 2 xkj))

['pajineHTHBIA METO/| ONTUMHU3ALMU COCTOUT B
UTEePallMOHHOM yTOYHEHUHU ij 1 cornacuo bopmy-
Jie (5). HauasnbHOe 3HaYeHUe apaMeTpa 1) BbIoupa-
eTcsl JOCTaTOYHO MaJIbIM JJisi o6ecredyeHus CX0/1-
MOCTH.

TakuM 06pa3oM, MOXKHO CZesaTb CAeAYLIUN
BBIBOJ: CKOPOCTb CXOAMMOCTHU Ipolecca 06ydeHust
onpejiesnsieTcsl TpaJUeHTHbIM MeTOJOM IOUCKa
MuHnMyMa L% (chj) (6). OpHako, Cy1LeCTBEHHO TO,
YTO BBeJEHHE HEJUHEHMHOCTH U HCIO0JIb30BaHHE

(7

auddpepeHnMpyeMbix GYHKIMN Ha BCeX 3Tamax pe-
aJM3alUu HEeHPOHHOU ceTH, MMO03BOJIsIET pean3o-
BaTb 06paTHYIO CBsI3b (QJIrOPUTM 06paTHOrO pac-
IIPOCTPaHEeHHUs OIIHUOKH ), TeM CAaMbIM OCYLIeCTBUTD
aBTOMATHYECKUH MOWCK pelleHus], NPy 3aJaHHOU
GYHKIMY aKTUBALMU U KOJINYECTBE C10€B HEUPOH-
HoW cetu [11, 12].

BoiBo/bl. B pa6oTe npe/yiokeHa CTpyKTypa CeTH
6eCHMJIOTHBIX JieTaTeJbHbIX CPEJCTB, B KOTOPOH
peas30BaHbl COBpeMeHHbIe MOAXO0/bl K NOCTpoe-
HHI0 MHPOPMALIMOHHOM CUCTEMBI /IJIs1 MOJeJIM aHa-
JIu3a NIPOHUKHOBEHUSI Ha paclpese/iéHHYI0 CTPYK-
Typy TpaHCIOpTa.

Mopenp aHaniM3a NPOHUMKHOBEHMS Ha paclpe-
JleJIEHHYI0 MHPPACTPYyKTypy TpaHCIopTa Heobxo-
JIUMO CTPOUTb C UCIOJIb30BaHHWEM JIBYX TeXHHUe-
CKHUX peLIeHUH: olpejieieHUe MeCTONOJIOKEeHUs
INPOHUKHOBEHHUS C IPUMEHEHHUEM TEXHOJIOTHH OIl-
THUYECKOro Kabess, a UAeHTUPUKALHIO OOBEKTOB
INPOHUKHOBEHHUS Ha OCHOBE aHaJ/IM3a U306paXkeHUH
¢ kamep HD, LiDAR TemnsoBr3opa, yCTaHOBJIEHHBIX
Ha 6eCNUJIOTHBIX JIeTaTeJbHbIX CPe/ICTBaX.

[IpepsioxeHo AJisi 06pabOTKU HM300paKEHUH U
onpejejieHUs] CTelleHW ONAaCHOCTH IPOHUKHOBeE-
HUSA NPUMEHATb MeTO/ibl paclioO3HaBaHUsA Ha OCHO-
Be HEPOHHBIX CETEN.
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Unmanned Aerial Vehicles Image Processing With Use of a Neural Network

AnekceeB Buktop Muxaiiiosud, XyceHoB /Jlogoxon HaumG6oeBu4, AHApeeB AHApeii AHApeeBud, YnukoB Cepreiit Huko1aeBuy

Annotation. Transport infrastructure facilities are critically important. To ensure their functioning, it is necessary to apply
tracking methods that provide a high degree of protection. The article deals with the issues of unauthorized intrusion of
foreign objects controlling, in order to prevent a dangerous impact on the infrastructure of high-speed transport. In this
regard, it is proposed to conduct round-the-clock surveillance using unmanned aerial vehicles.

Due to the fact that the range of UAV’s action distance is limited, therefore, it is proposed to use a remote method of detecting
the intrusion of objects on the infrastructure with the use of an optical cable OK. The joint use of UAVs and OK allows to
create a reliable system that provides control over the intrusion on the infrastructure. Special video cameras (thermal imagers,
Lidar) are installed on unmanned aerial vehicles, providing inspection of the invasion area during day and night time. Since
video recording devices have different resolution, the task is to apply methods for integrating data with different resolution
and processing them by a neural network. The implementation of infrastructure tracking systems requires increasing demands
on the network structure. One of the tasks set in this article is the development of the structure of the intrusion detection
network on the high—speed ground transport infrastructure.

Keywords: optical cable, local area computer network, structure of an unmanned vehicle network, video cameras, intrusion
on infrastructure.
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AHHOTauMﬂ: PaCCMOTpeHbI NPUHOUWIIBI ITOCTPOEHUA HHTEJJIEKTYaJIbHBIX OGECUJIOTHBIX CUCTEM ynpaBJieHHUd [OBUXEHUEM

BHEYJIMYHOT'O TOPOACKOI'0O peJIbCOBOTO TPAHCIIOPTA, MPEAJIOXKEHA CTPYKTYPHAA CXeMa U CBA3U MeX Ay NoACUCTeMaMHU. [TokazaHbl

0CO6EHHOCTH MOCTPOEHUA aJITOPUTMOB YIIPpaBJIEHUA BEPXHET'0 YPOBHA. Onpegeneﬂbl (l)yHKLlI/IOHaIlebIe 0COGEHHOCTH noACUcCTeEM,

PAaCCMOTPEHDbI CBA3U MEXAY NOACUCTEMAMHU.

Kiwo4yeBsie cyoBa:
6€eCrUJIOTHOE ynpaBJieHHe, UHTeJlJIEKTYaJIbHbIe CUCTEMBbI.

ropoJickast pesjibcoBasi TpPaHCIOPTHAas CHUCTeMa, yNpaBjeHHe [BIKEHHeM, aJITOPUTM YNpaBJeHHs,

B yc/0BUSIX COBpEMEHHOTO YpPOBHSI pa3BUTHUSA
CpeACTB BbIUUC/IAUTENbHON TEXHUKH, pacliUpeHUst
M UHTerpanuy pasjMyHbIX MNOJCUCTEM, obecre-
YMBAWIMX paboTy TPaHCIOPTHOrO KOMILJIEKCA, C
CUCTEeMOM ymnpaBseHUs (B ycaoBUsAX LUdpoBH3a-
MM paboThl BHEYJIMYHOTO TPAHCIIOPTA) JOCTHUra-
eTCsl CHHepreTU4ecKu apPeKT OT UCIOTb30BaAHUS
HOBBIX CHCTEM aBTOMATHYECKOr0 ynpasseHus [1].

Mexx/lyHapoJHbIH CO103 061eCTBEHHOTO TPAHC-
[I0pTa C TOYKHU 3PEHUs IKCIJIyaTal U paccMaTpH-
BaeT MNsATh yPOBHEN aBTOMAaTH3alMU YIpaBJeHUS
JIBWXKeHUeM noesnoB (oT GOAO no GOA4), npu aToM
ypoBeHb GOA4 peasnsyeT aBTOMaTH4YeCKoe yIpa-
BJIEHHEe JBU>KEHHEM I0e3/l0B NpPHU OTCYyTCTBUHU Ha
NOJBMXXHOM COCTaBe 3KCIIyaTallMOHHOTO Iepco-
HaJla. JTOMY YPOBHIO B 60JIbllIel CTelleHH COOTBET-
CTBYeT TEPMUH «OeCUJIOTHOE yIIpaBJjeHue» [2].

ApxuTeKTypa COBpeMEeHHBbIX HHTeJJIEKTya-
JIbHbIX KHOeppH3UUeCcKUX CHUCTeM yIpaBJeHUs
JIBMPKEHUEM BHEYJIMYHOTO TpaHCIOpPTa Olpeje-
JIIeTCA 1eJIbI0 UX NIOCTPOEHUs - TPAaKTUYeCKOH pe-
ajusalnyer MeToJ0B U CPeJACTB ONTUMU3ALUU UC-
[10/1b30BaHUS U KCIIJIyaTallMd TPOU3BOJCTBEHHBIX

pecypcoB BHEYJUYHOTO TpaHcrnopTa (FOpoACKUX
pesibcoBbIX TpaHcnopTHbIX cucteM ([PTC)) [1].

B ocHoBe I'PTC nexkaT T€XHOJIOTUU C LIMPOKUM
KpPYroM Y4YacCTHUKOB U TEXHUYECKHUX peLIeHUM.
JddexkTuBHOE KOMILIeKCHOe ynpasyieHue PTC B
HacTosiliee BpeMsi HEBO3MOXXHO 6e3 HCIO0JIb30Ba-
HUSI UHTEJJIEKTyaJlbHbIX KOMILJIeKcoB. Ha coBpe-
MeHHOM ypOBHe BO3MOXXHa HWHTerpanuda pasJ/ind-
HBIX 33Jlay ynpaBJieHUsl B KaMKax eJJUHOW UHTeJ-
JIEKTYaJIbHOU CUCTEMBI.

OcHOBOU JJis1 pPa3pabOTKHA HUHTEJJIEKTYabHbBIX
Ku6epPU3nIeCcKux CUCTEM yNpaBJIEeHUS BHEYJINU-
HbIM TPAHCIOPTOM SIBJISIETCS OMbBIT, HAKOIJIEHHbBIN
y4eHbIMU Poccruiickoro yHuBepcuTeTa TpaHCIopTa
- PYT (MUHT) npu co3iaHuM CJIeAYIOIINX CPENCTB
aBTOMaTH3alUH, Hallle[IMX TpUMeHeHue Ha Moc-
KOBCKOM MeTpornosuTeHe [3]:

- aBTOMAaTHuecKas CUCTeMa yIpaBJeHUs [JBU-

»KeHHEeM 0e3/10B MeTPOIOJIUTEHa;

- IepBbIM B MUpe TpPeHakep NMOe3JHOro JuC-
neTyepa JJMHUU MeTPOINOJUTEHA, CJIAHHBIN B
3KcIIyaTauuo B 1999 r;

- AaBTOMATHU3UPOBAHHOM CUCTEMe IHEPrOONTH-
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MaJIbHBIX TATOBBIX PAac4eTOB, MPUMEHSAEMON
c1998r;

- AaBTOMAaTHU3UPOBAaHHOMN CHUCTeMe MOCTPOEHUS
IJIAHOBBIX I'PpadUKOB JBUKEHUS MACCAKUP-
CKUX I10€3/10B, HaX0/ISILIeMCsl B KCIJIyaTalluu
c 2003 r;

- aBTOMaTHU3UPOBAHHOW CHUCTEME  OLIEHKH
3pdeKTUBHOCTU UCIOJIb30BAaHUA peKyIlepa-
TUBHOTO TOPMOKEHHUsI Ha 3JIEKTPOIOJBHXK-
HOM COCTaBe MeTPOIOJIUTEHA.

HakomnieHHbIH ONBIT CO3/IaHUS OT/I€bHBIX MO/ -
CUCTEM yNpaBJieHUs ABUKEHHEM [10€e3/]0B, aBTOMa-
THU3UPOBAHHBIX CUCTEM IJIAaHUPOBaHUS I1ePEeB0O30Y-
HOI0 MpPOoIecca, CUCTEM MOATOTOBKU U MOBBIIIEHUS
KBaIMQUKALMU 3IKCIJIyaTallMOHHOIO IepCcoHasa,
3a/IeiCTBOBAaHHOTO B yIpaBJIEeHUU [BUXKEHHUEM,
M03BOJIIET OPTAaHUYHO 0O0'bEJUHUTb 3TU CHUCTEMBI
B paMKax eJUHOU HWHTEJNJEeKTyaJbHOU CHUCTEMBI
ynpaBJieHUs JBxeHneM noe3noB (EMCY/).

CTpyKTypHasi cxeMa U CBSI3U MeX/y 3JieMeHTa-
mu EUCY/] npuBesneHb! Ha pucyHke 1.

B coctaB EUCY/l BxoguT moacuctema ACYAII
- aBTOMaTHU4YeCKas CUCTeMa YIpaBJEHUs [BUXKe-
HUEeM IN0e3/10B. B yc/joBUSAX MHTEHCUBHOIO [BU-
>KeHHUf, UYTO CBOMCTBEHHO TOPOJCKOMY BHEYJIHNY-
HOMY TpPaHCIOPTY MeramnoJiucoB, IIOCTPOeHHEe
aBTOHOMHBIX 6eCNUJIOTHBIX CUCTEM YIpaBJeHUs
TPaHCHOPTHBIMU CPeICTBAMHU, B KOTOPBIX peaiu3y-
eTCsl aBTOMaTHUYEeCKOe yIpaBJeHUe KaX/JbIM M0e3-
JlOM I10 3apaHee 3a/JaHHOMY pacnucaHuIo (rpapuky
JIBIKeHUs) He 9O PEKTHUBHO, TaK KaK B 3TOM CJiydae
He YYUTBIBAETCS MOJIOKEHHE OCTaJIbHbIX M0E3/I0B,
JBMXKYLMXCSI 110 IMHUM. B3auMHoe «BpeJHOe» B3a-
MMOJIeliICTBUE T0€3/J0B UMeeT MeCTO B TOM CJy-
yae, KOrZla HAYUHAIOT BJUATH Ha aBTOMaTHUYECKH
BbIOpaHHbIE PEXUMBI IBHXKEHUsI CUCTEeMbI obecIie-
YyeHHs 6e30MacHOCTH [4].

CucreMa o6ecrieyeHHs 6€30MaCHOCTH JBHXKe-
HUA N0e30B He J0NyCKaeT OMacHOr0 COMUKEHHUS
noe3/l0B Ha JIMHUM, B TO BpeMs KakK CUCTeMa aB-
TOMATHU4YeCKOro ynpaBJeHUA 3aHUMaeTCs Hero-
CpeJCTBEHHO yNpaBJieHHeM JIBUXKEHUs 10e3/0B. B
[eHTPaJIM30BaHHbIX CUCTEMAax yIpaBJeHue [ BUXKe-
HHUEM I0e3/10B BepxXHUH PYHKIHOHAJbHBIN ypOBe-
Hb [0JIy4yaeT UHPOpMaL IO 0 MOMEHTaX NPUOBITHS
Y OTNpaBJIEHUS BCEX M0e3/10B 110 BCEM CTAHIUAM,
CpaBHMBaeT 3Ty MHPOpPMAIUIO C 33aJaHHBIM ILIa-
HOBbIM Ipa®UKOM [BUKEHUsS U BblpabaTbiBaeT

KOMaH/Ibl yIpaBJeHHUsI KaXA0My noesay — Tpeby-
eMasl JINTEeJbHOCTh CTOSIHKM W BpeMs X0Jla I0
BIEpeUUAYILEMY MEPETOHY. JTU YIpaBJIeHUs pe-
aJIN3YI0TCS 6eCIUIOTHBIMHM TPAHCIIOPTHBIMU Cpefi-
ctBaMu. Takol pe>kUM paboThI IIEeHTPAJTU30BaHHBIX
CHUCTEM HA3bIBAETCH yNpaBJEHUEM INPU KOMIIEH-
CUPYeMbIX BO3MYIIEHHUSX, KOIr/la OTKJIOHEHHE OT
MJIAHOBOTO TpadrKa JBUKEHUS MOXKET ObITh apHU-
pPOBaHO MMEILIMMUCS pecypcaMHl BpeMeH Xoja U
JJIUTEJbHOCTEN CTOSIHOK. KoMmIeHcupyeMble BO3-
MYIlleHHUs] Ha3bIBAIOTCS «MaJIbIMU COOSIMU».

B aToMm ciy4ae, Korza pecypcoB BpeMeH XoJa U
JJIUTEJIbHOCTER CTOSIHOK HEAOCTAaTOYHO [JJid Ha-
pUpPOBaHUSI BO3MYIIEHUH, TPOU3BOJSTCS BHeEIJIA-
HOBblE 060POTHI COCTABOB HAa CTAHLUSAX C IYTEBBIM
pa3BUTHEM, U, ECJIU 3TO HEOOXOJUMO, BHENJIAHOBOE
yJlaJieHe COCTABOB C JIMHUH B JIEIO0, UTO MPUBOJUT
K M3MEHEHUI0 NMAapHOCTH W MOopsifiKa CJaeJ0BaHUS
noe3/0B. Takue cUTyal i NPUHSATO HAa3bIBaThb «H0-
JIbIIUMH coosiMu» [4,5,6 .

IloacucreMa aBTOMATH4YECKOTro MJIAHHUPOBA-
HUA JBW)KEHUEM MOoe3J0B IepeHa3HaueHa [Jisd
CO3/laHUs PACHUCAaHUS JIBMXKEHUS, COIVIACOBAHHO-
ro c napaMeTpaMy NaccaKUpPOINOTOKA, U CO3LaHHUS
OMEPATUBHOTO rpaduKa [ABMIKEHUS B YCIOBHUAX
«bosbiIux» cboeB [6]. B aToM ciydyae paspabaTbl-
BaeTCsl ONEPATUBHBIN IrpaduK JBIXKEHUS HA NepHU-
o c60s1 ¥ mocJie JUKBUAALUYU MPUUUH CO0S — CO3-
JlaeTcsl ONepaTUBHBIN T'padUK, B COOTBETCTBUU C
KOTOPbIM I0€3/1a, KypCUPYIolLMe Ha JIMHWUY, 3aHHU-
MarmT CBOM HUTKH IJIaHOBOro rpaduka. Peanusa-
U 9TOU QYHKIUU JTUKTYeTCsA TPeOOBaHUSIMU HOY-
HOM pacCTaHOBKH COCTABOB.

Iloacucrema nocrpoeHus rpaduka o6opora
COCTAaBOB IJIAHUPYET MepHuo/Jibl U MecTa pasJivy-
HbIX BHUJIOB TEXHUYECKOI'0 OCMOTpa COCTaBa, MX
IJIaHOBBIe peMOHTHI. ['paduk o6opoTa B 06GsA3aTe-
JILHOM TOpPs/IKe JOJDKeH OBbITh COTJIAaCOBaH C ILjIa-
HOBbIM rpadukoM ABMKeHHUs. [Ipy mocTpoeHUU
rpa¢rka 060pOTa KCMNOJb30BAJUCh PA3JUYHBIE
aJIrOpyuTMbl. Pe3ynbTaThl NPOBeJIEHHBIX HCCIE/0-
BaHUH nokasaiu 3¢PeKTUBHOCTb I'eHETHUYECKOTO
asropuTtMma [7,8].

CylrecTBEHHBIM 3TAaNoOM MJIAHUPOBAHUS JIBHKe-
HUS SBJISIETCs co3jaHue rpaduka paboThbl JIOKO-
MOTHUBHBIX OpPHUTraj, COIJIACOBAHHOTO C MJIAHOBBIM
rpaduKoM JBIKeHUs. ITy QYHKIHUIO pean3yeT
NoJcucTeMa NoCcTpoeHus rpadpuka o6opora Jio-
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KOMOTHBHBIX GpUraj,

IlogcucreM BepxHero (QYHKLIMOHAJIbHOIO
YPOBHA MoJiydyaeT UHGOpPMALUI0 OT MOACUCTEMBI
aBTOMATHYeCKOr0 IJIAHUPOBAHUSA [ABHXKEHUS IO-
e3/10B (ZlaHHble IJIAHOBOTO JIM6O ONEpPaTUBHOIO
rpa¢ukoB). C HKHero PyHKLMOHAJBbHOIO YPOBHS
Ha BepXHUM NPUXOAUT HUHPOpMaLHUs O BpeMeHHU
NPUOBITHS U OTIPABJIEHHUs IO BCEM CTAHLUSAM JIU-
HUM Bcex moe3/oB. [locie BbIUMCIEHUS paccoria-
COBaHUs MeX/y 3aZaHHbIM IpadUKOM JBHKEHUS
Y JJaHHBIMHU, TI0JIyYeHHBIMU C HU>KHET'0 YPOBHS, OI-
pelle/IIIIUMHU HUCIIOJIHEHHBIN rpaduK JBUKEHH ],
BblpabaTbIBaeTCs yNpaBJeHUs KaXJoMy I0e3y
JINHUM - TpebyeMble BpeMeHa X0/l [0 BIepeuu-
JylleMy IeperoHy W AJUTEeJbHOCTH CTOSIHOK Ha
cranuuu [9,10].

Oco6eHHOCTH MNOCTPOEHUsl aJrOPUTMOB yIpa-
BJIEHUSI BEPXHET0 YPOBHS sIBJIsIeTCS Tpe60BaHUS MU-
HUMM3AIUH «BPEJHOTO» B3aUMOJIEUCTBUS MEXKAY
NOC/IeI0BATENbHO JIBMXKYLIMMUCS [0€3/jlaMU yepes
cucteMy obecrieyeHUs] G€30MACHOCTH B YCJIOBHUAX
OTCYTCTBUSl JOCTOBEpHOM MHoOpManuu o6 umelo-
I{MXCSl BO3MYLIEHUsAX. B yacTHOCTH, BpeMeHa Xo/ja U
MOMEHT OTIpaBJIeHHUsI C3aJ1 UAYLIEro Noe3/a CBsl-
3aHbl C JONYCTHMBIM WHTEpPBAJOM OTNpaBJIEHUS,
KOTOPBIN JINHEHHO 3aBUCUT OT BPEMEHHU 3a/lePKKU
BIlepeAUUAYLIErO N0e3/a Mo/ AeHCTBUEM BO3MYILle-
HUH Ha c/lefyoleld cTaHuu. BeipaboTka ynpasJie-
HUS IPY HHTEHCUBHOM /JIBU>KEHUH OCYI1leCTBIISIETCH,
KorJia BIepeJUUAYIIUHI Moe3/, elle He NPUObLI Ha
CTaHILUIO, I03TOMY B aJIFCOPUTMe HCIOJIb3YeTCs IKC-
TPanoJisiTop, NO3BOJISIOUMNA BBIUUCIUTD AJUTEJb-
HOCTH 3THUX BO3MYILIeHUH 110 UMEIILUMCsI JAaHHBIM O
3a/lepKKax NpeAblAyLUX M0e3/0B. JKCTPANoIATOP
paboTaeT B peaJbHOM MacliTabe BpeMeHU. Kpome
TOr0, BbIpaboTKa yIpaBJ/ieHUH olpe/ieisieTcsl He TO-
JIBKO paccoryiacoBaHHeM IO [JaHHOMY T0e3/y, HO U
OT peasin3yeMbIX yIIpaBJeHU I Ha IpeblAyLeM TaK-
Te U 3aBUCUT [1JIs1 KOHKPETHOTO 10e3/ia OT 33/JaHHO-
ro BpeMeHH XO0/la U MOMeHTa OTIpaBJIeHUs BIlepe-
Auujyiero noesza [11].

PazpaboTaHHble aJITOPUTMbI OTHOCSTCS K KJac-
cy rpadprUKOBO-UHTEpPBa/IbHbBIX aJ[OPUTMOB, B KO-
TOpBIX yHpaBJeHHWe 3aBUCUT OT COCTOSIHUM CHC-
TEMbI U IPOrHO3UpPYeMbIX BO3MyILeHHH. [lonoHu-
TeJIbHO U3 BO3MOXHBIX pellleHUH BbIOMpaeTcs pe-
lIeHHe, obecrneyrBawliee MUHUMAIbHBIA Pacxos
3JIEKTPOIHEPTHUU Ha TATY.

B yciaoBusx upudpoBusanuu  GyHKIHOHUPO-
BaHUs W yNpaBJieHUs TOPOACKUMH BHEYJIUYHbIM
pPebCOBBIM TPAHCIOPTOM CyleCTBEHHA paboTa
MO CUCTEeMBI CO0pa 3KCIJIyaTallUOHHBIX XapaK-
TEPUCTHUK, KOTOPbIE MOJY4Yal0T C BepxHero QpyHK-
[[MOHAJILHOTO YPOBHS MapaMeTphl, ONpeAeIsouie
KauecTBO paboOThl JJUHUH, a TAKKe IMO3BOJISAIOIINE
dUuKCcUpoOBaTh KOJUYECTBO IepeBe3eHHbIX Macca-
KUPOB, TOHHO-KUJIOMETPOBYIO paboTy U T.J. AHa-
JIU3 MOJYYEeHHBIX JaHHbIX, GopMann3alus OTYeT-
HOCTH U ee ylo06HOe OoToOpaXkeHue peasnu3yeTcsl B
NMOACUCTEME aHa/JU3a 3KCIUIyaTAallUOHHOW HH-
dopmanum. [osyyeHHble pe3yabTaThl MepesaroT-
€Sl 3KCIJIyaTallMOHHBIM CJIY»K06aM COOTBETCTBYIO-
IIMMU CPEeACTBAMM Nepeaadm.

KpuTHndecku BaKHO OCyIeCTBJIATH yIIpPaBJIeHUE
TPaHCIOPTHBIMU CUCTEMAMU C obecrieyeHueM 6e3-
OTIACHOCTH [IBWKEHUSI TPAHCHOPTHBIX CPEACTB U
naccakupos. /I NoBbIlIeHUs KayecTBa ymnpaBJe-
HUs TPpaHCIOPTHBIMU cpeficTBaMy 'PTC HeobxoaH-
MO NMPOBOJUTL MPOBEPKY YMEHHUU ONMepaTHUBHOTO
NepcoHajla MPUHUMATb NpaBUJIbHBIE pelleHUs B
YCIOBUSIX Ype3BbIUaWHBIX CUTYallMM, a Takxke IO-
CTOSIHHO NPOBEPSITh KBaJM(UKALHUIO pabOTHUKOB
I'PTC, xoTopas onpejensieTcss AeHCTBUSAMU, NIPeJ-
NpUHUMaeMbIMH KaK MNpPU HOPMasJbHOU paboTe
JIMHUHW, TaK U NPHU BO3HUKHOBEHUU COOWHBIX CU-
Tyanui [12]. [lopsimoK [eHdCTBUH B HOPMAaJIbHBIX
YCI0BUSIX NOBTOPSIETCS], IO3TOMY B OCHOBHOM He
BbI3bIBaeT 3aTpyAHeHUH. Eciu ke mpoucxomaut
ype3BblYailiHas CUTyalysd, TO JUCHETYEpP AOJKEH
NpeANpUHATb Mepbl, YTOObl MPUBECTHU CHUTYyalUI0
B HOPMaJIbHOE COCTOsiHMe. BaXHO Takke o6yd4a-
Th HOBBIX COTPYJHHUKOB [Jis1 06eclieueHUs] pe3ep-
Ba KaJipoBoro cocraBa. OnmepaTUBHBIN NepcoHaI,
BBIMOJIHAKIIUN QYHKIUU AUCIETYEPCKOro ympa-
BJIEHUS, JO/DKEH UMETh BBICOKYIO KBaJUPHUKALUIO
J1J151 yA,0BJIETBOPEHUS TpeOOBaHWM 6€30MacHOCTH U
yno6ctBa naccaxkupos [13]. KBanudukanuu onepa-
THUBHBIX pa60THHUKOB ['PTC onpenensieTcsa paboToi
JUCIeTYEPOB NPU COOMHBIX CUTYyalUsIX HA JIMHUSX.
OmnepaTHBHBIN PabOTHUK JOJKEH 00J1alaTh TaKU-
MU Ka4eCTBaMH KaK BbICOKasi KBaJIMPUKALMS, TTPO-
deccuoHasibHAasi KOMIIETEHTHOCTb, CTpPeEMJIEHUE
K Pa3BUTHUIO M, KOHEYHO, COOTBETCTBHE BhI30BaAM
BpeMeHH. [loacucTeMa MOArOTOBKU M MOBBILIE-
HUA KBa/iMpUKaALUMM ONepaTHBHOrO mepcoHasa
npeaHa3HayeHa i1 obecriedyeHHUsl BBIIIEONMUCAH-
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Horo ¢yHKLIMOHa/la. B cocTaB mojgcucTeMbl NMOA-
FOTOBKHU BXOJUT TPeHa)kep MOe3JHOro AUCIEeT-
4epa, B KOTOPOM /Jisl NOBbILIEHUsI KBaIUPUKALLUU
onepaTHUBHBIX PAGOTHUKOB UCMOJIb3YIOTCSA MOJENH
peasibHbIX JIMHUK MeTPOIOJUTEHa, IPU 3TOM IPO-
BOAMTCS UMUTALUSI BCEX TEXHUYECKUX CPEJACTB U
00'bEKTOB, YYaCTBYIOLIUX B Ipoliecce yIpaBJeHus
JaBxeHureM [12]. CocTaB noAcuCTEMbI OATOTOBKHU
pacuiMpeH NOACHUCTEMOUW 0Gy4YyeHHUs HOBBIX OIe-
PAaTHBHBIX PAaGOTHMKOB, HallpaBJIeHHON Ha U3y-
YyeHHe OCHOB yIpaBJieHNs JBU)KeHHEeM TPaHCIOPT-
HbIX CpeJACTB 6e3 NPHBSI3KU HENOCPEeACTBEHHO K
00'bEKTY, Hallp¥Mep, KOHKPeTHOU JIMHUU MeTpPOoIIOo-
guTeHa. ObydyeHue U NOBBIIIEHHE KBaTMQUKALMU B
TaKOU MojcUcTeMe BO3MOXKHO B BH/IE CLIEHAPUEB C
onpejieJIeHHOM 3aJlaHHOM I0C/e[0BaTeJbHOCTbIO
co6bITUH. C MOMOIbI0 MOACUCTEMbl HNPOBEPKU
3HAHMI MOXeT ObITh M0JIyYeHa OleHKa KBaaudu-
KallM1 ONlepaTUBHOIO NepCcoHa/a NMyTeM OLleHUBa-
HUS CTPOTOCTH BbINOJHEHU N10CJI€0BaTe/IbHOCTH
KOMaH/| pa3paboTaHHOTO CLieHapusl NMPU MOJeJU-
pPOBaHMM KOHKPETHOHM CUTyallMd WJU IOCJe IpPo-
XO0X/,eHUs COOTBeTCTBYOLero TecTa [12].

[IpensioxkeHHaa cTpyktypHasa cxema EMCY/ ox-
BaTbIBAaeT BCe KOHTYPbl yIpaBJeHUs TPAHCIOPT-
HbIMU cpegcrBamMu ['PTC, a paccMoTpeHHbIe NIPUH-
UMbl MOCTPOeHUs] PYHKLUUOHHWPOBAHUS €LUHOMN
VHTeJIJIEKTYaJIbHOW CUCTEeMBbI yIIPaBJIEHUS JBUXKe-
HHEeM I[0e3/l0B I0OKasaJu CBOI 3PpPeKTHUBHOCTb,
onpezeaaeMylo CAeAyIOLNM:

- NOBBbILIEHHE HCIOJb30BaHUA NPONYCKHOU U
yBeJIM4eHUs1 NPOBO3HOW CIHOCOOGHOCTU BHe-
YJIMYHOTO TOPOJCKOTO TPaHCIOpTa 3a CYeT
TOYHOTO BbINOJIHEHUSl IJIaHOBOTO rpaduka
JBH>KEHUs 10e3/]0B;

- ToBbllIeHUe 3HepProadpPeKTUBHOCTU IJIAHU-
pOBaHHUA U YIIpaBJIeHUs JBUKEHNEM [10e3/]0B
3a cyeT BbIOOpA 3HEPro3PpPeKTUBHBIX PEXKU-
MOB yIIpaBJiIeHUs 10€e3/laMH, ONTUMaJbHOTO
10 KPUTEPUI0 MUHMMyMa 3HeprosaTrpar Ha
TATY, pacnpe/ie/leHUsl BpeMeHU X0/ia [10e3/10B
[0 JIMHUK Ha BpeMeHa XoJa IO NeperoHam,
3aMeHbl IIJIAHOBOTO rpaduKa JBU>KeHUs T0-
e3/J0B CO «CBEePXPEeKUMHBIMU» CTOSIHKaMH
Ha rpadUK C U3MeHeHHEeM IIJIaHOBbIX BpeMeH
XOZia 0e3/0B 110 IleperoHaM B IepHo/| CMEHBI
NApHOCTU JBWXXEHUs], COBEpLIEHCTBOBAHUSA
aJITOPUTMOB LIEHTPAJM30BaHHOrO yIpaBJie-

HHUA, YIUTbIBAOIEro 3aBUCMUMOCTb OI'pAHH-
YeHHUU Ha yhnpaBJjieHHhe OT COCTOAHHA CHUC-
TE€Mbl U IPOTrHO3 BO3MOXXHbIX BO3Myu.L€HPII>i,
yBe€JIMYE€HHUA BpEeMEHH X0/1a Ioe340B I10 ITepe-
TFOHY AJid peaJin3allkuyi AOMMYCTUMOTI'O MEXKIIO-
€3IHOT'0 MHTEepBaJia ABUXKEHHA 110 CUCTEMaM
oGecrneyeHHs1 6€30MaCHOCTHU ABHUXKEHHU.
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Methods and principles of construction of intelligent unmanned systems for train control of urban
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Abstract: The principles of building intelligent unmanned traffic control systems for urban rail transport off the streets are
considered, a block diagram and connections between subsystems are proposed. The features of the construction of top-level
control algorithms are shown. Functional features of subsystems are defined, connections between subsystems are considered.
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AHHOTauMﬂ: B cratbe paccMaTpruBaeTCA METOAHWKA pacdeTa BEPOATHOCTHBIX XapPaKTEPHCTHUK 00'bEKTUBHOCTH pe3y/ibTaToB

TECTUPOBAHUA IPHU JUCTAHIITUOHHOM OﬁyquHH. nOJ’Iy‘{eHbI pacdyeTHbI€ BbIpa>KEHHUA U IIPOBEJE€HO MMUTAlUOHHOE MOAEJIMPOBAHUA
nponecca d)OpMI/IpOBaHI/Iﬂ TECTOBbLIX BaﬁlaHI/Iﬁ AJid CTYLEHTOB. an/lBeﬂeHbI pe3ysbTaTbl pac4eToB W HUMHUTALLUOHHOTO
MOJeJIMPOBaHKWA, IMMOJYy4Y€eHbl OLIEHKHU cnyqaﬁﬂoﬁ ,Z[HCerTHOﬁ BEJIMYHWHBI, ollpeaesideMoe KaK KOJIM4eCTBO TeCTHpOBaHHﬁ npu
KOTOpOM I/IH(I)OpMaLU/IH 0 COZAEpPIKaHNH BCEX BOINIPOCOB B TECTOBBIX 3aJaHUA CTAHOBUTCA U3BECTHA BCEM CTYA€HTAM.

KioueBbie cioBa: CucTteMa JUCTaHIMOHHOTO 06y4eHus: Moodle, UMUTAllMOHHOE MOJEJMPOBAHUE, PACUETHbIE BbIPAXKEHHUs

Y pe3y/nbTaThl MMHUTALMOHHOIO MOJEJMPOBAHUS OLleHKM BepPOSITHOCTHBIX XapaKTEePUCTHK OOGBEKTHUBHOCTH pe3yJbTaTOB

TeCTUPOBaHUA CTYAEHTOB.

1 peasvsanuy AUCTAaHLUOHHONW GOPMBI 06Y-
YeHUs CyLecTByeT O60Jbllioe KOJUYEeCTBO Mpo-
IrPaMMHBIX IPOAYKTOB, XOPOLIO OCBEIEHHbIX B Ie-
4yaTu U B ceTu UHTEpHET [1, 2, 3]

B MHCTUTyTe TPAaHCNOPTHOU TEXHUKU U CUCTEM
ynpaBseHus1 Poccuiickoro yHUBEpPCUTETa TpPaHC-
nopta QyHKIMOHUPYET cepBep AMCTAaHLHOHHOIO
06y4yeHUs1, HAa KOTOPOM yCTaHOBJIEHA CUCTEMaA JIHC-
TaHLUOHHOrOo 06ydeHuss Moodle, mwupoko wucmo-
Jib3yeMasi B yHUBepcuTeTax PO.

Ha kadenpe «YnpassieHue u 3amura UHPOP-
MalUu» [JIs TECTUPOBAHUS CTYAEHTOB IO pAAY
JUCLUIIJIMH UCIOJb3yeTcsl yKa3aHHas BbllIe CUC-
TeMa.

Cucrema Moodle o6s1aziaeT MUPOKUMHU BO3MOK-
HOCTAIMU [iJIsl IPOBeJleHUs] TeCTUPOBAHUSA, OJHUX
TOJIbKO TUIIOB BONIPOCOB cyliecTByeT 12. Cucrtema
Moodle focTaTo4HO MOJIHO omMKcaHa B MHTepHeTE,
N03TOMy He GyZileM ONHMCBhIBAaTh BCE BO3MOKHOCTHU
TecTUpoBaHUs B cucteMe Moodle, kocHeMcs I1aB-
HbIX IapaMeTpPOB.

Jlns TecTUpoOBaHUs penoaBaTesib J0KeH Co3-
JlaTb 6a3y BOMPOCOB B GaHKe BOIPOCOB, CUCTEMBI,
OTHOCSIUXCS KO BCeMy Kypcy. bBaHk BonpocoB Bo3-
MOXXHO CTPYKTypHUPOBaTh, CO3/laB KaTErOpUH BO-
MPOCOB, OTHOCSIIUECS K ONpe/ieJIEeHHONU TeMe JIUC-
IUIJIMHBL. DTO MO3BOJIAET OPraHU30BBIBATb KaK
IPOMEXYTOUYHOE TECTUPOBAHUE IO ONpese/IeHHON
TeMe, TAK U IPOBe/IeHHe UTOTOBOr0 3K3aMeHa, KO-
TOPBIK BKJIIOYAET BCE TEMBbI AUCIUTJINHBI.

[Ipu pa3paboOTKH CleHapHUs TECTUPOBAHUSA TIpe-
1o/laBaTesb JI0JDKEH OIpeeJIUTh KOJHYECTBO BO-
IPOCOB B GaHKe BONPOCOB CHUCTEMbI, KOJHYECTBO
KaTeropui M BOMPOCHI B HUX, KOJIMYECTBO BOMPO-
COB B TECTOBOM 33JIaHUM JJIs KaXKJ|0TO CTY/EeHTa,
BpeMs, Heo6XOJUMOe [Jisi MPOXOXKJIEeHHUs TecCTa,
CUCTEMY OLleHHBAaHHSI, KOJIMYECTBO pa3pelieHHbIX
MOTBITOK MPOWUTH TECT.

[Ipu aHanM3e pe3yJbTaTOB TECTOBOTO KOHTPO-
Jisl CTYZEHTOB HECKOJIbKHX TpYIII, MPOXOJUBLIMX
TECTUPOBaHHE HEOJHOBPEMEHHO, ObLJIO 3aMeYeHO,
YTO OIIEHKHU IMOBBIIIAJUCH, 3 BpeMsl OTBEeTa Ha BO-
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[AVCTAHUMOHHOrO OBYYEHMSt MOODLE
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IpPOChl YMEHbIIANIOCh. JTO OOBSICHAETCS TeM, YTO
CTYJleHbl TIEPBOU TpPYIIIbI, UCHOJb3Yysd HHOpPMa-
IIMOHHBbIE TEXHOJIOTUU (HAmpUMep, COLHaJIbHbIe
CeTH), epeZaloT HHPOPMAIUIO 0 BONPOCAX BTOPOH
rpynme u. T. Ji. 3TO NPUBOAUT K TOMY, YTO 0O'beK-
TUBHOCTb PE3y/JIbTaTOB TECTUPOBAHHUs CHW)KAET-
cs. /las1 moBbIIEHUSI 06'EKTUBHOCTH PE3yJIbTATOB
TECTUPOBAHUS HEOOXOIUMO YBEJUYMBATDH KOJIHYE-
CTBO BOIIPOCOB B 6aHKe BOIIPOCOB CUCTEMBI ¥ 4aCTO
MEHSITh UX JIJIS CAeAYIOIUX TPy CTYAEHTOB. ITO
3HAYUTEJBHO YCJIOXKHSET paboTy MpernoaBaTesis.
[losTOMy BO3HMKJIA 33/jlaya OLEHKU BEpPOSTHOCT-
HBbIX XapaKTePUCTUK 06'bEKTUBHOCTH PE3yJIbTATOB
TECTUPOBAHMUSL.

PaccMoTpuM anroputM ¢GopMHpOBaHHUSA Tec-
TOBBIX 33/JaHUH JIJIS1 KQK/I0T0 CTyJleHTa NPy pa3ou-
eHUU GaHKa BOMPOCOB HA KATETOPUU, OTHOCAIIHUECS
K KOHKPETHBIM TeMaM AUCHUILIMHBL. Ha pucyHke 1
npuBeJieH rpad, WIIOCTPUPYIOIUN mpoiecc Gop-
MHPOBaHMUS TECTOBbIX 33/]JaHUH.

bank BOIIPOCOB CHCTCMBI

e it
| K |
|
I |
K | e H
aTeropui
pHiL_| | I TecToBOE 3aaHHE /A CTYICHTA |
BOIIPOCOB | I
I |
|
I ke [
I |
S p——"

Puc. 1. Unarocmpayusi npoyecca ¢hopMupos8aHusi mecmosuix
3adaHutl

BaHK BOMpoOCoOB cucTeMbl pa36buT HAa m (m=1, 2,
3...) KaTeropu#, B KaxkJjou kateropuu i (i=1, 2, 3...)
BOIIPOCOB.

Juis Kaxporo crypeHta cucreMa GOpMHUpYyeT
TECTOBOE 33/laHUE, COJleprKallee 10 OJHOMY BO-
NpOCYy M3 KaxJ0W KaTeropuu, TakuM o6pasoM B
TECTOBOM 3aJlaHMU OKaXKeTCs m BopocoB. Bompoc
M3 KaTeropyuu CHCTeMa BbIOUPAET CAy4YalHbIM 06-
pa30M 110 paBHOMEPHOMY 3aKOHY pacrpe/ie/ieHus.

Ecau umeem 5 kateropuit (m=5) 1 B KaXkJj0H Ka-
Teropuu 5 Bonpocos (i=5), KoJIM4eCcTBO BOIIPOCOB B
GaHKe BOMPOCOB CUCTEMBI JOKHO ObITh m-i = 25.
HWcnosb3ysl nATh BOIPOCOB M3 KAaTETOPUU MOXKHO
chopmupoBaTh i = 5° = 3°125coyeTaHuii BOIPOCOB
B TeCTOBOM 33JIaHWUU, COCTABJIEHHBIX U3 OJJHOW Ka-
TErOpHU.

KaTteropuu MoryT cosepaTbCs KaK OJHWHAKO-
BO€, TaK U pa3HOe KOJIM4eCTBO BONpocoB. [loaTomy
JLJI5 ollpe/ie/IeHUs] BEPOSITHOCTHBIX XapaKTePUCTUK
006beKTUBHOCTH PE3y/bTaTOB TECTUPOBAHUH HEOD-
XOJJUMO MPOBECTH aHaJU3 [Jisl KaTeTOPUH, CoJlep-
»Kalel MaKCMMaJIbHOe KOJIMYECTBO BONIPOCOB.

PaccMoTpuM npocTelminid npuMep TeCTUPOBa-
HUs (3K3aMeHa), ecii B KOHKPETHOW KaTeropuu
ecTb TOJIbKO ZiBa Bonpoca (k = 2). [lepBbiii Bonpoc
0603HayuM nudpoi 1, a BTopoii nudpoii 2. Ectect-
BEHHO, BONPOCHI OTJIMYAIOTCA APYT OT Apyra. [lep-
BOMY CTYJEeHTy cucteMa cPopMHUPYeT TeCcTOBOE
3a/laHue U3 OJHOT'0 BONPOCA, B KOTOPOM OKaXKeTCs
Bonpoc 1 unu 2 ¢ BeposiTHocThio 0,5. 3TO cipaBei-
JIUBO U JJIs1 BTOPOTO CTYZ,eHTa U [JIsl BCeX CJIe/lylo-
IIUX CTYLEHTOB.

HalifieM BEpOSITHOCTBb TOTO, YTO MOCJIEe TECTUPO-
BaHHUS ABYX CTYAEHTOB (N=2), rie n — KOJHU4YeCTBO
CTY/IEHTOB, BCEM OCTAJIbHBbIM CTyJIeHTaM Oy/eT U3-
BECTHO COZiepKaHue JIBYX BOPOCOB.

AHasu3 NpoBeJieH C UCII0JIb30BaHUEM alnapaTa
TEOPUH BEePOSITHOCTEH U KOMOUHATOPUKH [4, 5].

Bce Bo3MoXHbIe coyeTaHus (pe3y/bTaThl UCXO-
JIOB) BbIYHCIIsieM 10 popmyJie kK = 22 = 4,

EcTecTBEeHHO, 17151 TOTO YTO 6bI y3HATH COZEPIKA-
HUe JIBYX BOIPOCOB, KOJIMYECTBO CTY/IEHTOB JI0/DK-
HO Y0BJIETBOPSTH YCJOBUIO N = K.

B Ta6suue 1 npuBeieHbI BCe BO3MOXKHbIE COUe-
TaHusg ucxooB li, rae i=1,2,3,4, TaKUX UCXO/I0B 4.

Ta6auya 1

n I 2| 3| I4
1 1 2 1 2
2 2 I |1

|<—A—>|<—B—>|

BeposiTHOCTH MCXO/10B paBHOBEPOSITHEI, CI€/0-
BaTeJIbHO, BepOSAITHOCTb JII060T0 U3 UCX0A0B Pi pas-
Ha Pi=0.25,tnei- 1,2, 3, 4.

B Tabsuie 1 MOXKHO BBIJIEJIUTD JB€ 00JIaCTH:

- 006/1aCcTb A COOTBETCTBYET TOMY UTO COJEp-
»KaHUe ZIByX BONPOCOB GYZleT U3BECTHO BCEM
OCTaJIbHBIM CTYyJleHTaM, IPOXOASAIUX TEeCTH-
pOBaHMUe;

- 006JacTh B cOOTBETCTBYeT TOMYy YTO JiI06OU
M3 IByX BOIIPOCOB OYZET HEU3BECTEH.
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Ecnu cucrema chopmupyeT TecToBOe 33aJjaHue
JUJIS BTOPOTO CTY/IEHTa C yYeTOM pe3y/bTaToB ¢op-
MHPOBaHHUSs BONPOCa AJis IePBOro CTY/IEHTA U pe3y-
JbTaT GOPMUPOBAHUS MONAAAET B 06J1aCTh A, 3TO
COOTBETCTBYET TOMY, UTO BCE BONPOChI U3BECTHHI,
B IPOTUBHOM CJIy4ae CUCTEMaA J0JKHA CHOPMUPO-
BaTb TECTOBOE 33/laHUE JJIsI TPEThEro CTy/leHTa. H.
T. JI.

CsiemoBaTeIbHO, PU [BYX HE3ABUCHUMbIX HUCIIbI-
TaHUSAX (B TECTUPOBAHUHU Y4YaCTBYIOT JiBa CTYy/EH-
Ta) BEPOSATHOCTb TOTO UTO COYETAHUE Pe3Y/IbTATOB
HCIBITAHUM MOMajZieT B 06J1acTb A omnpesesiioTCs
BhIpakeHHeM PA=0.25+0.25=0.5, B mpoTUBHOM CJ1y-
4ae JIJisl TOr0 YTOGbI UMeTh HHGOPMAIUIO O COZiep-
*KaHWH ABYX BOIIPOCOB HEOOXOJUMO ITPOBECTU Tpe-
The UCNbITaHUE. B 3TOM ciiyyae BEpOSITHOCTH TOTO,
4YTO Oy/IeT U3BECTHO COZiepKaHUe JIBYX BOIPOCOB
paBHa P3=PA-0,5 = 0,25

AHasoruyHo MOXHO 3anucaTb: P4=P3-0.5
0.25-0.5=0.125; P5=P4-0,5=0,125-0,5=0,0625.

3anuineM o61yI0 PEKYPPEHTHYO GOpPMyJy IJis
BBIYMCJIEHHS] BEPOSITHOCTEM:

P2 =0.5; P3 = P2:0.5=0.25; P4 = P3.0.5= 0.125; ...
Pn =P(n-1)-0.5 (D
r/le N — KOJUYeCTBO UCIBITAHUHN (KOJIUYECTBO CTY-
JIeHTOB, y4aCTBYION[HUX B TECTUPOBAHUH ).

Ha pucyHke 2 mnpepacraBseH rpad, cooTBeT-
CTBYIOILUH Mporeccy GOpMHUPOBAHUS TECTOBBIX 3a-
JIAaHUMH JJIl CTY/IEHTOB.

2 Bompoca, B KATeTOPHH

1

2

Puc. 2. Hantocmpayus npoyecca popMupo8arust mecmossix
3adaHull 015 nimu cmyodeHmos.

Jisi mepBoro ctyaeHTa cucreMa GOpMUPYET BO-
npoc 1 uau 2. AHaJIOTU4YHO, [IJIS1 BTOPOTO CTyAEeHTa
cucrema popMmupyeT Bornpoc 1 wiau 2. B aTom ciy-
Yyae coyeTaHHs BCEX BO3MOXKHbBIX BapHUaHTOB cdop-
MHPOBAHHBIX CUCTEMOW BONPOCOB JJsI JBYX CTY-

JeHTOB (n=2) 6yAyT COOTBETCTBOBATh CJEAYIOIIUM
kKoMmbuHanuaMm: 11, 12, 21, 22. Coyetanusa 12 u 21
COOTBETCTBYIOT CUTYALUH, IPU KOTOPOU cozeprka-
HHMeE BYX BONpocoB U3BecTHO. CoyeTanud 11 u 22
rOBOPSIT O TOM, UYTO HEU3BECTHO COJlep:KaHUe Tep-
BOT'0 UJIM BTOPOI'O BOIpOCa.

AHanoruyHo NpU TpeThbeM HCHBbITAaHUU (N=3)
cucteMa GOpMHUpPYeT CcJeAyloliue KOMOUHAIUU:
111,112,221,222. Couetanusa 112 u 221 cooTBeT-
CTBYIOT CUTyallu¥ NPU KOTOPBIH COJiep:KaHUe [IBYX
BOoNpocoB M3BeCTHO. [lpu coderanusax 111 u 222
- coJlep>KaHue KaKoro-jinb6o BOMpoca HEU3BECTHO.
Janee npouecc GopMUpPOBaHUS TECTOBBIX 33/IaHUM
PO 0JIKAETCS.

JUCKpeTHON C/ydallHOM BeJIMYMHOMN ABJAET-
C KOJIMYeCTBO IMPOBEAEHHBIX TECTUPOBAaHUN n
CTYAEHTOB, IPpHU KOTOPOM Oy/leT u3BecTHa HUHOP-
Malusl 0 JByX BoIllpocax. 3aKoH pacrnpejeJieHus
JVCKPETHOU c/y4yallHOU BeJIMYMHBI N, 3alaHHbIN B
TabnuHOU popMe GyJleT COOTBETCTBOBATh TabJ/IHU-

e 2.
Ta6auya 2

n 2 3 4 5 6 7

P(n) 0,5 0,25 0,125 | 0,0625 | 0,03125 | 0,01563

MHOroyroJibHUK paclnpejeseHus [JUCKPeTHOU
CJIy4alHOU BeJIMYMHBI N MpeJCTaBJeH Ha PUCYHKE
3, a GyHKUUSA pacnpe/iesieHUs] AUCKPEeTHOH cy4dai-
HOM BeJIMYMHBI N Ha pUCYHKe 4.

0.6t P(n) -

.
\

N
N\

4

0.4

0.3

0.2

0.1

1 2 3

Puc. 3. MHo20y20/16HUK pacnpedeneHusl.
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1{F(n) 1 0.968
0.937
0.9 0.875
0.8
0.75
0.7
0.6
0.5 0.5
0.4
0.3
0.2
0.1
0 n
01 2 3 456 7

Puc. 4. PyHkyus pacnpedeneHusi.

AHanuz rpaduka yHKUUM pacnpejeseHus
(puc. 4) no3BoJISIET CAEIATD CAEAYIOLHE BBIBOJBIL:

BepoAaTHOCTb TOr0 YTO NMPU TECTUPOBAHHUE JBYX
cTyfeHToB (n=2) 6yAeT M3BecTHa vHboOpMalus o
JIByX BonpocoB paBHa P(2) = 0.5. BeposiTHOCTb TOr0O
YTO MPHU TECTUPOBAHUH TPeX CTYAeHTOB (n = 3) 6y-
JleT U3BeCcTHa UHPOopMaLs 0 ABYX BOIPOcax paBHa
P(3)=0.75uT. &

OCHOBHBIE YHCJIOBbIE XapAKTEPUCTUKU JUCKPET-
HOU C/Iy4allHOM BeJIMYUHBI N:

MaTemaTu4eckoe 0XHJAHUE JUCKPETHOU CJy-
YallHOM BeJIMYMHBI h oNpesiesisieTcs no popmyJie:

oo

M(n) = Zn-Pn

n=2

(2)

[lockosIbKy 3HaueHUe BepOATHOCTH Pn jusa
KaX/,0T'0 CJAeAYyIOLIero 3HauyeHusl CJIy4alHOU BeJu-
YHHBI N COOTBETCTBYET NPUHLUINY AUXOTOMHUHY, T. €.
Pn = Pn-1-0.5 ¢opmyny (2) MmoxkHO npeob6pa3oBaTh
B YMCJIOBOU PAL;

= n+1
=3

nZ
n=2

Mn)= 1+

(3)

Jucnepcusi AUCKPETHOUN Cay4allHOM BeJIMYUHbBI
n onpejensiercs no popmyJie
o
D(W = ) (n—M()? P, =2 4)
n=2

PaccmoTpum cayyait npu k=3, cucrema ¢popmu-
pyeT TpHY TECTOBBIX 3aJjlaHUA [JIS1 KOXK/A0TO CTY/leH-
Ta M0 OJHOMY Bompocy. PaaMepHOCTh 33a7ja4u BO-
3pacTaeT B reoMeTpuyeckoi mporpeccuu. Obiee
YUCJI0 BCeX KOMOWHAIMKA HMCXOJ0B TECTHPOBAHMUSA
crta”HoBuTcs k¥ = 3% = 27. Bce BO3MOXKHbIe coYeTa-
HUSI BOIIPOCOB B TECTOBBIX 33/[aHUM C yYETOM MecC-
Ta pacrnoJsoxeHus Tpex uuop 1, 2, 3 npuBeeHbI B
TabJuie 3.

B Tab6suie 3 MOXXHO BBIAEJUTH TPU 006J1ACTU
A, B u C. B o6sactu A HaxoauTtcda n! = 3! = 6 Bos-
MOXXHBIX COYEeTaHUN BOIPOCOB B TECTOBBIX 3a-
JaHUSX [OJs TpeX CTYAeHTOB, CJieJ0BaTeJbHO,
BEPOSITHOCTb COOBITHUS MONACTh B 06/1aCTh A paB-
Ha P(A4) = % =0.2222.. 0O6JacTb A COOTBETCTBY-
eT CUTYyalMH, Korjga uHopMaIuysa o coJepKaHuu
BCEX Tpex BOIPOCOB CTAHOBUTCS U3BECTHA.

O6uacth B cogepxxut Tpu mnojobsactu Bl, B2,
B3. B mogmo6sactu B1 McCmosb3yoTcs TOJBKO JBE
uudpel 1 1 2, npuyeM oJjHa U3 UPP MOXKET MOB-
TopAThbCcA. Eciu noBTopsieTcs nudpa 1, Takue co-
YeTaHHUs COOTBETCTBYIOT HOMEpPAM HUCXOJ0B 7, 8,
9, ecnu moBTOpsieTcs nudpa 2, TaKUe COUYeTaHHUS
COOTBETCTBYIOT HOMepaM ucxozoB 10, 11, 12, yto
oTOo6paXkeHO B Tabsauue 3. Yucsao nepecTaHoBOK C
NOBTOPEHUSIMH ONpejiessieTcs: o popmye:

Ta6auya 3

123 112 221 113 331 223 332 1/2(3
n[1|2|3(4|5|6|7|8|9|10(11|12(13|14(15|16/17(18(19|20(21|22|23|24(25|26/|27
({11223 |3|1|1]|2|2(2(1|1]1(3 3|11|12(2]313(3|]2]1]2]3
21221 |3|1|2|1]2|1]|2]1|2]|]1]3]|1 113(2|13(2|13|12]3]1]2]3
313|331 |2|1]|2]1]1|1]2|2]|3]1]|1 313(3(2(2]12]3|3|]1]2(3

B1 B2 B3
- - >
A B C
N < — €
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k! 3! 3!
kqlky!

M(k1, k2) = (5)

T2 112l

rae ki1=2 mepBbId BOINPOC BXOJUT B COYETAHHUS
JBaK/IbI, aHAJIOTUYHO k2=2 — BTOPOH BOIPOC BXO-
JUT B coueTaHus ABaXbl. CiieloBaTeJbHO, YHUCJIO
codyetaHu¥ udp B 06s1acTH B1 paBHoO 6.

AHa/JIOTMYHBIA pacyeT MOXKHO MPOBECTHU AJis MO-
no6sacted B2 u B3, ciiegoBaTtesibHO, 06111ee KOJIU-
4YeCcTBO couyeTaHu# Udp B obsactu B paBHO 18.

BeposATHOCTH TOTO 4YTO coueTaHUe IUPP OyAeT
NpUHaAaeXaTh nojgobaactam Bl uau B2 uiau B3
B3 P(By) = P(By) = P(By) = = == = 0.2222 ...

W13 aToro ciesyeT, 4TO BEPOSATHOCTD MONACTh B
obsacte B paBna P(B) = P(B;) + (B,) +

P(By) = g = § = 0.666 ...

B o6s1acTtu C BO3MOXKHBIX COUETaHUH 3, ciefoBa-
TeJIbHO, BEPOSTHOCTh MOoMacTh B 06sacTh C paBHA
P(C) = 2—37 = % =0.1111...B o6sactu C HeM3BECTHO
coiep>kaHue [IByX BONPOCOB - MJIM 2 U 3 Win 1 u 3
wiu 1u 2.

Ecau coueTaHre HOMepPOB BONPOCOB B TECTOBBIX
33/IaHUSIX He MONaJIo B 06/1aCTh A, C/ie0BaTENbHO,
coyeTaHHe HOMEPOB BOINIPOCOB MoMnaso B 06JacTb B
usu C. Ho nockosibKy B o6s1acTu C HEU3BECTHO 2 BO-
poca, TO MPU TECTUPOBAHUU YETBEPTOTO CTYZeHTa
o6s1acth C He AACT OTBET Ha COZieprKaHUE BCEX TPEX
BompocoB. Eciu peanusoBasiock cobbiTHe B Bepo-
saTHOCTb KoToporo P(B)=0.666...To A5 TOro 4To66!
nHpOpMaL M 0 BCeX TPeX BOMPOCOB Oblyia H3BECTHA
Heo6X0IMMO YTO6bI BbITNAJ OJJUH U3 HEJIOCTAIINX
HOMepoB Bomnpoca (su6o 1, mu6o 2, 6o 3). Bepo-
SITHOCTB 3TOTO COObITHS paBHaP(X) = %‘C06bITI/IH B
U X ABJIIOTCS HE3aBUCUMBIMH, UCIOJIb3Ys GOpPMY-
JIy OJis YMHOXXEHHUsI BEPOSITHOCTEN He3aBUCHMBIX
cob6bITHH B 1 X MOXKHO omnpefieiuTh BEpPOSATHOCTD
TOTO YTO MPH TECTUPOBAHUM YETBEPTOIO CTY/IEHTA
nHbOpMAIUSA O COJlepP’KaHUHU BCEX TPeX BOIMpPOCaX
OyayT U3BECTHA.

(6)

Takum 06pa3oM, BepOSITHOCTb TOT0 4TO UHPOP-
Malj{s 0 BCeX TPeX BONpocax Oy/ieT U3BeCTHA IoCJie
TEeCTUPOBAHUsI YEeTBEPTOro CTy/eHTa paBHa P(n) =
P(4)=0.222...

Eciu npu TecTUpOBaHUHU YeTBEPTOro CTYJEHTa
He CTaJI0 U3BeCTHA MHPOpPMALMU 06 OJHOM U3 Tpex

Bompocax (1uau 2 uimn 3) MOXKHO c/iesIaTh CAeIyIo-
111e BbIBOJbI:

- npu GopMHUPOBAHUHU Bollpoca HoMepa 1 ans
4eTBEPTOTo CTyAeHTa KOMOMHalUs codeTa-
HUM BONPOCOB JJsl TpeX NpeAblAyLiuX CTY-
JIEeHTOB COOTBETCTBYyeT MojobJsacTaM Bl u
B2 B KoTOpBIX MHPOpPMALUA O COAEpKaHUHU
BOIlpoca HoMep 1u3BecTHa, B nofo6s1actu Bl
Heu3BecTHa MHQopMaLys 0 BOIpPOCe HOMep
3, a B nogo6s1actu B2 HeusBecTHa HHpOpMa-
LIS 0 BOIpOCe HOMeD 2;

- npu GOpPMHUPOBAHUHU BONpoca HOMep 2 [
4eTBEPTOTo CTyAeHTa KOMOMHAIUs codeTa-
HUM BONPOCOB JJisl TpeX NpeAblAyLiuX CTY-
JIEeHTOB COOTBETCTBYyeT MozobJsactaM Bl u
B3 B KoTOpBIX MHPOpMALUA O COAepKaHUHU
BOIlpOca HOMeD 2 M3BeCTHa, B Tofo06JacTy Bl
Heu3BecTHa MHQopMalMs 0 BOIPOCe HOMep
3, a B nozo6sactu B3 HeusBecTHa HHPOpMa-
LM 0 Bonpoce HOMeD 1;

- npu GOpMHUPOBAHUHU Bolpoca HoOMep 3 AJs
4YeTBEPTOT0 CTyAeHTa KOMOMHalMs codeTa-
HUM BONPOCOB JJsl TpeX NpeAblAyLiuX CTY-
JIEeHTOB COOTBETCTBYeT MNozobJsactaM B2 u
B3 B KoTOpBIX HHPOpPMALUA O COAepKaHUHU
BOIlpoca HOMep 3 U3BeCTHa, B Tofo06J1acTy B2
Heu3BecTHa MHQopMalMs 0 BONPOCe HOMepP
3, a B nogo6s1actu B3 HeusBecTHa HHPOpMa-
LM 0 Bopoce HOMeD 1;

Heo6xoauM0 y4uTBIBaTh, YTO IOCJIE TECTHUPO-
BaHUsI YeTBEPTOro CTyZeHTa B o6Jactu C nosis-
I0TCSl COYeTaHUsi HOMEPOB BOINPOCOB, B KOTOPBIX
M3BecTHa HHPOpMaIUs 0 coJiepKaHUHU ABYX BONPO-
cax (cM. Tabauny 4 coueTaHU HOMEPOB BOIpoca B
o6siacty C) 3TO 06CTOSATENBCTBO HEOOXOAMMO Y-
ThIBaThb [IPY BbIYMCIEHUN BEPOSITHOCTEH.

B Tab6Jinie 4 coueTaHUs1 HOMEPOB BOIIPOCOB B 06-
saactu C cootBeTcTByOT 111, 222, 333. [Ipu TecTtu-
POBAaHHUM 4YeTBEPTOTO CTY/ieHa, B 3aBUCUMOCTH OT
HoMepa Bonpoca (1 unu 2 uinu 3) B 06s1actu C nosiB-
JISIFOTCS] COYEeTAHUSI HOMEPOB BONPOCOB, B KOTOPbIX
HeM3BeCTHa MUHPOpMalUs O CoAepKaHUU OJHOTO
U3 Tpex BOIIPOCOB.
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Ta6auya 4
1]2
n |25|26|27
111|123
211123
311|123
1 |EEE
4 12| 2|2
3|13|3

W13 ckazaHHOTO CIeAyeT, TO YTOObl HHPpOpMaIUs
0 BCeX TPeX BOMPOcax 6bljia U3BECTHA, HEO6X0AUMO,
4TOOBI CUCTEMA AJIS MATOr0 CTyAeHTa chopMUpo-
BaJsla BOMPOCHI U3 06/1acTel, BEpOSATHOCTb MONa/a-
HUS B KOTOpbIe paBHa:

p= (£+2-£)=H= 0.518518... (7)
27 27 27

Jlisi BbIYMC/IEHUS] BEPOSATHOCTH, TOTO, YTO HH-
dopmanus 0 Bcex Tpex BONpocax OyAeT W3BeCTHA
nocJie TeECTUPOBAHUS MATOTO CTYAEHTA, HEOOX0A -
MO YYHUTBIBATh U BEPOSITHOCTb BbINAJIEHUST OJHOU
u3 qudp au60 1 gu60 2 M60 3, 3TA BEPOATHOCTH
paBHa % , CJIeJIOBaTeJIbHO MOXKHO 3aIHCaTh:

[IpoBe/ist aHAIOTUYHBIN aHaAU3 i n = 6, 7, 8...
MOXKHO [TOJIyYUTb pacuyeTHbIe BblpaxkeHus i P(n).

[Ipu k=4 (kKosHM4YecTBO BONPOCOB B KaTeropuu
GaHKa BOIPOCOB CHUCTEMbI) Pa3MepPHOCTb 33aJa4yH
3HAYUTEJNIbHO yBeJqu4yuBaeTcs K< = 4*= 256, 4yTo
CYLIEeCTBEHHO YCJOXHSIET IMOJIyieHHe pacyeTHBIX
BbIpaXKEHUH, TO3TOMY 6bLjIa CO3/iaHA UMHUTAIHOH-
Hasi MoJiesib npoliecca GOpMUPOBAHUS CUCTEMOU
Moodle TecToBBIX 3aJ]laHUM [AJ5 CTYAEHTOB. Pe3y-
JIbTaThl UMHUTAIMOHHOTO MO/JleJIMPOBaHUSA NpHUBe-
JleHbl HUXKeE.

B Tabsunax 5, 6, 7, 8, 9 npuBeieHbI 3aKOHBI pac-
npejie/leHUs1 IUCKPETHOU CAydallHOM BeJIMYHHBI N
- KOJIMYECTBA TECTUPYEMbIX CTY/IeHTOB, 3a/JaHHbIE
B TabsiMuHON popMme, A pa3MyHbIX K — Kosidye-
CTBO BOIIPOCOB B KaTeropyuu GaHKA BONPOCOB CHUC-
TeMbl. Heo6x01MMO BhITIOJIHEHUE YCI0BUS 1 2 k.

MHOroyroJibHUKMU pacnpezesieHni JUCKPEeTHOU
CIyYalHOUW BeJIMYMHBI N [T pas3JndHbIX K mpej-
CTaBJIEHBI HA PUCYHKe 5 U QYHKUUHU pacnpejese-
HUSA Ha pUCYHKe 6.

14 1 14 8
P(5) =—--=—=0.17283... (8)
27 3 81
k=2 Ta6auya 5
n 2 3 4 5 6 7 8 9 10
P(n) 0,5 0,25 0,125 0,0625 0,03125 0,01563 0,00781 0,0039 0,00195
=3 Taéauya 6
n 3 4 5 6 7 8 9 10 11
P(n) 0,17283 0,1233 0,0848 0,05760 0,0384 0,0264 0,01722
=4 Ta6auya 7
n 4 5 6 7 8 9 10 11 12
P(n) 0,0936 0,1407 0,1465 0,1319 0,1101 0,0882 0,0675 0,0535 0,0407
k=5 Ta6auya 8
n 5 6 7 8 9 10 11 12 13
P(n) 0,0382 0,0768 0,1002 0,1076 0.1043 0,0956 0,0837 0,0716 0,0601
k=6 Ta6auya 9
n 6 7 8 9 10 11 12 13 14
P(n) 0,0155 0,0385 0,0599 0,0750 0,0826 0,08444 0,0817 0,0760 0,06141
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Puc.6. PyHkyuu pacnpedesieHust OUCKpemHoll cAy4atiHoll 8eAUHUHbI N.

Ananu3s rpaduKoB Ha PUCYHKE 6 TOBOPUT O TOM,
YTO NpH LIECTHU Bompocax B KaTeropuu (k=6) mpu
TecTupoBaHuU 21 ctygeHTa (n=21) BepoATHOCTb
TOro 4to UHdOpMalus O CoJep>KaHUM Bcex Liec-
TH BOIPOCOB € BeposiTHOCThIO 0,8 6yzeT u3BecTHa
BCEM CTy/leHTaM IpyNibl.

B Tabaune 10 nmpuBeAeHbl AJi Pas3UYHBIX K
OLIEHKH MaTeMaTH4YeCKHUX OXHJAaHUU M(n), auc-
nepcui D(n) u cpefHekBaJpaTUUYECKUX OTKJIOHE-
HUH §(n) AJi1s1 JUCKPETHOW C1y4YallHOW BEJIMUUHBI N.

Ha pucyHnke 7 npezcTaB/ieHbl 3Ha4€HUA OLEHOK
MaTeMaTUYeCKUX OXKuAaHuu M(n), aucnepcuii D(n)

Ta6auya 10

k 2 3 4 5 6
M(n) 3 5.5 8.33 11.42 14.69
D(n) 2 6.82 14.4 25.25 38.94
o(n) 1.41 2.57 3.79 5.02 6.24
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40t M(n), D(n), 3(n)
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Puc. 7. Oyenku mamemamuyeckux oxcudarnuti M(n), ducnepcuii D(n) u cpedHekgeadpamuyeckux omkaoHeHuli 5(n).

U CpeJHEKBaZpaTUYECKUX OTKJIOHEeHUH O(n) nuist
JUCKPETHOM c/y4allHOM BeJIMYMHBI N PU Pa3any-
HbIX K, r71e kK — KoJIM4yecTBO BONPOCOB B KaTeropuu
6aHKa BoIpocoB cucteMbl Moodle.

O6beM BBIOGOPKM NPU MMHUTALMOHHOM MOJeJIH-
POBAHMM /ISl KOXK/JJ0T0 3HaueHus K cocTaBiisieT 60-
Jiee OJHOTO MUJIJINOHA pealu3anyi.

[IpoBeasl aHa/IM3 pacyeTHBIX BbIpaXKeHUH U pe-
3y/IbTAaTOB UMHUTALMOHHOI'0 MO/IeJTUPOBAHUS MOX-
HO cJiejlaThb BbIBOJ, O TOM, YTO UMHUTALlMOHHAsS MO-
JleJb aleKBaTHO OTpaxaeT Ipolecc GopMUpOBa-
HUsl TECTOBBIX 3aJJaHUH JI/1S1 CTY/IEHTOB.

[losyyeHHble pe3y/abTaThl MO3BOJAT NMpenoja-
BaTeJIIM pallMOHA/JIbHO pa3pabaTblBaTh ClieHAapUHU
NpoBeJIeHUs] TECTUPOBAHUS CTYJEHTOB B CUCTEMeE
Moodle c yueToM KoJIMYeCTBa CTYLAEHTOB B rpyMnmnax
M KOJIMYecTBa BOIIPOCOB B KaTeropusx 6aHKa BO-
IIPOCOB CUCTEMBL.
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Abstract: The article discusses the methodology for calculating the probabilistic characteristics of the objectivity of test results in
distance learning. Calculation expressions are obtained and simulation modeling of the process of forming test tasks for students
is carried out. The results of calculations and simulation modeling are given, estimates of a random discrete value are obtained,
defined as the number of tests at which information about the content of all questions in test tasks becomes known to all students.
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AHHoOTanus: VHTesseKTyanusanusl TPaHCHOPTHBIX CHUCTEM COIMPOBOXK/JAETCsS IMIMPOKHUM IMpPHMEHeHHUEM BeOG-NPUJIOKEHUH.
B paGore mpejcTaBieHa CHUCTeMa KpUTepHeB OLEHKH 3(PeKTUBHOCTH CKAaHEPOB YSI3BUMOCTEeH BeG-NpUJIOKEHUH
HMHTEJUIEKTYaJbHBIX TPAHCHOPTHBIX CUCTEM, OCOGEHHOCTH GYHKLIMOHHPOBAHMS KOTOPBIX HAKJAZbIBAIOT JIOTIOJHHUTEbHbIE
TpeGoBaHHsA MO Ge30MacHON pa3paboTKe MPUIOKEHHH, HUCMOJIb3YeMbIX B KPUTUYECKOH MHPOPMAIMOHHOW MHOPACTPYKType
M CUCTeMax, B3aUMOJeHUCTBYIOIINX C Hel. [IpoBeseHO HcciefoBaHWe HanboJiee M3BECTHBIX CKAaHEPOB YSI3BUMOCTEH Beo-
MPUJIOKEHUH.

KioueBble coBa: Ataka, BeG-NpUJIOKeHHe, HUHGOPMAIMOHHAs 6e30MaCHOCTb, UHTEJIEKTyalbHasi TPAHCIOPTHAs CUCTEMA,
KOMIIBIOTEpPHAs aTakKa, KpUTHYecKas WHOpMaLMOHHAsS UHQPPACTPYKTYpa, CKaHep YsSA3BUMOCTEH, yrpo3a MHPOpPMAIMOHHOU

6e30MacHOCTH, YSI3BUMOCTb.

BBEAEHME

[locTpoeHHe HHTeEJJIEKTYalbHbIX TPAHCIOPT-
HbIX cucTeM (fasiee - UTC) ocHOBaHO HAa KOHIIEMIUU
V2X [1, 2]. /laHHas1 KOHIIENIUs MpeaycMaTpPUBaET,
YTO KaXKJ0€ HHTEJJIEKTyaJlbHOE TPAHCIOPTHOE
CpeJCTBO B3aUMO/IECTBYET C APYTMMHU TPAHCIIOPT-
HBIMU CpeJICTBAaMU U TPaHCHOPTHON MHPpaACTPyK-
TYpO#, a TakxKe C JObIMU JPYTUMU 0ObEKTAMH,
GYHKIMOHUPOBAHUE KOTOPBIX CIIOCOGHO OKa3aThb
BJIMSIHWE Ha TPAHCNOPTHYI0 6e3onacHocTb. C gpy-
roii croponbl UTC, kKak pa3HOBUAHOCTH TPAHCIOPT-
HBbIX CUCTEM, SIBJSIIOTCS 06bEKTAMHU KPUTHYECKOH
HHOGOPMAIlMOHHON HWHOpacTpyKTypbl (manee -
KHH) [3, 4]. Besonacuoctb UTC (KUH) cyiiecTBeH-
HO 3aBHUCUT OT MHPOPMALMOHHON 6e30MacHOCTH
nporpaMMHoro obecnedenus (gasnee — I10).

BcaeacTBue ykasaHHbIX GpaKTOpoB HpH paspa-
60TKe W 3KCIJIyaTallud NMPUJIOKEHUN BJaJieblibl
UTC (KWUH) 06s13aHBI MPUHUMATh Mephl 10 o6ec-
neyeHuto muHopMauoHHou 6e3onacHoctu 10 Ha
BCeX 3Talax ero KM3HEeHHOro LUKJA, B TOM YUC/Ie

cO6JTI0aTh MpaBUJIa 6e30MacHON pa3paboTKH, pac-
NPOCTPaHEHHU, 3KCIJIyaTallUH, TEXHUYECKON Noj-
JlepKKH ¥ BbIBOZIA M3 3KcmiyaTanui [10, ucrnosb3o-
BaThb JlOBEpPEHHbIE cpeicTBa pa3paboTku [10, a Tak-
Ke ZloBepeHHble CpeJiCTBa KOHTPOJIsS 6e30M1aCHOCTH
[10, ucnosibzdyemoro Ha o6bekTax UTC (KHUHN) [5, 6].

WuTennekTyanusauuss TPaHCHOPTHBIX  CHUC-
TeM CONPOBOX/JAAETCs IIHPOKUM IpHMeHeHHeM
BeO-NIPUJIOXKEHU . ITO 0OYCI0BJIEHO, B HACTHOCTH,
BO3MOXKHOCTbIO UX Pa3pabOTKHU il KpoccraaTdop-
MEHHOI'0 NMPUMeHEeHUs1 U CPAaBHUTEJBHO C1aObIMU
Tpe6OBaHUSAMM K BbIYMCIUTENIbHON MOIHOCTH yC-
TPOMCTB U 06'beMaM UX NMaMATH. Be6-npuioxeHus
XapaKTepU3YITCA TakXe CpPaBHUTEJbHOW MpOC-
TOTOM W BBICOKOUW CKOPOCTbIO pa3pabOTKH, YTO, Ha-
psAy C JOCTOMHCTBAMH, BJie4eT PUCKH MOSIBJIEHUS
HeJIOCTaTKOB B apXUTEKType, KoJie, NOoAJepKKe U
Jipyrue.

YTO4YHUM, YTO NOJ Be6-NMPUTOKEHUEM TOHHUMA-
eTcsl IporpaMMma, BblIoJIHsieMas Be6-cepBepoM, OT-
Beyamwlas Ha JUHaMUYeCcKHe 3ampockbl Be6-CTpa-
Hu1bl 1o npotokosy HTTP [7].
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Jns Be6-npunokenut UTC akTyaseH wiupo-
KU CIeKTp yrpo3, KOTOpble MOIYT MPOSIBAATHCS
B $u3UYECKOH, ceTeBOM U GecnpoBOAHON o6Jsac-
TAX MHPOPMALlMOHHOM 6e30MaCHOCTH U C03/laBaTh
MHOI006pa3Hble BEKTOPbl KOMIIBIOTEPHBIX aTaK Ha
UTC (puc. 1 [8]). B ¢usuveckoii ob6sacTu yrposbl
Be6-npuokeHUssM WTC BO3HMKAlOT BC/eACTBHE
BO3MOXXHOCTH TNPSMOTO JIOCTyNa K YCTPOHUCTBaM,
BCTPOEHHBbIM B TPAHCHOPTHbIE CPEACTBA U 0OBb-
eKTbl TPaHCNOPTHOW UHpacTpyKTyphl. Hapyure-
HUsS UHPOpPMAIMOHHOW 6e30MacHOCTH Beb6-NpU-
JIOXKEHUH MOTYT ObITb BbI3BaHbl BO3MOKHOCTBIO
OCYILL|eCTBJIEHNA aTaK Ha TPAHCIIOPTHBIE CPe/ICTBA,
00'bEKTbl TPAHCMOPTHOU UHPPACTPYKTYPHI U yC-
TPOUMCTBA UHBIX OGBEKTOB, HAXOSIIUXCSA B HEMNO-
CpeACTBeHHOM 6sM30cTH K artakyeMbiM UTC, mo-
CpeACTBOM 6eClpOBOJHOrO JJOCTyMNa. YSI3BUMOCTH

Wireless
Aftacks

PucyHok 1. O6aacmu uHgopmayuoHHoll 6ezonacHocmu UTC

S
o 2., § ab

1\ Unauthorized alteration Theft Distributed Denial I
@ usefaccess 1 , of Service (DDaS)

Eavesdropping/ \ v v l Loss of
v

wiretapping 4 reputation

'THREATS FROM INTENTIONAL ATTACKS

LOCAL PUBLIC TRANSPORT OPERATORS

{examples)

(=) Qe Ee
Metro Q . Light rail Logistics/ Smart cars.
Bus fir i
< THREATS FROM ACCIDENTS B

= J f4 4 A A b\ 3

=l

o~ S BUSE 2
TR e OB 4 D TR

Operator fuser nature
Electrical and
frequency
disturbance/
interference

suj
obsolescence

PucyHok 2. /landwagm y2po3 uHgpopmayuoHHoU
6ezonachocmu UTC

Be6-npuaoxkeHnt UTC MoryT 3KCn1yaTHpOBaThCA
TaK:Xe yJjaJIeHHO yepes CeTH.

YcnemiHble aTakd Ha BeG-IPUJIOKEHHUS MOTYT
HapyuuTb 6e30MacHOCTb MHPOpMaLUMU Biafesb-
neB UTC, TpaHCIOPTHBIX CPEJCTB U IPYTUX 0ObEK-
ToB UTC, noBsieyb HapylleHUs KOHGUJEHLUAJb-
HOCTH, L|eJIOCTHOCTH, AOCTYNHOCTH, NOJJIUHHOCTH,
HeOTCJIeXKUBAEMOCTH, IMOJOTYETHOCTH M JAPYrUX
BaXKHBIX CBOMCTB UHGOpPMAIUH.

Ba)KHBIM MHCTPYMeHTOM obecneyeHUs: UHPOP-
MalLlMOHHOW 6e30MaCHOCTU SABJIAKTCA CKaHephl
ysazBuMmocTel [10. 3pPeKTUBHOCTb CKaHEPOB ysi3-
BUMOCTeH (MX NpPOU3BOAUTENBHOCTb, TOYHOCTH
BBISIBJIEHUS] YSI3BUMOCTEN U APYyrue CBOUCTBA) Cy-
IIeCTBEHHO 3aBUCUT OT MOJIHOThI MCHOJIb3yeMbIX
6a3, 06'beMbl KOTOPBIX MOTYT GbITb BeCbMa 3HAYU-
TeJIbHBIMU. B 3TUX yc10BUAX 1esiecoobpas3Ho ajan-
TUPOBATb aJIrOPUTMbl GYHKIIMOHUPOBAHUS CKaHe-
pOB oA, KOHKpeTHble BU/bI [10 nin nucnosb3oBaTh
crielMa/iM3MpoBaHHble ckaHephl. [loj ckaHepom
ySI3BUMOCTEMN BeO-NPUI0KEHUH TOHUMAEeTCs aBTO-
MaTU3UpPOBaHHas NporpaMma 6e30MacHOCTH, KOTO-
pas UILeT NporpaMMHble ysI3BUMOCTH B BeO-NIpU-
JoxkeHUsx [7]. JlaHHbIe CKaHephI LIUPOKO MpesCcTa-
BJIeHBl KakK B popMe cBo6osaHoro I10, Tak U B npo-
IpreTapHbIX (KOMMepUeCKHUX, IJIaTHbIX) BePCUAX.

YuuTbiBasi 0CO6EHHOCTH apXUTEKTYPbl Be6-IPU-
JIOXKEHHH, a TAKKe MHTeHCUBHBIN POCT yTpO3 UMEH-
HO B IaHHOW 06/1acTH HHPOPMALMOHHBIX TEXHOJIO-
Ui, B HacToseld paboTe pacCMOTPEHbI CKaHEPHI
ysS3BUMOCTEH Be6-nmpusiokeHui (gasee — WAVS,
web application vulnerability scanners).

APXUTEKTYPA BEB-MPUNOXEHUN

Be6-npusioxkeHre COCTOUT U3 Habopa CKPUIITOB,
KOTOpblEe HAaxoOAATCA Ha Beb-cepBepe W B3aWMO-
JIeCTBYIOT ¢ 6a3aMU JAaHHBIX WM JPYTUMHU HC-
TOYHUKAMU JJMHAMUYeCcKOro KOHTeHTa. Ucnosb3ys
uHpacTpyKkTypy HWHTepHeTa, Be6G-IPUJIOKEHHUS
NI03BOJIAIOT MOCTABIIMKAM YCIYyT UM KJWEHTaM 06-
MeHUBaATbCsl UHGOpMaL el 1 MaHUIYJIMPOBATh €10
HE3aBUCUMO OT MJIATPOPMBI.

Be6-npusioxkeHre UMeeT  pacnpefiesleHHYI0
n-ypoBHEBYIO apxuTeKTypy. Kak npaBuJo, cy-
1IeCTBYyeT KJUEeHT (Beb-O6pay3ep), Beb-cepBep,
cepBep NpUJOKEeHUN (UM HECKOJIbKO cepBe-
pPOB NPUJIOKEHUI) U cepBep 6a3 AaHHbIX (CHC-
TeMa XpaHeHUs JaHHbIX). Ha pucyHke 1 npepcra-
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BJIEH YINPOILEHHbIN BUJ, Be6-IPUIOXKEHUA. Mexy
BeO-KJIMEHTOM U Beb-cepBepoM MOKeT (PYHKIHO-
HUPOBATb GpaHMay3p.

‘ —
- 8 €

Cepeep
NpUnoxeHUA

Beb6-06paysep

e

Beb-cepBep Ba3sa gaHHbIX

PucyHok 3. MHoz20yposHesas apxumeKkmypa 8e6-npuioxceHutl

KnAccuouKALMA YA3BUMOCTEN BEB-
NPUNOXEHUM

Pactymiee 4wuciao ys3BUMOCTEH Ha Beb-caii-
TaX MNOOYAW/JI0 MHOTHE OpPraHU3alUd KpUTHYe-
CKM B3TJITHYTb Ha KauyecTBO 6e30MacHOCTH CBOMX
BeO-NIPUJIOKEHUH MPUBEJIO K 06pa30BaHUIO, B TOM
4yHcJe, KPYMHBIX MeXAYHAPO/JHBIX COOOILECTB,
CTPEMSAIIUXCS K MOBBIIIEHHUI0 YPOBHS 6€30TacHOC-
TH Beb6-npuioKeHUH. JaHHBIMM COO6IlecTBaMu
npe/JIoKEHO HECKOJIbKO KIacCUUKALUNA JJIs yT-
pO3, yAI3BUMOCTEN U aTaK Ha Be6-npuiokeHus. Cpe-
JU 3THUX COOGLIECTB MOXHO BBIZIEJIUTh TaKHe, KaK
OWASP (Open Web Application Security Project) u
WASC (Web Application Security Consortium).

Knaccudpukanusa ya3sBuMocTen no

Bepcun WASC

KoHcopuuyMm mo 6e30macHOCTH BeG-IPHUJIOKe-
Huit (WASC) BeiaensieT 49 BUAOB yrpos, KJacCH-
GUIMPOBaHHBIX MO JBYM 6a30BbIM HpPHU3HAKAM:
cabocty (MpUYHMHA BO3HUKHOBEHHS YSI3BUMOCTH )
Y ataku (BU/bI aTak) [9]. [laHHas knaccupuka-
1 1s npejcTaB/eHa B Tabaune 1.

Ta6.auya 1. Kaaccugurayus yzpos no eepcuu WASC

Yrpo3sbl
ATaku Cnaboctu
3noynotpebnexue
HenpaswabHasa KoHdUrypaums
bYHKUMOHANbHBIMM
NPUNOXKEHUs
BO3MOKHOCTAMM

BpyTtdopc MHpekcauma Katanoros

NepenonHeHue bydepa

HenpasubHble paspeleHns
balinoBoii cucTembl

NoameHa nHdopmavmm

MporHo3npoBaHue ceaHcos/

VMETHBIX AAHHBIX HenpasunbHasa o6paboTka BBOAa

HenpaswnbHas obpaboTka

MeKcaToBbI CKPUNTUHT (XSS)
BbIBOAA

MozAenKa MeKCalToBbIX 3aNpOCcoB | YTeuka MHGopmaLmm

OTKa3 B 06CAyKMBaHMM Heb6e3sonacHas MHAeKcauma

CHATMe 0TNeYaTKoB NasbLes HepocraTouyHas 3awmra ot

OwwubKa popmaTMpOBaHNA CTPOKK | aBTOMATU3aLMK

KoHTpabaHaa HTTP-oTBeTOB HepocTtaTouHas ayTeHTMdUKaLMA

PasgeneHune HTTP-oTBeTOB HepocTaTouHan aBTopu3zauma

HepocTaTouHOe BOCCTaHOBAEHME

K 6 HTTP-
OHTpabaHza 3anpocos napons

PasgeneHune HTTP-3anpocos HenonHasa nposepka npouecca

HezocTaTouHbI CpoK AencTaua

LlenoyncneHHble nepenonHeHns
CeaHca

LDAP-1HbEKLMM HepocTatouHas 3awmTa

BHeapeHMe NoYTOBbIX KOMaHA, TPAHCMNOPTHOTO YPOBHA

HenpasunbHas KoHdUrypauus

BHeApeHuWe Hynesoro 6uta
cepBepa

Ynpasnexnne OC

06xoz4 Ny

MpepackasbiBaHue
MEeCTOMO/IONKEHMA PeCypCcoB

YpaneHHoe BKoueHue daiinos
(RF1)

MapLpyTHbI 06x04,

duKcauma ceaHca

3noynoTpebaeHne maccusom
SOAP

SSI-MHbEKUMM

SQL-MHbeKummn

3noynotpebnexue
nepeagpecaumeit URL

XPath-uHbeKLmm

Paclwmpenne XML-aTpubyTa

BHewHwue o6beKTbl XML

PaclmpeHne ob6bektos XML

XML-uHbEKLMA

XQuery-nHbekuua

[TomuMo sTOro, B kjaaccupukauuu WASP ykasbl-
BAeTCs, I/le B )KU3HEHHOM IjMKJie pa3paboTKu (Ipu
NPOEeKTUPOBAHUH, peas3aliuy U pa3BepThIBaHUH)
NpUJIOKEHUS] BepOsITHEE BCEro MOXET OBbITh MpHU-
MeHEeH KOHKPETHbIU THUII yI'PO3BbI.

Knaccupukanus yasBumocrei no

Bepcuu OWASP

B otninure ot WASC, KOTOpbIA OMUCHIBAET BCe
BO3MOXHbIe aTakH, mpoekT Open Web Application
Security Project (OWASP) paccmaTpuBaeT TOJIBKO
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10 OCHOBHBIX YTpo3 6€30MacHOCTH KaxK/ble 3 roza.
OH ny6JsinkyeT pedTHHT 10 HauboJiee ONaCHbIX ysi3-
BUMOCTe 6Ge3omacHOCTH B JokymeHTe «OWASP
Top 10» 1 MO3BOJISIET KOMaH/ie TPOEKTA COCPEIOTO-
YUTBHCSA Ha 3allUTe BeG-MPUIOKEHUST OT HauboJsiee
BaxkHbIX yrpo3 [10].

PedTHHT (B mopsiike yObIBaHUSI HOMepa) AeCATH
OCHOBHBIX YSI3BUMOCTEeU Be6-NPUIJIOKEHUH MO OTYe-
Ty OWASP 2021 roga npuBefieH B Tabsune 2 [11].

Ta6auya 2. Ton 10 ysa3gumocmetl 8e6-npuioxceHuli no omuemy
OWASP 2021 200a

Mecto | Tun yassumoctu
Al HapyLueHHbI KOHTPOAb AoCTyNa
A2 Kpuntorpaduyeckune cbom

A3 NHBbEKLMM

A4 Hebe3onacHbiit AM3aitH

A5 HenpasuibHas HacTpolika 6e3onacHoCcTH

A6 YA3BUMbIE U yCTapeBLUMEe KOMMOHEHTbI

A7 Cbou B MaeHTUdUKALMN 1 ayTeHTUDMKaLMK

A8 Cbom B LLEeNOCTHOCTM NMPOrPaMMHOTo 0becneyeHns 1 AaHHbIX
A9 BepneHwe xypHana 6e30nacHoOCT! U MOHUTOPUHT cboeB

A10 Moasenka 3anpoca Ha CTOPoHe cepsepa

CKAHEPbI YA3BUMOCTEW BEB-NPUNOKEHWN

Ha ckaHepbl ysI3BUMOCTEH BeO-NPUJIOKEHUN
BO3JIaraeTCsl BbINOJHEHHUE CIEAYIOUIUX OCHOBHBIX
3azgay [12, 13]:

- TIOMCK BCEX THUIOB YSI3BUMOCTEH, ONMCAaHHBIX
B OWASP top 10 [11];

- coobuieHHe 06 aTake, KOTopasi leMOHCTPH-
pyeT yA3BHUMOCTb;

- ompeJeJieHHe aTaKu C YKa3aHUEM MeCTOIO-
JIO)KeHUS CKPHUIITA, BXOJHBIX JAHHBIX U KOH-
TEKCTa;

- ompejeJieHHe YA3BUMOCTH C UMEHEM, CEMaH-
THUYECKHM O5KBUBAJEHTHBIM Ha3BaHUSM U3
OWASP Tomn-10;

- TpeAOCTaBJIeHHE BO3MOXXHOCTH TNPOXOAUTH
ayTeHTUPUKALMIO B IPUJIOXKEHUU U TIOAJep-
»KUBATb MOJIKJII0OYEHHOE COCTOSIHUE;

- obecne4ynBaTh A0CTATOYHO HU3KHUH YPOBEHb
JIO’)KHOIOJIOXKUTE/IbHBIX Pe3yJIbTaTOB.

ApXUTeKTypa CKaHepOB yA3BUMOCTel

BeO-NPUI0KEHUN

ba3oBasi apxUTeKTypa CKaHEpPOB Beb-MpPUJIONKe-
uuit (WAVS) npescrasiena Ha puc. 3.

WAVS

Mopgyne obxoaa Mogynb atakm | Mogynb aHanu3a |

N

“_ BeG-npunoxeHve <

A 4
S —_—
o S

PucyHok 4. basosas apxumekmypa ckaHepos ysisgumocmeti
8e6-npui0xceHull

A. Modyab o6xoda

O6xoA BBINOJIHSAETCA KOMIIOHEHTOM, Ha3bIBa-
eMbIM kpaysiep (Crawler). Kpaynep wucciaeanyet
Be6-NPUJIOKEHUE J1JIs1 BOCCTAHOBJIEHUSI U UJ€HTHU-
dukanuu Be6-cTpaHUL, CBI3aHHBIX BEKTOPOB BBO-
Jla, TAaKUX Kak noJist BBoja HTML-dopm, napameTpsbl
3anpoca GET u POST u daitnbl cookie. Kpome Toro,
CKaHep C03JjaeT UHJEKCHPOBAaHHBIN CIIMCOK BCeX
IPOCMOTPEHHBIX cTpaHUL,. O6Hapy:keHHe Be6-ys3-
BUMOCTEH CyIl[eCTBEHHO 3aBUCUT OT KauecTBa Kpa-
ysepa. Eciu kpaysiep nocpefCTBeHHBIH, TO CKaHep
HaBepHsKa MPONYCTUT YsI3BUMOCTH [14, 15].

b. Amakyrowuii modyab (paszsuHz)

@Da3z3UHT BBINOJJIHSETCS KOMIIOHEHTOM [0/, Ha3-
BaHueM ¢as33ep (fuzzer). ®aszep aHaIU3UpyeT
URL-azppeca cTpaHun ¥ BXOA4HbIE BEKTOPBI, IpOCMa-
TpUBaeMble KpayJiepoM, a 3aTeM OTIpaBJsIET MO-
TeHIMaJbHble 1A6JOHBI aTaKk B TOYKHU BXOJa, OII-
peZie/leHHble Ha NpeAblAylleM Iiare. ITOT KOMIIO-
HEHT reHepupyeT HellpaBUJIbHbIE, CJIyYallHble U
HeOXHUJJaHHble 3HA4YeHUs JJA 3alycKa NPOBEpPKH
Ha/IU4usl yTpo3 AJs KaXJ0HM 3allMCy U TUIIOB ysI3-
BUMOCTEH, KOTOpble MpOBepsieT CKaHep Beb-NpH-
JoxeHus. Hanpumep, AJ1s1 TpPOBEPKH HA/IM4YUA BO3-
MOKHOCTH MexcalToBoro ckpuntuHra (Cross-Site
Scripting, nanee ysi3BuMocTh XSS) aTakyoUUH# MO-
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AyJb (fuzzer) nonbiTaeTcss BHEJPUTD BPeLOHOCHBIH
ko[ Javascript [14, 15].

B. Modysaw anaausza

ITOT MOAY/b AaHAJM3UPYET Pe3yJbTaThl, MOJY-
YyeHHble Ha 3Tamne (pa33uHra, YTo6bl 06HAPYKUTh
Ha/IMYUe ySA3BUMOCTEH W MPeJOCTaBUTbH JAaHHbIE
JpyruM MoJyJisiM. Eciu cTpaHuIlbl, BO3BpalleHHble
B OTBET Ha BXOJHble TecThl AJs SQL-BHeapeHus,
coJlep>KaT Ccoo6lieHHe 00 OImMOKe 6a3bl AAaHHBIX,
MOJIyJ/Ib aHAJIN3A C/leJIaeT BbIBOJI 0 HAJIMUUH YSA3BU-
moctu SQL [14, 15].

IIpenBapuTeJbHBINH AHAJIN3 CKAHEPOB

0e3omacHoOCTH

[Ipu nccie0BaHUM CKaHEPOB MPHUMEHSAETCH /iBa
noaxojaa. B ofHOM ciyyae ckaHepbl MPOBEPSIOT-
CcAd Ha NIpeAMeT BbISABJIEHUS OJHOW KOHKPETHOU
ySI3BUMOCTH, KaK, Hanpumep, B [14, 15]. B apyrom
cJly4yae uccCieloBaTeNd B CBOUX TECTOBBIX MPUJIO-
YKEHUSIX UCINOJIb3YIOT 60JIbLIOE KOJUYECTBO BU/IOB
ysi3BUMoOcCTel [16-21].

B [16] mpoBesaeH aHanu3 3dpdekTUBHOCTU 8
KOMMEpPYECKUX CKaHEPOB YS3BUMOCTEH Ha XOpO-
10 U3BECTHBIX NPUJIOXKEHHUAX. BOJBIINHCTBO CKa-
HEPOB OOHApYXUJIO0 YA3BUMOCTb SQL-UHBEKIUU
Y OTpasuJIn ya3BUMOCTb XSS. /lpyrue ya3BUMOCTH
BOOGIIe He ObLIM 0OHAPYKEHbI UJIK 0OHApYKHUBa-

JIUCh C 0Y€Hb HU3KOM YaCTOTOM.

B [17] npoBepeHO HECKOJbKO CKaHEPOB, KO-
TOpble HE CMOIJIM OGHAPYKUTb OTpaxKeHHbIN XSS u
SQL-UHBEKIIHIO, HO CMOIJVIM 00HAPYKUTh COXpaHEeH-
HbIH XSS 1 MexcalToBbIN 3anpoc.

B [18] nmpoBe/ieH aHa/IM3 CKAHEPOB C OTKPBITHIM
HUCXOAHBIM K0oZ0M B cooTBeTCcTBUU ¢ OWASP Top 10
10 KPUTEPHUIO BO3MOXXHOCTU OOHapyXKeHUs, UCIIO-
JIb3yf CPeJHUU NOKa3aTeJlb.

B [19] npoTecTtupoBaHbl 3 ckaHepa ajs 3 pas-
JIMYHBIX BeO-MPUJIOKEHUN [0 KPUTEPUIO 0OHaApYy-
»KeHHUd YA3BUMOCTeH Koza.

B [20] ocHOBHOe BHMMaHHMe y/ieJIeHO 00HapyxKe-
HUIO COXpaHeHHbIX XSS, OCHOBBIBASICh HA pe3yJ/bTa-
Tax aHanu3a [21] 6bLIM NOATBEPKEHBI MOJIyY€eH-
Hble paHee OLlEHKHU CJ1abocTell M OrpaHHYEHHbIX
BO3MOXXHOCTEeH CKaHepOB.

B [21] npexncTaB/ieHbl HEKOTOPbIE OLLEHOYHbIE
OTYeThI 10 pe3ysbTaTaM 3anycka QualysGuard WAS
u Acunetix WVS B npoTHBOBeC BbIOPAHHOMY UCIIbI-
TaTeJbHOMY CTEHJY.

O/iHaKo, B 3TUX U APYIUMX U3BECTHBIX paboTax He
IPOBOAUJIOCH KOMILJIEKCHOE HcCe[joBaHHe 3pdek-
TUBHOCTU CKaHEPOB, B TOM 4YMCJIe HUX IPOU3BOJHU-
TeJIbHOCTU. B faHHOM paboTe mpejcTaBjieHa OLEH-
Ka OJMHHAJILIATH CKaHEPOB BeO-NPUIOKEHUU (Kak
KOMMepUYeCKUX, TaK U C OTKPBITBIM UCXOAHbIM KOZIOM )
T10 KOMIIJIEKCHBIM NOKa3aTe M 3G GeKTUBHOCTH.

Daz3uHr
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r
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Buibop

3TanoHa

Buibop
nokasartensi

PucyHok 6. Memodosozuveckull npoyecc

Metogonorua noucka yassBumoctei Beb-
NPUNOKEHNH

O61as MeTOZOJIOrHS MOMCKA YSI3BUMOCTEH U
HeJleKJIapUpOBaHHbIX Bo3MoxkHocTel 10 n3oxe-
Ha B [22] v npe/icTaBJieHa Ha pUC. 4.

[IprMeHUTENBHO K BEG-TIPUJIOKEHUAM MOPSAL0K
MOMUCKA YA3BUMOCTEH, KOTOPBIH 0/>KeH BBINOJIHSA-
ThCsl CKAHEPOM, Pe/iCTaBJIeH Ha PUC. 5.

A. Bbl6op smasioHa

11 OLleHKHU U TeCTUPOBaHUs CKaHEpPOB He0O6-
XOZUMBbl ysI3BMMble TECTOBbIE MPUJOKEHUS. ITU
MPUJIOKEHUS JIO/DKHBI OBbITh MOAPOOGHO OMMCAHBI,
co/lepXKaTh MepevyeHb BCeEX BHECEHHbBIX B IIPUJIOXKeE-
HUe cjabocTel, YTOGbI 6blla BOSMOXKHOCTb MOJIHO
onpeseNUTh BCe UCTUHHO MOJIOKUTEJbHBIE, JIOXK-
HOIIOJIOXKUTEJIbHbIE U JIOXKHOOTPUIATE/bHbIE Cpa-
6aTbIBaHUsI CKaHepa U HUX COBOKYIIHblE 3HAUYeHHUS
1o pesy/abTaTaM CKaHupoBaHusA (fanee - WII, JIII,
JIO pe3ysibTaThl COOTBETCTBEHHO).

WCTUHHO MOJIOKUTE/IbHbIE pe3y/bTaTbl OTpa-
’KAIOT KOJIMYECTBO OOHAPYKEHHBIX yS3BUMOCTEH,
KOTOpbIe AEeWCTBUTEJNBHO CYIECTBYIOT. B Be6-npu-
JIOXKEHUU JJaHHBIW MOKa3aTeJsb J0J/KEH CTPEMUTh-
CSl K HYJIIO

JIo>)XHO TMOJIOXKUTEJ/IbHbIE PE3YJIbTAaThbl TOBOPST
0 KOJIMYeCcTBe OOHAPYKEHHBIX YSI3BUMOCTEH, KO-
TOPBIX B IPUJIOKEHUH HA CAMOM /Jiesie HeT.

JloxxHO oTpuIlaTe/NbHblE Pe3yJbTaThl MOKa3bl-
BAIOT YMCJIO YSI3BUMOCTEN, BHECEHHBIX B IIPUJIOMKE-
HUeE, HO He 0OHAPYKeHHbIX CKAaHEPOM.

B ucciefoBaHUM ObLIO HCNOJb30BAHO YS3BU-
Moe Beb-npusoxkeHue u3 npoekra WAVSEP (Web

Application Vulnerability Scanner Evaluation
Project) [23]. 3Ta onieHOo4YHas 1aTGopma CoIEPKUT
KOJIJIEKLIUI0 YHUKAJIbHBIX YSI3BUMbIX BEG-CTPaHMULI,
KOTOpPBIE MOTYT OBbITh UCI0JIb30BaHbI A/ TECTUPO-
BaHUsl Pa3/IMYHBIX CBOMCTB CKaHEpPOB BeG-NpPUJIO-
YKeHUM.

HWcnosib30BaHHOE ysI3BUMOE BeO-NPUJIOKEHUE
WAVSEP BENCHMARK HanucaHo Ha java JSP u nnpe-
Ha3Ha4eHOo /Jisl OLleHKU BO3MOXKHOCTEHN, KauecTBa U
TOYHOCTH CKaHepOB YsS3BHMOCTeH Beb-NpuUJIOXKe-
HUH [24].

WAVSEP benchmark BkJ/itoyaeT B ce6s1 TECTOBbIE
IpUMephl, Ipe/icTaBJeHHbIe B TabauLe 3.

Ta6auya 3. O6wee ko1uvecmao yszgumocmetl 0151 Kajcdozo
muna 6 WAVSEP

Konunuectso Konunuectso
MUCTUHHO NO- | JIO}KHONONO-
Tun yassumoctu
NOXKUTENbHBIX | YKUTENbHbIX
KelicoB KelicoB
SQL-nHbekuma (SQL Injection) 136 10
OtpaxeHHble XSS (Reflected XSS) 66 7
YaaneHHoe BKkAtoyeHue daiinos (RFI
. . 108 6
- Remote File Inclusion)
06xoz Nyt / BKNtOYEHME
nokanbHoro daina (Path traversal / 816 8
LFI - Local File Inclusion)
b. Bvi6op uccsaedyembix CKAHEPO8
I/ICCHE,[LOBaHI/Ie npoBeJeHo B OTHOILIIeHUH

KOMMepPYECKUX CKAHEPOB U CKAaHEPOB C OTKPBITHIM
UCXOJHBIM KOJIOM, CBeJIeHUsI O KOTOPBIX IpejcTa-
BJIEHBI B Tabsnie 4 (KoMMepyecKue CKaHepbl BbI-
JleJIeHbl KyPCUBOM).
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Ta6auya 4. O6wue xapakmepucmuke uccaedyembvlX CKaHepo8

CkaHep KomnaHus / pa3pabotumk Bepcusa JInueHsua TexHonorua
BurpSuite PortSwiger 1.6.12 Commercial / Free (Limited Capability) Java
Acunetix Acunetix 10 Commercial / Free (Limited Capability) Perl

Wapiti InformaticaGesfor 2.3.0 Open Source Python
SkipFish Google 2.10 Open Source C

Netsparker Mavituna Security 23 Commercial .Net

W3AF W3af devel 1.2 Open Source Python
AppSpider Rapid 7 6.0 Commercial Java
IronWASP L. Kuppan 0.9.7.1 Open Source .Net
Arachni Tasos Laskos 221 Commercial Ruby

ZAP OWASP 23.1 Open Source .Net
Vega Subgraph 1.0(beta) Open Source Java

B. Bvibop nokazameseli 3pghekmusHoCMu cKaHe-
pos

HUccnesoBaHue MpOBOJUIIOCH C MCIOJIb30BaHU-
eM CJIe[yIIIUX NoKasaTesnel 3¢PeKTUBHOCTH CKa-
HepoB [25, 26].

A) To4HOCTb, KaK OTHOILEHHE NPaBUJIbHO 06-
Hapy»XeHHbIX ySI3BUMOCTEH K OOILIEMY YMCJY Tec-
TOBBIX YI3BUMOCTEM:

UIl
HIT + JIIT

YeM Bblllle TOUHOCTb, TEM MeHbIIIe KOJUYECTBO
JIO)KHOIOJIOXKUTE/IbHBIX pPe3yJbTaTOB, CJe/loBaTe-
JIbHO CKaHep 6oJiee TOYEH B 0OHAPYKEHUHU YSI3BU-
MOCTEH.

B) YyBCTBUTE/JILHOCTb, KaK OTHOILIEHHE Ipa-
BUJIbHO OOHapYKEHHBIX YS3BUMOCTENH K 0OLEeMY
YUCITy KOJIMYeCTBY OOHAPY>KEHHbIX YSI3BUMOCTEMH:

UII
HIT + JIO

YeMm GoJibllle YyBCTBUTEJBHOCTb, TEM MeHbIle
JIO)KHOOTPULATENbHbIX pe3yabTaToB. CiesoBaTe-
JIbHO, UHCTPYMEHT JIy4llle 0OHApyKUBAeT Ys3BU-
MOCTH.

To4yHOCTb =

l‘IyBCTBl/lTF.‘J'[bHO('.'b =

B) F-Mepa, koTopas npeJicTaB/seT CpeiHee rap-
MOHHYeCKOe 3HayeHHe TOYHOCTHU U YyBCTBUTEJb-
HOCTH, onipeesisieMasi popMyJion:

2 X TouHocTb X YyBCTBUTEJILHOCTh

F—-mepa =
TouyHOCTb + HyBCTBUTEJBHOCTD
3TU TpU INOKasaTess MOLYT ObITb HMCIOJb30-
BaHBI /1JI1 yCTAHOBJIEHUA PeUTHHIa CKAHEPOB B CO-
OTBETCTBUHM C LieJIIMU 110/1b30BaTe s beHIMapKa.

PE3YNbTATbI OLIEHKU CKAHEPOB BEB-
NMPUNOXKEHUM

CkaHepbl HCCJIEIOBAJIMCh C HCIOJIb30BaHUEM
Habopa TectoB WAVSEP.

B Tabaunnax 5, 6 nprBe/ieHbl pe3yabTaThl TECTH-
poBaHUM. Bbl/lesieHHbIE X KUPHBIM HIPUPTOM 3HAUE-
HUSA YKa3blBAIOT Ha 00lee KOJMYECTBO YSA3BUMOC-
Ted B WAVSEP, ynoMsiHyThIX B TabJsuie 5. Boige-
JIEHHbI€ KeJIThIM I[BETOM 3HAYEHHS YKA3bIBAIOT HA
YPOBEHb 06HaPYKEHHUS, B TO BpeMsl KaK OCTa/IbHbIe
- KosimuecTBO HangeHHbix UII, JIII, JIO.
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Ta6auya 5. Pesyabmamust mecmog WAVSEP 0as SQLI u XSSyﬂseumocmeﬁ no 3Haveunusim UII, JIIT, /10

PesynbTaTbl TECTUPOBAHUA
sQLl XSS
CkaHepbl
umn no nn un no nn
136 10 66 7
136 3 62 0
BurpSuite 0 4
100% 30% 93,93% 0%
136 2 44 3
Wapiti 0 22
100% 20% 66,66% 42,85%
136 0 66 0
Acunetix 0 0
100% 0% 100% 0%
102 0 65 0
SkipFish 34 1
75% 0% 98,48% 0%
136 3 64 0
Netsparker 0 2
100% 30% 96,96% 0%
81 3 19 3
W3AF 55 47
59,55% 30% 28,78% 42,85%
132 0 66 0
AppSpider 4 0
97,05% 0% 100% 0%
136 5 52 0
IronWASP 0 14
100% 50% 78,78% 0%
136 5 63 0
Arachni 0 3
100% 50% 95,45% 0%
136 0 63 0
ZAP 0 3
100% 0% 95,45% 0%
136 2 66 0
Vega 0 0
100% 20% 100% 0%
Ta6auya 6. Pesyssmamut mecmoe WAVSEP das RFI u LFI yaseumocmeti no suauenusim M1, JIT, J10
PesynbraTbl TeCTMPOBaAHUA
RFI LFI
CKaHepbl
mn no nn mn no nn
108 6 816 8
80 0 496 1
BurpSuite 28 320
74,07% 0% 60,78% 12,5%
64 0 414 1
Wapiti 44 402
59,25% 0% 50,73% 12,5%
87 0 292 0
Acunetix 21 524
80,55% 0% 35,78% 0%
39 1 312 2
SkipFish 69 504
36,11% 16,66% 38,23% 25%
57 0 467 0
Netsparker 51 349
52,77% 0% 57,23% 0%
13 1 461 1
W3AF 95 355
12,03% 16,66% 56,49% 12,5%
80 0 660 1
AppSpider 28 156
74,07% 0% 80,88% 12,5%
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106 0 288 1
IronWASP 2 528
98,14% 0% 35,29% 12,5%
46 0 162 0
Arachni 62 654
42,59% 0% 19,85% 0%
136 1 590 0
ZAP 0 226
100% 16,66% 72,30% 0%
108 0 519 5
Vega 0 297
100% 0% 63,60% 62,5%

B Ta61muax 7-10 npeacTraBJ€Hbl pe3yJIbTATbl UCCIEAOBAHHUA CKAaHEPOB IIO KPUTEPHUAM TOYHOCTH,
YYBCTBHUTEJIbHOCTH U F-Mepbl.

Ta6auya 7. Pezyasmamut mecmog WAVSEP no 3Ha4eHusim mo4Hocmu, 4yecmeaumeavHocmu u F-mepbl 0415 ysizgumocmu SQLI

PesynbraTbl TeCTMPOBaHUA
CkaHepb! sQLl
TouHoCTb, % YyBCcTBUTENIBHOCTD, % F-mepa, %

BurpSuite 97,84 100 98,90
Wapiti 98,55 100 99,26

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 97,84 100 98,90
W3AF 96,42 59,55 73,62
AppSpider 100 97,05 98,50
IronWASP 96,45 100 98,19
Arachni 96,45 100 98,19

ZAP 100 100 100
Vega 98,55 100 99,26

Ta6auya 8. Pesyremamut mecmog WAVSEP no 3HaueHusiM moyHocmu, yyecmsaumeabHocmu u F-mepbl 0415 ysizgumocmu XSS

PesynbTatbl TECTUPOBAHUA
CkaHepb! XSS
TouHocTb, % YyBcTBUTENBHOCTD, % F-mepa, %

BurpSuite 100 93,93 96,87
Wapiti 93,61 66,66 77,86

Acunetix 100 100 100

SkipFish 100 100 100
Netsparker 100 96,96 98,45
W3AF 86,36 28,78 43,17

AppSpider 100 100 100
IronWASP 100 78,78 88,13
Arachni 100 95,45 97,67
ZAP 100 95,45 97,67

Vega 100 100 100
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Ta6auya 9. Pesyasmamut mecmos WAVSEP no 3nauenusam mounocmu, yyecmeumensHocmu u F-mepot das yaseumocmu REFT

Pesynbratbl TECTMPOBAHMA

CKaHepbl RFI
ToyHoCTb, % YyBCTBUTENIBHOCTD, % F-mepa, %

BurpSuite 100 74,07 85,10
Wapiti 100 59,25 74,41
Acunetix 100 80,55 89,22
SkipFish 100 80,55 89,22
Netsparker 100 52,77 69,08
W3AF 92,85 12,03 21,30
AppSpider 100 74,07 85,10
IronWASP 100 98,14 99,06
Arachni 100 42,59 59,73
ZAP 99,08 100 99,53

Vega 100 100 100

Ta6auya 10. Pesyasmamst mecmoe WAVSEP no snauenusim mouHocmu, yyscmeumeasHocmu u F-meput a5 yaseumocmu LFI

Pe3ynbTaTbl TECTUPOBAHMUA

CkaHepbl LFI
TouHoCTb, % YyBcTBUTENBHOCTD, % F-mepa, %

BurpSuite 99,79 60,78 75,54
Wapiti 99,75 50,73 67,25
Acunetix 100 35,78 52,70
SkipFish 100 35,78 52,70
Netsparker 100 57,23 72,79
W3AF 99,78 56,49 72,13
AppSpider 99,84 80,88 89,36
IronWASP 99,65 35,29 52,12
Arachni 100 19,85 33,12
ZAP 100 72,30 83,92
Vega 99,04 63,60 77,45

I’ O6o6weHue pezy1bMamos mecmuposaHus
CBoaHble rpadvKy 3HAYEHUH TOYHOCTH, YYBCTBUTENBHOCTH U F-Mepbl /1711 HcCIeJOBAaHHBIX CKAHEPOB
M ys1I3BUMOCTeH NpHUBeJieHbl Ha pUC. 6-9.

SQL
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@=@u=TOYHOCTD %  ==@mmYyBCTBUTENBHOCH %  ==@==F-mepa %

PucyHok 7. [lokazamesau mo4Hocmu, yyecmaumeabHocmu u F-mepuol ysizsumocmu SQLI 6 WAVSEP
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Kak BuHO, B oTHOIIeHUHM ysa3BUMocTU SQLI ckaHeps! Acunetix, SkipFish, ZAP Acunetix, SkipFish, ZAP
MMeIOT caMble BbIcOKHe 3HayeHus F-Mepol (100%). CkaHepr! BurpSuite, Netsparker, AppSpider, [ronWASP
U Arachni nokasasiu 3Hauenust F-mepsl, paBHble 98%, B To BpeMs Kak y ckanepa W3AF 3HaueHue F-mepbl
coctaBu073, 62%.

TakuM o6paszom, noMmuMo ckaHepa W3AF ckaHepbl ¢ OTKPBITBIM UCXOAHBIM KOJOM U KOMMepyecKue
BapHaHTHI XOPOILO pabOTAIOT B OTHOIIEHHWH ysi3BUMoCcTU SQLI.

XSS
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PucyHok 8. [lokasameau moyHocmu, yygecmeumeasHocmu u F-meput ysazsumocmu XSS e WAVSEP

B oTHomeHuM ysi3BUMOCTH XSS 3Ha4eHUe F-Mephl y ckaHepoB Acunetix, Skipfish, Appspider u Vega coc-
TaBuJ0 100%. baiv3kre 3HaueHUs moka3bIBaloT ckaHepbl Netsparker, Arachni, Zap, Burp suite u [ronWASP.
A BoT 3addexkTuBHOCTH ckaHepoB Wapiti 1 W3AF no BceM nokasaTesisiM 3HaUUTEJNbHO HUKE.

LFI
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PucyHok 9. [lokazamesau moyHocmu, yyecmaumeabHocmu u F-mepuwl ysisgumocmu LFI ¢ WAVSEP
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B oTHomeHuu ysisBuMocTH LFI Hausy4iime pe3ysbTaThl MoJiydeHbl ckaHepaMu AppSpider u ZAP. [lpu
3TOM HU OJIUH cKaHeD He nokasa 100% 3dpdeKTUBHOCTH 110 NOKa3aTeIsIM YYyBCTBUTEJNbHOCTH U F-Mephl.

100

=== TOYHOCTL %

RFI

e=@=="yBCTBUTENLHOCb %

==@==F-mepa %

PucyHok 10. [lokasameau mo4Hocmu, 4yecmeumesabHocmu u F-mepul k RFI ysizeaumocmu 6 WAVSEP

B otHomenun ysas3pumoctu RFI 100% pe3ysb-
TaThl NoJy4YeHbl ckaHepamu IronWASP, Zap u Vega
C OTKPBITBIM MCXOAHBIM KoZ0M. HU oguH KOMMep-
yecKkU# ckaHep 100% s¢dpdekTUBHOCTH He NOKasaJl.
CaMble HU3KHE pe3yJbTaThbl MOJy4eHbl CKaHEPOM
W3AF.

3AKNIOYEHUE

JdPeKTUBHOCTb HUCCIE[0BaHHBIX CKaHEPOB
ysI3BUMOCTEN BeO-NPUTOKEHUN 3aBUCUT OT BHU-
J0B ya3BuMocTe. [Ipy 3ToM 3¢ GeKTUBHOCTb Bcex
CKaHepoB B oTHouleHuU ysa3Bumocteit SQLI u XSS
BhbIllE, YEM B OTHOLIEHUHU ysa3BumocTen LFI u RFI.

B oTtHoueHuu ysa3umocteit LFI u RFI ckanepsbl
Vega u ZAP, aBidwonyecss CKaHepaMU € OTKPbIThIM
HWCXOJAHBIM KOJIOM, NIOKa3aJu HauJydllue pe3ysb-
TaTbl, ONlepeIuB BCe KOMMepYyecKre CKaHephl.

Hasinuue oTKpBITOT0 UCXOJHOTO KOJIAa CKAHEPOB,
MOKa3bIBAKOLIMX BbICOKYI0 3QPEeKTUBHOCTD (B OT-
HOIIIEHUU HEKOTOPbIX BU/0B ysa3BuMocTer 100%)
II03BOJISIET C/eJIaTh BbIBOJ, O UMEIOLIelCsl BO3MOX-
HOCTU C03/laTh XOpPOIIMKA CKaHep YsI3BUMOCTEeH
Be6-NPUJIOXKEHNUH, MOKPbIBAIOIIUN BU/bl YSA3BU-
MocCTel, xapakTepHble UMeHHO Jiyis1 UTC.
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Abstract: The intellectualization of transport systems is accompanied by the widespread use of web applications. The paper
presents a system of criteria for evaluating the effectiveness of vulnerability scanners for web applications of intelligent transport
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AHHOTanusa: ABTOpaMu pa3paboTaHa OuGJMOTEKAa GUHAPHBIX JlepeBbeB MOUCKA. B crarbe mpepcraBiaeHbl UML-auarpaMmbl
pa3paboTaHHbIX KJIACCOB. [Ipe/yioxKeHO apXUTEKTypHOe pelieHUe AGcTpakTHas ¢pabpuka Asisi BOSMOXKHOCTH HCIOJIb30BaHHUS
HacJ/le/J0BaHUs KJIACCOB y3/10B GMHAPHBIX JlepeBbeB. PazpaboTaHbl KJIaCChl TECTOB Ha 6M6/1MOTEKY. [[puMeHeHHe pa3paboTaHHOH
O6UO6IMOTEKH IPEJJIOMKEHO IPU CO3JaHUH aBTOMAaTU3WPOBAHHBIX CUCTEM IIOCTPOEHUS IPAPUKOB TEXHUYECKOTO 06CIYKUBAHUSA U
BbIOOPA SHEPrOONTHMAIbHBIX TPAEKTOPUH ABHKEHHUS I0€3/10B METPOIIOJIUTEHA.

KioueBble ci0Ba: ZIDEBOBI/I,Z[HI:IQ CTPYKTYDPBbI, epeBO OTPE3KOB, MOAE/IMPOBAHHE TPAHCIIOPTHBIX CUCTEM.

Hasnnuue asiekBaTHBIX MOJieJiel MO3BOJISIET PO-
BOJIUTh MPOBEPKY TUIIOTE3 MPH YIIPABJIEHUU TAKH-
MU CJIOXKHBIMHM TPAHCIOPTHBIMU OO'BEKTAMM KakK
MeTpornoJyiuTeH. Pa3paboTka aBTOMAaTHU3UPOBAH-
HOW CUCTeMBbI CBfI3aHAa KaK C NPOBEPKOU TeX WJH
WHBIX aJTOPUTMOB, BbIOOpA APXUTEKTYPHBIX pe-
IIeHWH MPOrpaMMHOTI0 MPOAYKTA TaK U C BLIGOPOM
CTPYKTYPbl JAHHBIX, KOTOpPasl UCIOJb3YyeTCSA MPHU
peasn3alUu BbIOPAHHOTO ajaroputma. JJjis xpaHe-
HUS B OllePaTUBHOM MaMATH 06 bEKTOB 0OBIYHO HC-
MOJIb3YIOT CTAaHAAPTHBIE CTPYKTYPHI IAaHHBIX TAKHE
KaK MacCCHUBBI, CIIUCKHU, CTEK WU ouepenb [1]. Jas
peasiM3ali KOHKPETHBIX 33/1a4 aBTOPbBI, KaXKAbIH
npy pa3paboTKe cBoell KOHKPETHON aBTOMaTH3U-
POBAHHOW CUCTEMBI, CTOJKHYJICS C HEOOXOAUMOC-
THI0O UCIOJIb30BAaHUS CTPYKTYpPhl JAHHBIX GUHAp-
HOe JlepeBO MoucKa [2] uau eé pa3HOBUAHOCTHIO
- JIepeBOM OTpPe3KoB [3].

JIBOoM4HOE JIepeBO MOUCKA MO3BOJISIET MIPOU3BO-
JUTb TIOMCK M BCTABKY 3JIEMEHTOB C aJITOPUTMHU-
4ecKo# cnoxHocTbio O(log,(n)) B TOM Ciiy4ae, eciu
JlepeBo sABJsieTCs c6aJlaHCUPOBAHHBIM, HHAYe, Jie-
PEBO MOXET BBIPOJUTHCS B CIIMCOK, U AJITOPUTMHU-
yeckasl CJIO)KHOCTb BbILIEYKA3aHHBIX OMNepanun
yBeJIU4UThCs 10 0(n).

[llupoko M3BECTHBIMH CaMObaaHCUPYIOIIUMU-
cs1 GUHAPHBIMHU JlepeBbsMU siBAsATCA ABJI-fepeBo
MU KpacHo-4yepHoe aepeBo. ABJI-nepeBo Ha3BaHO B
YecTb ero co3jjaTesel — COBETCKUX MaTeMaTHUKOB [.
M. AznenbcoHa-Beabckoro u E. M. Jlanauca. banan-
cupoBka ABJI-gepeBa pgocturaercd oAWHapHBIMU
Y JIBOMHBIMU JIEBBIMU U MpPaBbIMU MOBOPOTaMU. B
KpacCHO-4YepHOM JiepeBe B 6a/laHCUPOBKE Y4acTBYeT
[|BET y3/1a U OIMHOYHbIE TOBOPOTHI.

JlepeBo oTpe3koB (UM JilepeBO HWHTEPBAJIOB)
npeJcTaBjasieT COO0M CTPYKTYypy [AaHHbBIX, HUCIO-
JIb3YIOIYI0 c6aJlaHCUPOBAHHOE JABOWYHOE JIEPEBO
Y XpaHsilllee MHTepBaJibl B Ka4YeCcTBe 3Ha4YeHul [3].

Hcxoas U3 BBINIEU3TO0XKEHHOTO GbLIM pa3pabo-
TaHbl UML-AuarpaMmsbl [4] nHTepdecoB 1 KJ1acCoB
OGUOJINOTEKHU.

Hepapxusa untepdeiicoB 6U6IM0TEKH NpeCcTa-
BseHa HWKe (Pucynok 1).
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PucyHnok 1 - Hepapxusi unmepgeiicos 6ubauomexu

1 peanusanuy 6M6/1M0TeKH GMHAPHBIX JlepeBbeB aBTOPbI pa3paboTa/iv HepapxHio 6a30BbIX KJIACCOB
y3J10B (Pucynok 2) u kaccel peanusanuu y3/aoB (Pucynoxk 3).
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PucyHok 2 - Hepapxusi 6a308blx K/1acco8 y3/1a 080U4HO20 depesa NoucKa
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PucyHok 3 - Kaaccbl peaausayuu y31a 6UHApHo20 depesa noucka

Hepapxnﬂ 0a30BbIX KJIACCOB OGMOJIHOTEKU A€peBbEB U UX KOHKPETHDBIX peanmaunﬁ npeacTaBJIEeHbl

Huke (PucyHok 4, PucyHok 5).
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PucyHok 5 - Kaaccwl peaausayuu 080u4Hblx depesbes NoUcKa

HWepapxusa 6a30BbIX KJIACCOB GMOIMOTEKH [lepeBbeB OTPE3KOB U UX KOHKpeTHasl peav3alys NpeJcTa-
BJIeHbI HIKe (PucyHok 6, PucyHok 7).
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PucyHok 7 - bubauomeka k/1accos depegbeg UHMEpP8a108

BaseBinaryTreeNodeFactory=TElement. TNode = A

Generic Abstract Class
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P
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Generic Sealed Class Generic Sealed Class
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PucyHok 9 - Hepapxusi KOHKpemHbIX peaaudayuil KAaccos abpuk y3108 6UHAPHLIX depedbes NoUcKd

Kax b1l ks1acc nepeBa arperupyeT KJiacc cBoe-
ro KOHKpeTHOro ysJa. [Ipu peasusaunuu KJaccoB
y3JI0B aBTOPbl HCIIOJIb30BaJd aApXUTEKTYpHOe
peiteHne AGcTpakTHas ¢abpuka [5]. Hepapxus
6a30BbIX KJIACCOB M HMX KOHKpPETHas peaju3alus
npezcraBieHbl HUKe (PucyHok 8, PucyHok 9).

PaspaboTaHHoe pelreHue (solution) conep-
JKAT 4eTblpe MpoekTa: Demo AJis JEeMOHCTPaLUU
paboThl 6UOJIHUOTEKH, StageLibrary — KOHKpPET-
HOe UCI0JIb30BaHHe OMOJINOTEKU JlepeBbeB UHTEP-
BaJIOB [iJis1 PaGOThI C OrPAaHUYEHHUSIMU CKOPOCTH Ha
neperoHe MeTpONOJIMUTeHa, Trees - GUOJMOTEKA
JIBOUYHBIX lepeBbeB U Trees . Tests - 6UbAUOTE-
ka TectoB (PucyHok 10).

Ha paspa6oTaHHble K/acchbl HallMCaHbl aBTOMa-
THU3UPOBaHHbIE TECTHI [6]. Bce my6inuHbIe MeTO/bI

a g Solution ‘Treelibrary’ (4 of 4 projects)
b &= Demo
b &l Stagelibrary
4 8 [cE Trees
b #8 Dependencies
P 8@l _stylecop
P 87 Factory
b a1 Interfaces
P a1 Intervals
P 8] Nodes
P ald Tree
4 8T Trees.Tests
b &4 Dependencies
P agl _stylecop
P 81 Nodes
P a1 Trees

PucyHok 10 - PazpabomaHHoe peuieHue ¢ npoekmamu

Test Explorer

> P» -l As7|087|60 H-EHE 8-
Test Duration  Traits Group Summary
@ TreesTests (87) 42 ms e e
4 @ wMath.Collections.Tests (12) 19 ms y
b @ IntervalTreeNodeTests (5) 7 ms Tests in QFOUP : 87
b & TreeNodeTests (7) 12 ms @ Total Duration: 42 ms
4 @ Trees.Tests (40) 17 ms
b @ AviTreeTests (40) 17 ms Outcomes
4 @ Trees.Tests.Trees (18) 6 ms
b @ IntervalTreeTests (9) 3ms Q 87 passed
b @ IntervalValueTreeTests (9) 3 ms
4 © Trees.TreeTests (17) < 1ms
> @ BSTTests (17) <1ms

PucyHok 11 - HHcnekmop mecmos
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IMOKPBITBI TE€CTaMHU C PA3JIMYHBIMHW BaApHUAHTAMH chCOK UCNOoNb30BaHHbIX UCTOYHUKOB
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Application of tree data structures for systems modeling

BacusibeBa MapuHa AnekceeBHa, PuiunyeHko KoHcTtaHTuH MuxaityioBu4

Abstract: The authors developed a binary tree search library. The article presents UML diagrams of the developed classes. The
authors supposed Abstract factory design pattern for the opportunity of using search trees’ node classes inheritance. The unit tests
one developed. This library can be used in the creating the scheduling technical maintenance calculation automated system and the
metro train energy optimal trajectory calculation system.
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Abstract: The article gives an overview of the evolution trends and stages of rail operations control centres (ROCCs) and outlines
their future development and challenges in the context of the digital transformation of railway transport. It addresses the key
aspects of further evolution of ROCCs in terms of closer integration of various functional layers and systems, automation of control
and supervision functionalities, application of new data processing methods based on artificial intelligence.

Keywords: Railway transport, digital transformation, Rail Operations Control Centres (ROCC), rail traffic control models, ERTMS,

FRMCS, artificial intelligence, deep learning, Big Data.

INTRODUCTION

The modern concept of ROCCs appeared in the
late 1990s and early 2000s and was associated with
the large-scale migration of railway signalling sys-
tems (electric interlocking (IXL), automatic block
(AB), centralized traffic control (CTC), remote moni-
toring and diagnostics systems etc.) to computer-
based technology, mass deployment of automated
workstations (AWS) based on high-performance
personal computers and construction of high-ca-
pacity fibre-optic data communication networks.
The latter radically improved the automation of the
collection and communication of information and,
consequently, enabled a much greater centralization
of supervision and control with the concentration
of operating personnel in network-level (regional)
centres that cover several dispatcher-controlled ar-
eas of one or several railways.

The ROCC is in many ways the “showcase” of a
railway company that shows its technological ca-
pabilities. In the years to come, an even more rapid
worldwide improvement of ROCC technological ca-
pabilities can be expected due to the very significant
advancements in digital technology and the emer-

gence of new solutions for collecting, processing and
exchanging information, as well as the constantly
improving methods of ergonomic workplace design.

Currently, different countries are at different
stages of Rail Operations Control Centre develop-
ment, ranging from ROCC 1.0 to ROCC 3.0. Often,
those stages coexist within one and the same net-
work, while the most advanced railways regularly
upgrade their infrastructure and Operations Control
Centres, thus furthering the migration towards the
target state.

FRoM ROCC 1.0 TO ROCC 4.0

Traffic control came into existence in the early
20-th century due to the requirement of better
rail traffic safety in the absence of well-developed
technical means of supervision. Its emergence was
greatly facilitated by the invention of the telegraph
and telephone.

A first-generation Rail Operations Control Centre
(ROCC 1.0) was a traffic controller’s individual office
with a desk, on which there was a drawn train graph,
a service telephone and selective communication.
The length of a dispatcher-controlled areas managed
by a single controller ranged from 30 to 50 km.
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The development of communications and comput-
er technology in the 1960-70s largely changed the traf-
fic control system and allowed deploying the second-
generation Rail Operations Control Centres (ROCC 2.0)
that featured centralized control and supervision of
railway stations. The length of a dispatcher-controlled
area in some cases reached 150 km.

Another important milestone in the late 1990s
was the introduction of fibre-optic communication
lines in railway transport. This enabled the creation
of the third-generation Rail Operations Control Cen-
tres (ROCC 3.0) that were independent of railway
communications and capable of managing longer
lines. Since then, the Operations Control Centres be-
came associated with the respective networks and
were located in premises in proximity to the railway
headquarters. Dispatcher-controlled areas became
larger with a single dispatcher-controlled area be-
ing up to 300 km in length.

ROCC 3.0 is characterized by specialized com-
puter software that automates a traffic controller’s
routine operations, including an automatic train
graph, the availability of automated inquiry systems
that enable real-time interaction with various units
of the railway company and the Control Centres of
other railways, as well as with emergency response
services and other public agencies. For the purpose
of planning and scheduling, the Control Centres be-
came integrated with infrastructure and traction
resources management centres. The ROCC was pro-
vided with an Operational Visual Display System
that visualized information on the transportation

process required for operational decision-making
and elements of predictive analytics based on sta-
tistical data regarding the performance indicators of
the transportation process.

The control cycle as part of the ROCC 3.0 mod-
el can be conventionally divided into the follow-
ing stages: prognosis, planning, traction resources
management, operational management, train graph,
analysis of operational activities. The overall control
cycle is shown in the diagram (Fig. 1).

At the stage of ROCC 3.0, the process of asso-
ciation between the train schedule and centralized
traffic control is automated, while dispatcher-con-
trolled areas are equipped with in-station automatic
route setting (ARS) systems. An active development
of this concept along with the deployment of fun-
damentally new methods of real-time information
processing predetermine further transition to the
target model of ROCC 4.0.

TARGET STATE OF ROCC 4.0

What characterizes target state of ROCC 4.0? The
distinctive features might include the following (see
Fig. 2):

- Storage and processing of information in the

cloud;

- Adaptive planning and management using
deep learning and digital twins;

- A single multi-agent hardware and software
platform with deep software integration of
planning, train timetable correction, manage-
ment of traction resources, locomotive crews,

IT systems supporting IT systems supporting traction Infra maintenance man-
infra management resources management agement
Y Y A4
> Plannin = Traction management » Dispatching system
2 Corrected - Day plan e 2
timetable
. : (Plans eg(lecuted
| - = . timetable punc-
|Solutions ! rt}’;‘:_;";?;";";&?gs Operations Control Centre TMS i tuality, freight
: Y i volumes carried
: ] etc.)
L e e e e e e e e e e e e e e e e e £ e e e e e e e b
Prognosis - Pialistics Analysis ‘Reports and logs Train graph -
A A A
IT systems supporting IT systems for operations analy- Signalling installations
clients services sis and statistics

Fig. 1. Control cycle in the ROCC 3.0 model
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Fig. 2. ROCC 4.0 architecture

infrastructure, etc.;

- Implementation of real-time command and
control mode through integration with ARS
systems;

- Integration with on-board ATO units.

Obviously, implementing the above principles
of ROCC 4.0 will cause further consolidation of the
existing Control Centres with possible migration
towards new models of traffic control that are not
associated with the geographical boundaries of rail-
way networks (with the size of controlled regions of
up to 1500 km).

On a separate note, the further evolution of Rail
Operations Control Centres (at least in the EU) will
largely depend on the development of the European
Traffic Management Layer (ETML) of ERTMS that is
responsible for schedule-based train running. Such
developments might be encouraged by the ongoing
testing and standardization of “ATO over ETCS” func-
tionality and equipment and the expected migration
towards GoA3 and GoA4 train operation (i.e. autono-
mous trains) [1]. In some countries, national control
systems are also developing along these lines. The
introduction of the FRMCS next-generation railway
radio communication standard will greatly contrib-
ute to further development.

It should also be noted that, with active deploy-
ment of the ARS mode and driverless train driving, an

ever-growing part of vital functions related to train
safety could be transferred to ROCCs, which might
raise the matter of ensuring the required level of
functional safety of the control hardware and soft-
ware system. In different countries, the requirements
for such system in term of the safety integrity level
(SIL) may vary from SILO to SIL4. Such requirements
are currently not internationally standardized, but
the discussion is ongoing as part of projects funded
by Shift2Rail, the European program for innovative
development of the railway industry, that are aimed
at developing and testing the above technologies.
Probably, over time, closer towards the middle
of the 21-st century, a new paradigm of ROCC 5.0
will come in life, that for now appears to be very
futuristic That would be a multi-feedback, Big Data
based adaptive control model that essentially in-
volves automatic generation and optimization of the
market demand (in both the freight and passenger
segments) based on historical data analysis, close
integration with various systems for collecting and
aggregating customer data and notifying (maybe in-
dividually as well) passengers and consignors/ship-
pers on the optimal routes, services, discounts, etc.
[2-3]. In other words, this is a case of practical im-
plementation of “mobility as a service” (MaaS), i.e.
on-demand transportation with automatic optimal
distribution of network loading by smoothing the
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amplitude of client requests and route optimization
in terms of time and itinerary. Within this paradigm,
the concept of “planning” and “initial timetable”
might become redundant. A distributed, real-time,
multi-feedback artificial intelligence system that is
continuously analyzing historical data, self-updat-
ing and self-learning may replace the ROCC and traf-
fic controllers. This transformation may be impeded
by the limitations associated with the chosen con-
trol model, computational power, communication
channel capacity, cyber vulnerabilities, as well as
the requirement of transportation safety and evacu-
ation of people, freight and equipment in emergency
scenes or failure of robotics.

CONCLUSION

If one takes into consideration today’s digital
trends, the current stage of Rail Operations Control
Centres development could be defined as ROCC 3.0.
This stage is characterized by a trend towards the
integrated management of train flows, traction re-
sources, infrastructure and transport safety. How-
ever, at this stage of development, train handling
and conflict resolution still primarily depend on the
expertise and experience of traffic controllers.

Further evolution of Rail Operations Control Cen-
tres, taking into account the target state of ROCC 4.0,
involves the automation of intelligent control func-
tions, i.e. the implementation of real-time control
systems based on artificial intelligence (machine

ABOUT THE AUTHORS

learning), Big Data processing methods and predic-
tive analytics [4]. ROCC 4.0 is in fact a control model
with constant feedback, and the target state can be
achieved by expanding the feedback and increasing
the efficiency and reliability of information through
the application of different control, monitoring and
diagnostics tools, including mobile (for example,
drones with computer vision and other tools for vid-
eo and photo recording) and fixed devices (comput-
er vision systems at passenger and freight stations,
integrated checkpoints for diagnostic and monitor-
ing rolling stock at marshalling yards, distributed
acoustic sensing systems for fiber optic lines, etc.).
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