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Abstract: In 2006, the European Union adopted the Services Directive, which establishes the obligation to establish unique points of 
contact through which citizens and businesses receive certain services from government bodies. The Services Directive uniϐies the 
services market throughout the European Union and creates an obligation for each Member State to improve its way of providing 
services to citizens. Citizens are accessing services through digital identities.

Having in mind that Bosnia and Herzegovina have for more than 65% turnover with EU countries, there is a need and legal 
obligation for the introduction of the same standards in the ϐield of digital services and digital identities in BiH as in the EU. Citizens 
and businesses in Bosnia and Herzegovina need to have same position with competitive and compatible markets in EU countries. 
To validate digital identities, it is possible to use ID documents in BiH. This paper described the way of validating the digital identity 
in BiH using ID card or passport. ID documents issued according to ICAO 9303 standards and EU regulations must have embedded 
chips. These documents can be used to access electronic services as well as for digital identity veriϐication.
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INTRODUCTION

With the development of technologies, electronic 
procedures can be created in which persons with 
real identities appear through digital identity. Per-
sons can be involved in the procedures accessing 
appropriate resources, while the Internet becomes 
the medium to which resources are connected and 
through which communication is made. Following 
technological development, public administrations 
have to adapt their business processes to make their 
activities more efϐicient and cost-effective, and open 
new channels of communication with citizens.

Electronic procedures contribute to the modern-
ization of public administrations, making them more 
efϐicient. The use of electronic procedures is shown 
to be cost-effective, both in terms of cost and time. 
The European Union has deϐined the obligation to 

establish a single market and the same conditions in 
the EU Member States, and later on, in accordance 
with the “e-government” objectives, foresees the es-
tablishment of electronic procedures and services 
not provided for in the EU Services directive of the 
European Parliament and of the Council of 12 De-
cember 2006, (2006/123/EC) [5]. The principles 
deϐined in the Services Directive can therefore also 
be used when providing services to business enti-
ties. The European Commission has adopted two de-
cisions to implement the Services Directive.

The ϐirst is the Decision of 2 October 2009 [1] on 
the establishment of practical programs for the ex-
change of information by electronic means between 
Member States in accordance with Chapter 6 of the 
Services Directive. In accordance with that deci-
sion, the Internal Market Information System (IMI) 
is used to exchange information for the purposes of 
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the Services Directive. The Internal Market Infor-
mation System was established in accordance with 
Decision 2004/387/EC of the European Parliament 
and of the European Council of 21 April 2004 on the 
interoperable delivery of pan-European “e-Govern-
ment” services to public administrations, business-
es and citizens (IDABC) [3].

The second decision is the European Commis-
sion Decision of 16 October 2009 [7] on the estab-
lishment of measures enabling the use of electronic 
means by means of “points of single contact” (PSCs 
– Points of Single Contacts) in accordance with Di-
rective 2006/123/EC on services in the internal 
market. This Decision concludes that the comple-
tion of procedures and formalities through PSCs 
must be possible across borders between Member 
States as deϐined in Article 8 of Directive 2006/123/
EC. In order to comply with the obligation to simpli-
fy procedures and formalities and to enable cross-
border use of SCPs, procedures by electronic means 
should rely on simple solutions, including the use of 
a digital signature and digital identity. It is for these 
purposes that they can use ID documents, which can 
store digital signatures. PSCs are online e-govern-
ment portals that allow you to [7]:

 - Find out about the rules, regulations and for-
malities that apply to service activities

 - Complete the administrative procedures on-
line (by submitting the necessary application 
forms and supporting documents etc. elec-
tronically)

All national PSCs are part of the European EUGO 
network.

After an appropriate risk assessment, speciϐic 
procedures and documents may require an ad-
vanced digital signature, based on a qualiϐied certiϐi-
cate, which is equivalent to a manual signature. Each 
Member State shall establish, maintain and publish, 
in accordance with certain technical speciϐications, 
a “conϐidential list” containing minimum informa-
tion regarding accredited providers of certiϐication 
services.

Implementation of the European Directive on 
Services by Member States requires the adoption 
of legislative and organizational measures. For the 
implementation of the EU Services Directive, the EU 
has adapted the legislation and implementing reg-
ulations in such a way that legal transactions that 

are conventionally made and legal transactions that 
are digitally made are placed at the same level. The 
EU Services Directive is related to the Treaty on the 
Functioning of the European Union [21], in particu-
lar in the part relating to the Internal Market of the 
European Union. Treaty relating to the establish-
ment and functioning of the EU govern the freedom 
of movement and performance of the Union’s entire 
territory. National legislation regulates service ac-
tivities in accordance with Articles 49 and 56 of the 
Agreement on the Functioning of the EU [21]. It is 
imperative that public administrations must adapt 
their procedures so that they can provide electronic 
access to services through one or more access points 
within the country.

The purpose of the EU Services Directive is to 
create equal and competitive conditions throughout 
the Union. As Bosnia and Hercegovina has the larg-
est turnover with the EU, it is necessary that there 
are similar business conditions and similar servic-
es in BiH as in the EU. Bosnia and Herzegovina has 
the largest share of its business exchanges with the 
European Union and CEFTA countries. According 
to the Chamber of Commerce of Bosnia and Herze-
govina, from the total commodity exchange in 2016, 
65.18% refers to European Union countries and 
13.5% to CEFTA countries [28]. In addition, Bosnia 
and Herzegovina, by signing the Association Agree-
ment (The Stabilization and Association Agreement 
between Bosnia and Herzegovina and the Euro-
pean Union was signed on 16 June 2008) [24], has 
undertaken to align its legislation with EU legisla-
tion. Chapter IV of the Stabilization and Association 
Agreement between Bosnia and Herzegovina and 
the European Union deϐines freedom of movement 
for goods between Bosnia and Herzegovina and the 
European Union and Chapter VI of this Agreement 
deϐines the obligation to harmonize legislation in 
Bosnia and Herzegovina with European Union (Ar-
ticle 70 paragraph (1) of the Stabilization and As-
sociation Agreement between Bosnia and Herze-
govina and the European Union reads as follows: “1. 
The Parties acknowledge the importance of harmo-
nizing existing legislation of Bosnia and Herzegov-
ina with EU legislation and its efϐicient implemen-
tation. Bosnia and Herzegovina will seek to ensure 
the gradual alignment of its existing laws and future 
acquis with the acquis. Bosnia and Herzegovina will 

June 2018        Journal of Information Technology and Applications        33



JITA 8(2018) 1:32-41 SINISA MACAN:  

ensure proper implementation and implementation 
of existing and future legislation.)[24]

In order to provide access to electronic services 
provided by a public administration, it is necessary 
to identify person who ask some service from public 
administration. The service can be accessed via the 
Internet, and the person must be efϐiciently authen-
ticated and reliably validate his real identity through 
digital identity.

In this paper, the main issues of digital identity in 
Bosnia and Herzegovina are presented. The analogy 
between the real and digital identity is established, 
and the concept of identity management is de-
scribed. Furthermore, an identity-based identiϐica-
tion concept based on the ICAO 9303 document was 
presented through an electronic document. Finally, 
based on the ICAO 9303 document, a document ID 
system was established in Bosnia and Herzegovina 
and the content of the BiH electronic ID card was 
presented, which can be used as a means of validat-
ing the digital identity in Bosnia and Herzegovina.

THE NOTION OF IDENTITY

Identity is a set of all known personally identi-
ϐiable information. The number of this data can be 
extremely high. This is birth data, names and sur-
names, relatives, physical characteristics, preferenc-
es, profession and education, social status, health, 
and a complete set of characteristics that identiϐies 
a person. However, one part of a data set to a per-
son can uniquely identify such a person, or make 
his authentication. A person appears, we know his 
identity by name and surname, and the competent 
state authority through the identiϐication proce-
dures conϐirms that this really is that person. Such a 
person has access to certain jobs or education or so-
cial protection system or other resources available 
in the real world [20].

People in real life access resources. For some 
more important resources, they must have special 
access permissions, which are obtained on the basis 
of appropriate certiϐicates issued by other entities 
from the real world. Such entities can be organiza-
tions or individuals. For driving a car, it is necessary 
to identify the person and to know his identity that 
he knows how to operate the car in order to enable 
him to use such a resource. If he or she does not pos-
sess the knowledge to manage such a resource, it 

can cause a breach of security and a violation of the 
rights to the health and life of others. Conϐirmation 
that a person of a particular identity can manage the 
vehicle’s resource is reissued by the state authority.

The real identity model consists of the following 
terms [22]:

1. A person with certain characteristics has a 
certain identity

2. Identity is a set of data about your face, such 
as its properties, preferences and features

3. Characteristics are information about the 
person who determines it, such as name, sur-
name, date of birth, health data, and data ac-
quired through education, skills and the like

4. Preferences are information about a person 
that characterizes the person’s habits

5. Characteristics are data that the person inher-
its, such as hair color, eyes or biometric data

6. A resource in a real world is a property or a 
right or a public good for which a person may 
have an interest

7. A person conϐirms his information with spe-
ciϐic evidence of his identity issued by an 
authorized body, such proof is in real life an 
identity card or identiϐication document

8. Identiϐication information is on the given 
identity certiϐicate

9. The authentication procedure determines 
whether a person with a certain identity has 
the right to access the appropriate resources

The above text explains the notion of identity and 
the way of identifying a person in the real world. 
The Internet is a global information and commu-
nication system that contains many sets of digital 
data, that is, logical resources that can be accessed 
from the real world through access devices. As data, 
as logical resources, does not have a conventional 
physical reality, this digital world within the Inter-
net is also called a virtual world. Data sets on the 
Internet are models of real or abstract objects in a 
computer-readable form. A special case of a model 
of a real world object is a model of a citizen. Each 
model, and so on, the citizen model, in order to be 
practically usable, it should be authentic to the orig-
inal to the extent that it descriptively contains the 
user requirements.

In the real world, state authorities establish citi-
zens’ registers, and issue personal documents that 
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serve to authenticate citizens. In the case of a citi-
zen register, user requests arise from the relevant 
national and accepted international normative solu-
tions in the domain of law. If a set of citizen model 
data sets is sufϐicient to establish a mutually unam-
biguous correspondence between a citizen and an 
appropriate subgroup of citizen data in a computer 
readable form on a request, we will say that this sub-
set of data represents the digital identity of citizens. 
For the real functioning of the real and virtual world, 
it is necessary to establish a system of trust between 
the entities from the real and the digital world, that 
is, to establish mechanisms for the conϐirmation of 
access to resources from the digital world.

The digital identity of a citizen can be used in 
many ways. For an example, it can be the basis for 
managing the right of access to physical or logical 
resources within a computer or communication sys-
tem. Today, there are several global systems for this 
purpose and are known under the common name of 
identity management systems (the US National In-
stitute of Standards and Technology - NIST working 
with the Department of Commerce has deϐined one 
of the systems for managing identities. Of particular 
security interest are identity management systems 
at border crossings, such as the Schengen Informa-
tion System (SIS) [6].

Digital Identity and Internet
The Internet, with all the computers connected to 

the Internet, contains a real-world model in which 
digital resources are stored and exchanged with re-
sources, that is, information available under certain 
rules [23].

In the business world, especially in the banking 
sector, the concept of user identiϐication has been 
established in order to conduct banking transac-
tions. A large number of companies issue special 
cards for accessing resources and conducting busi-
ness activities.

In accordance with the needs, Identity Manage-
ment has been developed. In a digital environment 
that, via Internet technologies, is expanding to a 
global digital environment, a certain entity through 
communication channels provides a set of informa-
tion about itself. The set of information available is 
changed depending on the context. Identity manage-
ment allows a person to use an exact digital identity 

at a given time, for the purpose that he needs, the 
relationship is used in the right context at the right 
time. Identity management is viewed as a concept 
for [20]:

 - deϐining the actual identity of the person rep-
resented,

 - keeping relevant information about the entity, 
or a person in a safe and ϐlexible manner,

 - providing access to information in a well-de-
ϐined manner in an adequate environment,

 - the establishment of a ϐlexible, distributed 
and high-quality identity management infra-
structure.

In order to realize the concept of digital identity 
management, it is necessary, through appropriate 
steps, to authenticate the person, or to present it. A 
person or entity may be represented, for example, in 
the following ways:[8]

 - something that the person knows (username 
and password)

 - something that a person has (a corresponding 
token or card)

 - something that the person possesses and 
knows (identiϐication card)

 - something that the face is (biometric data)
 - something that a person is and what he knows 

(biometric data with a credit card with an 
identiϐication code.

Once a person is presented or authenticated, 
then the authorization process, that is, conϐirming 
the allegations from the authentication process and 
approving access to resources, is initiated.

It is possible to introduce an access control 
mechanism when determining whether a person 
really has the right to access certain resources. 
The monitoring mechanism involves determining 
whether all identity management processes are 
adequate [15].

The concept of a digital identity is a real-world 
identity model. In the real world, each individu-
al is identiϐied by registering himself, giving his 
name, surname, and other attributes that make him 
unique. Institutions of trust, which perform the act 
of registering a person, are the authorities of the 
state. These authorities shall issue appropriate doc-
uments to persons, as a kind of evidence of the per-
son’s identity. On the basis of these documents the 
right of movement and freedom is allowed.
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One person can have a larger number of digital 
identities. As a large number of social activities, in-
cluding business, take place through the Internet, 
there is a need for standardizing the process of cre-
ating a digital identity, and modeling a digital iden-
tity with a real identity.

In the real world, personal identiϐication docu-
ments are issued. Personal documents have evolved 
into electronic personal documents in the last ten 
years, that is, standards have been created that en-
able the issuance of personal documents with a 
built-in chip, which contains stored data that can be 
used for identiϐication purposes in the digital world.

ICAO System of Documents
Freedom of movement, and the right to personal 

safety and security and the right to nationality and 
the choice of a home where a person is to live are 
guaranteed by international documents. Documents 
adopted by the United Nations are incorporated into 
the constitutions of the UN member states. Also, the 
documents adopted by the Council of Europe and 
the European Union guarantee the rights to freedom 
of movement, and the right to citizenship, security 
and personal freedom [6].

Through the evolution of legal regulations guar-
anteeing fundamental freedom and human rights, 
control mechanisms have been developed, as well 
as mechanisms for implementing certain guaran-
teed rights. With the development of technologies 
and the development of trafϐic in the twentieth 
century, the need for a man to travel and change 
the place of residence and work has been increas-
ingly expressed. Globalization completely changes 
the needs of man, and the jobs that a person per-
forms. Also, the needs of man change, and the need 
for travel between countries and continents is ex-
tremely evident. A modern man travels for work, for 
learning, for curiosity and for tourism. There is an 
extremely intensive trafϐic between countries and 
continents.

The most common way of transport is by plane. 
At the beginning of the second decade of the twenty-
ϐirst century, approximately 2.8 billion passengers 
were transported on airplanes [25], which is about 
7.5 million passengers per day.

At airports it is necessary to provide a complete 
infrastructure that ensures fast ϐlow of passengers, 

but also a safe border crossing. The United Nations 
legal framework, which is translated into regional 
and national legislation, guarantees the right to 
freedom of movement, but also the right to a safe 
environment and personal freedom. The data indi-
cate that the largest number of passengers between 
countries, but also between continents, uses air traf-
ϐic. Border crossings have been established at air-
ports. Crossing the border should be quick in terms 
of a guarantee of the right to freedom of movement, 
but at the same time it should guarantee the right to 
a safe environment, or to reduce the risk of passing 
passengers that could endanger the safety of others.

The United Nations International Civilian Avia-
tion Organization (ICAO) creates standards for 
identiϐication documents that are implemented in 
Member States and which should facilitate border 
crossings, and improve controls and reduce the risk 
of unwanted border crossings. Thus, ICAO deϐines 
standards for ID documents (ICAO - International 
Civil Aviation Organization) in ICAO 9303 document 
[26]. Members of the ICAO are 191 countries.

The intensive development of technical possibili-
ties related to the system of documents created the 
need for continuous improvement of recommenda-
tions and standards. The current valid ICAO docu-
ment 9303 includes the following group of docu-
ments [26]:

1. Part 1: Introductory document, seventh edi-
tion from 2015 - introductory part contain-
ing general data, links to other standards, de-
scriptions of concepts and structure of docu-
ment 9303.

2. Part 2: Safety Speciϐications for Design, Pro-
duction and Issue of Machine-Readable Doc-
uments, Seventh Edition of 2015 - deϐines 
mandatory and optional speciϐications and 
prerequisites that must be met by the compe-
tent ICAO Member States issuing documents 
to ensure the process of issuing and person-
alizing personal documents, the protection of 
the rights of the document holders, and the 
measures taken to reduce the risk of forgeries 
of documents. Mandatory and optional speci-
ϐications for the physical protection of the 
document itself, and the premises where the 
documents are produced and personalized, 
and recommendations for ofϐicers working on 
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procedures related to document identiϐication 
documents.

3. Part 3: Common speciϐications for all machine 
readable documents, seventh edition of 2015 
- deϐine common speciϐications for travel 
documents of different dimensions. Namely, 
according to the ICAO speciϐication or ISO 
(International Organization for Standardiza-
tion) international standardization standards, 
travel documents are divided into four basic 
sizes: Travel Document 1 (TD1) (ID card), TD2 
(standard size for visas that are admired in 
passports), TD3 (passport size).

4. Part 4: Speciϐications for machine readable 
passports and other machine-readable travel 
documents of size 3 type, seventh edition of 
2015 - describes the technical speciϐications 
for passports or TD3 documents, according to 
the International Organization for Standards 
(ISO). The focus is on physical and optical ele-
ments of protection.

5. Part 5: Speciϐications for other type 1 travel 
documents, seventh edition of 2015 - de-
scribes the technical speciϐications for TD1 
size documents, according to the ISO size of 
the ID card.

6. Part 6: Speciϐications for other type-2 travel 
documents, seventh edition of 2015 - techni-
cal speciϐications of the size of TD2, according 
to ISO.

7. Part 7: Machine-readable visas, the seventh 
edition of 2015 - describes the technical char-
acteristics for visas.

8. Part 8: Reserved for emergency travel docu-
ments, which should be described in the fol-
lowing period.

9. Part 9: The development of biometric identi-
ϐiers and data warehouses in electronic ma-
chine readable documents, seventh edition 
of 2015 - describes the electronic memory 
elements contained in the documents and al-
low Member States to put data into electronic 
parts of a document, and that such data is read 
by other countries, which guarantees global 
interoperability, or the ability to keep the doc-
uments legible at every place with equipment 
that meets the standards adopted.

10. Part 10: Logical data structure for the stor-

age of biometric and other data in contactless 
chips, the seventh edition of 2015 - provides 
a data structure that is written in documents 
such that it is possible to read data according 
to standard devices.

11. Part 11: Mechanical protection for machine 
readable documents, seventh edition of 2015 
- describes cryptographic mechanisms for the 
protection of electronic machine readable 
documents

12. Part 12: PKI for machine readable docu-
ments, seventh edition of 2015 - standards for 
data protection that are entered into electron-
ic documents, issuing digital certiϐicates and 
reading certiϐicates in order to access data on 
documents.

The ICAO document system created recommen-
dations for Member States in the domain of citizen 
identity management. Citizens’ identity manage-
ment has a legal basis in international conventions, 
which are incorporated in the legislation of member 
states of international organizations. Through the 
document standardization process, efϐicient and 
fast ϐlow of people at border crossings is ensured, 
guaranteeing data exchange that reduces the risk 
that persons who have or need to have restricted 
movement for safety reasons cross the border[13].

With an electronic identity, the ICAO document 
recognizes the media in which data models on the 
identity of the actual data carrier are stored [12]. 
The data stored in this way is used when crossing 
the border and a complete system is developed 
which allows control mechanisms in cases of iden-
tity abuse. Biometric data can be used for authen-
tication.

The concept used by ICAO has been extended to 
other types of identiϐication documents. The devel-
opment of a system of documents in the world, es-
pecially in the European Union, opened projects for 
the establishment of a European ID card. The Euro-
pean ID card model was developed by the German 
Institute for Standardization [4], and some countries 
have begun to build a similar identiϐication model, 
such as Hungary, and Bosnia and Herzegovina.

The concept of establishing an Electronic ID card 
is based on the expansion of the ICAO identity model 
used on passports for several new applications in-
stalled on chips [4]. On the ID card, the ICAO applet 
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is installed, as well as the digital presentation appli-
ance and the digital signature applet.

On this concept it is possible to establish mech-
anisms that guarantee that a person in the digital 
world identiϐies the same way and the same means 
through which the identiϐication in the real world 
takes place.

DIGITAL IDENTITY IN BOSNIA AND HERZEGOVINA

In the real world, an identity card is used to au-
thenticate an individual. Given the existence of glob-
al standards that prescribe elements of an electronic 
ID, the ID card appears as an optimum option for the 
storage of digital identity data.

In the personal documents of Bosnia and Her-
zegovina, according to the law, contactless memory 
elements, or chips, are integrated. In Article 6, para-
graphs (5) and (6) of the Law on Identity Card of Cit-
izens of Bosnia and Herzegovina reads [17]: “The ID 
card form contains an electronic memory element, 
in which all visible data on the ID card is entered, 
as well as other data provided by this Law, which 
the Agency issues a special instruction. A citizen of 
Bosnia and Herzegovina may be issued an ID card 
containing a qualiϐied certiϐicate from the Agency as 
a competent authority. The qualiϐied certiϐicate con-
tains the data prescribed by the Law on Electronic 
Signature of Bosnia and Herzegovina [18] and the 
regulations adopted on the basis of that Law. The 
Law on the Agency for Identiϐication Documents, 
Records and the Data Exchange of Bosnia and Her-
zegovina [19] deϐines that this Agency is a certiϐica-
tion body for issuing digital certiϐicates through per-
sonal documents.

A contactless chip is integrated into the body of 
the ID card form in Bosnia and Herzegovina. The 
chip manufacturer is NXP [9]. The chip design is 
Smart MX P5CDO81A6 J3A081GA6 / T1AG2331 
(mifare) for ID cards (Instructions on the contents 
of the electronic memory element of the identity 
card of citizens of Bosnia and Herzegovina [11]). 
A similar chip is also used for travel documents by 
citizens of Bosnia and Herzegovina. The chip, built 
into the body of the ID card, supports cryptographic 
algorithms (cryptography of elliptic curves) and en-
ables a number of advanced features of the ID card.

The contactless chip communicates with the 
appropriate reader (terminal), which is simultane-

ously a read and write device. The communication 
of these two components is in accordance with ISO 
144443 and is based on ISO 7816.

Applications on the ID card were made in ac-
cordance with the proϐile deϐined by the “European 
Citizen Card” standard (Part IV) [4]. The documents 
adopted by Bosnia and Herzegovina deϐining the use 
of this model are the Instructions on the Contents of 
the Electronic Memory Element of the Identity Card 
of the Citizens of Bosnia and Herzegovina [10].

In order for communication between the chip 
and the reader to be secure, cryptographic authenti-
cation methods are used (deϐined in the Instruction 
on the contents of the electronic memory element 
of the identity card of citizens of Bosnia and Herze-
govina) [9] and [2]:

 - BAC – “Basic Access Control”
 - PACE - “Password Authenticated Connection 

Establishment”
 - TA - “Terminal Authentication”
 - PA - “Passive Authentication”
 - CA - “Chip Authentication”

Access to the data written in the applications is 
possible after a successful presentation of the read-
er using the Basic Access Control (BAC), the authen-
tication chip (CA), and the authentication terminal 
(TA) or the password protected secure connection 
(PACE), terminal authentication (TA) or authentica-
tion chip (CA) .

The data on the chip are organized through three 
applications [2]:

 - biometric application
 - digital representation application
 - a digital signature application with a qualiϐied 

certiϐicate
The biometric application has been developed 

according to ICAO recommendations for travel doc-
uments so that the ID card can be used as a travel 
document. Based on the data from the machine 
readable zone, this application is accessed and iden-
tiϐication of the identity card holder is enabled.

The digital representation application enables 
the holder of an identiϐication document to pres-
ent itself to a third party. When downloading an ID 
card, the citizen will receive a special form on which 
the activation code is located. Personal identiϐica-
tion code can be for digital representation. Digital 
representation can be used when sending requests 
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for electronic services. Personal identiϐication cod 
conϐirms the identity of the person requesting the 
service. Digital representation does not have the le-
gal power of digital signing and is analogous to the 
physical signature given in certain cases (ϐiling a re-
quest for a service)

The digital signature application is used to gener-
ate a qualiϐied digital signature in accordance with 
the regulations used in Bosnia and Herzegovina. In 
order to use this application, it is necessary to imple-
ment the legal procedure and to conclude a contract 
between the signer and the citizen. Before using this 
application, it is necessary for the card owner to cre-
ate a pair of keys for digital signing.

DATA ACCESS PASSWORDS

For the needs of the BAC / PACE protocol, differ-
ent passwords are used depending on the type of 
data access application:

 - 6 characters from the ϐirst row of the machine-
readable zone (16-24 characters) starting be-
hind the “CAN” mark,

 - the value of the serial number of the docu-
ment, the date of birth and expiration date 
from the machine readable zone,

 - The eID PIN is either the 5th digit transport 
key delivered to the owner at the time of the 
submission of the request or the operational 
6th digit number known only to the cardhold-
er and

 - The 10-digit PUK is delivered to the owner at 
the time of submitting the request

„CAN“ – Card Access Number
CAN is a six-digit number entered in the ϐirst 

line of the machine-readable zone in positions af-
ter the “CAN” mark. These are signs 19 to 24. This 
is a space in the MRZ for the purpose of register-
ing arbitrary data. The password is used for BAC / 
PACE. This password can not be calculated based 
on the visible data from the ID card. It is used to es-
tablish a secure channel between the card and the 
terminal in cases when no entry is required from 
the cardholder:

 - checks within the Agency for Identiϐication 
Documents, Records and Data Exchange for 
the implementation of the Law on the Identity 
Card

 - administrative operations at the competent 
authority issuing the card

 - establishing a connection with a digital signa-
ture application

This password does not have an unsuccessful 
attempt counter. It is also used when entering EID 
Pina after two failed attempts.

Password from Machine Readable Zone - 
MRZ
Inspection systems can use a password from 

the MRZ instead of the CAN password for the BAC / 
PACE protocol. The MRZ password is in fact the SHA-
1 hash value of the document number, date of birth 
and expiration date of the document. In this way, the 
existing inspection systems may use an electronic 
ID card instead of a passport to control the crossing 
of the state border. It should be noted that a certain 
adjustment of the software for reading the passport 
is needed since the MRZ’s personal ID card is on the 
back of the document and consists of three lines (as 
opposed to a passport where the MRZ consists of 
two lines).

eID PIN
The six-digit eID PIN is a decimal number known 

only to the cardholder. It is used to unlock the card 
or access permission. Knowing this number con-
nects the cardholder to the card. In the terminology 
of two-phase authentication, a personal card (card) 
is something “a citizen has” and an eID PIN number 
is something “a citizen knows.”

During the submission of the request for the is-
suance of an eID, a transport key is generated. The 
transport key is used only to change that start key 
and generate a new permanent and only the card 
holder of the known eID PIN number. The use of ap-
plications installed on eID is not possible until the 
transport key is changed.

The chip contains an attempt counter that in-
creases after every unsuccessful eID PIN entry. 
In order to avoid card locking by denial of service 
(DoS) during the third PIN entry, it is necessary to 
ϐirst enter the PUK. If the third PIN is incorrect, the 
card is blocked.

The eID PIN can be changed only in the way that 
a citizen uses the application (middleware) to enter 
the ϐirst existing PIN and then the new PIN.
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PIN for digital signing
The chip also contains the PIN number used for 

digital signing. The chip provides a PIN check ser-
vice that the user has entered so that the PIN never 
leaves the card. The chip counts unsuccessful PIN 
code entries and blocks the application after a third 
unsuccessful attempt.

The signing PIN can be changed only in the way 
that a citizen uses the application (MW) to enter the 
ϐirst existing PIN and then the new PIN.

At the moment of personalization, this PIN is not 
known and the user determines it at the time of gen-
erating a pair of keys used for digital signing.

PUK - Pin Unblocking Key
Once the card is blocked, unblocking it is possible 

using the 10-digit PUK number. The chip takes into 
account the number of cards unblocking. Maximum 
10 unblocking is allowed. PUK is a randomly gener-
ated number that is delivered to a citizen at the time 
of submitting a request for issuing an ID card.

Applications that are placed on personal docu-
ments of citizens of Bosnia and Herzegovina enable 
digital representation of citizens, that is, the full af-
ϐirmation of digital identity.

In order to access data on the chip, it is necessary 
to go through the steps in Table 1[27].

 Table 1. Access to data on the chip
Chip Terminal

Reading EF.CardAcces

Reading PACE passwords

PACE

Send chain certifi cate for TA
TA

Reading EF.CardSecurity

PA (Passive Authentication)

CA (Chip Authenitcation)

Optional validation of the document
Optional reading token for recall

Check in tokens list (possible only for valid documents)

Reading ED.SOD (only for the inspection terminal)

Checking the signature EF.SOD (Passive Authentication, 
only for the inspection terminal)

Select the desired application 
Optional read data for which terminal has access rights

Calling Special Functions
Comparison of the value of the groups of data with the 
values recorded in the EF.SOD fi le (for the inspection 

system only)

Electronic ID cards in Bosnia and Herzegovina 
are issued as of 1 March 2012, while passports are 
issued as of October 15, 2009 [14]. Over seventy 
percent of citizens of Bosnia and Herzegovina have 
electronic personal documents.

CONCLUSION

The paper describes the notion of identity and 
digital identity, with a special emphasis on the pro-
tection of identity on the Internet. The ID of the doc-
ument created according to ICAO recommendations 
can be used for digital representation. In Bosnia and 
Herzegovina, a document ID is issued according to 
ICAO recommendations that can be used to conϐirm 
the digital identity[16]. Methods of data protection 
in the documents of Bosnia and Herzegovina have 
been presented. 

In Bosnia and Herzegovina there is a developed 
legal and technical framework that enables the is-
suance of electronic identiϐication documents. ID 
cards and passports of Bosnia and Herzegovina citi-
zens own chips in which data on holders of these 
documents is stored. These are contactless chips 
that allow data to be read at a distance with the pos-
session of adequate devices. The speciϐicity of the 
BiH ID documents system is that electronic data is 
processed through a single technical system. Pass-
ports and ID cards have similar chips, and both doc-
uments can be used to conϐirm the digital identity.

On the chips in the documents there are applica-
tions for digital representation and for digital sign-
ing. Since most citizens have such documents, there 
is a huge potential for providing electronic services. 
The use of such IDs is possible in Bosnia and Her-
zegovina for the implementation of the EU Services 
Directive. In this way, it is possible to create services 
for citizens and business, and authentication of us-
ers by ID card. Also, it is possible to install qualiϐied 
digital signatures on chip in ID cards or passports.

However, there are no software products based on 
electronic personal documents on the market. Also, 
there is no developed reader market that would allow 
the provision of such services. In the future, the possi-
bility of using ID documents in Bosnia and Herzegov-
ina for the needs of business via the Internet and con-
ϐirmation of digital identity should be explored. The 
possibility of developing software products based on 
ID documents can be explored in future.
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