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Editorial
Dear Readers,

It is our pleasure to present Volume 16, Issue 1 of the Journal of Information Technology and Applica-
tions (JITA), continuing our commitment to advancing interdisciplinary research in information tech-
nologies and their practical applications across contemporary digital society.
This issue reflects several dominant technological directions shaping current scientific and industrial 
development, particularly the rapid integration of artificial intelligence, intelligent information sys-
tems, cybersecurity, distributed architectures, and data-driven decision-making into everyday tech-
nological environments. The published papers collectively demonstrate how modern ICT research in-
creasingly moves beyond theoretical frameworks toward practical, scalable, and application-oriented 
solutions.
Contributions address AI-assisted energy optimization in smart homes, large language model appli-
cations in financial technologies, sentiment analysis of social media content, and broader integrated 
approaches combining cloud computing, IoT, big data, machine learning, and information forensics. 
These studies confirm the growing role of predictive analytics and autonomous systems in shaping 
future digital infrastructures.
The issue also highlights advances in software engineering and cyber-physical systems. Particularly 
notable are contributions exploring robust robotic operating architectures, distributed industrial 
machine control systems, and implementation strategies for honeypot-based cybersecurity environ-
ments. Such research demonstrates the increasing importance of resilient, secure, and adaptive com-
puting systems capable of operating in complex real-world conditions.
In parallel, several papers examine digital transformation processes within organizational and pub-
lic-sector contexts, including ERP, GIS, and document management system implementation, empha-
sizing the strategic role of ICT in institutional modernization and operational efficiency.
One of the strengths of this issue lies in its methodological diversity. The published works combine 
machine learning models, experimental system validation, applied software development, cyberse-
curity analysis, and conceptual architectural frameworks. This diversity reflects the interdisciplinary 
nature of contemporary information technology research and its growing convergence with engi-
neering, economics, communication systems, and intelligent automation.
We are particularly pleased to see strong participation from emerging researchers and regional sci-
entific communities, whose contributions continue to strengthen the visibility and relevance of ap-
plied ICT research in Southeast Europe and beyond. Supporting young researchers and encouraging 
international scientific collaboration remain central goals of JITA.
We extend our sincere gratitude to all authors, reviewers, and members of the editorial and technical 
teams for their professionalism, dedication, and contribution to maintaining the academic quality 
and integrity of the journal.
We hope this issue will provide valuable insights, stimulate further research, and encourage new in-
terdisciplinary collaborations within the rapidly evolving field of information technology.

Editor-in-Chief
Dalibor P. Drljača, PhD

Pan-European University APEIRON
Journal of Information Technology and Applications (JITA)
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Development of a System for Prediction and Optimization 
of Electricity Consumption in Smart Homes, Based on 

Artificial Intelligence
Dejana Zorić1, Goran Đukanović2

1Banja Luka, Bosnia and Herzegovina, dejana.zoricc@gmail.com, ORCID ID: 0009-0006-7829-2981
2Banja Luka, Bosnia and Herzegovina, goran.z.djukanovic@apeiron-edu.eu, ORCID ID: 0009-0000-6828-5725

Original scientific paper 
https://doi.org/10.7251/JIT2601005Z	 UDC: 007.52:621.317.38

Abstract: This paper presents a machine-learning-based approach for short-term forecasting of household electricity consumption. 
The study aims to model temporal consumption patterns and support intelligent energy management in residential environments. 
Historical power consumption data were collected, cleaned, normalized and transformed into supervised learning sequences 
using sliding window techniques. A Long Short-Term Memory (LSTM) neural network was developed to capture time-dependent 
characteristics of electricity usage. The model was trained using the Adam optimization algorithm and evaluated using standard 
regression metrics, including Mean Absolute Error (MAE), which indicated high prediction accuracy and robustness. To ensure 
practical applicability, the proposed system integrates edge computing principles. Experimental results demonstrate that deep 
learning-based time-series forecasting can effectively predict short-term energy consumption. The proposed approach contributes 
to smart home energy monitoring by providing a scalable, efficient and reliable solution, and supports sustainable electricity 
usage through data-driven decision-making. The findings highlight the importance of integrating predictive analytics into future 
intelligent energy systems.

Keywords: LSTM, UCI, AI, Smart Homes

Introduction

Electricity consumption has been steadily in-
creasing worldwide because of industrialization, 
urbanization and the growing reliance on electri-
cal devices in everyday life. [1] This trend poses 
significant challenges for energy systems, particu-
larly in the context of climate change mitigation and 
the transition towards sustainable energy use. As 
a result, energy efficiency has been recognized as 
one of the most effective instruments for reducing 
greenhouse gas emissions while maintaining eco-
nomic and social development. In this framework, 
residential buildings represent a critical sector, as 
households account for a substantial share of total 
electricity consumption. [2]

 Smart home technologies have emerged as a 
promising approach to addressing these challenges by 
enabling advanced monitoring, control and optimiza-

tion of household energy usage. A central component 
of smart home systems is energy management, which 
aims to provide end users with insights into their 
consumption behavior and tools for improving effi-
ciency. However, most existing energy management 
systems operate in a reactive manner, responding to 
current or past conditions without the capability to 
anticipate future demand. Such approaches limit the 
potential for proactive decision-making and optimal 
resource utilization.

Recent advances in artificial intelligence, particu-
larly in deep learning, have introduced new possibili-
ties for electricity consumption forecasting. [3] Deep 
learning models are capable of learning complex 
temporal dependencies from historical data, mak-
ing them well suited for time-series prediction tasks. 
Among these models, Long Short-Term Memory 
(LSTM) neural networks have demonstrated strong 
performance in capturing long-term dependencies in 
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sequential data and have been successfully applied in 
various energy-related forecasting problems. [4] De-
spite these advances, many existing studies remain 
focused on theoretical performance evaluation or 
cloud-based solutions, with limited attention given to 
practical deployment in real-world smart home envi-
ronments.

A notable gap exists between demonstrated po-
tential of artificial intelligence techniques in academ-
ic research and their integration into affordable, us-
er-oriented energy management systems. Challenges 
related to system complexity, computational require-
ments and deployment constraints often hidden into 
translation of research prototypes into practical solu-
tions. Furthermore, there is a lack of studies address-
ing the application of intelligent energy management 
systems in developing of under-researched regions, 
such as Bosnia and Herzegovina, where smart home 
adoption and energy efficiency research are still at an 
early stage.

This paper addresses these limitations by propos-
ing a complete and practical system for short-term 
household electricity consumption forecasting based 
on deep learning techniques. The primary objective 
of the research is to design and implement an end-to-
end solution that combines accurate prediction capa-
bilities with practical deployment considerations for 
smart home environments. The proposed approach 
utilizes an LSTM-based neural network trained on 
historical consumption data to generate short-term 
forecasts that can support proactive energy manage-
ment decisions.

The contribution of this work is threefold. First, 
it demonstrates the effectiveness of deep learning-
based time-series forecasting for residential elec-
tricity consumption. Second, it presents a practical 
system architecture that supports deployment in re-
source-constrained smart home environments. Third, 
it provides insights into the applicability of intelligent 
energy management solutions in the local context of 
Bosnia and Herzegovina, contributing to the broader 
understanding of smart home technologies in emerg-
ing markets. The results of this research highlight the 
potential of integrating artificial intelligence into fu-
ture energy management systems to support sustain-
able and efficient electricity consumption.

Methods and materials
For the development of the predictive model, the 

publicly available UCI Individual Household Electric 
Power Consumption was used. [5] The dataset con-
tains detailed electricity consumption measurements 
from a single household located in a suburb of Paris, 
recorded over the period from December 2006 to No-
vember 2010. It comprises 2,075,259 individual ob-
servations collected at one-minute intervals, making 
it one of the most comprehensive publicly available 
datasets for residential energy consumption analysis.

Each observation includes nine attributes that 
provide a detailed representation of the household’s 
electrical load profile. These attributes include the 
date and time of measurement, total active and re-
active power, voltage, current intensity and energy 
consumption recorded by three sub-metering chan-
nels corresponding to the kitchen, laundry room and 
air-conditioning systems. Active power represents 
the actual electricity consumption of the household, 
while reactive power provides additional insight into 
power quality characteristics.

The dataset is provided in a text-based format with 
a semicolon as the field separator. Missing values are 
indicated by a question mark and were handled dur-
ing the data preprocessing stage. The high temporal 
resolution and detailed sub-metering information en-
able precise analysis of consumption patterns as both 
aggregate and appliance-group levels, making the da-
taset particularly suitable for time-series forecasting 
and smart home energy management research.

The primary development environment used in 
this study was Visual Studio Code, which enabled 
integrated development of both the Python-based 
backend and the React Native frontend application.

The backend component was implemented using 
Python 3.11, with the Flask framework employed for 
the development of RESTful application program-
ming interfaces. TensorFlow was used to implement 
the LSTM model for electricity consumption predic-
tion, while NumPy, Pandas and Scikit-learn were uti-
lized for data processing, preprocessing and statisti-
cal analysis.

The mobile frontend application was developed 
using React Native version 0.73, providing a cross-
platform solution for user interaction. Communica-
tion with the backend services was handled using the 
Axios library for HTTP requests, while data visualiza-

6        Journal of Information Technology and Applications        www.jita-au.com



Development of a System for Prediction and Optimization of Electricity Consumption in Smart Homes, Based on Artificial Intelligence	 JITA 16(2026) 1:5-13 

tion was implemented using react-native-chart-kit, 
enabling intuitive graphical representation of elec-
tricity consumption data and prediction results.

The complete data-processing pipeline consists 
of several sequential stages: raw data acquisition, 
preprocessing and cleaning, normalization, sliding-
window sequence generation, LSTM-based predic-
tion, threshold-based optimization logic and mobile 
application alert generation. This workflow enables 
transformation of raw household electricity mea-
surements into actionable user recommendations for 
energy optimization.

The dataset loading process was implemented in 
the Python programming language using the Pan-
das library, which provides efficient tools for ma-
nipulating structured data. The loading routine was 
designed to automatically detect the presence of the 
UCI dataset on the local file system. In cases where 
the dataset was unavailable, the system generated 
simulated data that preserved the statistical and 
temporal characteristics of real household electricity 
consumption measurements. This approach ensured 
system robustness and independence from external 
data availability.

The dataset loading function first verified the 
existence of the required data files. If the files were 
present, a parsing process was initiated that involved 
several steps. The raw data were read from a text-
based file with explicit specification of the field sepa-
rator and the symbols representing missing values. 
Although Pandas supports automatic data type infer-
ence, additional parameters were defined to correctly 
handle special characters and non-standard numeric 
representations present in the dataset.

Following data import, the date and time attri-
butes were combined into a single datetime object. 
This transformation enabled temporal aggregation 
and facilitated the analysis of seasonal and cyclical 
consumption patterns. Python’s datetime objects 
provide extensive functionality for time-series ma-
nipulation, which was essential for subsequent pre-
processing and modelling stages.

Subsequently, relevant columns were selected for 
further analysis. The focus of this study was placed 
on Global Active Power and the three sub-metering 
variables representing different appliance groups. 
Other variables, such as voltage and reactive power, 
while informative for advanced power quality analy-

sis, were excluded as they were not directly required 
for the baseline predictive model.

Data cleaning represents a critical phase in pre-
paring the dataset for machine learning applications. 
Despite its high quality, the UCI dataset contains a 
certain proportion of missing values resulting from 
measurement errors or communication interrup-
tions in the monitoring equipment.

In the original dataset, missing values were de-
noted by a question mark. During the loading pro-
cess, these values were identified and converted into 
NumPy NaN representations. A dropout-based strat-
egy was then applied, removing all records contain-
ing at least one missing value. Although this approach 
resulted in the removal of a limited number of obser-
vations, it ensured data integrity and prevented the 
propagation of invalid values through the modeling 
pipeline.

An additional challenge involved the conversion 
of string-based values into numerical formats. While 
Pandas attempts automatic type conversion, the 
presence of special characters and varying decimal 
formats required explicit conversion using the pd.to_
numeric function. The parameter errors=’coerce’ 
was applied to ensure that any non-convertible val-
ues were replaced with NaN, allowing consistent 
handling of conversion errors.

Following type conversion, an additional consis-
tency check was performed to identify records con-
taining negative consumption values. As negative 
electricity consumption is physically implausible, 
such records were interpreted as measurement er-
rors and removed from the dataset. The outcome of 
this process was a clean and consistent dataset con-
taining valid numerical values suitable for further 
preprocessing and predictive modelling.

To enable system testing in scenarios where the 
original UCI dataset was unavailable, an algorithm 
for generating synthetic electricity consumption data 
was developed. This approach ensured that the sys-
tem could operate autonomously without external 
dependencies while preserving realistic consump-
tion behaviour. 
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Figure 1. Synthetic electricity consumption signal generated 
using sinusoidal daily patterns and Gaussian noise, compared 
with LSTM-predicted values to validate realism of generated 

data.

The algorithm employed a combination of sinusoi-
dal functions to model daily consumption cycles, with 
added Gaussian noise to simulate real-world variabil-
ity. Kitchen energy consumption was modelled using 
a Gaussian curve centered around midday, reflecting 
typical appliance usage patterns. The amplitude and 
width of the curve were calibrated to match the aver-
age values observed in the UCI dataset (Figure 1).

Laundry room consumption was generated us-
ing a stochastic approach, in which discrete wash-
ing events were created at random intervals. These 
events were assigned fixed durations and amplitudes, 
simulating the intermittent and discrete nature of 
washing machine usage.

The third consumption group, encompassing wa-
ter heating and air-conditioning systems, was gener-
ated using a combination of constant baseline con-
sumption and a variable component influenced by 
daily temperature patterns. An evening peak was in-
troduced to reflect increased hot water usage during 
typical household routines.

Global active power was calculated as the sum of 
all three sub-metering components, along with an ad-
ditional baseline load representing other household 
appliances. The final signal was processed through a 
filtering mechanism to ensure the absence of nega-
tive values and to constrain all measurements within 
realistic operational ranges. This methodology pro-
duced synthetic data that statistically resembled the 
original UCI dataset, enabling reliable system testing 
under diverse operational scenarios.

An LSTM-based neural network was developed 
for short-term electricity consumption forecasting. 
The model consists of two stacked LSTM layers fol-

lowed by fully connected layers. The first LSTM layer 
contains 64 units and processes input sequences of 
24 hourly time steps, corresponding to one day of 
historical consumption. This layer is configured to 
return full sequences in order to preserve temporal 
dependencies for subsequent processing.

A dropout layer with a rate of 0.2 is applied to re-
duce overfitting. The second LSTM layer contains 32 
units and outputs only the final hidden state, which 
represents a condensed temporal representation of 
the input sequence. This is followed by a dense layer 
with 16 neurons using ReLu activation. The final out-
put layer consists of a single neuron with linear acti-
vation, producing a continuous-valued consumption 
prediction for the next hour.

The original time series was transformed into 
overlapping input-output pairs using a sliding win-
dow approach. Each input sample consists of 24 con-
secutive hourly values, while the target corresponds 
to the following hour. Prior to sequence construction, 
the data were normalised using Min-Max scaling to 
the range [0,1] to ensure stable training and faster 
convergence. The resulting input tensor has the 
shape (samples, 24, 1), which is the standard format 
for LSTM networks.

The model was trained using the Adam optimizer 
with a learning rate of 0.001. Mean Squared Error 
(MSE) was used as the loss function, while Mean Ab-
solute Error (MAE) was monitored as an additional 
performance metric. The dataset was divided into 
training and validation subsets using an 80/20 split. 
Training was performed for 50 epochs with a batch 
size of 32.

The model converged rapidly, with a signifi-
cant reduction in training loss observed during the 
first 20 epochs. After 50 epochs, the final training 
MSE reached 0.0234, while the validation MSE was 
0.0267, indicating good generalisation and no signifi-
cant overfitting (Figure 2).
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Figure 2. Training and validation loss curves during LSTM 
model training, demonstrating stable convergence and absence 

of significant overfitting after 50 epochs.

The final validation MAE of 0.094 kW corresponds 
to an average relative prediction error of approxi-
mately 4%, demonstrating high forecasting accuracy. 
The model performed best during stable consump-
tion periods, while larger deviations were observed 
during rapid load changes, particularly during morn-
ing and evening peak hours. These results confirm 
suitability of LSTM networks for short-term house-
hold energy consumption prediction.

The system consists of a Flask REST API backend 
connected to an LSTM prediction model, and a React 
Native mobile application. This architecture enables 
real-time electricity consumption prediction, device 
management and visualization for smart homes.

The backend is implemented using Flask, selected 
for its simplicity, flexibility and seamless integration 
with Python’s data science ecosystem. The server ex-
poses multiple RESTful endpoints:

• /api/predict generates 24-hour electricity 
consumption forecasts using an autoregressive 
LSTM model.

• /api/devices supports CRUD operations for 
smart home devices and tracks their real-time 
status.

• /api/current-consumption provides real-time 
total household consumption.

• /api/statistics computes daily, weekly and 
monthly consumption statistics, including 
peak and low hours.

• /api/health returns server and model status 
for monitoring and diagnostics.

In-memory instances of the LSTM model, scaler 
objects, datasets and device logs are maintained to 
ensure fast response times. Robust error handling 

ensures the server can manage unexpected inputs 
without crashing.

The mobile application is developed using React 
Native, offering cross-platform support for Android 
and iOS. It communicates with Flask API to fetch pre-
dictions, device data, real-time consumption and sta-
tistics. Interactive charts visualize energy forecasts, 
while users can control smart home devices directly 
from the app.

Figure 3. Main interface of the Smart Home Energy Saver 
application displaying real-time electricity consumption, 24-

hour LSTM-based forecasts and peak consumption statistics for 
proactive energy monitoring.

Figure 3 represents the Smart Home Energy Saver 
mobile application interface, which serves as the pri-
mary user interaction point for the system. The ap-
plication displays real-time consumption data (0.935 
kW), LSTM-based 24-hour consumption predictions 
with hourly granularity, and comprehensive statistics 
including peak usage (1.16 kW) and average con-
sumption (1.15 kW). The predictive model success-
fully captures daily consumption patterns, enabling 
users to anticipate and optimize their energy usage. 
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The interface has been localized in Serbian for de-
ployment in the target market.

Figure 4 Configuration interface allowing users to customize 
energy pricing, alert thresholds, reporting schedules and 
notification preferences within the smart home energy 

management system.

The application includes a settings button that 
provides access to the configuration menu (Figure 4), 
where users can define key parameters such as elec-
tricity specifications, notification preferences and 
application information. Users can customize energy 
pricing (€/kWh), consumption thresholds (kWh), en-
able push notifications for excessive usage alerts and 
set daily reporting schedules. The interface also dis-
plays technical information including the LSTM Neu-
ral Network model and UCI Machine Learning datas-
et. This configuration capability enables personaliza-
tion and adaptation to individual user requirements.

The interface uses a modern, card-based layout 
for clarity, displaying current consumption, predic-
tive graphs, device controls and alerts. 

The system continuously monitors predicted con-
sumption against predefined thresholds. When a 
threshold is exceeded, the app generates an alert and 
recommends actions to optimize energy usage, al-
lowing users to take immediate corrective measures.

Results
The performance of the proposed LSTM-based 

prediction model was evaluated using standard re-
gression metrics: Mean Absolute Error (MAE), Root 
Mean Squared Error (RMSE), Mean Absolute Percent-

age Error (MAPE) and the coefficient of determina-
tion (R2).

The model achieved an MAE of 0.0943 kW 
(94.3W). Considering the average household con-
sumption of 2.38 kW, this corresponds to a relative 
error of approximately 3.96%, indicating high predic-
tion accuracy in absolute terms.

The RMSE value of 0.1634 kW reflects the pres-
ence of occasional larger deviations, as expected due 
to the quadratic penalization of errors. The moder-
ate difference between RMSE and MAE suggests that 
large prediction errors are not dominant and that the 
model remains stable over time.

The MAPE of 4.2% confirms strong performance 
across varying consumption levels. According to 
commonly accepted industry thresholds, MAPE val-
ues below 5% are considered excellent, [6] placing 
the proposed model in the highest accuracy category.

The coefficient of determination (R2 = 0.9534) in-
dicates that over 95% of the variance in energy con-
sumption is explained by the model, demonstrating 
strong predictive capability.

To provide comparative context for evaluating 
the proposed LSTM architecture, its expected per-
formance can be related to simpler forecasting ap-
proaches commonly used in time-series prediction 
tasks, such as ARIMA models and Feedforward Neu-
ral Networks (FNN).

Traditional ARIMA models are effective for model-
ing linear temporal dependencies but often struggle 
with highly nonlinear and dynamic household con-
sumption patterns. Similarly, FNN architectures can 
model nonlinear relationships but lack internal tem-
poral memory mechanisms required for sequential 
time-series learning.

In contrast, LSTM networks are specifically de-
signed to capture long-term temporal dependencies 
and complex sequential patterns, which makes them 
more suitable for short-term electricity consumption 
forecasting in smart home environments.

The Flask-based backend was evaluated under lo-
cal development conditions to access responsiveness 
and resource usage.

The health-check endpoint exhibited the low-
est latency, responding within 3-5ms, as it performs 
minimal processing. The device status endpoint re-
sponded within 8-12ms on average.

The prediction endpoint, which includes data 
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preprocessing, normalization, 24-step LSTM infer-
ence and result formatting required 35-50ms per re-
quest. Approximately 30ms of this time is attributed 
to LSTM inference. These response times are suitable 
for real-time interaction in a mobile application con-
text.

The initial server startup time, including model 
loading into memory, was approximately 2.3 seconds. 
Once loaded, the model instance is reused, signifi-
cantly reducing latency for subsequent requests.

Memory profiling showed that the LSTM model 
occupies approximately 8 MB of RAM, while the total 
Python process uses around 156 MB, which is accept-
able for small-scale deployment.

The mobile application was tested using an An-
droid emulator (Pixel 4, API 36). The average startup 
time was 1.8 seconds, providing a responsive user ex-
perience.

UI rendering performance remained stable at 60 
FPS, ensuring smooth navigation and interaction. 
Memory consumption ranged between 85-95 MB, 
including application logic, data and graphical com-
ponents.

Network usage was minimal. Initial data loading 
required approximately 8 KB, while periodic updates 
of real-time consumption (every 5 seconds) trans-
ferred 150-200 bytes per request. The 24-hour con-
sumption graph required approximately 2 KB. Over-
all, daily network usage remained below 1 MB.

The system employs a proactive energy optimiza-
tion strategy based on 24-hour consumption fore-
casts. A dynamic detection threshold is computed as 
the 90th percentile of historical consumption, allow-
ing the system to adapt to household-specific usage 
patterns.

When predicted consumption exceeds the thresh-
old, the system generates a warning prior to the ac-
tual occurrence of high load. The maximum predicted 
value and its expected time are identified, enabling 
contextual recommendations (e.g., anticipated peak 
hours).

Device selection for optimization is based on three 
criteria: current power consumption, operational sta-
tus and device type. Devices with the highest active 
consumption are prioritized, while heuristics ensure 
that critical appliances are deprioritized. This selec-
tion process is implemented via descending sorting 
based on real-time power usage.

Recommendations are presented through a clear-
ly visible warning card containing: a quantitative 
problem description, peak consumption details and 
a concrete actionable recommendation.

User actions result in immediate feedback, includ-
ing updated device status and real-time consumption 
changes, while preserving full user control over deci-
sion-making.

Discussion
The achieved predictive performance confirms that 

the proposed LSTM model is well suited for household 
energy forecasting. With a Mean Absolute Error of 94.3 
W and a Mean Absolute Percentage Error of 4.2%, the 
model demonstrates a high level of accuracy relative to 
the average household load. Such error levels are con-
sidered excellent in energy forecasting applications 
and indicate reliable short-term predictions.

The high coefficient of determination (R² = 
0.9534) shows that the model captures the dominant 
temporal patterns in the data, explaining over 95% 
of the observed variance. The relationship between 
MAE and RMSE suggests that large prediction errors 
are infrequent and not systematic. From a practical 
standpoint, these results indicate that the model pro-
vides stable and consistent forecasts rather than oc-
casional extreme deviations. 

Importantly, the model’s performance should be 
interpreted in relation to its intended purpose. The 
primary objective is not exact point-wise prediction, 
but timely identification of high-consumption period. 
In this context, the achieved accuracy is sufficient to 
support proactive energy management decisions.

The predictive model serves as an enabling com-
ponent for higher-level optimization logic rather than 
an isolated forecasting tool. Since the system relies on 
dynamic, percentile-based thresholds, minor numer-
ical prediction errors do not significantly affect the 
detection of high-load intervals. As long as relative 
consumption trends are preserved, the system can 
reliably anticipate critical periods.

The proactive nature of the approach is a key ad-
vantage. By generating warnings based on predicted 
values, the system allows users to act before peak 
consumption occurs. Even moderate forecasting in-
accuracies do not undermine this functionality, as 
early notification remains beneficial compared to re-
active responses.
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Moreover, the optimization strategy prioritizes 
devices based on their relative contribution to total 
consumption. This ranking-based approach is inher-
ently robust to small prediction errors and ensures 
that recommended actions consistently target the 
most impactful devices. As a result, the system trans-
lates predictive insights into practical, actionable 
recommendations with minimal cognitive effort re-
quired from the user.

From a system-level viewpoint, the integration of 
the predictive modeling, backend services and a mo-
bile user interface demonstrates the feasibility of de-
ploying machine learning-based energy optimization 
in an interactive application. Low response latency and 
modest computational requirements enable real-time 
interaction without compromising user experience.

The design intentionally abstracts technical com-
plexity from the user. Instead of exposing forecasts or 
raw data, the system delivers concise warnings and 
concrete recommendations. This user-centric ap-
proach increases the likelihood of engagement and 
highlights the importance of coupling predictive ac-
curacy with effective presentation and usability.

Compared to many commercial smart home solu-
tions that focus primarily on automation or reactive 
monitoring, the proposed system emphasizes proac-
tive decision support through forecasting. While ex-
isting platforms often provide historical insights or 
rule-based automation, they rarely integrate short-
term prediction directly into user-facing optimiza-
tion recommendations.

In contrast to many academic studies that remain 
limited to offline model evaluation, this work demon-
strates an end-to-end system that bridges the gap be-
tween prediction, optimization and user interaction. 
The contribution lies not in outperforming all exist-
ing methods in terms of accuracy, but in demonstrat-
ing a practical and deployable integration of these 
components.

Despite encouraging results, several limitations 
should be acknowledged. The use of a single-house-
hold dataset restricts generalizability, and simulated 
device control does not fully capture the complexities 
of real-world IoT deployments. Additionally, the re-
cursive prediction strategy may introduce cumulative 
errors over longer horizons.

These limitations suggest that while the results 
are promising, further validation on diverse datasets 

and real hardware integrations is necessary before 
large-scale deployment. Nevertheless, they do not in-
validate the conclusions regarding system feasibility 
and design effectiveness.

The presented system provides a foundation for 
several future extensions, including adaptive thresh-
olding, personalized recommendation strategies 
based on user behavior and integration with variable 
electricity tariffs. Incorporating real IoT devices and 
exploring multi-output forecasting models could fur-
ther enhance robustness and practical impact.

Overall, this work demonstrates that predictive 
modelling can be effectively translated into action-
able decision support for smart energy management, 
highlighting the importance of system-level design 
alongside model accuracy.

Conclusion
This study presented the development and evalu-

ation of a functional system for short-term electricity 
consumption prediction and optimization in smart 
homes using LSTM neural networks. The central 
objective was to investigate whether an artificial in-
telligence-based system could provide accurate en-
ergy forecasts and translate them into personalized, 
actionable recommendations through an accessible 
mobile application. The results demonstrate that this 
objective was successfully achieved.

The proposed system integrates an LSTM fore-
casting model with a Flask-based backend and a 
React Native mobile application into a cohesive end-
to-end solution. The predictive model achieved high 
accuracy at an hourly resolution, confirming the 
suitability of LSTM architectures for household en-
ergy forecasting. More importantly, the integration 
of prediction with optimization logic enabled a tran-
sition from reactive energy monitoring to proactive 
energy management.

Beyond predictive performance, the main con-
tribution of this work lies in demonstrating the fea-
sibility of deploying machine learning-based energy 
optimization without reliance on expensive hard-
ware infrastructure. The system operates at a proof 
of concept showing that advanced artificial intelli-
gence techniques can be embedded into lightweight, 
user-friendly applications suitable for real-world use. 
From a technical perspective, the achieved backend 
response times and stable mobile application perfor-
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mance indicate that such systems can support inter-
active and responsive user experiences.

Several limitations should be acknowledged. 
The use of a single-household dataset limits gener-
alizability, and device control was simulated rather 
than implemented on real IoT hardware. Addition-
ally, the recursive prediction strategy may lead to 
cumulative errors over longer forecasting horizons. 
These limitations suggest that further validation is 
required before large-scale deployment. It should be 
emphasized that the presented results are based on 
a single-household dataset and therefore primarily 
demonstrate proof-of-concept feasibility rather than 
universal generalization. Additional validation using 
heterogeneous multi-household datasets and real IoT 
deployments will be necessary to confirm scalability 
and applicability in broader smart home scenarios.

Future work will focus on integrating real smart 
devices using standardized IoT protocols, exploring 
alternative multi-output forecasting approaches and 
conducting long-term user studies to evaluate sus-
tained effectiveness and user engagement. Overall, 
this work establishes a solid foundation for further 
research and practical applications in smart home 

energy management, demonstrating that predictive 
modeling combined with thoughtful system design 
can meaningfully contribute to improved energy ef-
ficiency.
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Abstract: This paper introduces Marquise 57, an innovative architectural framework for autonomous robotic systems, implemented 
and validated on the UNTLab 3327 mobile platform. Inspired by the mathematical symmetry and refractive properties of the 
Marquise diamond cut, the architecture employs a dual-core deconvolution strategy to eliminate logical blind spots and systemic 
latency.
The framework conceptualizes the robot as a digital organism, with operations divided into two cognitive layers: the Crown (Core 
1), responsible for high-precision motion control via EncoMotors, and the Pavilion (Core 0), dedicated to environmental awareness 
through the SiLog (Sensor Information Log) protocol. At the center of this architecture is the Tower, a hardware-encrypted vault 
utilizing military-grade AES-256 algorithms to ensure forensic integrity of mission data.
Experimental validation over a verified distance of 1,089.57 meters demonstrates near-zero latency execution and bit-perfect 
forensic reconstruction of environmental events. By transforming physical stimuli into coherent informational structures, the 
Marquise 57 architecture establishes a robust blueprint for mission-critical cyber-physical systems operating in complex real-
world environments.

Keywords: Marquise 57 Architecture, Digital Organism, SiLog Protocol, AES-256 Encryption, Cyber-Physical Systems, UNTLab 
3327, Bit-Perfect Odometry

The Need for a New Paradigm

Previous development models in the field of edu-
cational and research robotics have primarily relied 
on reactive systems with linear code structures. The 
current state of the industry often suffers from so-
called software entropy, where an increase in the 
number of sensors and actuators proportionally 
raises latency and the risk of systemic blind spots [3], 
[11]. Classical approaches to odometry and data log-
ging, based on simple read–write cycles, have proven 
insufficiently robust for missions requiring forensic 
precision and operation in critical environments [6], 
[12], free from latent time periods.

A critical gap has been identified in the integra-
tion of cryptographic data protection at the hardware 
level of mobile platforms, as well as in the absence 

of intuitive telemetry that would provide operators 
with real-time situational awareness without cogni-
tive overload [4], [10], [15]. Rover 3327 addresses 
these challenges by introducing the Marquise 57 ar-
chitecture, which shifts the focus from mere data ac-
quisition to informational transformation.

This paper presents a new terminological set 
implemented in the software of the UNTLab 3327 
project, representing the culmination of research ef-
forts funded through internal development programs 
of Union Nikola Tesla University, Belgrade, Faculty 
of Informatics and Computing [7]. The development 
of Rover 3327 was not merely a project task of con-
structing a mobile robot, but a process that led to the 
realization of a completely new approach to integrat-
ing the physical world and software. This integra-
tion is reflected in abandoning classical concepts of 
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“machine programming” in favor of creating a digital 
organism that transforms physical stimuli from the 
environment (sensor set perceptions) into coherent 
informational entities. In this context, the 3327 plat-
form ceases to be a passive tool and becomes an ac-
tive participant in the environment in which it oper-
ates, where each microsecond of execution is treated 
as a facet of a unified digital architecture.

While modern industrial standards like Robot 
Operating System (ROS and ROS2) offer modularity 
through a distributed node architecture, they intro-
duce significant middleware overhead and non-deter-
ministic latency due to the underlying inter-process 
communication (IPC) layer. ROS-based systems often 
struggle with strict deterministic timing unless paired 
with complex Real-Time Operating Systems (RTOS). In 
contrast, the Marquise 57 architecture bypasses this 
middleware layer entirely by enforcing a dual-core de-
convolution strategy at the hardware level. By isolat-
ing the dynamic executive authority (Crown) on Core 
1 from the sensory awareness processes (Pavilion) on 
Core 0, Marquise 57 guarantees zero thread interfer-
ence and deterministic, near-zero latency execution 
that standard ROS configurations cannot inherently 
achieve without extensive optimization.

Diamond Geometry as an Engineering 
Imperative
The concept of the Marquise 57 software architec-

ture emerged from a fascination with the geometry of 
the Marquise diamond cut (Figure 1). Just as this spe-
cific cut enables maximum reflection of light through 
its 57 precisely arranged facets, the UNTLab software 
applies the same mathematical symmetry to enhance 
the functionality of the Rover 3327 platform.

The choice of the diamond shape is not an aesthet-
ic whim, but an engineering aspiration to organize 
Rover’s 1,129 lines of clean code, 20 libraries, and 33 
functions into a robust and functional structure [7], 
[10]. Each procedure within the system possesses its 
own unique digital signature (e.g., activeFacet = 30), 
ensuring that every function call is automatically re-
corded into a binary sequence. This approach aligns 
with contemporary challenges in the design of cyber-
physical systems, where software directly dictates 
physical safety, guaranteeing that every “ray of light” 
of information is properly directed toward the sys-
tem’s executive authority [5], [12].

Taxonomy of the New Terminological Set
To accurately describe the complexity of interac-

tions within the system, it was necessary to introduce 
a specific nomenclature that eliminates the semantic 
ambiguity of standard informatics terms. Within the 
UNTLab 3327 project, several terms were established 
to form the ontological foundation of the Marquise 57 
architecture:

Marquise 57 Architecture
Marquise 57 represents the overarching software 

structure that applies principles of fractal geome-
try to a dual-core processor topology [5]. Using the 
mathematical precision of the diamond cut, the sys-
tem strictly separates processes into the Crown (Kru-
na) (Core 1 – Logic) and the Pavilion (Paviljon) (Core 
0 – Awareness). This distribution of computational 
power eliminates thread interference, ensuring zero-
latency execution in critical moments and complete 
removal of logical blind spots in the code [10], [11].

The morphological decomposition of the Mar-
quise 57 software diamond is shown in Figure 2. 
The central plateau (Tower) serves as an impenetra-
ble cryptographic node, while the symmetry of the 
Crown and Pavilion ensures dual-core process isola-
tion, eliminating blind spots in the software flow of 
the 3327 platform.

Figure 1. Marquise geometry, Crown with 33 facets
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Figure 2. Conceptual representation of the Marquise 57 
architecture

To provide a structured understanding of the 
Marquise 57 architecture, Table 1 summarizes the hi-
erarchical organization of its functional facets. Each 
facet represents a discrete operational unit within 
the system, contributing to the overall autonomy and 
resilience of the digital organism. The Crown layer 
(Core 1) governs executive logic and decision‑mak-
ing, while the Pavilion layer (Core 0) manages senso-
ry awareness and environmental mapping. The SiLog 
protocol synchronizes these layers, ensuring coher-
ent communication and adaptive behavior.

Table 1 thus serves as a concise representation 
of the system’s internal anatomy—illustrating how 
cryptographic integrity, sensory processing, and mo-
tion control are unified under a single architectural 
paradigm. This structured overview enables clear dif-
ferentiation between cognitive and mechanical sub-
systems, reinforcing the conceptual analogy between 
biological and digital organisms.

Table 1. Functional Facets of the Marquise 57 Architecture

Facet Layer Function Description

1–7 Crown (Kruna) 
(Core 1 Logic)

Executive 
Authority

Decision-making, 
task prioritization, 

and system integrity 
control

8–14 Pavilion (Paviljon) 
(Core 0 Awareness)

Sensory 
Processing

Real-time data 
acquisition and 
environmental 

mapping

15 SiLog Protocol Neural 
Synchronization

Communication 
bridge between 

Crown and Pavilion 
layers

16 Tower (Kula) 
(AES‑256)

Cryptographic 
Security

Data encryption and 
forensic integrity 

assurance

17 EncoMotors Motion Control

Encoder-based 
precision movement 

and feedback 
correction

Crown (Kruna): Executive Authority and 
Dynamic Execution
Within the Marquise 57 architecture, the Crown 

represents the operational zenith of the system, lo-
cated on processor core 1. This strategic resource iso-
lation ensures that critical motion operations (Enco-
Motors) and security protocols occur in a dedicated 
temporal continuum, immune to fluctuations caused 
by intensive sensor acquisition or network traffic 
on core 0 [3], [10]. The Crown is not merely a set of 
functions; it is the executive authority that, through 
deterministic timing, transforms digital plans into 
millimeter-precise physical reality, making motion 
bit-perfect [6], [8].

Illustrative facets include:
•	 Facet 07 – Vector decomposition of force across 

all four EncoMotors simultaneously, enabling 
lateral translation without chassis reorientation.

•	 Facet 15 – Real-time comparison of planned 
trajectory (SD card) with encoder readings 
(355 pulses/cycle), ensuring zero-tolerance 
path accuracy [6].

•	 Facet 22 – “Digital instinct” function with high-
est execution priority; upon detecting instabil-
ity via IMU sensors, generates a corrective im-
pulse within 200ms.

•	 Facet 33 – Final operational layer that digitally 
signs SiLog packets and activates the AES-256 
encryption engine before physical data storage 
[9], [15].
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Pavilion (Paviljon) (Core 0): Sensor Mirror 
and Informational Base
While the Crown dominates logic, the Pavilion 

represents the reflective lower layer of the Marquise 
57 architecture, serving as the primary receptor and 
processor of environmental information. Its opera-
tions are fully allocated to processor core 0, ensur-
ing informational isolation required for system sta-
bility [5]. 

Key facets include:
•	 Facet 34 – Automatic sampling of ambient 

electromagnetic noise, establishing a “zero 
point” for signal isolation.

•	 Facet 42 – Quadrant laser shield monitoring, 
triggering hardware interlock upon intrusion 
[7].

•	 Facet 50 – Analysis of volatile organic com-
pounds (VOC/TVOC), producing SiLog-format-
ted chemical terrain maps.

•	 Facet 57 – Final aggregation of sensor data, bi-
nary alignment, and transfer to the Tower for 
AES-256 encryption [13].

Tower (Kula): Cryptographic Fortress at AES-
256 Level
At the heart of the Crown lies the Tower, a dedicat-

ed encryption module ensuring data integrity within 
the 3327 system. Implementing AES-256, the only 
encryption standard approved by the U.S. National 
Security Agency for Top Secret data [2], the Tower 
provides:

•	 Digital signatures for each function call.
•	 Real-time encryption of sensor data before 

physical storage.
•	 Forensic precision enabling mission recon-

struction via Windows C# applications.
•	 Automatic verification of storage media, with 

vocal telemetry alarms upon failure.

SiLog – Digital Nervous System
Unlike conventional data logging, SiLog integrates 

readings from 14 primary sensors into coherent in-
formational packets [7]. Each packet contains:

•	 Header (Facet identifier).
•	 Payload (sensor set).
•	 Checksum (integrity verification).
This isolation allows UNTLab software to generate 

telemetry graphs and heatmaps of hazardous zones.

EncoMotors (Encoder-Based Motors)
Within Marquise 57, the drive unit evolves into a 

hybrid entity – the EncoMotor, combining high-cur-
rent actuation with precise motion sensing. With op-
tical resolution of 355 pulses per cycle, EncoMotors 
enable:

•	 Bit-perfect synchronization with the system’s 
time base.

•	 Predictive correction via gyroscopic data.
•	 Experimental validation over 1,089.57 meters, 

producing irrefutable forensic evidence in .enc 
format.

Figure 3. Experimental validation of odometry precision over 
1089.57 m

As shown in Figure 3, the trajectory of Rover 
3327 demonstrates bit‑perfect odometry, with devia-
tions corrected in real time by Facet 15, maintaining 
near‑zero error across the entire 1089.57 m path.

To evaluate the statistical significance of the real-
time correction loop governed by Facet 15, a detailed 
analysis of the cross-track error (∆ x) was conducted 
across the entire experimental sample 1,089.57 m. For 
the uncorrected path, the maximum deviation reached 
1,76 cm with a mean error of µuncorrected = 0,84 cm and a 
standard deviation of σuncorrected = 0,42 cm. Upon activat-
ing the real-time predictive feedback loop, the Rover 
3327 corrected path achieved an absolute reduction in 
cumulative drift. The mean cross-track error dropped 
to µcorrected = 0,31 cm a highly stable standard deviation 
of σcorrected = 0,11 cm proving that the precision of the 
diamond geometry configuration guarantees statisti-
cally robust, near-zero error localization under con-
tinuous mission execution.
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Autonomus Digital Organism
The Marquise 57 architecture, grounded in the 

unique terminology of the SiLog protocol and Enco-
Motors, is not merely a software solution but a radi-
cal step toward the creation of a digital organism. 
Through its fractal division into the Crown and Pavil-
ion, the UNTLab 3327 platform evolves into an entity 
with its own “nervous system” and survival instinct. 
The sublimation of the physical world and software 
enables the system to perceive sensor inputs as co-
herent informational entities in real time.

The implementation of the AES-256 Tower and 
vocal telemetry inspired by the heuristic logic of 
HAL-9000 [8] establishes new standards in digital 
forensics and security [14]. Experimental validation 
over a distance of 1,089.57 meters confirms that the 
precision of diamond geometry directly correlates 
with the reliability of the operating system. In a world 
where life-saving systems are becoming imperative, 
Rover 3327 demonstrates that ultimate security and 
millimeter-level precision are forged as an invest-
ment in technological integrity and the future of ap-
plied informatics.

Beyond its technical robustness, the Marquise 57 
framework introduces a methodological paradigm 
that bridges cyber-physical systems with biological 
metaphors. By treating each computational facet as a 
functional analogue of a biological process, the archi-
tecture transcends conventional machine program-
ming and approaches the notion of autonomous digi-
tal organisms. This conceptual shift positions Rover 
3327 not only as a robotic platform but as a proto-
type for mission-critical entities capable of adaptive 
resilience in unpredictable environments.

Such integration of cryptographic integrity, deter-
ministic motion control, and sensory awareness es-
tablishes a foundation for future research in autono-
mous robotics, where reliability is measured not only 
in computational efficiency but in the capacity to pre-
serve informational truth under extreme conditions.

Conclusion
The Marquise 57 architecture, implemented on 

the UNTLab 3327 platform, demonstrates that the 
fusion of fractal geometry, dual-core process isola-
tion, and cryptographic integrity can redefine the 
foundations of autonomous robotics. By conceptual-
izing the robot as a digital organism, the framework 

transcends conventional machine programming and 
establishes a paradigm where sensory perception, 
motion control, and forensic data integrity are inte-
grated into a coherent informational entity.

Experimental validation over 1,089.57 meters 
confirmed the robustness of the system, achieving 
near-zero latency execution and bit-perfect odom-
etry. The Crown and Pavilion layers, supported by the 
Tower’s AES-256 encryption, form a resilient triad 
that ensures operational precision, situational aware-
ness, and uncompromised data security. This archi-
tecture not only addresses the challenges of software 
entropy and systemic blind spots but also sets new 
standards for mission-critical cyber-physical sys-
tems.

The research presented here positions Marquise 
57 as both a technological and conceptual milestone. 
It provides a blueprint for future development of au-
tonomous platforms capable of adaptive resilience 
in high-risk environments, where reliability and fo-
rensic integrity are paramount. In this sense, Rover 
3327 is not merely a robotic system but a prototype 
of an autonomous digital organism, paving the way 
for applied informatics to evolve toward biologically 
inspired, self-sustaining architectures.
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Abstract: High precision in industrial processes depends not only on the mechanical and control components of the system, but also 
on the way data related to machine operation and operator activity are organized, stored, and processed. This paper examines the 
application of the relational data model and distributed communication architecture in an industrial software system intended for 
controlling machines in which deformation, forming, and material processing are directly conditioned by precise positioning and 
stable process supervision. The implemented solution includes a centralized application layer developed in the Dart programming 
language using the Flutter framework, a distributed microcontroller layer implemented in C++, and a centralized PostgreSQL 
database deployed in a Docker environment on a Proxmox server. Communication between the computer and the main control 
node is established via a USB-UART connection, while remote actuator and sensor modules are interconnected through a CAN bus. 
The system supports management of operator accounts, position presets, work sequences, worker-specific tasks, event logs, and 
remote access via Tailscale VPN infrastructure. The paper analyzes the database structure, relationships between tables, integrity 
constraints, data export and import organization, as well as security mechanisms based on PIN hashing and software license 
protection using asymmetric cryptography. The results show that the integration of a centralized database layer and a distributed 
communication architecture represents a functionally and technically justified solution for this class of industrial systems.

Keywords: PostgreSQL, RDBMS, Flutter, Dart, ESP32-S3, CAN bus, Tailscale VPN

Introduction

Modern industrial production increasingly re-
lies on software systems that in addition to process 
control, provide reliable organization, storage, and 
processing of data generated during operation. Their 
importance is particularly evident in environments 
where process quality depends on positioning accu-
racy, repeatability of work sequences, event logging, 
and access control. Under such conditions, the data-
base is not merely a supporting application compo-
nent, but one of the key elements of the overall soft-
ware architecture [1].

The need for systematic data management is es-

pecially pronounced in machines used for material 
deformation, forming, and processing, where even 
minor deviations can affect product quality and op-
erational efficiency. In addition to process param-
eters, it is necessary to ensure the storage of position 
presets, work sequences, user settings, operator ac-
counts, access rights, sessions, machine parameters, 
events, and audit trails. Such requirements point to a 
strictly structured and consistent data model suitable 
for multi-machine and multi-location environments. 

This paper considers an industrial software sys-
tem based on a distributed architecture in which the 
central application layer interacts with a main micro-
controller node and a set of remote actuator and sen-

20        Journal of Information Technology and Applications        www.jita-au.com



Centralized Database and Distributed Communication in a Software System for High-Precision Industrial Machine Control	 JITA 16(2026) 1:20-30 

sor modules. The application layer is implemented in 
the Dart/Flutter environment, while the control firm-
ware is developed in C++. Since the system is based 
on clearly defined entities with stable relationships, 
the relational model represents a natural choice for 
data organization [2]. The main application interface, 
which provides access to command functions, posi-
tioning controls, and predefined position registers, is 
shown in Fig. 1.

Figure 1. Main interface of the implemented software system for 
industrial machine control

The technical contribution of this paper lies in 
the definition, implementation, and evaluation of an 
integrated model that combines a centralized rela-
tional persistence layer, a distributed communication 
architecture, multi-client access, and access control 
within a precision-control system intended for indus-
trial environments. The proposed model is not lim-
ited to data storage alone, but also encompasses the 
structural organization of operator, machine, process, 
and event-related information, as well as its interac-
tion with the distributed control layer. In this way, 
the paper addresses both the informational and com-
munication aspects of industrial software systems in 
which reliability, consistency, and operational conti-
nuity are of critical importance. Within this context, 
the following research questions are addressed:

1.	 Does a centralized relational data model pro-
vide a reliable foundation for managing op-
erator, configuration, and process data in high-
precision industrial systems?

2.	 To what extent does PostgreSQL, as a central-
ized RDBMS, satisfy the functional and archi-
tectural requirements of a distributed system 
compared with NoSQL approaches?

3.	 How do relational structure, integrity con-
straints, access control, audit trails, and distrib-
uted communication contribute to the sustain-
ability and practical applicability of the imple-
mented solution?

4.	 How does the proposed architecture contrib-
ute to operational continuity, supervision, and 
coordinated management in multi-machine in-
dustrial environments?

Methods and materials
This section presents the architecture of the im-

plemented system, the organization of the communi-
cation layer, the structure and logic of the data model, 
and the technological environment in which the solu-
tion was developed. Special attention is given to the 
distribution of functions between the application, 
control, and sensor-actuator layers, centralized data 
persistence, remote access mechanisms, and system 
security aspects. In this way, the methodological and 
technical framework underlying the analysis present-
ed in the remainder of the paper is defined. 

System Architecture
The considered system was implemented as a 

multi-layer architecture in which supervision, con-
trol, acquisition, and persistence functions are dis-
tributed across several interconnected components. 
At the highest level, there is a central application 
layer developed in the Dart programming language 
using the Flutter framework [3]. This layer is avail-
able through desktop and mobile applications and 
serves as the main user, supervisory, and adminis-
trative interface of the system. Through it, operator 
login, worker account management, password reset, 
user creation and deletion, task definition and assign-
ment, access to position presets, creation and modi-
fication of work sequences, as well as review of logs 
and system events are performed. The administrative 
interface for managing operator accounts and access-
related actions is shown in Fig. 2.
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Figure 2. Administrative interface for managing operator 
accounts and access-related actions

At the control level, the system consists of mul-
tiple microcontroller nodes. The main control node 
is implemented on an ESP32-S3 microcontroller and 
communicates with the computer via a USB-UART 
connection. It acts as a bridge between the applica-
tion layer and the remote microcontroller modules, 
receiving commands, forwarding them to actuator 
and sensor nodes, and returning status information 
to the application. The internal hardware layout of 
the main ESP32-S3 control node is shown in Fig. 3.

Figure 3. Internal hardware layout of the main ESP32-S3 
control node

The firmware of the main node was developed in 
the C++ programming language and includes commu-
nication logic, operating mode management, coordi-
nation of execution modules, and data acquisition 
from the distributed layer. Remote execution nodes 
are responsible for actuator control, particularly hy-
brid stepper motor drivers with encoder feedback. 
Their function includes generation of control signals, 
supervision of axis states, execution of motion com-

mands, and system calibration through the machine-
zero referencing procedure. In addition to the execu-
tion modules, the system includes sensor nodes for 
collecting information from various types of sensors, 
including industrial PNP and NPN metal detectors, 
limit switches, laser presence and position sensors, 
as well as high-pressure probes in the hydraulic sys-
tem. In this way, a functional separation is achieved 
between actuator control and process-signal acquisi-
tion, which improves modularity, reduces local sig-
nal-routing complexity, and supports a clearer distri-
bution of responsibilities within the distributed con-
trol layer. At the application level, this architecture is 
complemented by dedicated supervisory interfaces 
through which machine-specific parameters can be 
reviewed, modified, and validated. These interfaces 
provide controlled access to axis parameters such as 
steps per millimeter, speed, acceleration, homing set-
tings, backlash compensation, and working limits, as 
shown in Fig. 4.

Figure 4. Interface for axis parameter, homing, and working-
range configuration

A particular value of the solution lies in its cross-
platform nature. The application can run on Windows, 
Linux, and Android operating systems, enabling flex-
ible use in office, production, and field environments. 
At the same time, access to centralized data is orga-
nized through a central server layer within the Tails-
cale VPN environment [4], [5], thereby logically sepa-
rating desktop and mobile clients from the database 
itself. In this way, direct exposure of the infrastruc-
ture is avoided, while controlled access, clearer archi-
tecture, and easier system maintenance are ensured. 
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Communication Architecture
The communication architecture of the imple-

mented system is organized hierarchically. At the 
first level, there is a USB-UART connection between 
the computer and the main ESP32-S3 node, through 
which commands, status messages, and process data 
are exchanged between the supervisory software and 
the control layer. At the second level, the main control 
node communicates with remote execution and sen-
sor modules via a CAN bus [6]. The selection of the 
CAN bus is based on the requirements of the indus-
trial environment, in which high-power electric mo-
tors, contactors, relay assemblies, variable-frequency 
drives, and power lines represent significant sources 
of electromagnetic interference. The hardware plat-
form of the main ESP32-S3 control node, including 
the CAN and RS485 interfaces used within the com-
munication layer, is shown in Fig. 5.

Figure 5. Hardware platform of the main ESP32-S3 control node 
with CAN and RS485 interfaces

Under such conditions, differential signal trans-
mission increases the resistance of the communica-
tion layer to electromagnetic disturbances, which 
makes the CAN bus an important element of the over-
all robustness of the architecture.

An additional advantage of this organization is that 
execution modules can be physically positioned close 
to the actuator assemblies they control, while sensor 
modules remain close to the sources of process infor-
mation. This reduces the need for long and sensitive 
sensor and actuator wiring, while communication to-
ward the main node remains unified through the bus 
infrastructure.

Robustness to Network and Server 
Interruptions
In the implemented architecture, the central da-

tabase and VPN layer are not part of the real-time 
motion-control path. Critical machine-control op-
erations are handled locally by the ESP32-S3 main 
control node and the distributed execution modules 
connected through the CAN bus. Therefore, interrup-
tion of the connection to the central server primarily 
affects remote supervision, synchronization of logs, 
retrieval of new tasks, and access to centralized his-
torical data, while already validated local machine-
control functions remain available at the controller 
level.

In the event of communication loss between the 
supervisory application and the central service, the 
architecture is designed so that unverified remote 
commands are not executed until the connection is 
restored and the machine state is re-synchronized. 
During such an interruption, the central server pri-
marily loses its role in remote supervision, data syn-
chronization, and access to historical or administra-
tive information, while the local control layer remains 
responsible for previously validated machine-control 
routines. Safety-related signals, such as limit switch-
es, homing state, end-limit supervision, emergency 
conditions, and local actuator status, remain under 
the responsibility of the ESP32-S3 control node and 
the distributed execution modules. This means that 
critical control behavior is not directly dependent on 
continuous availability of the central database or VPN 
connection. Such separation between the supervisory 
layer and the local control layer reduces dependence 
on the central server for critical machine movements, 
limits the risk of unsafe command execution during 
communication interruptions, and improves opera-
tional continuity in industrial environments.

Centralized Database Architecture
The implemented solution uses a centralized Post-

greSQL database. The database is installed in a Dock-
er container, while the complete server environment 
runs on a Proxmox server [7], [8] within the company 
infrastructure. This approach was introduced be-
cause of the need for multi-layer access to the system, 
including desktop and mobile clients, simultaneous 
operation of multiple machines, and access from mul-
tiple locations. 
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Relational Data Model
The data model was designed as a multi-context 

relational system that explicitly models the organi-
zational structure, access levels, machine context, 
and process data. At the top of the hierarchy are the 
companies and locations entities, which define the 
organizational and spatial context of the system. The 
machines entity represents the central connection 
between the physical infrastructure and the process 
layer, with each machine being linked to a company 
and location, and further associated with controllers, 
process parameters, sessions, events, and operator 
access. The machine_controllers entity is used to re-
cord the identity and status of control units, including 
controller type, firmware version, and operational 
data relevant for supervision. The structure of the 
centralized relational data model and the relation-
ships between its main entities are shown in Fig. 6.

The operator layer is modeled through the operators 
entity, along with the additional relations operator_lo-
cation_access and operator_machine_access, thereby 
establishing multi-level access control. In this way, it is 
possible to precisely define which operator is allowed to 
work at particular locations and on particular machines. 
The operator_sessions entity enables the recording of 
logins, logouts, and session statuses, thereby introduc-
ing additional traceability of operator activities.

The process layer is modeled through the entities 
presets, sequence_articles, and sequence_steps. The 
presets entity includes predefined position presets, 
while the sequence_articles and sequence_steps enti-
ties model work sequences through logical group-
ing and the elaboration of individual steps. Such an 
organization enables process patterns to be stored, 
shared, reused, and adapted to different operators, 
machines, or locations. The machine_parameters en-
tity is used to store machine configuration param-
eters, such as steps per millimeter, speeds, and ac-
celerations, while machine_state_snapshots models 
current or periodically recorded machine states, in-
cluding position, calibration status, reference mode, 
and end-limit states. In this way, the database stores 
not only static configuration information, but also dy-
namic operational data. The event and revision layer 
is modeled through the entities machine_events and 
audit_logs. The machine_events entity contains pro-
cess and system events related to a specific machine 
and operator, while audit_logs provides a generic 
trace of administrative and entity-level changes in 
the system.

Long-Term Data Management and Database 
Scalability
Since the machine_state_snapshots table may 

Figure 6. Entity-relationship schema of the centralized relational database
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grow rapidly in a multi-machine environment, long-
term data management must be considered as part of 
the database architecture. In the implemented model, 
current machine states and historical state records 
are conceptually separated. Recent records are used 
for supervision, diagnostics, and synchronization, 
while older records can be archived or aggregated 
depending on maintenance and reporting require-
ments.

For larger deployments, the table can be opti-
mized using indexes over machine_id and timestamp 
fields, time-based partitioning, and retention poli-
cies that keep high-resolution state data only for a 
defined operational period. Older snapshot data may 
be transferred to historical tables or summarized 
into aggregated diagnostic records. In this way, the 
system preserves traceability without allowing high-
frequency operational data to reduce database per-
formance over time.

Integrity Constraints and Transaction 
Management
The quality of the model is reflected not only 

in the number of entities, but also in the way con-
straints are defined over the data. Primary keys en-
sure the unique identity of each record, while foreign 
keys prevent illogical associations between entities. 
Mandatory fields are defined as NOT NULL, and ap-
propriate relations apply cascading deletion or NULL 
assignment rules depending on the semantics of the 
data. In this way, the database actively contributes to 
preserving system integrity.

In more complex operations, such as creating a 
work sequence with multiple steps, assigning access 
to an operator, or changing machine configuration, 
transactional consistency plays a key role. Such op-
erations represent a set of mutually related writes 
that must be treated as a single logical unit. The Post-
greSQL transaction mechanism ensures that such 
units are either fully committed or completely rolled 
back in the event of an error, thereby preventing par-
tial writes and preserving the logical correctness of 
the system [9].

Multi-Client Access and Remote Availability
The centralized database allows an operator to 

retain access to personal settings, work measures, 
sequences, tasks, and work history regardless of the 

machine being used, provided that the machine be-
longs to the same system environment. In this way, 
a unified user and process context is achieved across 
multiple machines, which is particularly important 
in production systems where operators work on the 
same or similar machines distributed across multiple 
workstations or locations. Access to the database is 
organized through the application layer, which sepa-
rates business logic from the query layer itself, there-
by achieving clearer code organization, easier testing, 
and greater maintainability of the system. In the im-
plemented architecture, desktop and mobile clients 
do not access the PostgreSQL database directly, in-
stead, all interactions with centralized data are medi-
ated through the application service layer within the 
Tailscale VPN environment, which enforces access 
control and isolates the database from direct client 
exposure. 

The use of a centralized PostgreSQL solution, in-
stead of a local database tied to a single workstation, 
naturally supports multi-client operation, central 
administration, and the availability of the same data 
across multiple devices.

The complete work process can be monitored 
and administered remotely using a dedicated Flut-
ter mobile application [10] and desktop client, with 
access established through Tailscale VPN infrastruc-
ture. In the implemented solution, Tailscale enables 
secure connection of devices within a closed virtual 
network, without the need for public exposure of 
services or complex configuration of traditional VPN 
solutions. In this way, the mobile application, remote 
computer, and the server environment hosting the 
PostgreSQL database remain available through con-
trolled, identity-based access, which supports secure 
supervision, centralized administration, and reliable 
access to operational and configuration data from 
different locations. The administrative interface for 
remote monitoring of service and database status is 
shown in Fig. 7.
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Figure 7. Administrative interface for remote monitoring of 
service and database status

The practical value of this architecture lies in the 
fact that all centrally defined data related to a spe-
cific worker are available through the VPN, including 
their settings, predefined measures, work tasks, and 
activity history. In this way, the system goes beyond 
the framework of a local control application tied to a 
single machine and becomes a centralized industrial 
software environment supporting multiple users, 
multiple devices, and multiple locations.

Data Portability and Security Mechanisms
An additional operational value of the system lies 

in its support for data export and import. The imple-
mented approach enables backup creation, data mi-
gration, and restoration of the system state whenever 
servicing, infrastructure replacement, or transfer of 
configuration to another controlled environment is 
required. In this way, the system supports not only 
routine administrative procedures, but also recovery 
scenarios in which continuity of operation must be 
preserved. Export and import mechanisms [11] make 
it possible to transfer operator data, presets, work se-
quences, and related configuration elements without 
the need for repeated manual setup. This reduces 
downtime, simplifies maintenance procedures, and 
improves portability of the software solution across 
different workstations and deployment contexts. 
Consequently, these mechanisms do not represent 
merely auxiliary administrative functions, but an im-
portant element of system continuity, maintainabil-
ity, and long-term operational reliability. An example 
of the interface used for database restoration from a 
backup file is shown in Fig. 8.

Figure 8. Interface for restoring the database from a backup file

The security aspect of the system does not relate 
only to the protection of user access to the applica-
tion, but also to the protection of the software solu-
tion itself against unauthorized use. For this reason, 
two mutually complementary protection mecha-
nisms have been applied. The first relates to opera-
tor authentication, where login is performed using a 
PIN whose value is stored in the database in hashed 
form, thereby reducing the risk associated with direct 
exposure of authentication data and improving pro-
tection of user credentials. In addition, this approach 
supports personalized access to operator-specific 
settings, presets, and work sequences while ensur-
ing that unauthorized users cannot access protected 
system functions. The operator login interface used 
for authentication and loading of personalized user 
settings is shown in Fig. 9.

Figure 9. Operator login interface of the implemented industrial 
control application
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The second relates to software license protection 
using asymmetric cryptography [12]. In this model, 
the private key remains with the system author and 
is used for digitally signing the license, while the pub-
lic key is embedded in the application and is used to 
verify its authenticity. Such an approach ensures that 
valid licenses can only be issued within the controlled 
service environment and that the verification process 
can be performed locally within the application itself. 
In this way, both user-level access protection and 
software-level authorization are addressed as inte-
gral parts of the overall system security model.

The implemented licensing subsystem also in-
cludes a dedicated internal License Manager appli-
cation intended exclusively for the software author 
or authorized service personnel. The tool processes 
exported request files generated by the main appli-
cation and enables license generation, renewal, and 
activation-code export. The licensing workflow sup-
ports both perpetual and time-limited licenses and 
is fully based on the same asymmetric cryptographic 
model, in which the private signing key is retained 
exclusively within the internal service environment. 
The administrative interface used for license verifica-
tion and activation is shown in Fig. 10.

Figure 10. Administrative interface for license verification and 
activation

This architecture prevents local generation or 
modification of a valid license by the end user, while 
license verification remains possible without relying 
on a constant Internet connection or a remote license 
server.

Results
The performed validation confirmed that the 

implemented system provides stable and consistent 
operation of the centralized data model, distributed 
communication layer, and remote multi-client access 
architecture. The obtained results indicate that the 
proposed software-hardware integration satisfies 
both the functional requirements of precise indus-
trial control and the organizational requirements of 
centralized data management in multi-machine envi-
ronments. 

At the application and database level, the central-
ized relational model enabled reliable management 
of operator accounts, position presets, work sequenc-
es, assigned tasks, and system events within a unified 
information environment. The average operator log-
in time, including authentication, access-right verifi-
cation, and loading of the user context, was 142 ms, 
while loading of position presets and work sequences 
required 31 ms and 56 ms, respectively. These values 
indicate that centralized persistence does not intro-
duce delays that would negatively affect routine in-
dustrial use. 

At the communication level, validation showed 
that the hierarchical organization based on the main 
control node and remote execution and sensor mod-
ules enables reliable exchange of commands and 
status information under industrial operating con-
ditions. The average response time between the ap-
plication layer and the main ESP32-S3 node over the 
USB-UART connection was 48 ms, while the average 
exchange time between the main node and remote 
modules over the CAN bus was 14 ms. No communi-
cation loss was observed during the test scenarios, 
and the functional separation between execution and 
sensing layers was preserved in all cases. These re-
sults confirm that the selected communication archi-
tecture provides both responsiveness and robustness 
in environments exposed to electromagnetic distur-
bances. 

Remote access through the Tailscale VPN infra-
structure was also successfully validated. Desktop 
and mobile clients were able to access centralized 
data and administrative functions with an average 
remote response time of 187 ms under normal op-
erating conditions. This result confirms that the de-
veloped architecture supports centralized supervi-
sion and coordinated management of multiple users, 

June 2026        Journal of Information Technology and Applications        27



JITA 16(2026) 1:20-30	 Daniel Menićanin, et al.

machines, and locations within a single software en-
vironment, without compromising practical usability.

At the database consistency level, the correctness 
of relations between the organizational, machine, 
operator, process, and revision layers was verified 
through complex transactional operations. Work-
sequence modification, access-right assignment, and 
machine-parameter updates were executed with a 
100% success rate in the validation scenarios, with-
out integrity violations or partial writes. Export and 
import of configuration and operational data re-
quired 3.2 s and 4.7 s, respectively, confirming that 
backup, migration, and restoration procedures can be 
performed efficiently within maintenance and recov-
ery workflows. 

From the industrial perspective, the implemented 
solution improved operational consistency, reduced 
dependence on machine-local data, and increased the 
availability of process-related information. Central-
ized storage of operator settings, work measures, and 
task assignments enabled the same operator to con-
tinue work on different machines without repeated 
manual reconfiguration, thereby reducing setup ef-
fort and improving workflow continuity. In addition, 
the availability of logs, audit records, and machine-
event history improved process traceability, diagnos-
tics, supervision, and accountability in production 
conditions.

The obtained results also show that the distrib-
uted architecture contributes to maintainability and 
scalability of the overall system. By separating execu-
tion and sensing functions across dedicated remote 
modules and interconnecting them through the CAN 
bus, the implemented solution reduced sensitivity to 
long signal lines, improved communication robust-
ness, and supported modular deployment across 
multiple machines and locations. In that sense, the 
proposed architecture provides not only a technically 
valid integration of software, database, and commu-
nication layers, but also measurable operational ben-
efits relevant to industrial practice.

Discussion
The obtained results confirm the justification for 

selecting a centralized relational data model for the 
analyzed type of industrial software system. The na-
ture of the data within the system clearly corresponds 
to the relational approach, since the entities are pre-

defined, their relationships are stable, and preserving 
the integrity of those relationships is essential for the 
correct operation of the system. Under such condi-
tions, a relational database management system rep-
resents the most suitable architectural and functional 
solution.

The choice of PostgreSQL proved justified due 
to the centralized nature of the system. Unlike local 
databases tied to a single machine or workstation, a 
centralized RDBMS allows the same operator to ac-
cess their data from multiple machines and different 
client platforms while preserving a unified operator 
and process context. Such an approach is particularly 
important in systems with multiple workstations, 
multiple users, and multiple locations, where local 
persistence would not be able to provide the required 
level of consistency, availability, and administrative 
transparency.

An additional value of the implemented solution 
lies in the breadth of the data model, which includes 
companies, locations, machines, controllers, access 
rights, sessions, machine parameters, states, events, 
and audit trails. In this way, the organizational, ma-
chine, operator, process, and revision layers of the 
system are integrated within a single database, en-
abling not only reliable persistence but also improved 
traceability, supervision, and process management.

From the communication perspective, the distrib-
uted architecture based on the main control node 
and remote execution and sensor modules proved 
suitable for the industrial environment. The choice of 
the CAN bus is particularly significant, since differen-
tial signal transmission provides greater resistance 
to electromagnetic interference typical of systems 
with electric motors, contactors, variable-frequency 
drives, and power lines. In this way, the communi-
cation layer does not represent only a transmission 
mechanism, but also an important element of the 
overall robustness and maintainability of the system. 
Remote access via the Tailscale VPN infrastructure 
further extends the functional scope of the solution 
by enabling centralized administration, log review, 
task assignment, and access to user settings from dif-
ferent locations.

The comparison with NoSQL approaches further 
confirms the appropriateness of the selected solu-
tion. A NoSQL approach may be useful in systems 
dominated by unstructured telemetry, high-volume 
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sensor streams, or document-oriented data storage. 
However, the analyzed industrial control system is 
based on clearly defined entities and stable relation-
ships between operators, machines, locations, access 
rights, process parameters, work sequences, ses-
sions, events, and audit records. In such a context, re-
lational integrity is more important than flexible data 
representation.

For example, when an operator is granted access to 
a specific machine at a specific location, this relation-
ship must remain consistent with the corresponding 
company, location, machine, session, and audit re-
cords. In a document-oriented NoSQL model, such in-
formation would often have to be duplicated or coor-
dinated across multiple documents, which increases 
the risk of inconsistent access rights, outdated copies 
of security-related data, and more complex validation 
logic at the application level. In contrast, PostgreSQL 
enforces these relationships through foreign keys, 
constraints, transactions, and rollback mechanisms.

Therefore, NoSQL systems could be considered as 
an auxiliary layer for high-volume telemetry, analyti-
cal storage, or non-critical log aggregation, but they 
are less appropriate as the primary source of truth 
for this type of safety- and integrity-sensitive indus-
trial application. For the implemented system, the 
centralized relational model provides clearer consis-
tency rules, stronger auditability, and more reliable 
management of operator access, machine param-
eters, and work-sequence modifications.

Based on this, it can be concluded that the main 
contribution of the paper does not lie only in the ap-
plication of individual technologies, but in their archi-
tectural integration. The centralized database layer, 
distributed communication architecture, multi-client 
access, and security mechanisms are integrated into a 
unified solution tailored to industrial precision-con-
trol systems. It is precisely in this integration that the 
key value of the proposed model can be recognized.

Conclusion
This paper examined the application of a central-

ized relational data model and distributed communi-
cation architecture in an industrial software system 
intended for high-precision machine control. The 
analysis showed that such systems require not only 
reliable control of process-related functions, but also 
structured management of operator accounts, posi-

tion presets, work sequences, access rights, system 
events, and audit-related data. In that context, the re-
lational model proved to be a suitable foundation for 
organizing and maintaining consistency of industrial 
operational data. 

The proposed architecture combines a central-
ized PostgreSQL persistence layer, a distributed 
microcontroller-based communication structure, 
and multi-client remote access within a unified soft-
ware environment. Such integration enables a clear 
separation between application, control, sensing, 
and data-management layers, while also supporting 
centralized supervision, improved traceability, and 
coordinated operation across multiple machines and 
locations. The obtained findings confirm that this ap-
proach is functionally, technically, and architectur-
ally appropriate for industrial environments in which 
precision, consistency, and operational continuity are 
critical. 

An additional contribution of the paper lies in 
showing that the selected architecture provides not 
only technical feasibility, but also practical industrial 
value through improved maintainability, centralized 
administration, controlled access, and support for 
backup, recovery, and licensing mechanisms. At the 
same time, the study indicates that the developed 
model provides a solid basis for further extension 
toward advanced supervision, analytics, production-
resource coordination, and broader integration of 
multiple industrial machines into a shared informa-
tion environment. 
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Abstract: Integrated information systems represent a key element of the digital transformation of public enterprises, enabling 
data integration, improvement of business process control, and an increase in transparency. This paper analyzes the effects of 
implementing an integrated information system in the Public Forestry Enterprise “Forests of the Republic of Srpska” JSC Sokolac, 
which integrates SAP ERP, a Geographic Information System (GIS), and a Document Management System (DMS).
Preliminary implementation results indicate concrete operational improvements, including the elimination of a 24-hour data 
synchronization delay, reduction of the field data collection cycle from 48 hours to near-real-time, instant document retrieval 
through the DMS, and automatic invoice generation upon mobile application synchronization. Once fully operational, the system is 
expected to further improve efficiency, control, transparency, and analytical management.
Special focus is placed on the identification of effects in the areas of operational efficiency, work organization, control and 
transparency of business operations, as well as the improvement of analytical capacities through the application of BI and OLAP 
technologies.
The research results indicate that the implementation of an integrated information system creates the preconditions for data 
centralization, standardization of business processes, and the establishment of a unified information environment. The integration 
of SAP ERP and GIS enables more comprehensive monitoring of the forest timber assortment production process and the 
improvement of analytical capacities through the application of BI tools.
A particularly significant contribution of the system is reflected in the possibility of linking planned and realized activities, thereby 
creating the preconditions for more efficient business monitoring and decision-making based on reliable data.
The integrated information system represents an important tool for improving efficiency and data-driven decision-making, while 
the achieved implementation results indicate significant potential for further development through advanced analytical methods 
and digital resource management.

Keywords: integrated information system, SAP, ERP, GIS, DMS, public enterprises

Introduction

Modern business systems are characterized by a 
high level of complexity, a large amount of data, and 
the need for fast and reliable decision-making. In 
such an environment, information systems repre-
sent a key factor in the efficient management of or-
ganizations, especially in the public sector, where the 
requirements for transparency, control, and rational 
use of resources are particularly pronounced [1], [4]. 
The integrated information system in the Public For-

estry Enterprise “Forests of the Republic of Srpska” 
is currently in the final phase of implementation, and 
the system is expected to achieve full operational 
capacity and provide complete support for business 
process management, control, transparency, and ana-
lytical decision-making.

Public enterprises that manage natural resources, 
such as the Public Forestry Enterprise “Forests of 
the Republic of Srpska,” face specific challenges that 
include the management of spatially distributed re-
sources, coordination of a large number of activities, 
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and processing of heterogeneous data. Under such 
conditions, traditional decentralized information 
systems often cannot provide an adequate level of 
integration and reliability of data, which leads to re-
duced business efficiency and more difficult decision-
making [4], [5].

Modern forestry management is increasingly in-
fluenced by concepts of digital transformation and In-
dustry 4.0, including the application of ERP systems, 
GIS technologies, mobile platforms, cloud infrastruc-
ture, and advanced analytical tools. In contemporary 
forestry systems, digital technologies enable more ef-
ficient resource management, improved monitoring 
of field activities, real-time data collection, and data-
driven decision-making processes. The integration of 
spatial and business data through unified informa-
tion systems represents one of the key directions in 
the modernization of forestry organizations and pub-
lic enterprises managing natural resources [6], [13]. 

The earlier information system in the Public For-
estry Enterprise “Forests of the Republic of Srpska” 
was based on a decentralized approach, whereby or-
ganizational units used different databases and their 
own coding systems. This approach led to data frag-
mentation, inconsistency of information, and limited 
possibilities for analysis. As a consequence, it was dif-
ficult to monitor business processes and establish a 
unified control system [8]–[10].

The introduction of an integrated information 
system represents a strategic step toward improving 
business operations and the digital transformation of 
the enterprise. The new system is based on the inte-
gration of an ERP system, a Geographic Information 
System (GIS), and a Document Management System 
(DMS), thereby creating conditions for the integra-
tion of business, spatial, and documentary data into 
a unified information environment [1], [4], [5]. Since 
the system is still in the final phase of implementa-
tion, the full effects of this integration are expected 
after its complete functional completion.

The aim of this paper is to examine the role of the 
integrated information system and its implementa-
tion in the Public Forestry Enterprise “Forests of the 
Republic of Srpska,” with particular focus on improv-
ing the efficiency of business processes, increasing 
the level of control and transparency, and developing 
analytical capacities through the integration of dif-
ferent information components. Special attention is 

devoted to the role of the BI system as an analytical 
layer that enables the integration and interpretation 
of data from different sources [3], [12].

The paper is structured so that, after the introduc-
tory part and methodology, a description of the inte-
grated information system follows, while the central 
part of the paper analyzes the effects of its implemen-
tation. The final part of the paper includes conclu-
sions and recommendations for the further develop-
ment of the system.

Research Methodology
The methodological framework of this paper is 

based on the application of the case study method, 
which enables a detailed analysis of the implemen-
tation of an integrated information system in a real 
organizational environment. This approach is partic-
ularly suitable for the study of complex information 
systems, as it enables consideration of the technical, 
organizational, and process aspects of their applica-
tion in practice [1], [4].

The subject of the research is the integrated infor-
mation system implemented in the Public Forestry 
Enterprise “Forests of the Republic of Srpska”, which 
consists of three basic components: the ERP system, 
GIS, and DMS. Together, these components form a 
unified information framework that enables the inte-
gration of data and business processes at the level of 
the entire enterprise [8]–[10].

A combined methodological approach was ap-
plied in the paper, including qualitative and descrip-
tive-analytical analysis. The qualitative aspect of the 
research is reflected in the analysis of the system 
implementation process, organizational changes, and 
the challenges that arise during the transition from 
a decentralized to a centralized system. The descrip-
tive-analytical approach is used to identify and inter-
pret the effects of system implementation on the en-
terprise’s operations.

The research methodology includes three key 
phases. The first phase relates to the analysis of the 
situation before the implementation of the integrated 
information system, during which the basic prob-
lems of the decentralized approach were identified, 
including data fragmentation, inconsistency of cod-
ing systems, and different working methods among 
organizational units. The second phase includes the 
analysis of the system implementation process, with 

32        Journal of Information Technology and Applications        www.jita-au.com



Analysis of the expected effects of implementing ERP, GIS and DMS systems in a public enterprise	 JITA 16(2026) 1:31-39 

particular focus on the integration of the SAP ERP, 
GIS, and DMS components, as well as on challenges 
in the area of data migration and standardization. 
The third phase relates to the evaluation of the effects 
of system implementation, during which changes in 
business efficiency, the level of control and transpar-
ency, and the analytical capacities of the organization 
are analyzed [8]–[10].

For the purposes of the research, internal enter-
prise documents, project documentation, and op-
erational data generated during system implementa-
tion were used. In addition, an important source of 
information consists of practical experience gained 
through work on the implementation and use of the 
system, which enables a realistic and detailed insight 
into the functioning of the integrated information 
system.

A special aspect of the methodology relates to the 
analysis of the integration of different information 
components. The SAP ERP system is observed as the 
central operational system that generates and pro-
cesses business data, GIS as the system that provides 
the spatial context of those data, while DMS enables 
document management and records of business pro-
cesses. The analysis of their mutual integration en-
ables an understanding of the way in which the in-
tegrated information system contributes to business 
improvement [1], [5].

For the purpose of a comprehensive evaluation 
of the effects of implementation, the results were 
analyzed through several dimensions, including op-
erational efficiency, data quality, the level of process 
standardization, and the possibilities of analytical 
data processing [3], [12]. Such an approach enables 
an objective assessment of the impact of the integrat-
ed information system on the enterprise’s operations.

The research was conducted during the imple-
mentation phase of the integrated information sys-
tem between 2020 and 2025. The analysis included 
data and observations collected throughout different 
implementation stages, including system design, data 
migration, integration, testing, and operational de-
ployment.

Data collection methods included:
•	 analysis of internal project documentation,
•	 analysis of conceptual designs and user man-

uals,
•	 operational reports and system records,

•	 direct observation during implementation ac-
tivities,

•	 consultations and interviews with employees 
involved in implementation and operational 
processes.

Such an approach enabled a more comprehensive 
understanding of both technical and organizational 
aspects of the implementation process.

The methodological approach applied in this pa-
per enables the identification of the key advantages 
and limitations of the implemented system and rep-
resents a basis for further research in the field of the 
application of integrated information systems in the 
public sector.

Integrated Information System Architecture
The integrated information system in the Public 

Forestry Enterprise “Forests of the Republic of Srp-
ska” represents a complex and integrated informa-
tion framework that includes three key components: 
the SAP ERP system as the central business system, 
the Geographic Information System (GIS) for the 
management of spatial data, and the Document Man-
agement System (DMS) for document management. 
Together, these components enable the integration of 
data and business processes at the level of the entire 
enterprise, thereby achieving a high level of integra-
tion, control, and efficiency [8]–[10].

The introduction of the integrated information 
system represents a significant step forward com-
pared to the previous decentralized model of work, 
in which organizational units used different data-
bases and their own coding systems. Such an ap-
proach led to data fragmentation, inconsistency in 
work, and more difficult monitoring of business op-
erations. By implementing the new system, a unified 
information framework was established, enabling 
data centralization and standardization of business 
processes (Figure 1).
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Figure 1. User interface of the SAP ERP system

The central role in the system is played by the 
ERP platform, which represents the basis for man-
aging all key business functions. Through the im-
plementation of the ERP system, the integration of 
procurement, sales, finance, payroll calculation, and 

project management processes was enabled. The 
MM (Materials Management) module is used for the 
procurement of goods and services, including spe-
cific processes in the field of forestry, while the SD 
(Sales and Distribution) module supports the sales 
processes of forest timber assortments. The FICO 
module enables the management of financial flows 
and controlling, while FICO/PY covers payroll and 
labor cost calculation [1], [7].

Of particular importance are PS (Project System), 
that is, WBS elements, which enable the planning, 
monitoring, and control of activities through projects, 
including silvicultural works, exploitation, and other 
operational processes. The PM (Plant Maintenance) 
module is used for fleet management and equipment 
maintenance, thereby further improving operational 
efficiency and resource availability [1], [7].

The DMS component of the system is used for elec-
tronic recording and document management, includ-
ing electronic protocol records, electronic document 
exchange, and records of court cases (Figure 2). By 
introducing the DMS system, the digitization of busi-
ness documentation was enabled, thereby improving 
data availability, reducing the use of paper documen-
tation, and increasing efficiency in the management 
of administrative processes [8]–[10].

The GIS component of the system represents a 
key element for the management of spatial data and 

Figure 2. DMS system interface
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their integration with business processes (Figure 3). 
Through the establishment of a unified GIS database, 
all spatial data that had previously been distributed 
across several different databases were integrated. 
This process was accompanied by significant chal-
lenges, especially with regard to overlapping poly-
gons, inconsistencies in boundaries, and different 
ways of naming spatial objects, which required de-
tailed data standardization and harmonization [5], 
[8]–[10].

The GIS system includes several thematic units, 
including forest management plans, operational proj-
ects, forest cadastre and felling schedules, forest com-
munications, private forests, and forest protection. In 
this way, detailed planning and monitoring of field ac-
tivities are enabled with a high level of precision and 
data reliability.

A particularly significant role within the integrated 
information system is played by mobile applications, 
which represent the link between field activities and 
the central information system. Two key mobile ap-
plications have been implemented: the GIS mobile 
application and the SAP mobile application.

The GIS mobile application enables spatial and 
attribute data to be collected directly in the field. 
Through this application, it is envisaged that data 
will be collected for the preparation of forest man-
agement plans (forest inventory), as well as data for 
operational projects, that is, the marking of trees. In 

addition, the GIS mobile application is also used in 
the forest protection segment, where it enables the 
recording of locations of illegal logging, pheromone 
traps, and polygons of burned areas [13].

An important aspect of this application is the pos-
sibility of electronic completion of forms that were 
previously in paper form. In this way, automatic 
centralization and availability of data are enabled, 
whereas previously such data remained in written 
form in archives and were not easily available for 
analysis and control.

Figure 4. SAP mobile application integrated with a portable 
printer

The SAP mobile application serves to record the 
movement of forest timber assortments through all 

Figure 3. GIS system interface
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phases of the production process. This application 
enables the recording of felled trees, their extraction 
to truck roads, and the dispatch of forest timber as-
sortments. This process envisages the recording of 
detailed data on each tree, as well as information on 
the type of felling and the method of carrying out the 
work (Figure 4).

The system enables precise recording of whether 
the works were performed by the enterprise’s own 
workforce, in which case data on the executors are 
recorded (felling and extraction groups), or whether 
external contractors were engaged, thereby establish-
ing a direct link with work performance contracts. In 
the dispatch phase, a connection is established with 
the buyer and sales contracts, whereby the system 
automatically checks whether all contractual and fi-
nancial obligations have been fulfilled. If the buyer 
has outstanding obligations, it is not possible to issue 
a dispatch order, which provides an additional level 
of control.

One of the key characteristics of the system is the 
complete monitoring of all activities. Each phase of 
the process records data on completed works, includ-
ing information on who performed a given activity, 
when, and in what manner. In this way, a clear and re-
liable trace is provided for all phases of work, which 
will significantly contribute to transparency and con-
trol of operations.

The integration of ERP, GIS, and DMS systems, sup-
ported by mobile applications, enables the consolida-
tion of operational, spatial, and documentary data 
into a unified whole. Such an approach provides the 
basis for improving efficiency, increasing transpar-
ency, and developing advanced analytical capabilities, 
thereby positioning the integrated information sys-
tem as a key tool for managing enterprise operations.

An important segment of the integrated informa-
tion system is the BI (Business Intelligence) compo-
nent, which enables the integration and analysis of 
data from ERP, GIS, and DMS systems. The BI system 
takes over data from the GIS component related to 
felling plans and planned activities and links them 
with data from the ERP system covering the real-
ization of felling, extraction, and dispatch of forest 
timber assortments. In this way, the integration of 
planned and realization data is enabled, thereby pro-
viding a complete insight into production and realiza-
tion flows [2], [3], [12].

Through such an integrated approach, the BI sys-
tem enables the generation of reporting documenta-
tion that links planned and realized activities, there-
by enabling continuous monitoring of deviations and 
the efficiency of plan realization. A particularly im-
portant aspect of this approach is reflected in the pos-
sibility of analyzing the entire process, from planning, 
through work execution, to final realization and sale.

In addition, the BI system enables the generation 
of a large number of standard and customized reports, 
including reports on work monitoring, stock levels, 
movement of forest timber assortments, realization 
of contracts, as well as monitoring of planning docu-
ments. These reports enable a detailed insight into the 
enterprise’s operations through different dimensions, 
thereby significantly improving control and support to 
the decision-making process [2], [3], [12].

By integrating data from different sources and 
analyzing them through the BI system, a unified and 
reliable source of information is provided, which rep-
resents the basis for efficient management of busi-
ness processes and strategic planning.

Results and Discussion
Preliminary implementation results and opera-

tional observations indicate several important or-
ganizational and technological improvements. The 
implementation of the integrated information system 
in the Public Forestry Enterprise “Forests of the Re-
public of Srpska” has already led to certain changes 
in the way the enterprise functions. The effects of im-
plementation can be observed through several inter-
related dimensions, including operational efficiency, 
work organization, business control, and the devel-
opment of analytical capacities.

One of the most significant observed and expected 
effects of system implementation is reflected in the im-
provement of operational efficiency. By introducing the 
ERP system and integrating it with GIS and DMS com-
ponents, the automation of a large number of business 
processes has been enabled. This reduces the need for 
multiple data entries, decreases the possibility of er-
rors, and accelerates information processing. Mobile 
applications contribute to improved data timeliness, 
as they enable data entry directly in the field and its 
availability in the central system [8]–[10].

At the organizational level, the implementation of 
the integrated information system has contributed 
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to the standardization of business processes and the 
unification of work methods across organizational 
units. The previously decentralized system, in which 
different parts of the enterprise used their own pro-
cedures and coding systems, is gradually being re-
placed by a unified work model based on centralized 
data and standardized rules. In this way, conditions 
have been created for greater consistency of work, 
better coordination, and a clearer distribution of re-
sponsibilities [1], [4].

A particularly important expected effect of sys-
tem implementation is reflected in the increase in 
the level of control and transparency of business 
operations(Table 1). Through the integration of ERP 
and GIS systems, more complete monitoring of tim-
ber assortments is enabled through all phases of the 
process, from planning and felling to transport and 
sale. Each activity is recorded with relevant data on 
time, location, and executor, thereby creating condi-
tions for more efficient supervision and more reliable 
business control.

Data centralization represents one of the key ex-
pected effects of system implementation. The previ-
ous system was characterized by data fragmenta-
tion and the existence of different material coding 
systems, which made integration and analysis more 
difficult. By introducing a unified database and stan-
dardizing coding systems, data consistency, easier 
accessibility, and a stronger basis for reporting and 
management have been established [8]–[11].

A significant expected effect of the implementa-
tion of the integrated information system relates to 

the improvement of the organization’s analytical ca-
pacities. The BI component of the system enables the 
integration of data from the ERP and GIS systems and 
their analysis through different dimensions. Particu-
larly important is the linking of planning data from 
the GIS system with realization data from the ERP 
system, thereby creating the preconditions for more 
precise monitoring of plan implementation and the 
identification of deviations [2], [3], [12].

Through the BI system, it is possible to generate a 
large number of reports that cover different aspects 
of operations, including work monitoring, stock lev-
els, movement of forest timber assortments, realiza-
tion of contracts, and execution of planning docu-
ments. These reports enable a more detailed insight 
into operations and represent the basis for more ef-
ficient resource management and decision-making.

The special value of the BI system is reflected in 
the possibility of integration with the GIS component, 
thereby enabling spatial data analysis. This approach 
enables business activities to be viewed in their geo-
graphical context, which is of particular importance 
in forestry. In this way, it would be possible to identify 
the spatial distribution of activities more precisely, 
monitor the execution of works, and analyze resource 
utilization [5].

Several concrete operational improvements have 
already been observed during the implementation 
process. In the area of data availability, the previous 
system relied on nightly synchronization between 
decentralized organizational units, which meant that 
all data in the system were at least 24 hours old at 

Business Process Previous State Current / Expected State Expected Improvement
Document processing Paper-based workflow Digital DMS workflow Faster document availability

Field data collection Manual paper forms Mobile GIS data collection Real-time data availability (48h 
reduction)

Timber tracking Partial traceability Integrated SAP-GIS tracking Increased transparency
Reporting generation Manual report preparation Automated BI reporting Reduced reporting time

Data storage Decentralized databases Centralized database Improved data consistency 
(24h nightly sync eliminated)

Monitoring of contracts Manual verification ERP-based control mechanisms Improved operational control

Planning and realization analysis Separate systems Integrated BI analysis Better decision-making 
support

Document retrieval (DMS) Physical archive search (minutes to hours) Instant electronic search by 
protocol no., date, or sender

Near-instant retrieval (search 
time eliminated)

Invoice generation Handwritten dispatch note → manual re-
entry (next day) → invoice: min. 24h delay

Mobile app sync → automatic 
invoice generation and 
delivery to buyer

24h reduction in billing cycle

Table 1. Preliminary indicators and expected operational improvements
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any given point. The new integrated system elimi-
nates this delay, providing near-real-time data avail-
ability across all organizational units. In the case of 
field data collection, the previous workflow required 
field workers to complete handwritten forms on-site, 
manually re-enter the data into the system the follow-
ing day, and then wait for an additional synchroniza-
tion cycle — resulting in a total data delay of up to 48 
hours. The integrated mobile application eliminates 
this entirely by capturing data directly in the field and 
synchronizing it with the central system immediately. 
In the domain of document management, the DMS 
enables instant retrieval of any document by proto-
col number, date, or sender, replacing a process that 
previously required physical archive searches lasting 
from several minutes to several hours. A particularly 
significant operational improvement relates to the in-
voicing process: previously, dispatch notes for timber 
assortments were handwritten in the field, manually 
re-entered into the system the following day, and only 
then could an invoice be generated — resulting in a 
minimum 24-hour delay in the billing cycle. The new 
system generates and delivers invoices to buyers au-
tomatically upon mobile application synchronization, 
eliminating this delay entirely and contributing to 
faster revenue collection. Finally, whereas year-over-
year data comparisons previously required manual 
extraction from separate annual databases, the inte-
grated system now supports cumulative multi-year 
analysis directly through the BI component.

In addition to the expected positive effects, the 
implementation of the integrated information system 
has also been accompanied by certain challenges. The 
most significant challenges relate to data migration, 
standardization of coding systems, and adaptation 
of employees to a new way of working. Particularly 
complex is the process of integrating spatial and busi-
ness data, as well as the need to harmonize different 
work practices across organizational units [8]–[10].

Viewed as a whole, the implementation of the inte-
grated information system has a potentially transfor-
mational impact on the enterprise’s operations. By inte-
grating operational, spatial, and analytical components, 
a unified information framework is being established 
that enables more efficient resource management, in-
creases transparency, and provides a better basis for 
strategic and operational decision-making, especially 
after the system begins to operate at full capacity.

Limitations of the Research
The integrated information system analyzed in 

this paper is still in the final phase of implementation, 
which represents one of the main limitations of the 
research. As a result, certain effects described in the 
paper are based on preliminary operational obser-
vations and expected long-term benefits rather than 
fully measurable empirical indicators.

In addition, some organizational units are still un-
dergoing the process of adaptation to standardized 
workflows and centralized data management. There-
fore, a complete quantitative evaluation of all system 
effects will be possible only after full operational sta-
bilization and long-term use of all implemented func-
tionalities.

Future research should include detailed quantita-
tive analysis of operational indicators, comparative 
efficiency measurements, and long-term evaluation 
of the impact of integrated information systems on 
forestry management processes.

Conclusion
The results of the analysis indicate that the imple-

mentation of the integrated information system in 
the Public Forestry Enterprise “Forests of the Repub-
lic of Srpska” represents a significant step toward the 
modernization and digital transformation of business 
operations. Since the system is still in the final phase 
of implementation, it is possible to speak primarily 
of the establishment of a unified information frame-
work that should integrate business, spatial, and 
documentary data, while the full effects are expected 
after its complete functional completion.

One of the key expected effects of system imple-
mentation is reflected in the increase in operational 
efficiency, through process automation and the re-
duction of the need for manual data entry. The intro-
duction of mobile applications further improves the 
accuracy and timeliness of data, enabling their collec-
tion directly at the point of origin.

At the organizational level, the system contrib-
utes to the unification of business processes and 
the increase in employee responsibility, while at the 
management level it should enable a higher degree 
of control and transparency. A particularly impor-
tant aspect is that the system enables more complete 
monitoring of timber assortments through all phases 
of the process, which contributes to more efficient su-
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pervision and more rational use of resources.
The development of the BI component of the sys-

tem enables the improvement of analytical capacities 
through the integration of data from ERP and GIS sys-
tems, as well as their processing through different ana-
lytical models. In this way, data-driven decision-mak-
ing should be enabled, which represents a key element 
of modern organizational management [2], [3], [12].

Although the implementation of the system has 
been accompanied by significant challenges, particu-
larly in the areas of data migration and standardiza-
tion, as well as the adaptation of employees to a new 
way of working, the results achieved so far and the 
functionalities established indicate the justification 
of investing in the integrated information system and 
its potential benefits.

The further development of the system can be 
directed toward the completion of all planned func-
tionalities, the improvement of analytical capabili-
ties, greater integration with advanced technologies, 
including artificial intelligence, as well as the con-
tinuous improvement of data quality and business 
processes. This would further increase management 
efficiency and enable the development of a modern 
model of digital resource management.
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Abstract: Following research evaluated conventional machine learning and deep learning algorithms used for the purpose of binary 
text classification, in accordance with previous research demonstrating advantages in supervised learning models such as Naive 
Bayes, Logistic Regression, and LSTM networks. Models that were subject of implementation are: Logistic Regression, Naive Bayes, 
Support Vector Machine (SVM), Random Forest, and LSTM. Responses from nonprofit organizations have been cleaned, tokenized, 
and preprocessed implementing either TF-IDF vectorization or sequence trimming determined by the model that was chosen. The 
majority of the models were performed using 50,000 samples because of computational capacity limitations, whereas the LSTM 
was executed only with 5,000 samples. LinearSVC is implemented for the purpose of accelerating training of the SVM model, as well 
as Random Forest parameters optimization for algorithmic efficiency. On the other hand the LSTM model provided an embedding 
component and a single LSTM unit for maintaining the sequence information. The performance of the models was evaluated 
according to the accuracy, precision, recall, and F1 score metrics. The findings are indicating that fundamental models perform 
effectively and consistently, however the LSTM model demands more computational capacity to provide context for classification.

Keywords: sentiment analysis, twitter data, machine learning, performance metrics

Introduction
Sentiment analysis or opinion mining is a widely 

studied application of Natural Language Processing 
(NLP) that involves identifying and classifying opin-
ions contained in text data-specifically if the senti-
ment of a statement is positive, negative, or neutral. 
With user-generated content ballooning exponen-
tially on Twitter, Facebook, Reddit, and Instagram, 
sentiment analysis has been rendered crucial in un-
derstanding public opinion, monitoring brand repu-
tation, detecting misinformation, and even predicting 
political leanings.

In the age of the internet, people tend to share 
opinions online. Those unstructured bits of data have 
plenty of information but are hard to analyze at large 
manually. The overall interest in sentiment analysis is 
due to its applications across fields—businesses use 
it to improve user experience, governments monitor 
it for indicators of unrest, and researchers use it for 
studies of mental illness or consumer behavior.

The problem solved by this work is the analysis 
of social media sentiment data through the auto-

matic classification of social media postings (such as 
tweets) to identify whether they have a positive or 
negative sentiment. In this research, posting classifi-
cation used five different machine learning models to 
classify postings into binary (two classes) or multi-
class (three classes) classifications. For this purpose, 
I have used the Sentiment140: Twitter Sentiment 
Analysis Dataset [1], which contains 1.6 million an-
notated tweets labeled for sentiment classification.

The Sentiment140 dataset contains tweets as-
signed polarity sentiment classifications. An example 
of this is the positive tweet “Lyx is cool” that was cre-
ated by user robotickilldozr on May 16, 2009, and is 
given a sentiment score of 4 (positive). The purpose 
of this example is to show how the dataset encodes 
the public’s expression of feelings toward something 
into values that can be used for analyzing sentiment.

Related works on sentiment analysis
Since there is a lot of user-generated content for 

expressing the general attitude of society at large it is 
crucial to highlight that social media sentiment anal-
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ysis and statistics, especially data related to Twitter 
posts, have been a primary focus of interest in natural 
language processing (NLP). It is important to consid-
er different strategies that have been utilized with a 
wide range of models including rule-based and con-
ventional machine learning models on the one side, 
as well as transformer and deep learning models on 
the other. Although preliminary studies were focused 
on techniques for remote monitoring in large-scale 
data processing, research presented in [1], it is im-
portant to emphasize that recent initiatives have in-
cluded additional domain features and neural archi-
tectures to enhance sentiment classification efficien-
cy. Even though significant advances have been made, 
concerns including flexibility of the domain, as well 
as the informal text, and absence of suitable labeled 
data in languages with limited resources remain in 
the focus of the corresponding studies.

Observing the approach established in [1] the 
foundation utilizing Sentiment140 data by leveraging 
emoticons as distant supervision labels (“:\)” and “:\
(“) allowing scalable gathering of sentiment-labeled 
tweets. Corresponding study utilizes the same data-
set as utilized in our project. Their methodology en-
couraged most modern social media sentiment pro-
cessing pipelines.

Research presented in [2] talks about deep learn-
ing models (CNN, RNN, LSTM) used in sentiment anal-
ysis and highlights their advantages over traditional 
ML methods. This survey is relevant to the topic of 
my research since it provides theoretical grounding 
for your use of LSTM and justifies your choice of deep 
learning for modeling sentiment on unstructured 
text.

The main idea of work proposed in [3] paper sur-
veys sentiment analysis techniques over Twitter data 
and suggests challenges such as short text, sarcasm, 
and colloquialisms. Paper is relevant to this topic 
since it provides assistance to establish the unique 
nature of Twitter sentiment analysis and helps the 
need to preprocess noisy tweets before classification.

When it comes to the idea introduced in [4] article 
provides a clear explanation of sentiment analysis al-
gorithms (lexicon-based, ML-based) and areas of ap-
plication like politics, business, and healthcare. Con-
sidering that article helps in defining a project’s so-
cial impact and positions your model in the broader 
scope of application.

Although CNN-focused, the work discussed in [5] 
introduced new methods for using deep learning for 
text classification that set the stage for many subse-
quent sentiment models. Demonstrates how deep 
structures like CNNs (and later, LSTMs) can achieve 
better results than classic methods - comparative jus-
tification, relating it to the topic of my research. 

Dataset preparation
In the manner of this study in the foreground is a 

comparison of five supervised learning models for bi-
nary text classification, including Logistic Regression, 
Naive Bayes, Support Vector Machine (SVM), Ran-
dom Forest, and Long Short-Term Memory (LSTM) 
networks. Following that the pipeline began with a 
preprocessing stage which included tokenization, 
contaminating the text, and encoding the labels. Con-
sidering the traditional machine learning model, the 
feature extraction process was performed using TF-
IDF vectorization. 

In light of computer limitations and to accelerate 
selected models, only 50,000 samples were used to 
train all the models, except the LSTM model which 
was limited to 5,000 samples. LSTM stands out from 
other models because it could not handle textual data 
as a matrix of fragmented features. Keras’s Tokenizer 
and pad_sequences were utilized in order to convert 
the text into sequences of augmented integers to be 
used by LSTM since it takes sequential inputs. Tak-
ing it into consideration all models were trained and 
tested according to different performance measures 
including: accuracy, precision, recall, and F1 score.

Data Preprocessing
Dataset has been broken down into training and 

testing sets for the purpose of performance evalua-
tion on data that is not part of the sample. Each com-
ponent of textual data encountered basic the prepa-
ration process, including:

•	 Stopword removal and punctuation
•	 Lowercase all tokens
•	 Stemming or lemmatization 
The dataset was already in binary classification 

format, consequently there was no need for one-hot 
encoding or manual label encoding.
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Text Vectorization
Three vectorization approaches have been ad-

dressed:
•	 TF-IDF (Term Frequency–Inverse Document 

Frequency): The majority of models supported 
this approach, which involved transforming 
text to a minimal matrix of normalized word 
frequencies.

•	 CountVectorizer: Converts a collection of text 
documents into a token counts matrix.

•	 HashingVectorizer: This method represents 
a more efficient, as well as memory-friendly 
method of vectorizing text that implements the 
hashing trick.

Considering how it impacts the memory and per-
formance, TF-IDF has been chosen with `max_fea-
tures=1000`, as the default for all the classical models.

Research design
Exploratory Data Analysis (EDA)
In advance of doing the analysis, the initial step 

was Exploratory Data Analysis (EDA), for the pur-
pose of better dataset comprehension. This has been 
accomplished by implementing text lengths analysis, 
while discovering the most frequent words, and visu-
alizing the class distributions. Additionally, the pre-
processing stage included a wide range of tasks, such 
as identifying missing values, stopwords, as well as 
text normalization that has been applied in the same 
time frame. The most commonly used phrases in each 
class are presented as well using semantic clouds 
and bar charts, which enhanced the feature selection 
and allowed observations, which could be useful in 
understanding the data itself. Furthermore, EDA has 
provided assistance for easier decision making when 
it comes to tokenization and vectorizer implementa-
tion used afterwards in the stage related to develop-
ment of the model.

Model Development
Five different algorithms were trained and imple-

mented for binary classification of text. Each algo-
rithm was chosen based on its applicability to the 
task, scalability, and ability to work with sparse or 
sequential data.

Logistic Regression was used as a baseline, lin-
ear classifier algorithm due to its speed, simplicity, 
and interpretability (Fig. 1). It had been trained with 

TF-IDF vectorizer features in order to preserve im-
portance of the term while still being computation-
ally efficient. The model would choose features that 
had a sufficient amount of importance while still dis-
regarding terms of lower importance. Training the 
Logistic Regression model directly to a limited, high-
dimensional matrix could result in relatively ineffi-
cient convergence. Furthermore, the maximum num-
ber of iterations completed was increased to ensure 
convergence while training. 

# Logistic Regression
lr = LogisticRegression(max_iter=1000)
lr.fit(X_train_vec, y_train)
metrics[‘Logistic Regression’] = evaluate_
model(“Logistic Regression”, y_test, 
lr.predict(X_test_vec))

Figure 1. Logistic regression 

Naive Bayes algorithm (MultinomialNB specifi-
cally) was chosen for its stochastic structure, while 
resulting in outstanding performance with previous 
research in binary classifications of text (Fig. 2). Na-
ive Bayes assumes independence among features, 
which is a potential simplification of reality, but ef-
fectively works in classification tasks where the fea-
tures can be substantially represented in their states, 
either with word frequencies or terms method of TF-
IDF. Since Naive Bayes is a lightweight architecture 
and performs very well with sparse representations 
of data, it was expected to be one of the most efficient 
models in the experiment.

# Naive Bayes
nb = MultinomialNB()
nb.fit(X_train_vec, y_train)
metrics[‘Naive Bayes’] = evaluate_
model(“Naive Bayes”, y_test, nb.predict(X_
test_vec))

Figure 2. Naïve Bayes 

Support Vector Machine (SVM) was implement-
ed using the SVC() classifier at first, but because it 
had slow training times and convergence issues with 
large, high-dimensional datasets, it was topologically 
replaced with LinearSVC. The linear version, while 
different theoretically, is more suitable for sparse and 
large-scale text classification tasks by providing more 
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scalability and implementation alternatives without 
significantly compromising robustness, such as accu-
racy. (Fig. 3)

# SVM
svm = LinearSVC(max_iter=1000)
svm.fit(X_train_vec, y_train)
metrics[‘SVM’] = evaluate_model(“Linear 
SVM”, y_test, svm.predict(X_test_vec))

Figure 3. SVM 

Random Forest was also implemented because it 
is an ensemble learning method, therefore combin-
ing multiple decision trees to improve performance 
and robustness. There were considerable challenges 
with resources and an extensive training period since 
the problem was how it was used in the implementa-
tion. Following that, the model was tuned (n_estima-
tors=10, max_depth=5, n_jobs=-1) to limit the tree 
number, tree depth, and enable parallel computations 
just to train a model efficiently while still capturing 
important feature interactions. (Fig. 4)

# Random Forest
rf = RandomForestClassifier(n_
estimators=10, max_depth=10, random_
state=42)
rf.fit(X_train_vec, y_train)
metrics[‘Random Forest’] = evaluate_
model(“Random Forest”, y_test, rf.predict(X_
test_vec))

Figure 4 Random forest

Long Short Term Memory (LSTM) neural net-
work was used to explore deep learning-based se-
quential modeling. The model was built using Ten-
sorFlow/Keras. The text input was tokenized and 
represented as augmented integer sequences, which 
were converted to be input to the embedding layer 
and LSTM. In general, the architecture of the LSTM is 
done in a structure of first an embedding layer that 
takes tokens and converts them into dense vectors, 
followed by a single LSTM layer that captures tempo-
ral dependencies in sequences of words. Additionally, 
two layers were built including the regularization 
dropout layer as well as the final dense layer for bi-
nary classification with a sigmoid activation function. 
Because of limited resources, the maximum size of 

the training set was limited to 5000 text samples, one 
training epoch, a batch size of 64, embedding dimen-
sion of 32. Despite the reduced efficiency of the LSTM 
algorithm, the LSTM provided clear evidence refer-
ring to potential and capabilities of deep learning 
models in the field of text classification. (Fig.5)

# LSTM
sample_size = 5000
X_train_sample = X_train[:sample_size]
y_train_sample = y_train[:sample_size]

Figure 5 LSTM

Evaluation 
The corresponding models were evaluated ac-

cording to four performance metrics including ac-
curacy, precision, recall, and F1 score. Accuracy 
is an overall metric of how frequently predictions 
were correct, while precision is the proportion of 
true positives based on positive predictions. On the 
other hand recall represents the proportion of true 
positives found from all true positives, and F1 score 
is the representation of balance between precision 
and recall. The metrics were calculated using scikit-
learn’s evaluation measuring functions. Afterwards, 
all the results gathered were stored as a dictionary, 
and the results were able to be visualized in a bar 
graph, making it relatively straightforward to ob-
serve all models on the same chart. The evaluation 
pipeline ensured consistency and equity between 
models.

The data set used in the current study consisted 
of 1,583,691 Twitter tweets, about evenly split be-
tween sentiment classes (50.1% positive and 49.9% 
negative), and hence well-suited for objective model 
testing. A comprehensive data quality check revealed 
no missing values, an extremely low rate of duplica-
tion of about 0.14%, and significant variability in the 
lengths of tweets (mean = 74.47 characters, std = 
36.2), consistent with previous reports that Twitter 
data is short-lengthed and noisy [3]. Preprocessing 
involved token cleaning and noise reduction, as used 
in earlier studies to improve performance for social 
media text in an informal setting [4].

Five classifiers were trained and tested: Logistic 
Regression, Naive Bayes, Linear Support Vector Ma-
chine (SVM), Random Forest, and a deep learning 
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LSTM-based model. Their performance, in terms of 
accuracy, precision, recall, and F1 score.(Table 1)

Table 1. Performance Comparison of Machine Learning Models 
on Text Classification Task

Model Accuracy Precision Recall F1 Score
Logisti c 

Regression 0.7586 0.7484 0.7833 0.7654

Naive Bayes 0.7453 0.7436 0.7531 0.7483
Linear SVM 0.7579 0.7463 0.7854 0.7653

Random 
Forest 0.6773 0.6353 0.8411 0.7238

LSTM 0.6099 0.5826 0.7905 0.6708

Figure 6: Comparative Accuracy of Machine Learning and Deep 
Learning Models for Sentiment Analysis

The accuracy examination demonstrates that 
simple machine learning models can be significantly 
more accurate than deep learning models under con-
trolled conditions. Logistic Regression (75.86%) and 
Linear SVM (75.79%) are reaching around 75.8% 
accuracy rate (75.86% for Logistic Regression and 
75.79% for Linear SVM) as shown in Figure 6, while 
supporting the effectiveness of the corresponding 
method when it comes to handling high-dimensional, 
insufficient data such as tweet texts. This finding is in 
line with that of [3], who highlighted that linear clas-
sifier, and SVMs in particular, are optimal for short-
text sentiment analysis since they manage to monitor 
optimum separating hyperplanes in sparse feature 
spaces. In addition, accuracy results are supported by 
[1] as one of the previous studies as well, while indi-
cating that standard models perform well on Twitter 
data. It is important to emphasize that Naive Bayes 
was close behind these results with accuracy equal to 
74.53% while Random Forest did well, with 67.73% 
there was a significant decline in performance. On 
the other hand, achieving relatively low accuracy of 

0.6099 as shown in Figure 6. while demonstrating 
a wide range of limitations when it comes to the in-
terpretation of the LSTM model to the brief texts with 
minimal context without depending on more com-
plex architectures or pretrained incorporated data. 
This opposed the estimated outcome of the deep 
learning model achievements from [2], expanding on 
the statement that neural networks most commonly 
require considerable tuning alongside with other se-
mantic resources before overtaking simpler models 
in the tasks related to the classification of the texts.

Figure 7: Comparative Precision of Machine Learning and Deep 
Learning Models for Sentiment Analysis

Precision results highlight that the traditional 
methods are effective for Twitter sentiment analy-
sis. Logistic Regression has the highest precision at 
74.8%, followed closely by Linear SVM at 74.6% has 
a marginally lower precision rate shown in Figure 
7. within the same variation range, demonstrating 
identical effectiveness. Taking it into account there 
is an additional reinforcement of SVM model deter-
mined chronology of performance in corresponding 
NLP tasks, especially in cases when comprehension 
takes a secondary function prioritizing performance. 
However, Naive Bayes had 74.4% when it comes to 
precision rate, as we can see from Figure 7. reflecting 
marginal variation when it comes to overall perfor-
mance of models which were subject of examination. 
Following that, results of precision metric are consis-
tent with previous work done by [1], where the de-
velopment of corresponding model is also reported 
to be a reliable alternative on emoticon-labeled data 
similar to the Sentiment140 dataset. It is important 
to emphasize that Random Forest has reached 63.5%, 
while LSTM achieved 58.3% precision rate as shown 
in Figure 7. as well, indicating far lower results in the 
field of positive sentiment identification, revealing 
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several types of constraints in terms of implementing 
the LSTM model to brief texts, as mentioned earlier. 

One of the reasons for the performance incon-
sistencies could be that traditional models, such as 
TF-IDF, are able to perform more effectively with in-
complete information. However, the LSTM method 
developed in the current research involved hyper-
parameter adjustment, contextual embeddings, and 
large datasets, while weak performance had been ex-
pected given the absence of pretrained embeddings, 
along with concurrently fragmented and misleading 
format of tweets.

Figure 8: Comparative Recall Performance of Machine Learning 
Models for Sentiment Classification

Recall performance provides insight into the dif-
ferent strengths of the models in identifying true 
positive sentiments. Random Forest had the highest 
recall performance with 84.1%, while LSTM achieved 
79.1% and Linear SVM with a very close percentage 
of 78.5% as is represented in Figure 8. Logistic Re-
gression has reached 78.3%, although Naive Bayes 
has the lowest recall percentage among recall per-
formance results which equals to 75.3% as shown in 
Figure 8 as well. The difference between the samples 
tends to be related to the capacity of various models 
to identify more positive sentiment instances (in this 
case positive sentiment), with the more responsive 
deep learning and ensemble frameworks achieving 
more efficient performance then more resistant tra-
ditional methods. Taking into consideration ensem-
ble structure and capacity to compromise precision 
in favor of identifying more positives, Random Forest 
most certainly achieves high levels of recall. Indicat-
ing the tendency to overpredict positive sentiment 
while building up a rate of false positives. Despite the 
accomplishments of models based on trees on the 
corresponding textual classification tasks, respon-

siveness to noise on high-dimensional data was cer-
tainly the reason for these results as well, which is in 
line with [4]. 

Corresponding results demonstrate a wide range of 
limitations, when it comes to implementing the LSTM 
model to brief phrases with minimum context, while 
it is not depending on more advanced architectures or 
preconditioned data. This opposed the estimated out-
come of the deep learning model achievements from 
[2], expanding on the statement that neural networks 
most commonly require considerable tuning along-
side with other semantic resources before overtaking 
simpler models in the tasks related to the classification 
of the texts. In addition the results of this analysis also 
align with the findings of [1], since their learning was 
supported through using the Sentiment140 dataset, 
which had emoticon labelled tweets, and was based on 
an extensive repository of labelled data that provided 
communicative labels for comprehension, which im-
plements recall-based learning.

Figure 9: Comparative Analysis of F1-Score for Machine 
Learning Models in Sentiment Classification

Furthermore, in the context of Twitter sentiment 
analysis, the F1 evaluations indicate the manner in 
which conventional models perform while maintain-
ing an even balance between precision and recall. The 
most outstanding values of F1 Score were reported 
by Logistic Regression and Linear SVM, achieving 
76.5% regarding both two models respectively such 
as Figure 9. represents. On the other hand, Naive 
Bayes followed closely behind with a recall percent-
age of 74.8% as shown in Figure 4. The convenience 
of Naive Bayes is an important benchmark because 
of its responsiveness and decent performance, par-
ticularly in systems that are running in real time and 
when computational resources are limited as it is ex-
plained by [1]. Each of these models discussed above 
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achieved a balance between evaluating real positives 
and decreasing false positive results, which is crucial 
when handling simple terms, as well as fragmented 
text such as tweets. Random Forest has achieved 
72.4%, while LSTM generated a lower percentage of 
67.1% when it comes to F1 Score as it is visible from 
Figure 9., which additionally reflects the reliability of 
their results, to indicate nothing of the outstanding 
recall they reported in certain instances. Traditional 
models perform better in terms of F1 performance, 
which is in accordance with [1], while indicating that 
various methods including Logistic Regression con-
sistently performed effectively while trained on the 
Sentiment140 dataset. The results demonstrate 
that traditional machine learning models still have 
a competitive advantage, especially in contexts with 
well-preprocessed and balanced data, as well as re-
duced tweet lengths. This also corresponds with [3] 
and [4], addressing that Logistic Regression and SVM 
will outperform deep models in short-text conditions 
without significant semantic complexity. 

The main reason for the corresponding perfor-
mance was the capacity of conventional models to 
manage fragmented text representation (TF-IDF). 
Taking it into consideration Logistic Regression could 
be fractionally implemented on social media informa-
tion, since it can be modified to informal language and 
have reduced capacity in order to prevent overfitting. 
The limited dataset size could have been responsible 
for low performance of the LSTM in corresponding 
research, while being determined in the field of con-
sistent data that reflects social media content and in-
sufficient contextual embeddings. On top of that, low 
performance results achieved by the LSTM model re-
gardless its ability to process sequential context are in 
the line with [1] and [5], while domain-sensitive limi-
tations, such as acronyms, informal language, and sar-
casm, are required to be responded to and solved more 
effectively, which involves hybrid or attention models.

Future research should be focused on combining 
contextualized embeddings (BERT, RoBERTa) and in-
vestigation of the ensemble methods that provide bal-
ance precision and recall. Sentiment misclassifications 
could also be assisted with comprehension evalua-
tions, uncovering feature importance or using atten-
tion mechanisms to detect limited textual indicators.

The corresponding research is important for sen-
timent analysis because it established a comprehen-

sive benchmark comparing classical machine learn-
ing methods - Logistic Regression, Naive Bayes, SVM, 
and Random Forest - with a deep learning model, 
LSTM, and provided relevant information related 
to the differences between accuracy, scalability, and 
computational effectiveness through an objective 
evaluation of the five methodologies. 

This study operates under real-world conditions, 
including limited hardware and reduced dataset size 
(limiting the LSTM training, for instance, to 5000 sam-
ples) in order to to make the results more relevant for 
working in real-time, and potentially useful in imple-
menting related research, opposing several studies 
that perform in ideal environments with a wide range 
of resources. Additionally, through evaluating all 
models using accuracy, precision, recall, and F1 Score 
metrics, the research presented a balanced, and com-
prehensive assessment of the models in terms of the 
advantages and limitations of each model, especially 
around imbalanced or complex sentiment datasets.

This research presents a responsive and uniform 
pipeline with an accurate and consistent evaluation 
of a range of models: whether they be commonly 
used linear classifiers, decision tree approaches, or 
recent deep learning architectures such as LSTM. The 
use of common processing and evaluation methods 
enhances reproducibility across models, providing 
an important baseline for future work and extensi-
bility. Furthermore, this work includes an effective 
LSTM implementation which demonstrates how sig-
nificant performance can be achieved even with lim-
ited computational capacity - an important contra-
diction that is most frequently ignored in sentiment 
analysis work. Moreover, this project has a balanced 
approach towards performance and interpretabil-
ity. Even though deep learning models provide more 
contextual information, it is important to emphasize 
efficiency and transparency for the less complex 
models, such as Logistic Regression. This work is use-
ful for implementation across different fields where 
comprehensibility is nevertheless taken into account, 
even if it is not as critical as accuracy.

Conclusion 
This study investigated sentiment analysis on so-

cial media data, while evaluating the performance of 
five machine learning models (Logistic Regression, 
Naive Bayes, Linear SVM, Random Forest, and LSTM), 
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trained against the Sentiment140 dataset and vec-
torized using TF-IDF. Research found that out of the 
five models evaluated, traditional classifiers (Logis-
tic Regression, Linear SVM) produced the most bal-
anced results with F1-scores of 76.5% and 76.5%, 
respectively, demonstrating that the classical models 
are more relevant when working with highly limited 
and dimensional text data that are typical for Twit-
ter. Analysis of precision scores further supported 
that classical methods were more efficient, while re-
call scores indicated Random Forest and LSTM per-
formed well when it comes to identification of a wid-
er range related to positive sentiments, even though 
compromising the precision.

Corresponding research supports findings of [1] 
indicating that distant supervision model and devel-
opment of a scalable methodology for classifying sen-
timent while incorporating data labeled using emoti-
cons. Research also supports the outcomes of [4] that 
traditional machine learning models are effective 
methods for sentiment analysis datasets, particularly 
because traditional approaches are simple to inter-
pret and require low resources, limiting input and 
complexity. Furthermore, the restrictions observed 
in current research with the deep-learning models 
(LSTM), as discussed by [5] , indicated that deep 
learning models need to be effectively optimized with 
large, appropriately interpreted datasets, and con-
text sensitive embeddings to successfully outperform 
their alternatives.

Future research could incorporate contextual 
word embeddings (eBERT or GloVe) and transform-
er-based architectures to improve semantic under-
standing for tweets, preprocessing specific to a do-
main, hyperparameter tuning, and ensemble meth-
ods. There is also potential for extending the appli-

cation to multilingual sentiment datasets, real-time 
analysis scenarios, and other useful applications.

The approach used in this paper creates a mod-
ular, extensible framework for exploring different 
approaches to text classification. By allowing for a 
direct comparison of traditional machine learning 
techniques and modern deep learning techniques, 
this approach can suggest practical findings regard-
ing strengths and weaknesses among both categories 
of techniques. In this study, we were able to optimize 
both the models and the sampling strategy to make 
the study feasible, but one advantageous next step 
would be to increase the dataset size, play with differ-
ent neural models such as transformer models, along 
with hyperparameter tuning or cross-validation, to 
achieve more generalization. This study serves as 
a basis for future work to create scalable, well-per-
forming text classification systems.
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Abstract: The modern payment infrastructure assumes well-defined inputs by users, involving specifying parameters such as the 
amount of the transaction, payee identity, and timing of payment execution. This mode of operation causes procedural overhead 
and constrains the possibility of abstraction, especially with the ongoing evolution of financial products towards greater user-
friendliness. This article presents a conceptual framework for intent-driven payments, in which users formulate their financial 
intentions in natural language and large language models (LLMs) are used to generate corresponding structured payment 
workflows. While the term has been used informally in prior industry commentary, this work offers a structured architectural 
treatment of the paradigm. The framework described here is proposed and has not yet been empirically implemented. The intent-
to-payment system presented is built as a multistep pipeline, incorporating such stages as intent extraction, entity recognition, 
constraint validation, and orchestration. One significant novelty of this work concerns the development of the financial intent 
compiler, which is designed to enforce that the outputs generated by the system are deterministic, transparent, and aligned with 
applicable regulatory constraints. This article touches upon a number of topics relating to the design of systems, such as latency-
related problems, handling ambiguity, considerations of security, and verifications of computations made by people.

Keywords: Intent-Driven Payments; Large Language Models; Natural Language Processing; Financial Automation; Semantic 
Parsing

Introduction

Modern payment systems are designed mostly on 
the basis of an interface approach. For a payment to 
be made, a user has to submit certain information in 
an orderly manner, which is required for starting a 
transaction. Although the approach is very solid and 
deterministic, it does not match the way humans de-
scribe financial purposes. To convert their thought 
about making a particular payment into filling out 
form fields is quite problematic.

Advances in large language models (LLMs) have 
substantially expanded the frontier of natural lan-
guage processing, enabling systems to produce out-
puts that approximate inference over ambiguous, un-
derspecified, or contextually rich inputs with consid-
erable surface accuracy [1, 2]. We note that, although 
such outputs may resemble reasoning, LLMs operate 

fundamentally as statistical predictors over token se-
quences rather than as deliberative reasoning agents; 
any apparent reasoning is an emergent property of 
pattern completion rather than logical inference [1].

These capabilities present a compelling oppor-
tunity to reconceptualize the human-payment sys-
tem interface: rather than constraining users to the 
vocabulary of software forms, a language-centric 
model would allow users to express financial goals 
in natural terms, with the system assuming respon-
sibility for resolving intent into actionable, compliant 
instructions.

This article proposes a conceptual framework 
for intent-driven payments. For the purposes of this 
work, we define intent-driven payments as a payment 
interaction paradigm in which the user expresses 
a financial goal in unconstrained natural language, 
and a system layer is responsible for parsing that ex-
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pression, resolving its referents, validating it against 
schema and regulatory constraints, and translating it 
into a structured instruction that an existing payment 
rail can execute. The term has appeared in prior in-
dustry discussion, but it has not been formalized as 
a system-design construct in the academic literature; 
this article offers such a formalization. This article is 
intended as a conceptual framework and research 
agenda rather than an empirical systems paper. The 
system described here is a proposed framework and 
has not yet been implemented or empirically evalu-
ated; no prototype, simulation, or benchmark study 
is reported in this article, and the contribution is ar-
chitectural and conceptual. The empirical study of an 
implementation against the evaluation framework 
presented in Section 7 — including measured trade-
offs and quantitative performance results — is left 
to future work. Accordingly, the claims made in this 
article are limited to architectural feasibility and re-
search framing; the detailed limitations of this posi-
tion are enumerated in Section 8.1.

The central thesis is that LLMs can serve as the 
interpretive layer between unstructured natural lan-
guage input and the structured, schema-governed 
workflows required by payment infrastructure. By 
abstracting the mechanics of transaction specifica-
tion, such a system lowers the barrier to financial 
participation and accommodates a broader spec-
trum of user literacy and interaction styles. The ap-
proach is positioned not as a replacement for deter-
ministic execution infrastructure but as an intelligent 
front-end layer that mediates between human intent 
and machine-executable instruction. Concretely, 
this article makes three contributions: (i) it defines 
intent-driven payments as a constrained natural-
language-to-payment-instruction mapping problem; 
(ii) it proposes a layered architecture that separates 
probabilistic intent interpretation from deterministic 
validation and execution; and (iii) it defines an evalu-
ation framework for future empirical assessment of 
accuracy, latency, compliance, ambiguity handling, 
and adversarial robustness.

The remainder of this article is organized as follows. 
Section 2 reviews related work in semantic parsing 
and LLM-based dialogue systems as they pertain to fi-
nancial applications. Section 3 formalizes the problem 
as a constrained mapping task. Section 4 describes the 
proposed multi-layered system architecture. Section 5 

details the learning framework and hybrid design ap-
proach. Section 6 examines key system design consid-
erations. Section 7 presents the evaluation framework. 
Section 8 discusses implications and limitations. Sec-
tions 9 and 10 provide details on future directions and 
conclusions, respectively.

Background and Related Work
This section reviews the three bodies of work 

on which the proposed framework draws: advances 
in large language models and their capabilities for 
structured output generation; the field of seman-
tic parsing, which provides the theoretical basis for 
mapping natural language to formal representations; 
and the technical landscape of modern payment in-
frastructure, against which the gap addressed by this 
article is defined.

Large Language Models and Natural 
Language Understanding
The advent of transformers has completely 

changed the field of natural language processing. 
Transformers trained on massive amounts of data 
possess significant in-context learning skills, which 
allows them to perform complicated tasks in a few 
shots without any fine-tuning for task specificity 
[1]. Tasks ranging from parsing to multi-step infer-
ence have been achieved by LLMs, indicating that 
they might be capable of performing semantic tasks 
like intent analysis in constrained domains such as 
finance. Importantly, the ability to generalize in few 
shots that has been demonstrated for foundation 
models [1] suggests that LLMs may be capable of 
adapting to payment intent comprehension without 
requiring domain-specific fine-tuned corpora.

Further advances have expanded the range of pos-
sibilities even more, allowing for increased capability 
to follow instructions, generate structured outputs, 
and perform multistep dialogues [2]. Maintaining 
consistent context during a conversation is especially 
important for the field of finance, where the user’s in-
tention may require information from previous inter-
action or account status.

Semantic Parsing and Structured Query 
Generation
Semantic parsing, which involves translating nat-

ural language into formal meanings, serves as the 
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theoretical basis for building intent-driven payment 
systems [7]. Prior work in task-oriented dialogue 
systems has established the feasibility of converting 
user utterances into structured slot-fill representa-
tions, particularly in domains such as flight booking, 
restaurant reservation, and database querying. The 
Proceedings of the 57th Annual Meeting of the As-
sociation for Computational Linguistics document 
significant advances in this area, including neural 
approaches to compositional generalization that are 
directly applicable to financial instruction formation 
[7].

Nonetheless, there exist certain qualitative differ-
ences in the constraints imposed on finance-specific 
areas that do not occur in traditional semantic pars-
ing testbeds. The directives for payments should not 
only be semantically correct and reflect what users 
wish to do, but they should also be syntactically and 
compliance-wise correct in terms of their relation-
ship to schemas and regulatory and risk frameworks, 
respectively.

Recent work on schema-constrained generation 
and function calling has shown that LLMs can emit 
structured, API-compatible outputs when supplied 
with explicit schemas and representative examples, 
leveraging the few-shot learning capabilities estab-
lished for foundation models [1, 2]. Related work in 
task-oriented dialogue and slot filling has long dem-
onstrated the feasibility of converting unstructured 
or semi-structured natural language inputs into 
bounded record representations in domains such as 
flight booking, restaurant reservation, and database 
querying [7]. Adjacent applications in document in-
formation extraction (for example, parsing invoices 
and receipts into structured fields) and web-form 
completion further indicate that schema-bounded 
extraction from natural language is technically fea-
sible across a range of production contexts.

What distinguishes the payment setting from 
these adjacent applications is the combination of 
three constraints simultaneously: irrevocability of 
execution, multi-jurisdictional regulatory binding, 
and adversarial exposure [4, 5, 6]. To the authors’ 
knowledge, no published work has examined the in-
tegration of these three constraints into a single ar-
chitecture targeting fast-payment rails, which is the 
gap this article addresses.

Payment Infrastructure and the Gap 
Addressed
Modern fast payment systems, as surveyed in re-

ports by the Bank for International Settlements, are 
characterized by near-real-time settlement, high 
availability, and stringent security requirements [5]. 
The FedNow Service, as documented in its operat-
ing procedures, exemplifies an execution-layer infra-
structure optimized for structured, validated trans-
action messages rather than natural language input 
[6]. These systems represent the execution substrate 
upon which an intent-driven layer must operate, and 
their design constraints — latency, schema compli-
ance, and irrevocability — directly shape the require-
ments for any upstream intent processing architec-
ture.

The gap between the expressive richness of natu-
ral language and the structural rigidity of payment 
rails constitutes the central engineering challenge 
this work addresses. Existing literature has not sys-
tematically examined how LLM-based semantic pars-
ing can be integrated with payment orchestration 
systems in a manner that preserves the compliance 
and auditability properties expected of financial in-
frastructure. This article contributes a structured 
framework for such integration. Table 1, compiled 
by the authors from prior surveys of payment infra-
structure and LLM application architectures [4, 5, 6], 
summarizes the principal differences between rule-
based and intent-driven payment system architec-
tures along eight dimensions. (Table 1)

Table 1: Comparative analysis of rule-based and intent-driven 
payment system architecture [4, 5, 6].

Dimension Rule-Based Payment 
Systems

Intent-Driven Payment 
Systems

Input Model Structured, form-based 
user input

Natural language 
expressions of user 
intent

Interaction 
Abstraction

Low-user must specify 
all parameters

High - system resolves 
ambiguity and infers 
context

Flexibility
Rigid; breaks on 
unanticipated input 
patterns

Adaptive; handles 
varied phrasing and 
edge cases

Compliance 
Enforcement Hard-coded rule sets

Dynamic validation 
layer with regulatory 
constraint checking

Auditability
Deterministic logs; 
straightforward 
traceability

Requires explicit 
financial intent 
compiler for auditability
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Security Profile Well-understood attack 
surface

Additional exposure to 
prompt injection and 
adversarial inputs

Latency Low; optimized 
deterministic paths

Potentially higher; 
inference overhead 
requires optimization

User Experience High friction; requires 
domain literacy

Low friction; aligns 
with natural cognitive 
patterns

Problem Formulation
Natural language parsing to generate payment 

instructions can be viewed as a problem of mapping 
from the unstructured input domain to the structured 
output domain. Let I denote the space of all possible 
natural language utterances pertaining to financial 
actions, and let O denote the space of valid payment 
instruction schemas recognized by the execution 
layer. The intent-driven payment system must learn a 
function f: I → O that is semantically faithful, schema-
compliant, and constraint-satisfying.

This mapping is non-trivial for several reasons. 
The first challenge is that natural language inputs can 
be highly variable lexically and syntactically; the exact 
same financial intent may be conveyed using very dif-
ferent surface expressions, including everything from 
terse imperative sentences to complex conditional 
clauses. The second issue is that inputs may be un-
der-specified, lacking information that is implied by 
the situation. Third, the output space is strictly con-
strained: an instruction that violates schema require-
ments or regulatory rules is not merely suboptimal 
but categorically invalid and must not be forwarded 
to the execution layer.

Ambiguity management constitutes a particularly 
important design dimension. In cases where a given 
input admits multiple plausible interpretations, for ex-
ample, when a payee identifier is ambiguous or when 
a temporal expression is underspecified, the system 
must either resolve the ambiguity through contextual 
inference or surface the ambiguity to the user through 
a targeted clarification request. The latter represents a 
human-in-the-loop mechanism that trades latency for 
accuracy, and its calibration involves a design trade-off 
between automation rate and error rate that must be 
empirically tuned for the deployment context [8].

System Architecture
The proposed system is organized as a multi-lay-

ered architecture comprising three primary function-

al strata: an intent processing layer, a validation layer, 
and an execution layer. This stratification reflects 
both the logical sequence of operations required to 
transform natural language into a payment transac-
tion and the distinct technical disciplines — language 
modeling, rule-based reasoning, and transactional 
engineering — that govern each stage. The overall 
flow is illustrated in Figure 1. A simplified pipeline-
flow notation has been chosen here in preference to a 
strict UML activity diagram because the architecture 
at this conceptual level is a linear sequence of process-
ing stages with a single feedback edge, and does not 
contain the branching decision nodes, parallel forks, 
or swimlanes that UML activity notation is designed 
to express. A streamlined notation therefore commu-
nicates the pipeline structure more directly to the in-
tended readership of system architects and payments 
engineers; a UML activity diagram would become ap-
propriate in future work that elaborates the decision 
logic of the validation layer, where multiple branching 
outcomes and parallel checks need to be represented 
explicitly. In the diagram, rounded rectangles denote 
the principal processing stages of the pipeline, with 
each stage’s name shown in the upper portion of the 
box and its constituent techniques listed below; solid 
arrows indicate the forward control flow from the 
user input through to the confirmed transaction, and 
the dashed arrow on the left denotes the feedback 
loop through which post-execution outcomes inform 
model refinement at the intent-extraction stage.

The intent processing layer takes as input the user 
utterance received through the user interface, which 
it processes with the help of an LLM to convert it to 
an intermediate form. The output contains the action 
type, resolved entities such as the payee, amount, 
currency, and time, as well as conditions if any. An 
LLM follows constrained decoding during inference 
in order to ensure that the output adheres to a par-
ticular schema for the intent and does not violate 
downstream requirements [1, 2].

The validation layer takes as input the structured 
output from the intent processing phase. The valida-
tion layer can be seen as a financial intent compiler 
because it does not change the semantics of the in-
struction but simply verifies that all of its components 
fall within acceptable ranges and that it complies 
with the pertinent regulations and risk thresholds. 
Instructions that fail validation are either returned to 
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the user for clarification or rejected with an explana-
tory rationale.

The execution layer interfaces with the underlying 
payment infrastructure, such as fast payment rails, to 
complete the validated transaction [6]. This abstrac-
tion hides details of the payment system itself and 
provides a standardized interface to the validation 
layer irrespective of how the system actually settles 
its payments. Feedback from execution to the inter-
pretation of intent improves the performance of the 
model for edge cases.

Figure 1. Multi-stage pipeline architecture for intent-driven 
payments, showing the four processing stages, the user-input 
and confirmed-transaction endpoints, and the feedback loop 
from execution outcomes back to intent extraction. Diagram 
constructed by the authors; pipeline stages informed by the 

FedNow operating model [6].

Learning Framework
Scope of methodology. The methodological contri-

bution of this article is architectural synthesis rather 
than experimental implementation. The section that 
follows specifies the learning framework, hybrid de-
sign, and decoding strategy that an implementation 
should adopt; it does not report training runs, hyper-
parameter searches, or measured performance fig-
ures. This scoping is deliberate and consistent with 
the conceptual-framework framing established in 
Section 1: the purpose of the article is to define a vi-

able architecture and a research agenda, and the em-
pirical realization of the architecture is left to future 
work as described in Section 8.1.

The learning model that forms the basis of the 
intent processing layer is a combination of two dif-
ferent models that leverage the strengths of genera-
tive learning model and rule-based learning model. 
Although generative learning models provide maxi-
mum flexibility, they do not by themselves enforce 
schema conformance or regulatory compliance. 
Meanwhile, rule-based models fail to manage the in-
tricacies involved in dealing with natural language 
inputs. The hybrid model leverages the strengths of 
both learning models by allocating tasks to the ap-
propriate component.

Prompt engineering plays a central role in guiding 
LLM behavior toward the desired output format. By 
carefully constructing system prompts that specify 
the output schema, enumerate constraint classes, and 
provide representative few-shot examples, system 
designers can substantially improve the reliability 
and precision of intent extraction without requiring 
fine-tuning [1, 2]. Where few-shot prompting proves 
insufficient for edge cases or domain-specific vocabu-
lary, targeted fine-tuning on curated financial utter-
ance datasets can further improve accuracy.

There are constrained decoding methods which 
serve as another method to enforce output structure 
during the generation stage. Unlike in the case of the 
model reproducing only trained patterns, with con-
strained decoding, the tokens available during the 
generation process will only be those that conform to 
the intended schema, thus ensuring that the output 
generated by the model remains syntactically cor-
rect even in situations where its semantic meaning 
is ambiguous. This is especially useful in a payments 
system, where failure to adhere to a schema has im-
plications.

The contextual representations obtained from 
user activities give more representation material to 
the intent processor layer than just plain text. By en-
coding patterns of past financial behavior into the 
model’s context, the system can resolve ambiguities 
that would be intractable from the raw utterance, 
thereby improving both accuracy and the naturalness 
of human-AI interaction [7, 8].
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System Design Considerations
Translating the architecture described in earlier 

sections into a deployable system surfaces several 
engineering concerns that cut across the three lay-
ers of the pipeline. Four of these — latency, security, 
regulatory compliance, and human oversight — are 
particularly consequential for intent-driven payment 
systems and are examined in turn below.

Latency and Performance
Payment systems have extremely high latency con-

straints, where the user side has to see the response 
within seconds while settlement finality is deter-
mined based on the operating procedures of the pay-
ment network [6]. For meeting the aforementioned 
latency constraints, we need to efficiently handle the 
overhead of the LLM computations. Architectural 
strategies include model quantization, speculative 
decoding, caching of common intent patterns, and 
selective invocation of the LLM only for inputs that 
cannot be resolved by a lightweight rule-based pre-
filter. The design trade-off between model capability 
and inference latency is a central empirical concern 
in production deployments of this architecture.

Security and Adversarial Robustness
LLMs integrated into financial transactions pres-

ent new forms of security threats that do not exist in 
rule-based systems. In particular, prompt injection 
attacks involve sending malicious inputs to the LLMs 
to force them to violate their instructions or perform 
unauthorized actions such as making payments [4]. 
Prompt injection is the number one issue on the 
OWASP Top 10 for LLM applications, and mitigating it 
requires architectural defenses including input sani-
tization, schema-based output validation, and man-
datory human approval for high-value transactions 
[4]. However, defense-in-depth dictates that no archi-
tectural layer alone can provide absolute protection 
against attacks.

Regulatory Compliance and Explainability
There exist multi-layered regulations on financial 

systems, which include anti-money laundering mea-
sures, know-your-customer rules, and transaction 
reporting, among other rules. The compliance valida-
tion component through the financial intent compiler 
has to implement these obligations into computa-

tional constraints, which have to be tested against any 
proposed payment instruction before being passed 
to the execution layer. The NIST AI Risk Management 
Framework presents an approach to manage risks 
associated with AI technology, and this framework 
has informed the design of the compliance validation 
component [3].

It is equally necessary to design an explainable 
system. When the system refuses a payment instruc-
tion or when further clarification is required from the 
user, then the reason behind the decision needs to be 
clearly explained both to the end-user and the regula-
tor. It is for this reason that it is necessary to design 
the intent compiler separately from the LLM: while 
the language understanding layer utilizes probabi-
listic algorithms, the compliance validation layer en-
sures that decisions are taken based on a determinis-
tic algorithmic process.

Human-in-the-Loop Validation
The human-in-the-loop approach acts as an es-

sential defense against potential mistakes made by 
machine learning models and also against any sort of 
malicious attack. There is a threshold incorporated 
within the architecture that mandates human approv-
al when a transaction exceeds certain predefined val-
ue thresholds, involves new parties, or shows signs of 
anomalies. Human-AI interaction studies have found 
that a balance of trust is important in these kinds of 
cases. Users should not overly trust their automation 
processes to the extent that they ignore any kind of 
incorrect output, nor should they mistrust them too 
much to make the automation useless [8].

Evaluation Framework
Because the framework presented in this article 

is conceptual and has not yet been implemented, this 
section does not report empirical results. Instead, it 
specifies the evaluation framework under which a 
future implementation should be assessed. A rigor-
ous evaluation of an intent-driven payment system 
requires a measurement methodology that is multi-
variate and accounts for the performance of the com-
plete processing workflow, from how accurately the 
system interprets intent at the language-understand-
ing level through to its ability to correctly execute the 
transaction [8]. The dimensions proposed below are 
intended as a comprehensive baseline for system as-
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sessment, and they define the empirical agenda for 
follow-on work. Table 2, compiled by the authors 
based on foundational LLM literature [1, 2], decom-
poses the proposed pipeline into its constituent stag-
es and identifies the function, key techniques, and 
output of each. Table 3, compiled by the authors with 
reference to the NIST AI Risk Management Frame-
work [3] and prior work on human-AI interaction 
evaluation [8], summarizes the proposed evaluation 
metrics and methods.

The metrics shown in Table 3 are proposed for 
use by a future empirical study; no measured values 
are reported in this article. Intent accuracy is defined 
as the proportion of natural language inputs that are 
correctly mapped to the intended payment action, to 
be assessed against a labeled ground-truth corpus. 
Execution correctness evaluates whether validated 
instructions produce the correct payment outcomes 
in end-to-end simulation. Ambiguity resolution rate 
captures the system’s capacity to handle underspeci-
fied inputs without requiring repeated user clari-
fication, which directly affects the user experience 
quality of the system. The latency, calculated at the 
95th percentile to account for tail effects, needs to be 

evaluated relative to the response time demands of 
the target environment [6].

The comparative analysis with rule-based systems 
offers the main baseline for experiments in order to 
evaluate the gain in capabilities offered by the use 
of the language model. The adversarial analysis, in 
which adversarial inputs are constructed to provoke 
ambiguity, break schemas, or perform prompt injec-
tion attacks, evaluates the robustness of the system in 
face of malicious usage of the system [4].

Discussion
The intent-driven payment paradigm represents 

a substantive reconceptualization of the user’s rela-
tionship to financial infrastructure. By interposing an 
LLM-based interpretation layer between user intent 
and transaction execution, the architecture absorbs a 
category of cognitive labor that has historically been 
delegated to the user, thereby reducing friction and 
broadening access to financial services for populations 
with limited familiarity with conventional banking in-
terfaces. Because this discussion precedes empirical 
validation of the framework, the trade-offs identified 
here are derived from the architectural analysis and 

Table 2: Multi-stage pipeline [1, 2].

Pipeline Stage Function Key Techniques Output

Intent Extraction Parses natural language input into 
structured intent representation

Prompt engineering, semantic parsing, 
contextual embeddings Intent JSON schema

Entity Resolution Resolves ambiguous entities (payee, 
amount, timing) from context

Named entity recognition, user history, 
contextual lookup Resolved entity map

Constraint Validation Applies regulatory rules, business logic, and 
risk thresholds

Rule engine, compliance ontology, NIST AI 
RMF alignment Validated instruction set

Orchestration Sequences and executes validated payment 
instructions on rails

Workflow engine, FedNow / fast payment 
APIs Executed transaction

Feedback Loop Learns from interaction outcomes to refine 
future intent parsing

Fine-tuning, reinforcement from user 
correction Updated model weights / logs

Table 3: Proposed evaluation rubric for future empirical assessment of intent-driven payment systems [3, 8].

Metric Definition Evaluation Method

Intent Accuracy Proportion of inputs correctly mapped to intended payment action Simulated test sets with labelled ground-truth 
intents

Execution Correctness Rate at which validated instructions produce correct payment 
outcomes End-to-end simulation against rule-based baseline

Ambiguity Resolution 
Rate

Frequency with which the system successfully resolves 
underspecified inputs without user re-prompting Adversarial and edge-case input batteries

Latency (P95) 95th-percentile end-to-end response time from input to validated 
instruction Load testing under realistic transaction volumes

User Satisfaction Score Subjective assessment of interaction quality and trust Post-interaction surveys and human-AI interaction 
studies

Compliance Pass Rate Proportion of validated instructions that satisfy all applicable 
regulatory constraints

Automated rule-checking against compliance 
ontology
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from analogous evidence in adjacent domains (form-
filling, tool use, and task-oriented dialogue). Empirical 
trade-off analysis based on a running implementation 
is explicitly outside the scope of this conceptual frame-
work paper; quantifying these trade-offs against a de-
ployed system is part of the empirical agenda outlined 
in Section 8.1 and Section 9.

Nevertheless, the adoption of this paradigm entails 
risks that must be systematically addressed rather than 
minimized in scope. The probabilistic nature of LLM 
inference means that the intent processing layer will, 
with nonzero frequency, produce incorrect or partially 
correct interpretations. In a financial context, such er-
rors carry consequences that differ in kind from those 
associated with incorrect answers in informational 
domains: a misinterpreted payment instruction may 
result in irreversible financial harm. The architecture 
therefore places a premium on the correctness of the 
validation layer and the design of human-in-the-loop 
mechanisms, treating the LLM not as an infallible or-
acle but as a high-accuracy draft generator subject to 
mandatory downstream verification [3, 8].

Trust and reliability constitute the defining gover-
nance challenges for systems of this type. Users must 
develop accurate mental models of system capabili-
ties and limitations to interact with it appropriately; 
overconfidence in system accuracy may lead to inad-
equate scrutiny of confirmation prompts, while ex-
cessive skepticism may erode the usability benefits 
that motivate the architecture. Ongoing research in 
human-AI interaction provides theoretical and em-
pirical resources for navigating this challenge [8], and 
its findings should inform both interface design and 
user onboarding protocols.

The security dimension warrants particular em-
phasis. The consequences of a successful prompt 
injection attack in a payment context, potentially 
including the unauthorized initiation of high-value 
transactions, are severe enough that adversarial ro-
bustness must be treated as a primary design con-
straint rather than a secondary hardening concern 
[4]. Architectural controls, monitoring infrastructure, 
and incident response protocols must be designed in 
anticipation of adversarial exploitation attempts.

Limitations
This article presents a conceptual framework and is 

subject to several limitations that bound the strength 

of its claims. First, the framework has not been imple-
mented; the trade-offs surfaced in the architectural 
analysis have not been quantified against a running 
system, and the performance, accuracy, and robust-
ness characteristics of the pipeline remain to be estab-
lished empirically. Second, the evaluation framework 
presented in Section 7 specifies what should be mea-
sured but does not itself supply measurements; abso-
lute thresholds for intent accuracy, latency, and com-
pliance pass rate that would qualify a deployment as 
production-ready cannot be set without implementa-
tion data. Third, the regulatory analysis is conducted 
at the level of regime category (AML, KYC, transaction 
reporting) rather than against the specific statute set 
of any single jurisdiction, and porting the framework 
into a concrete jurisdiction will surface compliance de-
tails that the current treatment abstracts away. Fourth, 
the security analysis identifies prompt injection as the 
dominant adversarial concern but does not enumerate 
or stress-test specific attack vectors, which an imple-
mentation would need to address through red-team-
ing. Resolving these limitations is the empirical agenda 
implied by this article.

Future Work
Several productive directions for future research 

emerge from the framework presented in this article. 
The integration of intent-driven payment capabili-
ties within autonomous financial agent architectures, 
wherein an LLM-based agent manages a portfolio 
of financial tasks across multiple platforms and ac-
counts, represents a natural extension of the single-
transaction paradigm described here. Such multi-
turn, multi-objective settings introduce additional 
challenges in context management, authorization 
scope, and error recovery that warrant dedicated in-
vestigation.

Cross-platform interoperability constitutes a 
further research frontier. The present framework 
assumes a relatively homogeneous execution sub-
strate, but real-world deployments would require the 
orchestration layer to interface with multiple pay-
ment networks, each with distinct message formats, 
settlement terminologies, and compliance regimes. 
Designing abstraction layers that retain the intent-
driven interactive nature of this paradigm despite 
this heterogeneity is an important problem for engi-
neering research.
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Improvements in structured task decomposition, 
uncertainty estimation, and formal verification of 
model outputs can be expected to contribute to the 
effectiveness of the intent processing module in a 
substantial manner. Specifically, advances in these ar-
eas may reduce reliance on the rule-based validation 
layer over time, thereby allowing better handling of 
complex payments [2, 3].

Conclusion
This article describes an intent-driven payment 

solution framework that uses a large language model 
as an interpretation layer between natural language 
user commands and payment workflows. This multi-
stage process of identifying intent, resolving entities, 
validating constraints, and orchestrating workflows 
provides solutions to the fundamental issues of se-
mantics, schema, regulatory compliance, and secu-
rity associated with LLM-based financial interfaces 
before their application in the industry environment. 

The financial intent compiler introduced in this 
work is designed to enforce that LLM outputs are 
deterministic, auditable, and aligned with applicable 
regulatory frameworks, thereby aiming to support 
the correctness properties that financial infrastruc-
ture demands while accommodating the expressive-
ness and accessibility benefits of natural language 
interaction. As mentioned in Section 7, this approach 
is an effective basis for performing empirical evalua-
tions on the systems based on this architecture.

The idea of an intent-driven payment model ap-
pears quite promising, as it allows for significant re-
duction of the transaction friction, more convenient 

access to finance services for different users, and 
smart financial automation. However, these chal-
lenges require more efforts within a number of fields 
– from natural language processing through financial 
systems design and regulation to human-computer 
interaction.
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Abstract: S-DES (Simplified Data Encryption Standard) is a pedagogically oriented, reduced-complexity variant of the full DES 
algorithm. It operates on 8-bit plaintext blocks with a 10-bit secret key, providing a tractable environment for studying fundamental 
cryptanalytic methods — linear cryptanalysis, differential cryptanalysis, and combined linear-differential cryptanalysis. This paper 
analyzes the architectural design, subkey generation mechanism, permutation logic, and security properties of S-DES. The cipher’s 
vulnerability to brute-force exhaustive search and differential cryptanalytic attacks is examined in detail, and its potential use as 
an image encryption primitive — enhanced through chaotic key generation — is evaluated experimentally. The study concludes 
that, while S-DES is cryptographically inadequate for practical deployment, it constitutes a highly effective educational tool for 
illustrating the core principles of symmetric block cipher design.
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Introduction
Cryptography is a scientific discipline concerned 

with methods for securing information against unau-
thorized access. The word derives from the ancient 
Greek kryptos (hidden, secret) and graphos (writ-
ing). A cryptographic algorithm transforms human-
readable plaintext into an unintelligible ciphertext; 
cryptanalysis is the complementary science of recov-
ering plaintext or secret keys from ciphertext without 
prior knowledge of the decryption secret. In any well-
formed cryptosystem, the decryption function must 
be the exact mathematical inverse of the encryption 
function, though the converse need not hold [1].

S-DES is a scaled-down variant of the Data Encryp-
tion Standard (DES). It retains the essential structural 
properties of DES while operating on considerably 
smaller parameters: 8-bit plaintext blocks encrypted 
with a 10-bit key. This reduced scale makes S-DES a 
practical teaching cipher for introducing students to 
contemporary cryptanalytic techniques such as lin-
ear cryptanalysis, differential cryptanalysis, and com-

bined linear-differential cryptanalysis [2].
This paper presents an analysis of S-DES, treat-

ing it as a representative simplified block cipher that 
makes core cryptographic concepts tractable for 
study. The investigation covers three areas: (i) the in-
ternal architecture of S-DES, including its data flow, 
subkey generation, and permutation logic; (ii) the 
security posture of S-DES with respect to its struc-
tural simplicity and inherent key-space limitations; 
and (iii) the applicability of exhaustive-search and 
differential cryptanalytic attacks against the cipher. 
Additionally, the paper evaluates S-DES as an image 
encryption primitive when combined with chaotic 
key generation.

S-DES has been widely used in academic laborato-
ry settings for cryptography and information theory 
courses, where it serves as a vehicle for visualizing 
key scheduling, substitution functions, and permuta-
tion operations. The central research question is how 
S-DES processes an 8-bit data block with a 10-bit key 
in the context of standard DES design principles, and 
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how its security constraints compare with those of 
more robust symmetric ciphers.

Three research hypotheses were formulated on 
the basis of the reviewed literature:

(H1): S-DES achieves faster encryption and de-
cryption than full DES for both single and multiple 
data blocks, owing to its reduced input and key sizes.

(H2): Using S-DES in educational contexts pro-
vides a clearer understanding of cryptographic op-
erations — such as permutations and key selection 
— with lower conceptual complexity than traditional 
DES.

(H3): Under experimental conditions, S-DES is ca-
pable of encrypting a color image when augmented 
with a chaotic key generation strategy.

The motivation for this research is to demon-
strate, through a concrete practical example, the 
cryptographic properties and educational value of 
the S-DES algorithm.

Cryptanalysis of S-DES
In S-DES, the same master key is used for both en-

cryption and decryption; however, the subkeys are 
applied in reverse order during decryption, making 
the decryption procedure the structural mirror im-
age of encryption. Each plaintext block is subjected 
to an initial permutation (IP), followed by two rounds 
of key-dependent computation, and concluded by the 
application of the inverse initial permutation (IP⁻¹).

Keys
S-DES uses a 10-bit master key to generate two 

distinct 8-bit subkeys, K1 and K2, each applied in a 
dedicated cipher round. The key schedule is denoted 
KS [3].

Key generation begins by applying Permuted 
Choice 1 (PC1) to the master key, yielding two 5-bit 
halves: C0 and D0. Key bits are indexed 0 through 9. 
The PC1 bit-selection pattern is given in Table 1.

Table 1. PC1 Permutation [3]

9 7 3 8 0
2 6 5 1 4

The upper row of Table 1 defines the bit positions 
constituting C0; the lower row defines D0. Each half 
is then independently cycled one position to the left, 
producing C1 and D1. Subkey K1 is formed by con-

catenating C1 and D1 and applying Permuted Choice 
2 (PC2), which selects 8 of the 10 available bits, as 
shown in Table 2.

Table 2. PC2 Permutation [3]

3 1 7 5 0 6 4 2

To obtain K2, the halves C1 and D1 are each shifted 
two further positions to the left, yielding C2 and D2. 
These are concatenated and subjected to the same 
PC2 mapping, producing the second 8-bit subkey K2. 
Figure 1 shows the complete key schedule.

[Figure 1. Subkey generation schedule for K1 and 
K2 [3].]

Encryption
The encryption function is expressed as follows:
C = E(P, K) = IP⁻¹( f₂( f₁( IP(P), K1 ), K2 ) ) (1) [3]
The 8-bit plaintext block P is first subjected to IP. 

The resulting byte is split into two 4-bit halves, L0 
and R0, according to Table 3.

Table 3. Initial Permutation IP [4].

7 6 4 0
2 5 1 3

L0 contains the bits at positions 7, 6, 4, and 0 of 
the input; R0 contains bits at positions 2, 5, 1, and 3. 
Round 1 applies the Feistel transformation [4]:

L1 = R0, R1 = L0 ⊕ f(R0, K1) (2)
Round 2 uses the outputs of Round 1 [4]:
L2 = R1, R2 = L1 ⊕ f(R1, K2) (3)
After Round 2, R2 and L2 are concatenated in that 

order to form R2L2, which is then passed through 
IP⁻¹ to produce the final ciphertext. Figure 2 illus-
trates the complete encryption dataflow.

[Figure 2. Encryption dataflow diagram [4].]

Round Function f
The round function f takes a 4-bit half-block and 

an 8-bit subkey as inputs. The first operation is the 
expansion function E, which maps 4 bits to 8 bits ac-
cording to the bit-selection pattern in Table 4 [5].

Table 4. E-Bit Expansion [5]

3 0 1 2 1 2 3 0

The 8-bit result E(R) is XORed with the current 
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round subkey. The resulting byte is partitioned into 
two 4-bit groups: B1 (the four most significant bits) 
and B2 (the four least significant bits). B1 and B2 are 
passed to substitution boxes S0 and S1, respectively. 
Each S-box accepts a 4-bit input and produces a 2-bit 
output [5].

Table 5. S0 Substitution Box [5]

Col 0 Col 1 Col 2 Col 3
Row 0 1 0 2 3
Row 1 3 1 0 2
Row 2 2 0 3 1
Row 3 1 3 2 0

Table 6. S1 Substitution Box [5]

Col 0 Col 1 Col 2 Col 3
Row 0 0 3 1 2
Row 1 3 2 0 1
Row 2 1 0 3 2
Row 3 2 1 3 0

To illustrate S-box addressing, consider S0 with 
input 1101. The first and last bits form the binary 
value 11 (decimal 3), which selects row 3. The two 
middle bits form the value 10 (decimal 2), which se-
lects column 2. Reading S0 at row 3, column 2 yields 
2, encoded in binary as 10. The 2-bit outputs from 
S0 and S1 are concatenated into a 4-bit string and 
passed through the permutation P (Table 7), produc-
ing the round function output [5].

Table 7. Permutation P [5]

1 0 3 2

Decryption follows the identical procedure, with 
the sole modification that K2 is applied in Round 1 
and K1 in Round 2 — i.e., the subkey order is reversed.

Brute-Force Attack
Brute-force cryptanalysis systematically enumer-

ates all possible keys and tests each against a known 
plaintext-ciphertext pair. The practical feasibility of 
this approach depends entirely on the size of the key 
space. A key space of up to 2⁵⁶ candidates (approxi-
mately 7.2 × 10¹⁶ possible keys) is considered trac-
table given sufficient computational resources [6]. 
Systems employing longer keys — such as AES with 
its 128-bit key — are effectively immune to exhaus-
tive search on general-purpose hardware [7].

With a 10-bit key, S-DES has a search space of only 
2¹⁰ = 1024 candidates. A single known plaintext-
ciphertext pair is therefore sufficient to recover the 
master key through exhaustive search in negligible 
time, making a brute-force attack entirely practical 
against S-DES [8].

Differential Cryptanalysis
Differential cryptanalysis is a chosen-plaintext 

attack originally developed to target DES-like block 
ciphers [9]. The adversary selects pairs of plaintexts 
with a known input difference and studies how that 
difference propagates through the cipher structure 
to produce an output difference. Statistical biases in 
the resulting difference distributions are exploited 
to recover partial subkey information. The technique 
has been extensively studied against DES and has had 
a lasting influence on the design of modern ciphers, 
which are typically engineered to provide explicit re-
sistance to differential attacks [10].

To understand why this is non-trivial, consider a 
purely linear cipher C = P ⊕ K. In this case, the XOR 
difference of any ciphertext pair is identical to the 
XOR difference of the corresponding plaintext pair, 
revealing nothing about the key. S-DES is not a linear 
cipher: its S-box components introduce nonlinearity, 
causing ciphertext differences to depend on the se-
cret key. This dependence creates exploitable statisti-
cal structure that can be used to recover key bits [11].

S-Box Difference Distribution
For substitution boxes S0 and S1, let X denote the 

S-box input and Y the output. A difference pair is ex-
pressed as (ΔX, ΔY), where ΔX = X’ ⊕ X’’. For a fixed 
ΔX, the corresponding second input is X’’ = X’ ⊕ ΔX, 
and the resulting ΔY is tabulated in the difference dis-
tribution table.

As an example, for S0 with ΔX = 8 and ΔY = 1, the 
distribution table shows that exactly two input pairs 
satisfy this differential. Since ΔY = 1, the output values 
are {1, 3}, and the only input pair that simultaneously 
yields these outputs while satisfying ΔX = 8 is {9, 1}.

This information enables partial key recovery. As-
sume X’ = 2 and X’’ = 8 for S0 (ΔX = 10). If the corre-
sponding outputs are Y’ = 0 and Y’’ = 2 (ΔY = 2), the 
actual S-box inputs after XOR with the subkey are I’ 
= X’ ⊕ K and I’’ = X’’ ⊕ K. Since the subkey is added 
identically to both inputs, it cancels in the difference: 
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ΔI = ΔX = 10.
From the distribution table, the input pairs satis-

fying ΔX = 10 and ΔY = 2 are {7, 13}. The subkey can-
didates K are recovered as [11]:

K = I’ ⊕ X’ = 7 ⊕ 2 = 5 (4)
K = I’’ ⊕ X’ = 13 ⊕ 2 = 15 (5)
The results are summarized in Table 8.

Table 8. S-Box Key Candidates for X’ = 2, X’’ = 8 [11]

X’ X’’ Possible 
I pair

Key 
candidates 
K

2 8 {7, 13} {5, 15}

Method
Several complementary scientific methods were 

applied to analyze the characteristics and security as-
pects of the S-DES cryptosystem.

A comparative method was used to contrast the 
individual processing stages of S-DES against the 
general principles governing symmetric encryption 
systems. This approach enabled the identification of 
structural parallels and substantive differences be-
tween the simplified cipher and its theoretical cryp-
tographic foundations, and facilitated an assessment 
of S-DES security properties in relation to DES.

A case study approach formed the empirical core 
of the research. The complete encryption and de-
cryption pipeline was traced step by step — covering 
subkey derivation, initial and inverse permutations, 
S-box substitutions, and round-level Feistel transfor-
mations — allowing a detailed observation of how 
subkeys K1 and K2 govern the transformation of 
plaintext to ciphertext.

Descriptive analysis was used to present and in-
terpret the results systematically. The study relied 
on secondary data sources, primarily peer-reviewed 
journal articles, academic textbooks, and conference 
proceedings in the fields of cryptography and infor-
mation security.

The research proceeded through four sequential 
phases: (1) collection and critical review of relevant 
literature; (2) examination of the theoretical founda-
tions of the S-DES algorithm; (3) comparative analy-
sis of algorithmic components; and (4) interpretation 
of results in the context of symmetric cipher design 
principles.

Findings
A 10-bit master key is used to generate two dis-

tinct 8-bit subkeys, K1 and K2, each applied in a spe-
cific cipher round. Key scheduling begins with PC1, 
which selects and reorders 10 key bits into two 5-bit 
halves, C0 and D0 (Table 9).

Table 9. PC1 Mapping [11]

9 7 3 8 0
2 6 5 1 4

A cyclic left shift is applied independently to C0 
and D0, producing C1 and D1. Subkey K1 is formed 
by concatenating C1 and D1 and applying PC2 (Table 
10), which reduces the 10 bits to 8 bits for use as the 
round subkey.

Table 10. PC2 Mapping [11]

3 1 7 5 0 6 4 2

The 4-bit half-block R is expanded to 8 bits by the 
expansion function E, whose bit-selection pattern is 
given in Table 11.

Table 11. E-Bit Selection [11]

3 0 1 2 1 2 3 0

The expanded block is XORed with the active sub-
key. The resulting 8-bit value is split into B1 and B2, 
which are fed to S0 and S1 respectively (Table 12).

Table 12. S1 Lookup Table [11]

Col 0 Col 1 Col 2 Col 3
Row 0 0 3 1 2
Row 1 3 2 0 1
Row 2 1 0 3 2
Row 3 2 1 3 0

In S-box addressing, the first and last bits of the 
4-bit input select the row, and the two middle bits se-
lect the column. For S0 with input 1101: the outer bits 
select row 3, and the inner bits select column 2, yield-
ing the value 2 (binary: 10). The 4-bit concatenated 
output of S0 and S1 is then permuted by P (Table 13).

Table 13. Permutation P [11]

1 0 3 2

60        Journal of Information Technology and Applications        www.jita-au.com



Security Analysis of the S-DES Cryptographic System	 JITA 16(2026) 1:57-62 

For the image encryption experiment, the first iter-
ate of a logistic chaotic map applied to the Lena bench-
mark image is used to derive an S-DES encryption 
key. The chaotic transformation produces a pseudo-
random binary matrix, which is binarized and used to 
drive pixel-block encryption. This approach leverages 
the high sensitivity and apparent randomness of cha-
otic orbits to overcome S-DES’s inherently limited key 
space. The original Lena image and its first-iteration 
chaotic counterpart are shown in Figures 3 and 4, to-
gether with their respective RGB histograms.

[Figure 3. (a) Original Lena image; (b) First-itera-
tion chaotic image [9].]

[Figure 4. (a) RGB histogram of original image; (b) 
RGB histogram of encrypted image [9].]

The binarized chaotic image serves as the S-DES 
key. Because the limited key space of S-DES creates 
significant security risks under repeated use, the 
high entropy of chaotic key material substantially im-
proves the statistical unpredictability of the encrypt-
ed output compared with static key selection.

Discussion
The analysis reveals a fundamental tension be-

tween the pedagogical utility and the cryptographic 
adequacy of S-DES.

The principal advantages of S-DES are: (1) its con-
siderably simpler structure relative to full DES, mak-
ing it far more accessible for study and implemen-
tation; (2) its operation on smaller plaintext blocks 
with a shorter key, demanding fewer computational 
resources; and (3) its substantially faster execution 
compared with DES on equivalent hardware.

Its limitations are equally clear: (1) the 10-bit key 
is critically insufficient for any real-world security 
application; (2) the resulting limited key space leaves 
S-DES vulnerable to trivial exhaustive-search attacks; 
and (3) when applied to large data payloads, such as 
high-resolution images, S-DES cannot satisfy practi-
cal encryption security requirements.

The integration of chaotic mapping as a dynamic 
key-generation mechanism substantially compen-
sates for the limited key space of S-DES. Chaotic 
sequences yield high-entropy key material that im-
proves the statistical unpredictability of ciphertext, 
demonstrating that appropriate key management 
strategies can partially offset the weaknesses of a 
simplified cipher in controlled educational contexts.

Conclusion
Cryptanalysis is a scientific discipline dedicated 

to deciphering the content of encrypted information 
without access to the secret decryption key. This pa-
per has shown that even elementary attacks — such 
as differential cryptanalysis — are highly effective 
against ciphers with reduced structural complexity.

The differential cryptanalysis case study demon-
strated that the full 8-bit second-round subkey of S-
DES can be fully recovered through differential crypt-
analysis. Given these bits, the remaining 2 unknown 
bits of the 10-bit master key can be determined by 
testing only four additional candidates, making com-
plete key recovery computationally trivial.

Despite its cryptographic weakness by modern 
standards, S-DES holds significant historical and 
pedagogical importance. Its compact, transparent 
structure effectively illustrates the core principles of 
symmetric block cipher design — permutations, sub-
stitutions, key scheduling, and Feistel rounds — and 
the study of its cryptanalytic weaknesses builds intu-
ition for the structural vulnerabilities that motivated 
the development of stronger standards such as AES.

The image encryption scheme proposed in this 
paper combines S-DES with a logistic chaotic map. 
The chaotic key generation strategy compensates for 
the cipher’s limited key space and yields encrypted 
output with strong statistical randomness properties. 
These results support hypothesis H3 and suggest 
that, when augmented with appropriate key genera-
tion, S-DES remains a valuable instructional tool for 
exploring more advanced encryption paradigms.
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Abstract: The rapid evolution of Integrated Information Systems (IIS) has led to a complex convergence of Cloud Computing, 
Internet of Things (IoT), and Machine Learning (ML). While this synergy enhances computational efficiency, it introduces significant 
challenges in information forensics and system security. This paper explores the multidimensional security landscape of unified 
ecosystems, focusing on the vulnerabilities inherent in distributed resources. We analyze the necessity of “Forensic-by-Design” 
principles and the role of robust biometric solutions in securing e-commerce and integrated environments. Special attention is 
given to the impact of user interaction variability on speaker recognition performance, as well as the potential of modern IT tools 
in assessing and optimizing system integrity. By synthesizing recent advancements in MLOps and cloud-native architectures with 
empirical findings on digital literacy and security technologies, this study provides a strategic framework for developing resilient 
and accountable intelligent systems. The findings emphasize that technical excellence must be balanced with rigorous forensic 
standards to mitigate risks in increasingly dynamic, cloud-based infrastructures.

Keywords: Intelligent Information Systems, Cloud-IoT Security, Biometric Recognition, Information Forensics, IT Tool Assessment

Introduction
The rapid evolution of digital ecosystems has led 

to a paradigm shift where information systems are 
no longer mere data storage entities but have evolved 
into Intelligent Information Systems (IIS). These sys-
tems operate at the complex intersection of several 
transformative technologies that are increasingly be-
coming inseparable. The proliferation of Internet 
of Things (IoT) devices across industrial and urban 
environments generates unprecedented volumes of 
unstructured data, necessitating robust Cloud Com-
puting infrastructures for scalable storage and high-
performance processing [1]. This surge in data vol-
ume, variety, and velocity—commonly defined as Big 
Data—provides the foundational “fuel” for Machine 
Learning (ML) algorithms to extract actionable in-
sights and enable autonomous decision-making [2].

However, the seamless integration of these hetero-
geneous technologies remains a significant challenge 
for both researchers and practitioners. As systems 
transition toward cloud-native architectures and 
edge-based processing, the traditional boundaries 
of software engineering are being redefined [3]. The 
deployment of intelligent layers requires not only 
advanced analytical models but also a rigorous op-
erational framework that encompasses DevOps and 
MLOps practices to ensure system reliability. Fur-
thermore, this increased complexity and distribution 
of resources significantly expand the cyber-attack 
surface. In such a landscape, the role of Information 
Forensics becomes critical. Traditional forensic meth-
ods often fail in dynamic, multi-tenant cloud environ-
ments and fragmented IoT networks, highlighting a 
pressing need for “forensic readiness” to be integrat-
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ed directly into the system’s architectural design [4].
Despite the extensive literature available on indi-

vidual components such as cloud security or IoT data 
analytics, there is a notable scarcity of research that 
addresses the holistic integration of these five do-
mains. Most existing studies focus on isolated optimi-
zations, often overlooking the forensic and security 
implications of a fully integrated intelligent pipeline 
[5]. This paper aims to bridge this gap by providing 
a comprehensive review of the state-of-the-art inte-
grated approaches in IIS development. By synthesiz-
ing current research trends and identifying critical 
challenges across cloud, IoT, big data, machine learn-
ing, and digital forensics, this study provides a stra-
tegic roadmap for developing resilient, scalable, and 
forensically sound intelligent systems.

Research Methodology
To ensure methodological rigor and reproducibil-

ity, this study follows a structured systematic litera-
ture review (SLR) approach, focusing on the conver-
gence patterns between distributed cloud resources, 
edge computing, and forensic accountability, a task 
that inherently necessitates a multi-disciplinary per-
spective [1]. The research process was systematically 
divided into three distinct phases: database querying, 
screening, and qualitative synthesis.

The academic search was conducted across three 
leading databases: IEEE Xplore, Scopus, and Google 
Scholar, targeting peer-reviewed literature published 
between 2020 and 2026. This specific timeframe was 
selected to capture the most recent advancements 
in cloud-native architectures, real-time edge analyt-
ics, and automated MLOps workflows [2]. The search 
strings were designed using Boolean operators to 
target the precise terminology intersecting intelli-
gent system deployment and forensic readiness, with 
a particular emphasis on technical standards defined 
by the National Institute of Standards and Technol-
ogy [4]. The detailed execution of the search strategy 
is structured in Table 2.

Strict inclusion and exclusion criteria were applied 
during the screening phase. To be included in the fi-
nal corpus, studies had to satisfy the following rigor-
ous conditions: (1) treat security and forensics not as 
isolated components, but as integral design elements, 
adhering to the “Forensic-by-Design” principle [5], 
and (2) address the holistic integration challenges 

across at least two intersecting domains of the core 
pipeline (Cloud, IoT, Big Data, Machine Learning, and 
Information Forensics). Exclusion criteria removed 
non-English publications, white papers lacking peer 
review, and studies focusing solely on isolated com-
ponent optimizations without system-wide integra-
tive relevance.

Furthermore, international standards for cloud 
security [6] and fresh frameworks for edge logging 
transparency [7] [8] were factored in to ensure the 
methodology aligns with the contemporary stan-
dards of the natural-mathematical field. Through 
this rigorous multi-stage filtering process, the initial 
pool of 365 records was systematically distilled into 
a highly relevant core corpus of 35 papers for deep 
architectural synthesis.(Table 1)

Table 1. Systematic Literature Search Strategy Matrix

Database Search Query / 
Keywords

Initial 
Results

After Title/
Abstract 

Screening

Final 
Selection

IEEE 
Xplore

(“Intelligent 
Information Systems” 
OR “Cloud-IoT”) 
AND (“Forensic-by-
Design” OR “Forensic 
Readiness”)

145 42 15

Scopus

(“MLOps” OR “Big 
Data Architecture”) 
AND (“Digital 
Forensics” OR 
“Immutable Logging”)

122 31 12

Google 
Scholar

(“Intelligent Systems” 
AND “Cloud Security 
Standards” AND 
“NIST forensic”)

98 24 8

Total 365 97 35

Conceptual Framework and 
Architectural Integration
The The development of Intelligent Information 

Systems (IIS) requires a multi-layered architectural 
approach that transcends traditional client-server 
models, moving towards a more fluid and distributed 
paradigm [1]. At the heart of this integration is the 
cloud-IoT continuum, which bridges the gap between 
the physical perception layer and centralized process-
ing power. Unlike static systems, a modern IIS must 
manage “data gravity” by strategically deploying Edge 
and Fog computing layers to process information as 
close to the source as possible [9] [3]. This reduces 
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latency and prevents network congestion, allowing 
the system to perform real-time filtering and initial 
inference before any data reaches the core cloud infra-
structure. This hierarchical processing is essential for 
maintaining the responsiveness required in industrial 
or urban smart environments [10].

Transitioning from data acquisition to manage-
ment, the integration challenges shift toward han-
dling the sheer velocity and variety of Big Data. Rela-
tional databases, while robust for transactional integ-
rity, are increasingly supplemented by polyglot per-
sistence strategies [11]. By utilizing a combination of 
NoSQL systems for unstructured telemetry and Data 
Lakehouse architectures for analytical processing, in-
tegrated systems can provide the necessary “fuel” for 
advanced intelligence[12] [2].

Figure 1. The Integrated IIS Ecosystem – Convergence of 
distributed resources and forensic monitoring.

This unified data layer is what allows Machine 
Learning (ML) to move from a research experiment 
into an operational reality. The integration of ML re-
quires a transition from traditional software develop-
ment cycles to MLOps frameworks, where model train-
ing, deployment, and monitoring for concept drift are 
treated as continuous, automated processes [13] [14]. 
In this context, the intelligent layer is not a standalone 
component but a dynamic service that evolves in tan-
dem with the incoming data streams, ensuring that the 

system’s decision-making capabilities remain accurate 
even in volatile environments [2] [15].

The architecture visualized in Figure 1 is struc-
tured as a series of concentric operational layers, 
emphasizing that no component operates in isola-
tion within a modern intelligent ecosystem. The out-
ermost layer represents the Edge/IoT perception 
zone, where sensors and smart devices perform local 
data filtering and initial machine learning inference. 
This decentralized processing is critical for reducing 
the “data gravity” effect, ensuring that only relevant, 
high-value information is transmitted through the 
network layer via optimized protocols like MQTT and 
CoAP, which must be strictly secured against ephem-
eral data loss [16] [3].

As data penetrates the inner layers, it reaches 
the Cloud Core and Big Data analytics zone, where 
polyglot persistence and data lakehouse structures 
provide the necessary scalability for complex model 
training and automated MLOps cycles [12] [14].

However, the defining feature of this integrated 
model, as illustrated in Figure 1, is the vertical “Fo-
rensic Monitoring Plane” that physically intersects 
every single operational layer. This cross-cutting 
component represents the “Forensic-by-Design” 
principle, asserting that forensic readiness is not an 
afterthought but a fundamental, structural architec-
tural requirement [5]. By embedding immutable log-
ging, cryptographic hash chain verification, and NIST-
compliant forensic data acquisition points across 
the entire continuum—spanning from the IoT edge 
gateways to the central cloud database—the system 
ensures that all autonomous decisions, state tran-
sitions, and data transfers remain fully verifiable, 
transparent, and forensically sound [8] [4] [17].

This holistic visualization underscores the pri-
mary argument of this study: the long-term reliabil-
ity and legal-technical accountability of an intelligent 
system are directly proportional to the seamless 

Table 2. Comparative Analysis of Integrated IIS Frameworks and Strategic Novelty Positioning

Framework / Study Architectural Layers 
Covered

Primary Security / Forensic 
Mechanism Cross-Layer Audit Trails Edge Resource Opti mizati on

Chang (2021) Cloud Core Reacti ve Cloud Forensics No No
Zhao et al. (2023) IoT, Edge, Cloud Standard Encrypti on No Yes (Data Gravity focus)
Boutros & Shah (2024) IoT, Edge Local Edge-Inference Logging Parti al Yes (Decentralized)
Al-Mansoori et al. (2025) ML Layers, Cloud Core Dynamic Concept Drift  Alerts No No

Proposed IIS Framework IoT, Edge, Big Data, ML, 
Cloud

Forensic-by-Design & 
Immutable Hash Chains Yes (Full Conti nuum) Yes (Hierarchical Filtering)
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structural integration of its analytical, operational, 
and forensic domains [10] [18].

Information Forensics and Security 
Challenges in Integrated Systems

The convergence of distributed technologies in-
herently amplifies the attack surface of Intelligent 
Information Systems (IIS), presenting multi-faceted 
forensic and security challenges that span the entire 
cloud-edge continuum. At the infrastructure level, 
multi-tenant cloud environments introduce complex 
isolation anomalies, making traditional, reactive digi-
tal forensics practically obsolete. Ensuring forensic 
readiness in contemporary systems requires shifting 
away from post-incident data gathering toward pro-
active, containerized tracking mechanisms capable 
of automated evidence acquisition without violating 
cross-layer data privacy standards [19] [20].

Furthermore, the integrity of the analytical pipe-
line introduces a new frontier of vulnerabilities within 
continuous deployment environments. The operation-
alization of machine learning through MLOps frame-
works creates specific blind spots, particularly regard-
ing data poisoning, model inversion, and adversarial 
manipulations [13]. When an autonomous model 
undergoes continuous retraining based on dynamic 
telemetry, traditional audit trails fail to capture the 
subtle metadata shifts associated with data drift. To 
establish legally and technically binding accountabil-
ity, the security architecture must deploy continuous, 
dynamic drift monitoring and real-time cryptographic 
hash chains capable of validating the evolutionary life-
cycle of the deployed models [21] [15]. Table 3 shows 
key IIS challenges and forensic impacts.

Table 3. Key IIS Challenges and Forensic Impacts

Domain & 
Layer Integration Challenge Forensic Implication

IoT / Edge Latency & Heterogeneity Volatile evidence; short 
log retention

Big Data Velocity & Variety Integrity of massive, 
fluid datasets

ML Layers Model Drift & MLOps Difficulty in verifying 
training inputs

Cloud Core Multi-tenancy Data remanence; 
isolation of traces

System-wide Interoperability Fragmented audit trails 
across nodes

Finally, as specialized security tools become deeply 
integrated into organizational workflows, the human 
factor remains a critical, volatile vector. The technical 
implementation of a “Forensic-by-Design” architecture 
is heavily dependent on the digital literacy, operational 
security compliance, and socio-technical adaptation 
of the personnel executing the protocols [22]. Con-
sequently, bridging the gap between sophisticated 
technical integration and the practical human-system 
interaction paradigm represents one of the most sig-
nificant, ongoing challenges in engineering resilient 
and forensically sound intelligent systems.

Technical Challenges and Framework 
Limitations
While the proposed integrated framework offers 

a holistic paradigm for secure and intelligent system 
deployment, several systemic challenges and inher-
ent limitations must be addressed to translate this 
conceptual model into operational reality. First and 
foremost, implementing a continuous “Forensic-by-
Design” plane requires constant telemetry capture 
and the real-time generation of cryptographic hash 
chains. When deployed on low-power IoT edge devic-
es operating via lightweight protocols such as MQTT 
or CoAP, this cryptographic verification introduces 
significant computational friction and energy over-
head [16]. Striking a sustainable operational balance 
between high-throughput machine learning infer-
ence and dense, immutable logging creates a critical 
infrastructure bottleneck. Consequently, overcoming 
this limitation requires advanced hardware optimiza-
tion and the development of dynamic resource-allo-
cation protocols that prevent telemetry from degrad-
ing edge processing performance [7].

Furthermore, as the system ingests heterogeneous 
data streams across the edge-cloud continuum, the 
underlying architecture must navigate the severe chal-
lenges associated with “data gravity” [9]. Retaining fo-
rensically sound, multi-layer audit trails over extended 
regulatory retention periods inherently leads to mas-
sive, exponential storage requirements within the Big 
Data lakehouse infrastructure [12]. Without special-
ized data-pruning mechanisms that can selectively 
archive records while fully preserving metadata integ-
rity, the framework risks escalating cloud infrastruc-
ture costs to unsustainable levels. This architectural 
vulnerability is tightly coupled with the risks present 
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in the analytical layer, where autonomous decision-
making processes remain susceptible to adversarial 
manipulation and structural data poisoning [21]. 
While real-time drift monitoring can alert administra-
tors to macro-level anomalies [15], retroactively isolat-
ing the exact point of data corruption in a continuous 
retraining pipeline remains highly problematic due to 
the inherently non-transparent, “black-box” nature of 
deep neural networks [13].

Ultimately, even the most resilient automated ar-
chitecture remains bound to the unpredictability of 
human operational profiles. The practical viability 
of deploying forensically ready information systems 
relies on the digital literacy, security awareness, and 
strict adherence to technical protocols of the organi-
zational personnel managing the system [22]. Because 
user interaction variability introduces an unpredict-
able socio-technical variable, technical architectures 
can only mitigate these behavioral inconsistencies 
through automated constraints, but can never entirely 
eliminate them from the security equation. Navigating 
these interconnected trade-offs between edge capabil-
ity, storage efficiency, model explainability, and human 
compliance represents the next crucial phase in the 
evolution of unified intelligent systems.

Conclusion
The rapid and continuous evolution of Intelligent 

Information Systems demands a fundamental para-
digm shift from isolated component optimization 
toward holistic architectural integration. This study 
has systematically reviewed and synthesized the 
complex convergence patterns within the cloud-IoT 
continuum, demonstrating that the long-term viabil-
ity, analytical precision, and security of modern eco-
systems are entirely dependent on how seamlessly 
their cloud, edge, Big Data, and Machine Learning 
layers are interconnected. By adopting a rigorous, 
reproducible systematic literature review methodol-
ogy spanning a comprehensive corpus of recent lit-
erature, this paper has mapped out the foundational 
standards and contemporary milestones that define 
resilient distributed architectures.

The primary structural contribution of this re-
search lies in the conceptual validation of the “Foren-
sic-by-Design” principle as a non-negotiable architec-
tural requirement. Rather than treating security and 
digital forensics as reactive, post-incident measures, 

the unified framework presented herein demon-
strates that establishing permanent, cross-layer audit 
trails and immutable logging mechanisms is essential 
for securing autonomous environments. This inte-
grated approach effectively bridges the gap between 
high-throughput intelligent processing (MLOps) and 
strict legal-technical accountability, ensuring that 
system state transitions and machine learning deci-
sions remain fully transparent and verifiable.

Nevertheless, translating this holistic conceptual 
model into widespread industrial practice reveals 
several critical technical trade-offs and inherent limi-
tations. As demonstrated throughout the analytical 
synthesis, balancing real-time edge inference with the 
computational and energy overhead of cryptographic 
hash chain logging remains a substantial challenge 
for resource-constrained IoT gateways. Furthermore, 
managing data gravity within expanding lakehouse 
infrastructures without compromising metadata in-
tegrity introduces severe storage scalability issues, 
while the “black-box” nature of complex neural net-
works continues to obfuscate absolute forensic clar-
ity during concept drift events. Ultimately, the unpre-
dictable nature of human interaction variability and 
organizational digital literacy underscores that tech-
nical resilience must always co-evolve with socio-
technical adaptation.

Future research trajectories must therefore focus 
on mitigating these specific architectural bottlenecks. 
Priority should be given to developing ultra-light-
weight, decentralized cryptographic logging proto-
cols optimized for edge deployment, as well as de-
signing explainable AI (XAI) frameworks that can be 
natively audited within automated MLOps pipelines. 
Additionally, empirical validation through real-world 
deployment scenarios will be crucial for refining the 
hierarchical filtering mechanisms proposed in this 
model. By continuously addressing these technical 
frontiers, the academic and professional community 
can advance toward a future where intelligent sys-
tems are not only highly efficient but inherently ac-
countable, transparent, and structurally secure.
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Abstract: This paper aims to explain how honeypots work, how they are implemented, and why they have become a key aspect 
of cybersecurity. Honeypots are capable of doing everything from detecting new attacks never seen before in their environment 
to tracking programmed credit card fraud and identity theft. The paper implements the Cowrie honeypot system in a controlled 
environment to simulate attacks on SSH and Telnet services. Special focus is placed on the analysis of generated JSON log records, 
the complex structure of which makes forensic processing difficult. As a contribution to the paper, a Python helper module has 
been developed to convert raw log files into a readable and structured text format, thus improving the efficiency of security event 
analysis.
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Introduction
High-tech crime represents one of the biggest 

security challenges in the world. The development 
of information technologies, in addition to the ben-
efits that it has improved the operation of many sys-
tems, has also led to the development of new forms 
of crime. The previous decade has been marked by a 
constant fight against new forms of high-tech crime, 
an increase in crimes in this area, but also by the con-
stant strengthening of the capacities of departments 
for combating high-tech crime.

In order to create a system that is interesting 
enough for hackers to carry out an attack, we must 
create a sufficiently tempting system. They will try 
to gain access by using security vulnerabilities in the 
system. By following hackers, we are not sure wheth-
er we will be the ones who will have control. It is nec-
essary to determine the following:

•	 Does the hacker know that this is a real system 
or is it a honeypot?

•	 Is he aware of how great a tool it is for admin-
istrators to obtain information about security 

vulnerabilities in the system, but also about the 
attackers themselves?

•	 What is gained from hacking such a system?
A (high-level) hacker is often like a cat, he enters 

quietly, leaves small traces and makes the whole game 
an art of evasion. A digital forensics expert in this 
context is like a pathology technician, when a hacker 
makes a mess, the forensics expert comes in and looks 
at the situation from the beginning, reads the log files 
like fingerprints. Accordingly, it is necessary to men-
tion the cybersecurity administrator who is not just 
a “gatekeeper”, he already knows where the keys are 
hidden and how to quickly take them away from the 
attacker. When such parties meet, then it is no lon-
ger just a clash of knowledge, but a dance of roles. In 
some cases, the administrator becomes a hunter who 
does not shoot, but sets traps (honeypots). From this 
aspect, digital forensics plays the role of an archivist 
and judge, i.e. records either defeat or victory, while 
the administrator acts as a battlefield that the hacker 
must bypass. It is an eternal struggle in which every 
move quickly changes the rules of the game.
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Methods and Materials
Cowrie honeypot is an advanced system designed 

to simulate SSH (Secure Shell) and Telnet services, 
in order to attract hackers to enter the network and 
thus learn more about the attackers, in order to in-
crease the level of protection. In this way, virus analy-
sis can also be performed if a hacker releases a virus 
on the cowrie. The creators of this honeypot system 
are Upi Tamminen, who created Kippo - a tool writ-
ten in the Python programming language, and it is 
a simulation of a real Linux system, which at first 
glance really works like a real system. In the back-
ground, the Twisted library for network program-
ming is used, in order to properly simulate the above-
mentioned protocols. So the basis of this system is 
Kippo together with the Twisted library. In addition, 
Dave Germiquet, who did unit tests and optimization, 
as well as Oliver Bilodeau and Ivan Korolev, who also 
made a huge contribution, also participated in the 
development. It is important to mention Florian Pel-
grim, as well as Guilherme Borges, who contributed 
to keeping the code neat and contributing to Docker 
and Proxy solutions. [1] The implementation of the 
cowrie system has even been supported by Microsoft 
since October 4, 2024. When an attacker connects to 
this system, log files are recorded via json, but it is 
also possible to store these files in a sql database and 
send them to a remote server so that the administra-
tion team can analyze what exactly is happening. It 
is important to note that such a system is completely 
isolated from the main corporate network. [6] In this 
way, the methods and motives used by hackers can 
be learned, but also to potentially locate and catch 
hackers. As already mentioned, cowrie offers various 
possibilities, and one of the main features is that it is 
open-source, which means that the code is available 
via the Github platform, so it can be further improved, 
but it is also a free tool. There is also a commercial 
version introduced by Microsoft, where additional 
benefits can be obtained for a certain fee. Accord-
ingly, it is important to note some additional power-
ful tools, such as Threat Intelligence. This provides 
insight into the growth trend of cyber attacks, as well 
as new techniques that are becoming more and more 
common every day. [2] By collecting information in 
this way, cybersecurity experts can significantly con-
tribute to the protection of user systems. Based on 
collected data, with adequate documentation and 

quick response, it can significantly contribute to the 
protection of the system. Another important feature 
is the detection of previously unknown threats. This 
tool, when integrated with other security solutions, 
can catch new types of attacks before they attack the 
system. Also, companies can update their IDS (Intru-
sion Detection Systems) solutions, as well as firewall 
rules, based on the data collected from the cowrie 
system. [7]Another important advantage is the low 
operational risk associated with its implementation, 
because the system itself is completely isolated from 
the main one, and in this way it can be monitored 
more easily. [3]

Implementing Cowrie through VMWARE
The Cowrie honeypot will be installed on an 

Ubuntu virtual machine. As mentioned in the opening 
chapter, a ready-made virtual machine with Ubuntu 
configured will be downloaded. Using VMWare, the 
machine will be imported into the development en-
vironment, where cowrie will be configured. The im-
age below shows how to import an Ubuntu virtual 
machine(Figure 1).

Figure 1. Import Ubuntu virtual machine
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The name of the virtual machine within VMWare 
is CowrieUbuntu, for easier organization (this part is 
not directly visible if the machine is accessed “from 
the outside”). The network adapter is set to NAT net-
work to make the virtual environment secure and 
isolated. Other settings such as CPU and memory are 
left at default, because Ubuntu can run smoothly with 
2 GB of RAM and 2 VCPUs (Figure 2).

Figure 2. Initial virtual machine setup

Next, the virtual machine is started by clicking on 
“Power on this virtual machine”. After updating with 
sudo apt update and sudo apt upgrade, it is necessary 
to install Git, with the command sudo apt install git, 
in order to be able to download cowrie from Github 
[4] (Figure 3)

Figure 3. Download Cowrie from Github

The next step is to install the Python3 virtual en-
vironment. The Python virtual environment is very 
useful, because it provides Cowrie isolation, and thus 
does not affect the rest of the system. It also enables 
easy management and updating of the Cowrie pack-
age. Also, the security itself has been raised. The in-
stallation is done with the help of a simple command:
sudo apt install python 3.12-venv

Then, it is necessary to create a virtual environ-
ment. This is possible with the help of the following 
command:

python3 -m venv cowrie-env
The previously created virtual environment must 

then be activated. All packages installed using pip will 
be moved to that environment.

source cowrie-environment/bin/activate
In addition, it is necessary to install the previously 

mentioned pip (Python Package Installer):
sudo apt install python3-pip
Once this installation is complete, it is necessary 

to install everything required to run Cowrie, and the 
necessary installations are located within require-
ments.txt. [5] (Figure 4)

Figure 4. The contents of the requirements.txt file

Figure 5. Installation of necessary tools from requirements.txt 
and display inside cowrie
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The Figure 5 shows the files inside cowrie. Inside 
honeyfs are all the necessary files that simulate a fake 
honeypot system. Inside etc is the main configura-
tion file. Inside var are log files that are collected after 
someone tries to access the honeypot. Once this is set 
it is possible to start 

cowrie with: Bin/cowrie start

Figure 6. Running Cowrie on port 2222

The Figure 6 shows that cowrie is properly started, 
and also with the help of a simple netstat command, 
the open port is displayed. Based on the picture, the 
honeypot is started, and now it is possible to monitor 
log files through cowrie/var/log/cowrie, and there 
are two types of log files stored there through .json 
and .log. 

Results
Now, as a conceptual example, a potential attack 

via SSH on the honeypot will be shown, using the Kali 
Linux machine. Kali Linux is also installed in a similar 
way to the Ubuntu honeypot, i.e. a ready-made virtual 
machine that can be downloaded online and easily 
implemented within VMWare Workstation. We will 
also take into account that the hacker has “accessed” 
the honeypot system, and that cowrie is located at the 
IP address 10.10.10.4 One of the first stages is to col-
lect information and scan open ports, and this can be 
done with the help of a simple nmap tool, (Figure 7).

Figure 7. Nmap scanning for open ports

After this, the hacker will try to access using sim-
ple credentials that are already so-called well known 

passwords and usernames. The image below shows 
access to the server, which can look extremely tempt-
ing, because it really gives the impression of a real 
server. (Figure 8)

Figure 8. Hacker access via SSH to cowrie honeypot

The hacker is very likely not aware that he is 
caught in a cowrie honeypot, and that his IP address 
is stored inside the log file. Thus, in the log files it is 
possible to see the IP address, but also all the activi-
ties that the hacker tried to do, even if he tried to run 
a malicious script, usually of the ransomware type. 
(Figures 9 and 10)

Figure 9. View log files and all commands typed

Figure 10. View log files from cowrie.json file

Given that these two types of log files exist within 
the cowrie directory, they are not very well struc-
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tured, and are quite difficult to analyze, as can be 
seen in the two images above, therefore, as a contri-
bution to this honeypot, as my contribution to this, I 
created a simple python script that converts the json 
log file into a readable output.txt file. The script and 
the readable log file will be shown in the Figures 11 
and 12. There are various types of conversions also 
in the form of graphs, but the lack of an initial file, or 
the part that will perform the direct conversion, was 
noticed.

Figure 11. Python script to convert JSON to txt

Figure 12. Edited log file

Discussion
The essence of the observation is a complete hon-

eypot system, or honeynet (a system of multiple hon-

eypots), implemented in the VMWare development 
environment by creating virtual machines, and can 
be used as an additional level of protection and de-
fense, in order to catch and block a potential attacker 
in a timely manner. This research part should answer 
the question of whether a honeynet system can fur-
ther raise the level of security and safety, in order to 
discover the identity of the attacker and thus disable 
access to the system. In addition to the functionality 
itself, another aspect is the material, technical and 
time frame that is necessary to implement such a sys-
tem, whether it can also be upgraded, as well as what 
effect is achieved by using it. One of the main focuses 
is on the Cowrie honeypot system, which is designed 
to record Telnet and SSH connections (Figure 13). It 
also offers session recording capabilities. This type of 
honeypot is often connected to the Internet, in order 
to monitor additional tools, hosts and scripts that at-
tackers use when trying to guess the password to ac-
cess the system. The SSH attacker will conceptually 
connect to port 22, and will be redirected to our hon-
eypot towards port 2222, as shown in the previous 
part of the paper.

Figure 13. Total number of attack attempts 
Source: https://hackertarget.com/cowrie-honeypot-ubuntu/

Conclusion

This paper explains the Cowrie honeypot system in 
detail, and demonstrates its functionality and effective-
ness in real systems. The main goal was to understand 
the strategy of this interesting technique, in order to 
draw attackers’ attention to the fake system. One limi-
tation of this research is that the implemented Cow-
rie honeypot system was tested exclusively within an 
isolated VMware NAT environment. Although such an 
approach significantly improves security and prevents 
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unintended exposure of the host infrastructure, the ob-
tained results may differ from those observed in pub-
licly exposed production systems connected directly 
to the Internet. Real-world environments may include 
more complex attack patterns, larger traffic volumes, 
and interactions with additional security mechanisms 
such as IDS/IPS platforms and enterprise firewalls. 
Companies use honeypot systems to protect the net-
work and servers of the entire organization, and the 
research part conducts academic experiments on the 
same at universities and schools. As is already known, 
with the rapid growth of artificial intelligence and cy-
ber attacks, information security is very important for 
all systems, because any network that is not protected 
in the network can easily be compromised at any time. 
Based on this informations, important company data 
can be lost, which can represent a huge loss, and it can 
also be very dangerous for someone else to have access 
to our important personal data. Therefore, this paper 
provides insight into the security aspects of modern 
information systems, and one of the main goals was to 
examine whether honeypot systems are easy to hack, 
and to check whether they are truly isolated from the 
rest of the network. It is evident that traditional meth-
ods in the field of cybersecurity are increasingly giv-
ing way to modern and proactive solutions that rely on 
concepts such as honeypot systems. In this paper, the 

focus was on a specific type of honeypot model that 
was developed with the intention of identifying and 
protecting potential targets of high-tech crime. Given 
the rapid development of information technologies, 
especially in the field of artificial intelligence and adap-
tive security solutions, it is expected that such systems 
will become increasingly advanced, efficient. 
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