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Abstract: High precision in industrial processes depends not only on the mechanical and control components of the system, but also
on the way data related to machine operation and operator activity are organized, stored, and processed. This paper examines the
application of the relational data model and distributed communication architecture in an industrial software system intended for
controlling machines in which deformation, forming, and material processing are directly conditioned by precise positioning and
stable process supervision. The implemented solution includes a centralized application layer developed in the Dart programming
language using the Flutter framework, a distributed microcontroller layer implemented in C++, and a centralized PostgreSQL
database deployed in a Docker environment on a Proxmox server. Communication between the computer and the main control
node is established via a USB-UART connection, while remote actuator and sensor modules are interconnected through a CAN bus.
The system supports management of operator accounts, position presets, work sequences, worker-specific tasks, event logs, and
remote access via Tailscale VPN infrastructure. The paper analyzes the database structure, relationships between tables, integrity
constraints, data export and import organization, as well as security mechanisms based on PIN hashing and software license
protection using asymmetric cryptography. The results show that the integration of a centralized database layer and a distributed
communication architecture represents a functionally and technically justified solution for this class of industrial systems.
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INTRODUCTION pecially pronounced in machines used for material

deformation, forming, and processing, where even

Modern industrial production increasingly re-
lies on software systems that in addition to process
control, provide reliable organization, storage, and
processing of data generated during operation. Their
importance is particularly evident in environments
where process quality depends on positioning accu-
racy, repeatability of work sequences, event logging,
and access control. Under such conditions, the data-
base is not merely a supporting application compo-
nent, but one of the key elements of the overall soft-
ware architecture [1].

The need for systematic data management is es-

minor deviations can affect product quality and op-
erational efficiency. In addition to process param-
eters, it is necessary to ensure the storage of position
presets, work sequences, user settings, operator ac-
counts, access rights, sessions, machine parameters,
events, and audit trails. Such requirements point to a
strictly structured and consistent data model suitable
for multi-machine and multi-location environments.
This paper considers an industrial software sys-
tem based on a distributed architecture in which the
central application layer interacts with a main micro-
controller node and a set of remote actuator and sen-
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sor modules. The application layer is implemented in
the Dart/Flutter environment, while the control firm-
ware is developed in C++. Since the system is based
on clearly defined entities with stable relationships,
the relational model represents a natural choice for
data organization [2]. The main application interface,
which provides access to command functions, posi-
tioning controls, and predefined position registers, is
shown in Fig. 1.
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Figure 1. Main interface of the implemented software system for
industrial machine control

The technical contribution of this paper lies in
the definition, implementation, and evaluation of an
integrated model that combines a centralized rela-
tional persistence layer, a distributed communication
architecture, multi-client access, and access control
within a precision-control system intended for indus-
trial environments. The proposed model is not lim-
ited to data storage alone, but also encompasses the
structural organization of operator, machine, process,
and event-related information, as well as its interac-
tion with the distributed control layer. In this way,
the paper addresses both the informational and com-
munication aspects of industrial software systems in
which reliability, consistency, and operational conti-
nuity are of critical importance. Within this context,
the following research questions are addressed:

1. Does a centralized relational data model pro-
vide a reliable foundation for managing op-
erator, configuration, and process data in high-
precision industrial systems?

2. To what extent does PostgreSQL, as a central-
ized RDBMS, satisfy the functional and archi-
tectural requirements of a distributed system
compared with NoSQL approaches?

3. How do relational structure, integrity con-
straints, access control, audit trails, and distrib-
uted communication contribute to the sustain-
ability and practical applicability of the imple-
mented solution?

4. How does the proposed architecture contrib-
ute to operational continuity, supervision, and
coordinated management in multi-machine in-
dustrial environments?

METHODS AND MATERIALS

This section presents the architecture of the im-
plemented system, the organization of the communi-
cation layer, the structure and logic of the data model,
and the technological environment in which the solu-
tion was developed. Special attention is given to the
distribution of functions between the application,
control, and sensor-actuator layers, centralized data
persistence, remote access mechanisms, and system
security aspects. In this way, the methodological and
technical framework underlying the analysis present-
ed in the remainder of the paper is defined.

System Architecture

The considered system was implemented as a
multi-layer architecture in which supervision, con-
trol, acquisition, and persistence functions are dis-
tributed across several interconnected components.
At the highest level, there is a central application
layer developed in the Dart programming language
using the Flutter framework [3]. This layer is avail-
able through desktop and mobile applications and
serves as the main user, supervisory, and adminis-
trative interface of the system. Through it, operator
login, worker account management, password reset,
user creation and deletion, task definition and assign-
ment, access to position presets, creation and modi-
fication of work sequences, as well as review of logs
and system events are performed. The administrative
interface for managing operator accounts and access-
related actions is shown in Fig. 2.
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Figure 2. Administrative interface for managing operator
accounts and access-related actions

At the control level, the system consists of mul-
tiple microcontroller nodes. The main control node
is implemented on an ESP32-S3 microcontroller and
communicates with the computer via a USB-UART
connection. It acts as a bridge between the applica-
tion layer and the remote microcontroller modules,
receiving commands, forwarding them to actuator
and sensor nodes, and returning status information
to the application. The internal hardware layout of
the main ESP32-S3 control node is shown in Fig. 3.
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Figure 3. Internal hardware layout of the main ESP32-S3
control node

The firmware of the main node was developed in
the C++ programming language and includes commu-
nication logic, operating mode management, coordi-
nation of execution modules, and data acquisition
from the distributed layer. Remote execution nodes
are responsible for actuator control, particularly hy-
brid stepper motor drivers with encoder feedback.
Their function includes generation of control signals,
supervision of axis states, execution of motion com-

mands, and system calibration through the machine-
zero referencing procedure. In addition to the execu-
tion modules, the system includes sensor nodes for
collecting information from various types of sensors,
including industrial PNP and NPN metal detectors,
limit switches, laser presence and position sensors,
as well as high-pressure probes in the hydraulic sys-
tem. In this way, a functional separation is achieved
between actuator control and process-signal acquisi-
tion, which improves modularity, reduces local sig-
nal-routing complexity, and supports a clearer distri-
bution of responsibilities within the distributed con-
trol layer. At the application level, this architecture is
complemented by dedicated supervisory interfaces
through which machine-specific parameters can be
reviewed, modified, and validated. These interfaces
provide controlled access to axis parameters such as
steps per millimeter, speed, acceleration, homing set-
tings, backlash compensation, and working limits, as
shown in Fig. 4.
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Figure 4. Interface for axis parameter, homing, and working-
range configuration

A particular value of the solution lies in its cross-
platform nature. The application can run on Windows,
Linux, and Android operating systems, enabling flex-
ible use in office, production, and field environments.
At the same time, access to centralized data is orga-
nized through a central server layer within the Tails-
cale VPN environment [4], [5], thereby logically sepa-
rating desktop and mobile clients from the database
itself. In this way, direct exposure of the infrastruc-
ture is avoided, while controlled access, clearer archi-
tecture, and easier system maintenance are ensured.

22

Journal of Information Technology and Applications

www.jita-au.com



CENTRALIZED DATABASE AND DISTRIBUTED COMMUNICATION IN A SOFTWARE SySTEM FOR HigH-PRECISION INDUSTRIAL MIACHINE CONTROL

JITA 16(2026) 1:20-30

Communication Architecture

The communication architecture of the imple-
mented system is organized hierarchically. At the
first level, there is a USB-UART connection between
the computer and the main ESP32-S3 node, through
which commands, status messages, and process data
are exchanged between the supervisory software and
the control layer. At the second level, the main control
node communicates with remote execution and sen-
sor modules via a CAN bus [6]. The selection of the
CAN bus is based on the requirements of the indus-
trial environment, in which high-power electric mo-
tors, contactors, relay assemblies, variable-frequency
drives, and power lines represent significant sources
of electromagnetic interference. The hardware plat-
form of the main ESP32-S3 control node, including
the CAN and RS485 interfaces used within the com-
munication layer; is shown in Fig. 5.

Figure 5. Hardware platform of the main ESP32-583 control node
with CAN and R5485 interfaces

Under such conditions, differential signal trans-
mission increases the resistance of the communica-
tion layer to electromagnetic disturbances, which
makes the CAN bus an important element of the over-
all robustness of the architecture.

An additional advantage of this organization is that
execution modules can be physically positioned close
to the actuator assemblies they control, while sensor
modules remain close to the sources of process infor-
mation. This reduces the need for long and sensitive
sensor and actuator wiring, while communication to-
ward the main node remains unified through the bus
infrastructure.

Robustness to Network and Server

Interruptions

In the implemented architecture, the central da-
tabase and VPN layer are not part of the real-time
motion-control path. Critical machine-control op-
erations are handled locally by the ESP32-S3 main
control node and the distributed execution modules
connected through the CAN bus. Therefore, interrup-
tion of the connection to the central server primarily
affects remote supervision, synchronization of logs,
retrieval of new tasks, and access to centralized his-
torical data, while already validated local machine-
control functions remain available at the controller
level.

In the event of communication loss between the
supervisory application and the central service, the
architecture is designed so that unverified remote
commands are not executed until the connection is
restored and the machine state is re-synchronized.
During such an interruption, the central server pri-
marily loses its role in remote supervision, data syn-
chronization, and access to historical or administra-
tive information, while the local control layer remains
responsible for previously validated machine-control
routines. Safety-related signals, such as limit switch-
es, homing state, end-limit supervision, emergency
conditions, and local actuator status, remain under
the responsibility of the ESP32-S3 control node and
the distributed execution modules. This means that
critical control behavior is not directly dependent on
continuous availability of the central database or VPN
connection. Such separation between the supervisory
layer and the local control layer reduces dependence
on the central server for critical machine movements,
limits the risk of unsafe command execution during
communication interruptions, and improves opera-
tional continuity in industrial environments.

Centralized Database Architecture

The implemented solution uses a centralized Post-
greSQL database. The database is installed in a Dock-
er container, while the complete server environment
runs on a Proxmox server [7], [8] within the company
infrastructure. This approach was introduced be-
cause of the need for multi-layer access to the system,
including desktop and mobile clients, simultaneous
operation of multiple machines, and access from mul-
tiple locations.
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Relational Data Model

The data model was designed as a multi-context
relational system that explicitly models the organi-
zational structure, access levels, machine context,
and process data. At the top of the hierarchy are the
companies and locations entities, which define the
organizational and spatial context of the system. The
machines entity represents the central connection
between the physical infrastructure and the process
layer, with each machine being linked to a company
and location, and further associated with controllers,
process parameters, sessions, events, and operator
access. The machine_controllers entity is used to re-
cord the identity and status of control units, including
controller type, firmware version, and operational
data relevant for supervision. The structure of the
centralized relational data model and the relation-
ships between its main entities are shown in Fig. 6.

The operator layer is modeled through the operators
entity, along with the additional relations operator lo-
cation_access and operator_machine_access, thereby
establishing multi-level access control. In this way; it is
possible to precisely define which operator is allowed to
work at particular locations and on particular machines.
The operator:_sessions entity enables the recording of
logins, logouts, and session statuses, thereby introduc-
ing additional traceability of operator activities.

The process layer is modeled through the entities
presets, sequence_articles, and sequence_steps. The
presets entity includes predefined position presets,
while the sequence_articles and sequence_steps enti-
ties model work sequences through logical group-
ing and the elaboration of individual steps. Such an
organization enables process patterns to be stored,
shared, reused, and adapted to different operators,
machines, or locations. The machine_parameters en-
tity is used to store machine configuration param-
eters, such as steps per millimeter, speeds, and ac-
celerations, while machine_state_snapshots models
current or periodically recorded machine states, in-
cluding position, calibration status, reference mode,
and end-limit states. In this way, the database stores
not only static configuration information, but also dy-
namic operational data. The event and revision layer
is modeled through the entities machine_events and
audit_logs. The machine_events entity contains pro-
cess and system events related to a specific machine
and operator, while audit_logs provides a generic
trace of administrative and entity-level changes in
the system.

Long-Term Data Management and Database
Scalability
Since the machine_state_snapshots table may

Figure 6. Entity-relationship schema of the centralized relational database
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grow rapidly in a multi-machine environment, long-
term data management must be considered as part of
the database architecture. In the implemented model,
current machine states and historical state records
are conceptually separated. Recent records are used
for supervision, diagnostics, and synchronization,
while older records can be archived or aggregated
depending on maintenance and reporting require-
ments.

For larger deployments, the table can be opti-
mized using indexes over machine_id and timestamp
fields, time-based partitioning, and retention poli-
cies that keep high-resolution state data only for a
defined operational period. Older snapshot data may
be transferred to historical tables or summarized
into aggregated diagnostic records. In this way, the
system preserves traceability without allowing high-
frequency operational data to reduce database per-
formance over time.

Integrity Constraints and Transaction

Management

The quality of the model is reflected not only
in the number of entities, but also in the way con-
straints are defined over the data. Primary keys en-
sure the unique identity of each record, while foreign
keys prevent illogical associations between entities.
Mandatory fields are defined as NOT NULL, and ap-
propriate relations apply cascading deletion or NULL
assignment rules depending on the semantics of the
data. In this way, the database actively contributes to
preserving system integrity.

In more complex operations, such as creating a
work sequence with multiple steps, assigning access
to an operator, or changing machine configuration,
transactional consistency plays a key role. Such op-
erations represent a set of mutually related writes
that must be treated as a single logical unit. The Post-
greSQL transaction mechanism ensures that such
units are either fully committed or completely rolled
back in the event of an error, thereby preventing par-
tial writes and preserving the logical correctness of
the system [9].

Multi-Client Access and Remote Availability

The centralized database allows an operator to
retain access to personal settings, work measures,
sequences, tasks, and work history regardless of the

machine being used, provided that the machine be-
longs to the same system environment. In this way,
a unified user and process context is achieved across
multiple machines, which is particularly important
in production systems where operators work on the
same or similar machines distributed across multiple
workstations or locations. Access to the database is
organized through the application layer, which sepa-
rates business logic from the query layer itself, there-
by achieving clearer code organization, easier testing,
and greater maintainability of the system. In the im-
plemented architecture, desktop and mobile clients
do not access the PostgreSQL database directly, in-
stead, all interactions with centralized data are medi-
ated through the application service layer within the
Tailscale VPN environment, which enforces access
control and isolates the database from direct client
exposure.

The use of a centralized PostgreSQL solution, in-
stead of a local database tied to a single workstation,
naturally supports multi-client operation, central
administration, and the availability of the same data
across multiple devices.

The complete work process can be monitored
and administered remotely using a dedicated Flut-
ter mobile application [10] and desktop client, with
access established through Tailscale VPN infrastruc-
ture. In the implemented solution, Tailscale enables
secure connection of devices within a closed virtual
network, without the need for public exposure of
services or complex configuration of traditional VPN
solutions. In this way, the mobile application, remote
computer, and the server environment hosting the
PostgreSQL database remain available through con-
trolled, identity-based access, which supports secure
supervision, centralized administration, and reliable
access to operational and configuration data from
different locations. The administrative interface for
remote monitoring of service and database status is
shown in Fig. 7.
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Figure 7. Administrative interface for remote monitoring of
service and database status

The practical value of this architecture lies in the
fact that all centrally defined data related to a spe-
cific worker are available through the VPN, including
their settings, predefined measures, work tasks, and
activity history. In this way, the system goes beyond
the framework of a local control application tied to a
single machine and becomes a centralized industrial
software environment supporting multiple users,
multiple devices, and multiple locations.

Data Portability and Security Mechanisms

An additional operational value of the system lies
in its support for data export and import. The imple-
mented approach enables backup creation, data mi-
gration, and restoration of the system state whenever
servicing, infrastructure replacement, or transfer of
configuration to another controlled environment is
required. In this way, the system supports not only
routine administrative procedures, but also recovery
scenarios in which continuity of operation must be
preserved. Exportand import mechanisms [11] make
it possible to transfer operator data, presets, work se-
quences, and related configuration elements without
the need for repeated manual setup. This reduces
downtime, simplifies maintenance procedures, and
improves portability of the software solution across
different workstations and deployment contexts.
Consequently, these mechanisms do not represent
merely auxiliary administrative functions, but an im-
portant element of system continuity, maintainabil-
ity, and long-term operational reliability. An example
of the interface used for database restoration from a
backup file is shown in Fig. 8.

Figure 8. Interface for restoring the database from a backup file

The security aspect of the system does not relate
only to the protection of user access to the applica-
tion, but also to the protection of the software solu-
tion itself against unauthorized use. For this reason,
two mutually complementary protection mecha-
nisms have been applied. The first relates to opera-
tor authentication, where login is performed using a
PIN whose value is stored in the database in hashed
form, thereby reducing the risk associated with direct
exposure of authentication data and improving pro-
tection of user credentials. In addition, this approach
supports personalized access to operator-specific
settings, presets, and work sequences while ensur-
ing that unauthorized users cannot access protected
system functions. The operator login interface used
for authentication and loading of personalized user
settings is shown in Fig. 9.
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Figure 9. Operator login interface of the implemented industrial
control application
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The second relates to software license protection
using asymmetric cryptography [12]. In this model,
the private key remains with the system author and
is used for digitally signing the license, while the pub-
lic key is embedded in the application and is used to
verify its authenticity. Such an approach ensures that
valid licenses can only be issued within the controlled
service environment and that the verification process
can be performed locally within the application itself.
In this way, both user-level access protection and
software-level authorization are addressed as inte-
gral parts of the overall system security model.

The implemented licensing subsystem also in-
cludes a dedicated internal License Manager appli-
cation intended exclusively for the software author
or authorized service personnel. The tool processes
exported request files generated by the main appli-
cation and enables license generation, renewal, and
activation-code export. The licensing workflow sup-
ports both perpetual and time-limited licenses and
is fully based on the same asymmetric cryptographic
model, in which the private signing key is retained
exclusively within the internal service environment.
The administrative interface used for license verifica-
tion and activation is shown in Fig. 10.

=

Figure 10. Administrative interface for license verification and
activation

This architecture prevents local generation or
modification of a valid license by the end user, while
license verification remains possible without relying
on a constant Internet connection or a remote license
server.

RESULTS

The performed validation confirmed that the
implemented system provides stable and consistent
operation of the centralized data model, distributed
communication layer, and remote multi-client access
architecture. The obtained results indicate that the
proposed software-hardware integration satisfies
both the functional requirements of precise indus-
trial control and the organizational requirements of
centralized data management in multi-machine envi-
ronments.

At the application and database level, the central-
ized relational model enabled reliable management
of operator accounts, position presets, work sequenc-
es, assigned tasks, and system events within a unified
information environment. The average operator log-
in time, including authentication, access-right verifi-
cation, and loading of the user context, was 142 ms,
while loading of position presets and work sequences
required 31 ms and 56 ms, respectively. These values
indicate that centralized persistence does not intro-
duce delays that would negatively affect routine in-
dustrial use.

At the communication level, validation showed
that the hierarchical organization based on the main
control node and remote execution and sensor mod-
ules enables reliable exchange of commands and
status information under industrial operating con-
ditions. The average response time between the ap-
plication layer and the main ESP32-S3 node over the
USB-UART connection was 48 ms, while the average
exchange time between the main node and remote
modules over the CAN bus was 14 ms. No communi-
cation loss was observed during the test scenarios,
and the functional separation between execution and
sensing layers was preserved in all cases. These re-
sults confirm that the selected communication archi-
tecture provides both responsiveness and robustness
in environments exposed to electromagnetic distur-
bances.

Remote access through the Tailscale VPN infra-
structure was also successfully validated. Desktop
and mobile clients were able to access centralized
data and administrative functions with an average
remote response time of 187 ms under normal op-
erating conditions. This result confirms that the de-
veloped architecture supports centralized supervi-
sion and coordinated management of multiple users,
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machines, and locations within a single software en-
vironment, without compromising practical usability.

At the database consistency level, the correctness
of relations between the organizational, machine,
operator, process, and revision layers was verified
through complex transactional operations. Work-
sequence modification, access-right assignment, and
machine-parameter updates were executed with a
100% success rate in the validation scenarios, with-
out integrity violations or partial writes. Export and
import of configuration and operational data re-
quired 3.2 s and 4.7 s, respectively, confirming that
backup, migration, and restoration procedures can be
performed efficiently within maintenance and recov-
ery workflows.

From the industrial perspective, the implemented
solution improved operational consistency, reduced
dependence on machine-local data, and increased the
availability of process-related information. Central-
ized storage of operator settings, work measures, and
task assignments enabled the same operator to con-
tinue work on different machines without repeated
manual reconfiguration, thereby reducing setup ef-
fort and improving workflow continuity. In addition,
the availability of logs, audit records, and machine-
event history improved process traceability, diagnos-
tics, supervision, and accountability in production
conditions.

The obtained results also show that the distrib-
uted architecture contributes to maintainability and
scalability of the overall system. By separating execu-
tion and sensing functions across dedicated remote
modules and interconnecting them through the CAN
bus, the implemented solution reduced sensitivity to
long signal lines, improved communication robust-
ness, and supported modular deployment across
multiple machines and locations. In that sense, the
proposed architecture provides not only a technically
valid integration of software, database, and commu-
nication layers, but also measurable operational ben-
efits relevant to industrial practice.

DiScusSION

The obtained results confirm the justification for
selecting a centralized relational data model for the
analyzed type of industrial software system. The na-
ture of the data within the system clearly corresponds
to the relational approach, since the entities are pre-

defined, their relationships are stable, and preserving
the integrity of those relationships is essential for the
correct operation of the system. Under such condi-
tions, a relational database management system rep-
resents the most suitable architectural and functional
solution.

The choice of PostgreSQL proved justified due
to the centralized nature of the system. Unlike local
databases tied to a single machine or workstation, a
centralized RDBMS allows the same operator to ac-
cess their data from multiple machines and different
client platforms while preserving a unified operator
and process context. Such an approach is particularly
important in systems with multiple workstations,
multiple users, and multiple locations, where local
persistence would not be able to provide the required
level of consistency, availability, and administrative
transparency.

An additional value of the implemented solution
lies in the breadth of the data model, which includes
companies, locations, machines, controllers, access
rights, sessions, machine parameters, states, events,
and audit trails. In this way, the organizational, ma-
chine, operator, process, and revision layers of the
system are integrated within a single database, en-
abling not only reliable persistence but also improved
traceability, supervision, and process management.

From the communication perspective, the distrib-
uted architecture based on the main control node
and remote execution and sensor modules proved
suitable for the industrial environment. The choice of
the CAN bus is particularly significant, since differen-
tial signal transmission provides greater resistance
to electromagnetic interference typical of systems
with electric motors, contactors, variable-frequency
drives, and power lines. In this way, the communi-
cation layer does not represent only a transmission
mechanism, but also an important element of the
overall robustness and maintainability of the system.
Remote access via the Tailscale VPN infrastructure
further extends the functional scope of the solution
by enabling centralized administration, log review,
task assignment, and access to user settings from dif-
ferent locations.

The comparison with NoSQL approaches further
confirms the appropriateness of the selected solu-
tion. A NoSQL approach may be useful in systems
dominated by unstructured telemetry, high-volume
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sensor streams, or document-oriented data storage.
However, the analyzed industrial control system is
based on clearly defined entities and stable relation-
ships between operators, machines, locations, access
rights, process parameters, work sequences, ses-
sions, events, and audit records. In such a context, re-
lational integrity is more important than flexible data
representation.

For example, when an operator is granted access to
a specific machine at a specific location, this relation-
ship must remain consistent with the corresponding
company, location, machine, session, and audit re-
cords. In a document-oriented NoSQL model, such in-
formation would often have to be duplicated or coor-
dinated across multiple documents, which increases
the risk of inconsistent access rights, outdated copies
of security-related data, and more complex validation
logic at the application level. In contrast, PostgreSQL
enforces these relationships through foreign keys,
constraints, transactions, and rollback mechanisms.

Therefore, NoSQL systems could be considered as
an auxiliary layer for high-volume telemetry, analyti-
cal storage, or non-critical log aggregation, but they
are less appropriate as the primary source of truth
for this type of safety- and integrity-sensitive indus-
trial application. For the implemented system, the
centralized relational model provides clearer consis-
tency rules, stronger auditability, and more reliable
management of operator access, machine param-
eters, and work-sequence modifications.

Based on this, it can be concluded that the main
contribution of the paper does not lie only in the ap-
plication of individual technologies, but in their archi-
tectural integration. The centralized database layer,
distributed communication architecture, multi-client
access, and security mechanisms are integrated into a
unified solution tailored to industrial precision-con-
trol systems. It is precisely in this integration that the
key value of the proposed model can be recognized.

CONCLUSION

This paper examined the application of a central-
ized relational data model and distributed communi-
cation architecture in an industrial software system
intended for high-precision machine control. The
analysis showed that such systems require not only
reliable control of process-related functions, but also
structured management of operator accounts, posi-

tion presets, work sequences, access rights, system
events, and audit-related data. In that context, the re-
lational model proved to be a suitable foundation for
organizing and maintaining consistency of industrial
operational data.

The proposed architecture combines a central-
ized PostgreSQL persistence layer, a distributed
microcontroller-based communication structure,
and multi-client remote access within a unified soft-
ware environment. Such integration enables a clear
separation between application, control, sensing,
and data-management layers, while also supporting
centralized supervision, improved traceability, and
coordinated operation across multiple machines and
locations. The obtained findings confirm that this ap-
proach is functionally, technically, and architectur-
ally appropriate for industrial environments in which
precision, consistency, and operational continuity are
critical.

An additional contribution of the paper lies in
showing that the selected architecture provides not
only technical feasibility, but also practical industrial
value through improved maintainability, centralized
administration, controlled access, and support for
backup, recovery, and licensing mechanisms. At the
same time, the study indicates that the developed
model provides a solid basis for further extension
toward advanced supervision, analytics, production-
resource coordination, and broader integration of
multiple industrial machines into a shared informa-
tion environment.
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