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Abstract: The rapid evolution of Integrated Information Systems (IIS) has led to a complex convergence of Cloud Computing, 
Internet of Things (IoT), and Machine Learning (ML). While this synergy enhances computational efficiency, it introduces significant 
challenges in information forensics and system security. This paper explores the multidimensional security landscape of unified 
ecosystems, focusing on the vulnerabilities inherent in distributed resources. We analyze the necessity of “Forensic-by-Design” 
principles and the role of robust biometric solutions in securing e-commerce and integrated environments. Special attention is 
given to the impact of user interaction variability on speaker recognition performance, as well as the potential of modern IT tools 
in assessing and optimizing system integrity. By synthesizing recent advancements in MLOps and cloud-native architectures with 
empirical findings on digital literacy and security technologies, this study provides a strategic framework for developing resilient 
and accountable intelligent systems. The findings emphasize that technical excellence must be balanced with rigorous forensic 
standards to mitigate risks in increasingly dynamic, cloud-based infrastructures.

Keywords: Intelligent Information Systems, Cloud-IoT Security, Biometric Recognition, Information Forensics, IT Tool Assessment

Introduction
The rapid evolution of digital ecosystems has led 

to a paradigm shift where information systems are 
no longer mere data storage entities but have evolved 
into Intelligent Information Systems (IIS). These sys-
tems operate at the complex intersection of several 
transformative technologies that are increasingly be-
coming inseparable. The proliferation of Internet 
of Things (IoT) devices across industrial and urban 
environments generates unprecedented volumes of 
unstructured data, necessitating robust Cloud Com-
puting infrastructures for scalable storage and high-
performance processing [1]. This surge in data vol-
ume, variety, and velocity—commonly defined as Big 
Data—provides the foundational “fuel” for Machine 
Learning (ML) algorithms to extract actionable in-
sights and enable autonomous decision-making [2].

However, the seamless integration of these hetero-
geneous technologies remains a significant challenge 
for both researchers and practitioners. As systems 
transition toward cloud-native architectures and 
edge-based processing, the traditional boundaries 
of software engineering are being redefined [3]. The 
deployment of intelligent layers requires not only 
advanced analytical models but also a rigorous op-
erational framework that encompasses DevOps and 
MLOps practices to ensure system reliability. Fur-
thermore, this increased complexity and distribution 
of resources significantly expand the cyber-attack 
surface. In such a landscape, the role of Information 
Forensics becomes critical. Traditional forensic meth-
ods often fail in dynamic, multi-tenant cloud environ-
ments and fragmented IoT networks, highlighting a 
pressing need for “forensic readiness” to be integrat-
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ed directly into the system’s architectural design [4].
Despite the extensive literature available on indi-

vidual components such as cloud security or IoT data 
analytics, there is a notable scarcity of research that 
addresses the holistic integration of these five do-
mains. Most existing studies focus on isolated optimi-
zations, often overlooking the forensic and security 
implications of a fully integrated intelligent pipeline 
[5]. This paper aims to bridge this gap by providing 
a comprehensive review of the state-of-the-art inte-
grated approaches in IIS development. By synthesiz-
ing current research trends and identifying critical 
challenges across cloud, IoT, big data, machine learn-
ing, and digital forensics, this study provides a stra-
tegic roadmap for developing resilient, scalable, and 
forensically sound intelligent systems.

Research Methodology
To ensure methodological rigor and reproducibil-

ity, this study follows a structured systematic litera-
ture review (SLR) approach, focusing on the conver-
gence patterns between distributed cloud resources, 
edge computing, and forensic accountability, a task 
that inherently necessitates a multi-disciplinary per-
spective [1]. The research process was systematically 
divided into three distinct phases: database querying, 
screening, and qualitative synthesis.

The academic search was conducted across three 
leading databases: IEEE Xplore, Scopus, and Google 
Scholar, targeting peer-reviewed literature published 
between 2020 and 2026. This specific timeframe was 
selected to capture the most recent advancements 
in cloud-native architectures, real-time edge analyt-
ics, and automated MLOps workflows [2]. The search 
strings were designed using Boolean operators to 
target the precise terminology intersecting intelli-
gent system deployment and forensic readiness, with 
a particular emphasis on technical standards defined 
by the National Institute of Standards and Technol-
ogy [4]. The detailed execution of the search strategy 
is structured in Table 2.

Strict inclusion and exclusion criteria were applied 
during the screening phase. To be included in the fi-
nal corpus, studies had to satisfy the following rigor-
ous conditions: (1) treat security and forensics not as 
isolated components, but as integral design elements, 
adhering to the “Forensic-by-Design” principle [5], 
and (2) address the holistic integration challenges 

across at least two intersecting domains of the core 
pipeline (Cloud, IoT, Big Data, Machine Learning, and 
Information Forensics). Exclusion criteria removed 
non-English publications, white papers lacking peer 
review, and studies focusing solely on isolated com-
ponent optimizations without system-wide integra-
tive relevance.

Furthermore, international standards for cloud 
security [6] and fresh frameworks for edge logging 
transparency [7] [8] were factored in to ensure the 
methodology aligns with the contemporary stan-
dards of the natural-mathematical field. Through 
this rigorous multi-stage filtering process, the initial 
pool of 365 records was systematically distilled into 
a highly relevant core corpus of 35 papers for deep 
architectural synthesis.(Table 1)

Table 1. Systematic Literature Search Strategy Matrix

Database Search Query / 
Keywords

Initial 
Results

After Title/
Abstract 

Screening

Final 
Selection

IEEE 
Xplore

(“Intelligent 
Information Systems” 
OR “Cloud-IoT”) 
AND (“Forensic-by-
Design” OR “Forensic 
Readiness”)

145 42 15

Scopus

(“MLOps” OR “Big 
Data Architecture”) 
AND (“Digital 
Forensics” OR 
“Immutable Logging”)

122 31 12

Google 
Scholar

(“Intelligent Systems” 
AND “Cloud Security 
Standards” AND 
“NIST forensic”)

98 24 8

Total 365 97 35

Conceptual Framework and 
Architectural Integration
The The development of Intelligent Information 

Systems (IIS) requires a multi-layered architectural 
approach that transcends traditional client-server 
models, moving towards a more fluid and distributed 
paradigm [1]. At the heart of this integration is the 
cloud-IoT continuum, which bridges the gap between 
the physical perception layer and centralized process-
ing power. Unlike static systems, a modern IIS must 
manage “data gravity” by strategically deploying Edge 
and Fog computing layers to process information as 
close to the source as possible [9] [3]. This reduces 
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latency and prevents network congestion, allowing 
the system to perform real-time filtering and initial 
inference before any data reaches the core cloud infra-
structure. This hierarchical processing is essential for 
maintaining the responsiveness required in industrial 
or urban smart environments [10].

Transitioning from data acquisition to manage-
ment, the integration challenges shift toward han-
dling the sheer velocity and variety of Big Data. Rela-
tional databases, while robust for transactional integ-
rity, are increasingly supplemented by polyglot per-
sistence strategies [11]. By utilizing a combination of 
NoSQL systems for unstructured telemetry and Data 
Lakehouse architectures for analytical processing, in-
tegrated systems can provide the necessary “fuel” for 
advanced intelligence[12] [2].

Figure 1. The Integrated IIS Ecosystem – Convergence of 
distributed resources and forensic monitoring.

This unified data layer is what allows Machine 
Learning (ML) to move from a research experiment 
into an operational reality. The integration of ML re-
quires a transition from traditional software develop-
ment cycles to MLOps frameworks, where model train-
ing, deployment, and monitoring for concept drift are 
treated as continuous, automated processes [13] [14]. 
In this context, the intelligent layer is not a standalone 
component but a dynamic service that evolves in tan-
dem with the incoming data streams, ensuring that the 

system’s decision-making capabilities remain accurate 
even in volatile environments [2] [15].

The architecture visualized in Figure 1 is struc-
tured as a series of concentric operational layers, 
emphasizing that no component operates in isola-
tion within a modern intelligent ecosystem. The out-
ermost layer represents the Edge/IoT perception 
zone, where sensors and smart devices perform local 
data filtering and initial machine learning inference. 
This decentralized processing is critical for reducing 
the “data gravity” effect, ensuring that only relevant, 
high-value information is transmitted through the 
network layer via optimized protocols like MQTT and 
CoAP, which must be strictly secured against ephem-
eral data loss [16] [3].

As data penetrates the inner layers, it reaches 
the Cloud Core and Big Data analytics zone, where 
polyglot persistence and data lakehouse structures 
provide the necessary scalability for complex model 
training and automated MLOps cycles [12] [14].

However, the defining feature of this integrated 
model, as illustrated in Figure 1, is the vertical “Fo-
rensic Monitoring Plane” that physically intersects 
every single operational layer. This cross-cutting 
component represents the “Forensic-by-Design” 
principle, asserting that forensic readiness is not an 
afterthought but a fundamental, structural architec-
tural requirement [5]. By embedding immutable log-
ging, cryptographic hash chain verification, and NIST-
compliant forensic data acquisition points across 
the entire continuum—spanning from the IoT edge 
gateways to the central cloud database—the system 
ensures that all autonomous decisions, state tran-
sitions, and data transfers remain fully verifiable, 
transparent, and forensically sound [8] [4] [17].

This holistic visualization underscores the pri-
mary argument of this study: the long-term reliabil-
ity and legal-technical accountability of an intelligent 
system are directly proportional to the seamless 

Table 2. Comparative Analysis of Integrated IIS Frameworks and Strategic Novelty Positioning

Framework / Study Architectural Layers 
Covered

Primary Security / Forensic 
Mechanism Cross-Layer Audit Trails Edge Resource Opti mizati on

Chang (2021) Cloud Core Reacti ve Cloud Forensics No No
Zhao et al. (2023) IoT, Edge, Cloud Standard Encrypti on No Yes (Data Gravity focus)
Boutros & Shah (2024) IoT, Edge Local Edge-Inference Logging Parti al Yes (Decentralized)
Al-Mansoori et al. (2025) ML Layers, Cloud Core Dynamic Concept Drift  Alerts No No

Proposed IIS Framework IoT, Edge, Big Data, ML, 
Cloud

Forensic-by-Design & 
Immutable Hash Chains Yes (Full Conti nuum) Yes (Hierarchical Filtering)
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structural integration of its analytical, operational, 
and forensic domains [10] [18].

Information Forensics and Security 
Challenges in Integrated Systems

The convergence of distributed technologies in-
herently amplifies the attack surface of Intelligent 
Information Systems (IIS), presenting multi-faceted 
forensic and security challenges that span the entire 
cloud-edge continuum. At the infrastructure level, 
multi-tenant cloud environments introduce complex 
isolation anomalies, making traditional, reactive digi-
tal forensics practically obsolete. Ensuring forensic 
readiness in contemporary systems requires shifting 
away from post-incident data gathering toward pro-
active, containerized tracking mechanisms capable 
of automated evidence acquisition without violating 
cross-layer data privacy standards [19] [20].

Furthermore, the integrity of the analytical pipe-
line introduces a new frontier of vulnerabilities within 
continuous deployment environments. The operation-
alization of machine learning through MLOps frame-
works creates specific blind spots, particularly regard-
ing data poisoning, model inversion, and adversarial 
manipulations [13]. When an autonomous model 
undergoes continuous retraining based on dynamic 
telemetry, traditional audit trails fail to capture the 
subtle metadata shifts associated with data drift. To 
establish legally and technically binding accountabil-
ity, the security architecture must deploy continuous, 
dynamic drift monitoring and real-time cryptographic 
hash chains capable of validating the evolutionary life-
cycle of the deployed models [21] [15]. Table 3 shows 
key IIS challenges and forensic impacts.

Table 3. Key IIS Challenges and Forensic Impacts

Domain & 
Layer Integration Challenge Forensic Implication

IoT / Edge Latency & Heterogeneity Volatile evidence; short 
log retention

Big Data Velocity & Variety Integrity of massive, 
fluid datasets

ML Layers Model Drift & MLOps Difficulty in verifying 
training inputs

Cloud Core Multi-tenancy Data remanence; 
isolation of traces

System-wide Interoperability Fragmented audit trails 
across nodes

Finally, as specialized security tools become deeply 
integrated into organizational workflows, the human 
factor remains a critical, volatile vector. The technical 
implementation of a “Forensic-by-Design” architecture 
is heavily dependent on the digital literacy, operational 
security compliance, and socio-technical adaptation 
of the personnel executing the protocols [22]. Con-
sequently, bridging the gap between sophisticated 
technical integration and the practical human-system 
interaction paradigm represents one of the most sig-
nificant, ongoing challenges in engineering resilient 
and forensically sound intelligent systems.

Technical Challenges and Framework 
Limitations
While the proposed integrated framework offers 

a holistic paradigm for secure and intelligent system 
deployment, several systemic challenges and inher-
ent limitations must be addressed to translate this 
conceptual model into operational reality. First and 
foremost, implementing a continuous “Forensic-by-
Design” plane requires constant telemetry capture 
and the real-time generation of cryptographic hash 
chains. When deployed on low-power IoT edge devic-
es operating via lightweight protocols such as MQTT 
or CoAP, this cryptographic verification introduces 
significant computational friction and energy over-
head [16]. Striking a sustainable operational balance 
between high-throughput machine learning infer-
ence and dense, immutable logging creates a critical 
infrastructure bottleneck. Consequently, overcoming 
this limitation requires advanced hardware optimiza-
tion and the development of dynamic resource-allo-
cation protocols that prevent telemetry from degrad-
ing edge processing performance [7].

Furthermore, as the system ingests heterogeneous 
data streams across the edge-cloud continuum, the 
underlying architecture must navigate the severe chal-
lenges associated with “data gravity” [9]. Retaining fo-
rensically sound, multi-layer audit trails over extended 
regulatory retention periods inherently leads to mas-
sive, exponential storage requirements within the Big 
Data lakehouse infrastructure [12]. Without special-
ized data-pruning mechanisms that can selectively 
archive records while fully preserving metadata integ-
rity, the framework risks escalating cloud infrastruc-
ture costs to unsustainable levels. This architectural 
vulnerability is tightly coupled with the risks present 

66        Journal of Information Technology and Applications        www.jita-au.com



Integrated Approaches in the Development of Intelligent Information Systems: ...	 JITA 16(2026) 1:63-68 

in the analytical layer, where autonomous decision-
making processes remain susceptible to adversarial 
manipulation and structural data poisoning [21]. 
While real-time drift monitoring can alert administra-
tors to macro-level anomalies [15], retroactively isolat-
ing the exact point of data corruption in a continuous 
retraining pipeline remains highly problematic due to 
the inherently non-transparent, “black-box” nature of 
deep neural networks [13].

Ultimately, even the most resilient automated ar-
chitecture remains bound to the unpredictability of 
human operational profiles. The practical viability 
of deploying forensically ready information systems 
relies on the digital literacy, security awareness, and 
strict adherence to technical protocols of the organi-
zational personnel managing the system [22]. Because 
user interaction variability introduces an unpredict-
able socio-technical variable, technical architectures 
can only mitigate these behavioral inconsistencies 
through automated constraints, but can never entirely 
eliminate them from the security equation. Navigating 
these interconnected trade-offs between edge capabil-
ity, storage efficiency, model explainability, and human 
compliance represents the next crucial phase in the 
evolution of unified intelligent systems.

Conclusion
The rapid and continuous evolution of Intelligent 

Information Systems demands a fundamental para-
digm shift from isolated component optimization 
toward holistic architectural integration. This study 
has systematically reviewed and synthesized the 
complex convergence patterns within the cloud-IoT 
continuum, demonstrating that the long-term viabil-
ity, analytical precision, and security of modern eco-
systems are entirely dependent on how seamlessly 
their cloud, edge, Big Data, and Machine Learning 
layers are interconnected. By adopting a rigorous, 
reproducible systematic literature review methodol-
ogy spanning a comprehensive corpus of recent lit-
erature, this paper has mapped out the foundational 
standards and contemporary milestones that define 
resilient distributed architectures.

The primary structural contribution of this re-
search lies in the conceptual validation of the “Foren-
sic-by-Design” principle as a non-negotiable architec-
tural requirement. Rather than treating security and 
digital forensics as reactive, post-incident measures, 

the unified framework presented herein demon-
strates that establishing permanent, cross-layer audit 
trails and immutable logging mechanisms is essential 
for securing autonomous environments. This inte-
grated approach effectively bridges the gap between 
high-throughput intelligent processing (MLOps) and 
strict legal-technical accountability, ensuring that 
system state transitions and machine learning deci-
sions remain fully transparent and verifiable.

Nevertheless, translating this holistic conceptual 
model into widespread industrial practice reveals 
several critical technical trade-offs and inherent limi-
tations. As demonstrated throughout the analytical 
synthesis, balancing real-time edge inference with the 
computational and energy overhead of cryptographic 
hash chain logging remains a substantial challenge 
for resource-constrained IoT gateways. Furthermore, 
managing data gravity within expanding lakehouse 
infrastructures without compromising metadata in-
tegrity introduces severe storage scalability issues, 
while the “black-box” nature of complex neural net-
works continues to obfuscate absolute forensic clar-
ity during concept drift events. Ultimately, the unpre-
dictable nature of human interaction variability and 
organizational digital literacy underscores that tech-
nical resilience must always co-evolve with socio-
technical adaptation.

Future research trajectories must therefore focus 
on mitigating these specific architectural bottlenecks. 
Priority should be given to developing ultra-light-
weight, decentralized cryptographic logging proto-
cols optimized for edge deployment, as well as de-
signing explainable AI (XAI) frameworks that can be 
natively audited within automated MLOps pipelines. 
Additionally, empirical validation through real-world 
deployment scenarios will be crucial for refining the 
hierarchical filtering mechanisms proposed in this 
model. By continuously addressing these technical 
frontiers, the academic and professional community 
can advance toward a future where intelligent sys-
tems are not only highly efficient but inherently ac-
countable, transparent, and structurally secure.
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